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    Changelog

All notable changes to ankusa are documented here. Format follows
Keep a Changelog; this project
follows Semantic Versioning.
Release process: bump version in the package's mix.exs and move the
relevant [Unreleased] entries under a new dated heading in the same PR, in
accordance with SemVer. A pushed <pkg>-vX.Y.Z git tag publishes. See
docs/releasing.md for the mechanics.
Unreleased
0.7.0 - 2026-10-28
Added
	Bounded claim sweeper and claim batch error handling (PERF-2).
Ankusa.ClaimCheck.Sweeper sweeps one tenant per tick instead of globbing every
claims/tenant=*/dt=* directory: a pass lists the tenant directories once, in name
order, and each tick takes the next tenant's day partitions (by name, never a glob).
The tenant a pass last finished is persisted (m:claim_sweep_cursor, additive: a
build that does not know the row ignores it, so a rollback needs no step), so a
restart resumes after it. While tenants are left the next step follows in 100 ms;
scanned and partitions_left of [:ankusa, :claim_check, :sweep] now count the
one tenant swept, and tenants_left (gauge ankusa_claim_check_sweep_tenants_left)
is new. Ankusa.ClaimCheck.check_in_batch/2 uploads its packs unlinked: an upload
process that dies is {:error, {:unavailable, reason}} for that pack's items and no
longer takes the dispatch packing task down, and an item no pack can hold is
{:error, :too_large}; the claim-count and size limits now live in split/3, and
check_in/4 answers {:error, :too_large} for more than 65 000 claims or about
4 GiB instead of raising from Pack.build/1. See
claim-check.md.

	Message size preflight and forwarded-header caps (DEL-5). A queue sink
that uses Ankusa.Sink.Messaging now checks every message against its
Ankusa.Sink.Messaging.max_message_bytes/1 (implemented for you: the
:max_message_bytes option, default 1 MiB) before publish/4, in
Ankusa.Sink.Message.encode/4. An inline body whose base64 message would not
fit is checked in and published as a claim; a body that is over the limit by
itself is {:permanent, {:message_too_large, size, max}}, dead-lettered at
once with no broker call. Message.max_bytes/1 and
default_max_message_bytes/0 are new. Sink.GooglePubSub (10 MB) overrides
the default; Sink.SQS keeps :max_message_bytes.

	max_headers (64) and forward_headers_max_bytes (16 KiB) on
Ankusa.Source. Ankusa.Sink.Message.forwarded_headers/2 now takes a
sink ctx (or a bare mode, as before) and drops a header past either cap,
whole, emitting [:ankusa, :sink, :headers_dropped]
(ankusa_sink_headers_dropped_total{reason="count" | "bytes"}). Sink.Http
is capped too. Sources that forward more than 64 headers, or more than 16 KiB
of them, lose the excess: raise the two keys to keep them.

	Owned, bounded HTTP connection pools (DEL-3). Every Ankusa.HttpClient
request that does not name its own transport (Sink.Http, SQS, Pub/Sub, JWKS and
secret-provider fetches) goes through Ankusa.HttpClient.Pools, one Finch for the
node (Ankusa.HttpClient.Finch, started with the application) with a pool per
receiver address and connection profile per instance, instead of Req's default of
one 50-connection pool per origin that is never closed. New egress.pools config
(inside the egress section, so Ankusa.Config keeps its 31 struct fields):
pool_size (32), pool_count (1), pool_timeout (5000), pool_max_idle_ms
(60000), conn_max_idle_ms (30000), max_pools (1024), max_pools_per_tenant
(256) and protocols ([:http1, :http2], so HTTP/2 negotiates by ALPN), all
range-checked, and a per-sink pool: [pool_size:, pool_count:, pool_timeout:, protocols:] on Sink.Http. An idle-pool sweep (every 30 s, mirroring
Sink.Reaper) closes pools idle for pool_max_idle_ms; deleting a source closes
its idle pools; at a ceiling the least recently used idle pool (the tenant's own,
for max_pools_per_tenant) is closed to make room, and with every pool serving a
request the call is {:error, {:unavailable, :pool_limit}}, retried. Boot warns
when pool_size * pool_count is below dispatch.concurrency or max_pools * pool_size * pool_count passes ulimit -n. Gauge ankusa_http_pools
([:ankusa, :http, :state]), counters ankusa_http_pool_closed_total{reason} and
ankusa_http_pool_refused_total{scope}. Ankusa.HttpClient.request/6 takes the
pool context options :instance, :tenant, :source and :pool. Tests:
http_client_test.exs, sink/http_test.exs, config_test.exs; bench/pools_bench.exs.
See delivery.md.

	Ankusa.Sink.Messaging and Ankusa.Sink.Connections: the shared shape of
a queue-style sink. use Ankusa.Sink.Messaging and implement publish/4:
the injected deliver/3 encodes the hook as Ankusa.Sink.Message (inline,
or its claim) and hands the payload over, and inline_max_bytes/1 is
implemented for you; resolve/2/static/1 read a "string or function of
the hook" option, endpoints/1 a broker list ("host:port",
{host, port}, or one comma-separated string).
Ankusa.Sink.Connections.start_link/1 starts an adapter's
<sink>.Supervisor + <sink>.Reaper tree under <sink>.TopSup, and
ensure/5 finds or starts a connection under it and touches it in the
reaper. Ankusa.Sink.Message gains headers/2 (the ankusa_* transport
headers, tenant always present), delivery_id/2 (id, or
id:replay:<replay_id>) and fits/2 (the
{:permanent, {:message_too_large, size, max}} gate);
Ankusa.HttpClient.authority/1 is public. mise run new:adapter scaffolds
the new shape. Docs: packaging.md#adding-a-new-adapter-package.

	Claim gateway integrity check, and gateway, sweep and archive metrics
(CLM-1). claim_check.integrity_check (:manifest, the default, or
:off): the gateway holds every whole-claim GET to the sha256 its pack's
manifest records, answers 502 integrity_mismatch rather than send bytes
that differ (or from a pack whose manifest does not parse or does not list
its claims), and sends the digest on 200 and 206 as x-ankusa-sha256.
The manifest is read once per pack (one ranged read at the end of the last
claim), coalesced by Ankusa.ClaimCheck.Reader like any read
([:ankusa, :claim_check, :read] gains kind: :manifest and
result: :integrity_mismatch) and kept in the pack's Ankusa.ClaimCheck.Cache
entry, so it counts against read_cache_bytes (32 bytes a claim) and ages with
the pack's index. Ankusa.ClaimCheck.digest/3 is new; the location
locate/4 returns gains :claims and :claims_end; Pack.count/1,
manifest_header_bytes/0, manifest_size/1, digests/3 and digest/2 are new.
Metrics: ankusa_claim_gateway_requests_total{status} and
ankusa_claim_gateway_duration_seconds (these replace the unreleased
ankusa_claim_check_gateway_*: status is the only label, no method),
ankusa_claim_sweeps_total{deleted}, ankusa_archive_failures_total (one per
compactor tick that could not write a segment) and
ankusa_archive_oldest_unarchived_age_seconds (from the batch the compactor
already reads, no scan). Telemetry: [:ankusa, :archive, :failure],
[:ankusa, :archive, :state] (:oldest_unarchived_age_ms), and :deleted
metadata on [:ankusa, :claim_check, :sweep]. See
claim-check.md#integrity.

	Pipelined WAL sync: the fsync is off the writer's critical path (DUR-4.b).
Ankusa.Queue.Writer applies a group with sync: false and hands its callers'
replies to the new Ankusa.Queue.Syncer, which runs one Store.sync_wal/1
(RocksDB SyncWAL()) for every group applied so far and then answers them, so
group N+1 is assembled and applied while group N syncs. Nothing external relies
on a group before its fsync: dispatch does not scan its rows
(Syncer.visible/2), the archive stops at the durable seq, and a retry's 201 duplicate waits for the fsync of the original; a failed fsync answers every
group it covers with the error, reopens the store like a failed write, and is
retried. Under wal: :dual the local half's confirm is the syncer's. New
[:ankusa, :wal_sync] span and ankusa_wal_sync_duration_seconds;
[:ankusa, :commit] now measures the write of a group into the store. ADR 0002
amendment 17 states the invariant and the crash order.

	Segment format header, safe index decode, dated archive layout, time-based roll
(DUR-8). A segment is now "ANKSEG" <> <<version, codec_id, count::32>>, the
codec's frames and a sha256 trailer (Ankusa.Storage.Segment); its .idx is
"ANKIDX" + version + count + term_to_binary + sha256 and is decoded with
binary_to_term(_, [:safe]) and a shape check (Ankusa.Storage.Index), so a
tampered or hostile index or segment is {:error, _} (Storage.fetch/2 answers
:error, archive replay logs and skips it). Segments go under
archive/v1/dt=<yyyy-mm-dd>/<node>/seg-<first>-<last>.seg (+ .idx and the
node-day _manifest.json; <node> is intake.node_id, else the host name), so a
node without the catalogue can find another node's segments: Storage.fetch/2
falls back to a day-prefix scan on a catalogue miss, and the new
Queue.Archive.reconcile/2 rebuilds catalogue rows from the prefix (the
boot restore reconcile now runs through it). storage.roll_ms is no longer dead:
a partial segment is written once its oldest hook has waited that long, and
storage.max_segments_per_tick (16) caps what one compactor tick writes.
Ankusa.Codec gains an optional id/0 callback. Segments written by earlier
releases (seg/…, bare frames) stay readable. Store format 7 (the catalogue's
segment rows record format, codec, node, dt, sha256; migration
SegmentRows, fixture store-v7.tar.zst): a format 7 store cannot be opened by an
earlier image, and an earlier node cannot read segments of format 1. See
storage.md.

	Store failure telemetry, /ready reasons and a reopen backoff (DUR-5).
[:ankusa, :store, :write_failed] (one per failed write a process reported and
per failed readiness probe, with a class from the fixed set
Ankusa.Store.failure_class/1 returns), [:ankusa, :store, :reopened] (one
per reopen attempt: :duration is the WAL replay, :unavailable_ms the outage so
far) and [:ankusa, :store, :unavailable] (:seconds, 0 at boot and once
open) feed ankusa_store_write_failures_total{class},
ankusa_store_reopen_total{result}, ankusa_store_unavailable_seconds and
ankusa_store_wal_replay_seconds. /ready's 503 body gains reason
(no_space, io_error, read_only, corruption, busy, timeout,
not_running, other). A store that fails to reopen retries by itself after
5 s, then twice as long each time up to 60 s, each wait jittered down by up to a
quarter (retry_open_ms, retry_open_max_ms store options). Changed:
Ankusa.Store.ready/1 answers {:error, {:store_unavailable | :write_failed, class}} instead of {:error, :store_unavailable | :write_failed | raw_reason}.
Also: the reopen a failed write asks for now waits until a synced write of
a small file next to the database works (ankusa_store_reopen_total{result="deferred"})
instead of closing a database that still answers reads while the disk still
fails. The crash drills' EIO windows fail only the file data area (journal and
metadata stay up), their harness logs to stderr (it was silent), and they
check /ready's reason and the ankusa_store_* series.
See docs/storage.md#durability-corruption-full-disk.

	Object-store adapters: conditional puts, jittered retries, checksums, multipart,
pools, credential refresh (DUR-7). Ankusa.BlobStore.put_if_absent/4 (a new
callback every store implements; S3 and Azure If-None-Match: *, GCS
ifGenerationMatch=0, OCI if-none-match: *, LocalFS a file check) answers
{:error, :already_exists} and leaves the original alone; claim packs are written
with it, and ClaimCheck.check_in/4 writes a refused pack again under a fresh pack
id (3 attempts, [:ankusa, :claim_check, :pack_collision]). One absolute deadline
per blob operation (op_deadline_ms, 120 s) covers every attempt, wait, multipart
part, pack-id retry and store tried. Retries use full jitter, honour Retry-After
when it fits the deadline and otherwise return {:error, {:throttled, seconds}} at
once (claim check-ins surface it as {:unavailable, {:throttled, seconds}}); a
breaker per {endpoint, bucket} (breaker_failures, breaker_open_ms,
breaker_slow_ms: it also opens on p99 latency) answers {:error, :breaker_open}
([:ankusa, :blob_store, :breaker]). upload_timeout_ms (60 s) governs a request
that carries over 1 MiB, and a body over multipart_threshold_bytes (8 MiB) goes up
as an S3/OCI multipart upload, an Azure block list or a GCS resumable upload in
multipart_part_bytes pieces. Every PUT carries a digest (x-amz-checksum-sha256,
x-goog-hash, Content-MD5) and a GET verifies the one the store returns:
{:error, :integrity}. pool_size, pool_count and pool_timeout size a Finch
pool per endpoint that the instance starts (Ankusa.BlobStore.Pool), instead of
Req's shared default. New token providers Ankusa.BlobStore.GCS.MetadataServer and
Ankusa.BlobStore.OCI.InstancePrincipal (key_provider:), and on a 401 every
adapter drops the provider's cached token (invalidate/n) and retries once with a
fresh one. All options are range-checked at boot. Custom Ankusa.BlobStore
implementations must add put_if_absent/4. See
storage.md.

	Cross-partition group commit (DUR-4). Ankusa.Queue.Writer takes every batch
the batcher partitions have queued and commits them as one group: one synced
store write (and, under wal: :dual, one intake publish), seqs dense across it,
every caller replied to with its own hooks. The work that needs no seq moved out
of the writer into the batcher's commit task: the hook's binary, its encoded
delivery rows, and a prefetch read of its dedupe keys. The writer re-validates
that read before it assigns seqs (the first occurrence of a key in a group wins,
a key committed since the caller read it is answered from what the writer wrote,
and under dual the pending set is consulted), so the same provider key posted
to two partitions at once still stores one hook. New keys
batcher.group_commit_max_bytes (default 4 MiB: every caller waits for its whole
group, so the cap bounds the ack latency a backlog adds) and
batcher.group_commit_max_records (1 024); a partition now keeps up to
batcher.max_commits (64) commits in flight instead of one, so the writer finds
every waiting caller in its mailbox, and a saturated writer waits
batcher.group_commit_delay_ms (1) for the callers it just answered to join the
next group (never at low load); batcher.partitions now defaults to 4. A
delivery row's at is the
time the hook was received rather than the
writer's stamp (the due key keeps the writer's). bench/store_commit.exs
measures commits/s and ack p99 at 1, 5 and 10 ms of fsync, and a one-second
stall's drain. See docs/storage.md.

	queue.rocksdb: the store's RocksDB settings are config, and index and
deliveries carry a bloom filter (DUR-3). block_cache_bytes (64 MiB),
bloom_bits_per_key (10; 0 = off), max_open_files (65 536), compaction_style
(:level | :universal), rate_limiter_bytes_per_sec (0 = unlimited),
max_background_jobs (4) and write_buffer_bytes per column family, each
range-checked at Ankusa.Config.new/1 and read back from the OPTIONS-* file in
store_test.exs. The defaults add a whole-key bloom filter with
cache_index_and_filter_blocks on the index and deliveries families, so a
first-seen dedupe key is one filter probe per file instead of an index and data
block read; there is no prefix extractor, because index also serves ordered
scans. Filters exist only in files written after the upgrade (compaction brings
the rest); the store format is unchanged and no migration runs. The index and
filter blocks now live in the block cache: size block_cache_bytes for a store
with tens of millions of dedupe keys. bench/dedupe_bench.exs measures a miss
and a commit against a store of KEYS dedupe keys. See
docs/storage.md#rocksdb-tuning-and-the-index-filters.

	Claim leases, and a bounded claim sweeper (DUR-2.c). The LocalFS claim
retention sweeper no longer deletes a pack a hook still needs. Each hook that
checks its body in leases the pack (Keys.claim_lease/3, rows ?l, counter
claim_leases, gauge ankusa_claim_leases) in the same batch; the lease is held
while the hook is live, a dead letter included, and when the hook is reclaimed it
runs on for claim_check.redeem_grace_ms (default 24 h) so the consumer of a
queue message that carries the ref can still redeem it. Ankusa.ClaimCheck.Sweeper
now runs on :dispatch nodes too, lists each expired dt= partition and deletes
only unleased packs, at most claim_check.sweep_max_objects (default 10 000) a
tick (ankusa_claim_check_sweep_backlog, ..._sweep_partitions_left,
ankusa_claim_check_pruned_total, ankusa_claim_check_leases_pruned_total), and
deletes nothing when it cannot read the leases. Object-store claims have no lease:
declare the bucket lifecycle rule's age in claim_check.bucket_expiry_days and
boot refuses one shorter than the retry horizon (21 days) +
queue.dlq.retention_days + the redeem grace. Store format 6: the migration
5 -> 6 leases the claim of every live hook, resumably;
test/fixtures/store-v6.tar.zst. A node running format 6 cannot be rolled back to
an image that writes format 5. See docs/claim-check.md#claim-leases.

	wal: :dual: the ack waits for a replicated intake log too (DUR-1.b.a,
ADR 0002). The core of the
dual commit: the Ankusa.Intake behaviour and Ankusa.Intake.Memory (a
file-backed test double with fault injection), Queue.Writer running the synced
local write and the confirmed publish in parallel (both required for the
201; the reply is a message when the publish task answers, so batches
pipeline), a bounded pending set, the breaker (Intake.Gate), the live
Intake.Reconciler that carries a half-persisted hook to completion (the
fleet dedupe claim is held, then promoted; a retry that meets an unconfirmed
original is 503 intake_pending, never 201), boot recovery
(Intake.Recovery: identity, replay from m:intake_offset through the
seq-and-id rule, republish of the local tail; mix ankusa.recover),
Health.ready intake: up | down | recovering, GET /v1/wal intake, the
ankusa_intake_* series, 503 intake_unavailable / intake_pending, and
every intake.* key with its range. New meta rows only (m:intake_seq,
m:intake_node, m:intake_partition); the store format is unchanged. The
Kafka adapter, the YAML keys, the fleet drill and the architecture, storage and
deployment docs are DUR-1.b.b. bench/intake_bench.exs is part of mise run bench:gate.

	Tenant erase (TEN-5). DELETE /v1/tenants/{tenant}?confirm={tenant}
(new scope tenants:write, which also needs tenant:*) and
Ankusa.Tenant.delete/3 erase a tenant as a resumable background job
(GET /v1/tenants/{tenant}/erase reports it): the tenant is closed first
(503 tenant_erasing, dispatch stops claiming its rows, running attempts
drain), then its sources, routes, rate-limit override, pending/inflight/dead
rows, archive obligations, quarantine rows, claims/tenant=<t>/ objects,
dedupe keys and lifecycle entities are deleted, and one synced batch commits
the tombstone m:erased:<tenant> with a tenant.delete audit row, which is
the new lifecycle event io.ankusa.tenant.deleted. Progress is kept in
m:erase:<tenant>, so a kill -9 resumes the job at the next boot.
Ankusa.Storage.fetch/2 answers {:error, :gone} for an erased tenant's
archived hooks and archive and lifecycle replay skip them.
Queue.purge_tenant/3 accepts :inflight. Configured (static or seeded)
sources naming the tenant, and default, are refused with 409.
Proof: test/ankusa/tenant_test.exs, tenant_s3_integration_test.exs.

	DLQ, quarantine and catalogue retention; audit and lifecycle-outbox ceilings
(DUR-2.b). Ankusa.Queue.DlqReaper evicts dead rows past
queue.dlq.retention_days and over max_rows/max_bytes, only while their hook
is archived and findable; otherwise ingest answers 503 dlq_full.
DELETE /v1/dlq evicts on demand. quarantine.retention_days,
storage.catalogue_retention_days and archive.retention_days bound the pen and
the archive catalogue; audit.max_rows, audit.max_bytes and
audit.outbox_max_backlog bound the trail and refuse new changes with
503 audit_backlog. Store format 5 adds the dead_bytes counter (migration
4 -> 5, fixture store-v5): a node running format 5 cannot be rolled back to an
image that writes format 4. See docs/storage.md.

	Dedupe ceilings, the dedupe sweeper and audit retention behind the outbox
(DUR-2.a). dedupe.max_entries (default 100 000 000) and
dedupe.max_entries_per_tenant (default 30 000 000) bound the live ingest-dedupe
keys: a hook whose key would be a new one past either is refused with
503 {"error":"dedupe_quota"} and Retry-After: 60 (outcome="dedupe_quota" on
ankusa_ingest_requests_total), never stored without its key. The count is the new
dedupe counter (field 7 of the counters family, so the check is one read per
commit batch), and the expiry sweep moved out of Ankusa.Queue.Writer into the
supervised Ankusa.Queue.DedupeSweeper, which runs back to back while full
chunks of expired keys keep coming (the old sweep was capped at 2 000 keys per
10 s) and has the writer apply each chunk, deleting a key only if a refresh did
not replace it. Store format 4: the migration 3 -> 4 counts the ?e keys
of a format 3 store, resumably; test/fixtures/store-v4.tar.zst. A format 3
release cannot open a format 4 store (no downgrade across this change). New
series ankusa_dedupe_keys, ankusa_dedupe_pruned_total. The audit trail's
retention (audit.retention_days) no longer deletes a row, or its lifecycle
entity, at or above m:lifecycle_cursor while lifecycle.sinks is set, so a
lifecycle sink that is down longer than the retention cannot lose events it has
not seen; ankusa_audit_retention_blocked_by_cursor reports the expired rows
held back. See docs/storage.md#ingest-dedupe-keys-bounded-expired-outside-the-writer.

	Backup verification, signed manifests, a final backup on stop and a secondary
region (DUR-6). Ankusa.Store.Backup.verify/2 reads the latest backup back
(manifest, every file's size and sha256) without writing, on
backup.verify_interval_ms, counted by ankusa_backup_verify_failed_total{target}.
backup.signing_key (a string or a list, each at least 32 bytes) signs every
manifest with HMAC-SHA256 (manifest version 2; version 1 is still read) and a
restore refuses an unsigned or mis-signed one. A clean stop takes one last
backup under backup.final_timeout_ms (20 s). backup.timeout_ms bounds each
object-store call. backup.max_age_ms puts "backup": "fresh" | "stale" on
/ready, 503 only with backup.require_fresh. backup.secondary is a second
object store every backup is also written to, and restore falls back to. The
manifest records the store format (a backup of a newer one is refused at
restore) and m:intake_offset. Backup.restore/2 is now restore/3.

	A restore is announced (DUR-6). A store restored from a backup writes a
fresh m:incarnation and, before taking any change, emits
io.ankusa.instance.restored (incarnation, restored_sequence); lifecycle
event ids of rows from then on are keyed with the incarnation, so audit
sequence numbers the lost node had already published are not reused as event
ids. Rows of the restored trail keep their ids.

	Routes at 10⁶ entries (TEN-9). The route snapshot is indexed by the
literal segments a pattern starts with ({:lit, gen, prefix, priority, id},
up to eight), so a request is matched against the few routes that share its
leading literals, merged in priority order, instead of every pattern in the
table: a miss with the decision cache out of the picture is microseconds at a
million routes, with the same answers as the old walk (the new
routes/snapshot_test.exs checks it against the old walk on random tables).
Enabled routes are also indexed by {compiled pattern, method}, so the
create/replace/update conflict check is one lookup per method, not a scan of
every pattern; Routes.list/2 pages from its cursor with :ets.next/2
instead of sorting the table; publishing a generation inserts in batches of
2 000 routes and no longer sorts. New routes.memory_budget_bytes (default
8 GiB): at boot max_routes is multiplied by an estimate of what a route
costs (Snapshot.estimated_bytes/1) and a cap that does not fit is an
ArgumentError naming both keys; a store refuses a load that does not fit
(Snapshot.check_budget/2). bench/routes_bench.exs (10⁶ routes over 10⁵
paths by default; mise run bench:gate runs it at 10⁵) asserts boot and
reload time, miss p99 < 1 ms, create/list flat in the table size and bytes
per route against the estimate. The same prefix index backs
Snapshot.overlaps/4 (every route whose pattern shares a request path with
a candidate, each carrying its tenant_id; one prefix chain, not the table)
and Matcher.overlap?/2: the query a cross-tenant path-overlap check
(TEN-4.b) needs. Nothing calls it yet.

	Per-tenant observability with a cardinality policy (TEN-7). metrics.detail
(:tenant by default, :source, :none) says which identity labels the
per-hook Prometheus series carry, and metrics.max_series_per_metric (default
5000, a positive integer) caps how many label sets one metric keeps: the first
max_series_per_metric - 1 are admitted, every later one is counted under
tenant_id/source_id "other" (Ankusa.Metrics.Cardinality, an ETS
admission in the emitting process: one :ets.member/2 for a known label set).
The ingest, verify-failure, quarantine, rate-limit and delivery counters now
carry tenant_id; source_id only under :source, which also puts both on
the ingest duration histogram; :none carries neither and drops the two
per-tenant gauges, so the scrape does not grow with the tenant count. A gauge
past the ceiling drops the tenant instead of writing to "other". The
[:ankusa, :ingest], [:verify], [:quarantine, *] and [:dispatch, :stop | :dlq | :breaker] events carry :tenant_id metadata. Ankusa.Metrics is now a
supervisor (the policy's table and the reporter restart together).
Behaviour change: source_id is no longer a label by default (it was on the
ingest, verify-failure, weak-hash, quarantine and dead-letter series, and the
ingest duration histogram), and Ankusa.Edge.Quarantine.hit takes the tenant
too (instance, source_id, tenant_id). See docs/configuration.md#metric-cardinality;
tests in metrics_test.exs, config_test.exs.

	Per-tenant HTTP destinations on shared sources (TEN-8). Sink.Http's
:url, :headers and :secret accept a one-arity function of the
%Envelope{} or a {mod, fun, args}, resolved on every attempt, so one
shared source delivers each tenant's hooks to that tenant's receiver. The
resolved URL goes through the egress policy on every attempt (a denied or
rebinding target fails closed as {:permanent, {:egress_denied, _}}), a
secret that resolves to nothing is {:permanent, :unsigned_sink} unless
allow_unsigned: true, and a value of the wrong shape is {:permanent, {:computed, key, :invalid}}. validate_opts!/1 checks the shapes at load.
Sink.Http.describe/2 reports computed: [...] and payload: :body in the
new Sink.Description fields of those names (payload: :message, the
default, is what the AsyncAPI document keeps; host may now be nil).
Computed URLs connect through the owned pools of DEL-3 below (the per-instance
Ankusa.Sink.Http.Pool this entry first shipped was folded into them).
finch is now a declared dependency (already locked through Req).
HttpClient honours req_options: [finch: [name: pool]], which raised
before (Req refuses :finch beside the :connect_options it always set); the
pool then owns the connection options, and combining it with :connect_options,
:cacertfile or allow_insecure_tls raises ArgumentError.

	Fleet-scoped rate limits and dedupe (TEN-6). rate_limits.scope and the new
dedupe.scope take :node (the default, unchanged) or :fleet: the tenant quota
(hooks and bytes per second) and the provider event key are then counted in
fleet.store, a module implementing the new Ankusa.RateLimiter.Store and
Ankusa.Dedupe.Store behaviours (Ankusa.RateLimiter.Store.Redis in
ankusa_redis), so N edge nodes enforce one limit and a provider retry on
another node is the first hook, not a second. Ankusa.Edge.Fleet is the request
path's one entry (Ingest calls it in place of RateLimiter.hit/3): one store
call per hook carries the tenant's charges and the dedupe claim. The claim is
two-phase: pending before the commit, committed (with the hook's id) after
it, off the request path in batches; a commit that fails releases it, a key
another node holds pending is 409 dedupe_pending with Retry-After
(outcome :dedupe_pending), one it committed is 201 with the first hook's
id and "duplicate": true. A limiter outage never refuses a hook: every call
has a hard budget (fleet.timeout_ms, 1–1000, default 20), a call that fails or
times out is answered from the node's own limiter and dedupe index, and a breaker
(fleet.breaker_*) opens on the failure rate and probes half-open. New
telemetry and metrics: [:ankusa, :fleet, :degraded | :breaker | :fallback | :settle_dropped], ankusa_fleet_limiter_degraded{kind},
ankusa_fleet_breaker_transitions_total, ankusa_fleet_fallback_total,
ankusa_fleet_settle_dropped_total. per_ip, node and sources stay per node.
New config: fleet (store, timeout_ms, pending_ttl_ms, breaker_window_ms,
breaker_min_calls, breaker_failure_rate, breaker_open_ms),
dedupe.scope, rate_limits.scope; RateLimiter.fleet_charges/3. Tests:
edge_fleet_test.exs, config_test.exs.

	Dispatch fairness by tenant (TEN-3). A scan claims from the tenants with
work due by deficit round-robin (an equal share of the page each, a tenant
with less due leaves the rest to the others, a tenant the page did not reach
goes first in the next scan), and every tenant has its own window beside the
global one: dispatch.tenants.default and dispatch.tenants["acme"] set
max_inflight (default 1024), max_inflight_bytes (32 MiB) and
concurrency (16), so a tenant whose sink is slow fills its own window and
nobody else's. Slots go round-robin across tenants, then across a tenant's
keys. The sink key is now {tenant_id, source_id, sink index, module}:
circuit breakers and dispatch.sink_concurrency are per tenant. New gauge
ankusa_dispatch_tenant_inflight{tenant} (claimed rows, the 100 tenants
holding the most). Deliveries.next_due_at/3 takes skip:, the tenants at
their window. Proof: tenant fairness in test/ankusa/dispatch/isolation_test.exs
and bench/tenant_fairness_bench.exs.

	Tenant key layout, per-tenant counters and the active-tenant index
(TEN-1.b, ADR 0001). Store
format 3. Every tenant gets a dense ordinal (tenants column family, assigned
once at its first committed hook, never reused); due, claimed and dead rows
lead their keys with it (?D, ?F, ?X beside the global ?x), so one
tenant's rows are one contiguous range. Six counters per tenant and for the
node (pending, scheduled, inflight, dead, bytes, archive_pending;
pending is now first-attempt rows and scheduled retry rows, their sum
unchanged) live in a counters column family written only as
erlang_merge_operator int_add operands in the same synced batch as the
transition, so counts and rows agree after a kill -9. An active-tenant index
(?A, one marker per tenant per second with a due row, cleaned by
delete-then-verify) makes a dispatch scan cost the tenants with work due, not
all tenants; the scan keeps a cursor per tenant. New: Queue.pending_for_tenant/2
and dead_for_tenant/2 (constant time), Queue.purge_tenant/3 (synced chunks
of 500 rows, resumable by calling it again), tenants.max (default 1 000 000;
a hook of a tenant past it is 503 tenant_limit with Retry-After: 300), the
series ankusa_tenants, ankusa_dispatch_active_tenants and
ankusa_tenant_pending{tenant} (the 100 tenants with the most pending). The
queue gauges read counters instead of folding the index, so a gauge tick costs
the same at 10³ and 10⁶ queued rows and at 10 and 10⁵ tenants
(bench/gauges_bench.exs, bench/dispatch_tick_bench.exs, run by mise run bench:gate); a tenant-limited GET /v1/dlq is one range scan of that tenant's
rows instead of a hook read per dead row. The v2 → v3 migration re-keys the
rows in bounded, resumable batches and seeds the counters from them; a release
that writes format 2 refuses a format 3 store, so rolling back past this
release needs a backup taken before the upgrade
(Upgrading between releases).
mix ankusa.store.fixture writes the new layout (store-v3.tar.zst).

	Admission at the edge: per tenant, per source, per address, per node
(TEN-2). rate_limits gains per_ip and node (%{rate, burst}, hooks
per second per client address and for the whole node; off by default) and
sources.default.bytes_per_second (body bytes per second per source, 100 MB/s
unless changed, default: nil is off). They run in Ankusa.Edge.Router
after the source lookup and before the body is read, so a forged flood
costs neither a read nor an HMAC: 429 ip_rate_limited, 429 node_rate_limited, 429 source_rate_limited, each with Retry-After and
counted on ankusa_ingest_refused_total{reason}. The client address is
Ankusa.Net.ClientIP's (routes.trusted_proxies decides whose
X-Forwarded-For counts), an IPv6 address is its /64, and addresses hash
into 2^20 buckets, so the table has a ceiling. The declared Content-Length
is charged up front; a body with none is charged once it has been read.
A tenant's limit (rate_limits.tenants[t] and rate_limits.default, and a
runtime override) may now also carry bytes_per_second and burst_bytes
(body bytes, charged with the hook after verification), max_body_bytes
(413, checked against the declared length before the read and enforced on
the bytes received; at most the instance's) and max_queue /
max_queue_bytes, the hooks and body bytes the tenant may hold in this
node's batchers at once. Ankusa.Edge.Batcher.commit/4 counts the share in
ETS (Ankusa.Edge.RateLimiter.acquire_queue/3, released when the call
returns or exits, so a crashed batcher leaks nothing) and answers
{:error, {:tenant_overload, retry_after_ms}}, a 429 tenant_overload,
never the global 503 overload. New Ankusa.Edge.RateLimiter functions:
pre_read/4, hit_ip/2, hit_node/1, hit_source_bytes/3,
body_limit/2, acquire_queue/3, release_queue/2, and hit/3
(hit/2 is unchanged). The admin API's rate-limit routes accept and return
the new keys (only when set), and ingest.v1.yaml / admin.v1.yaml
describe them. New refusal reasons :ip_rate_limited, :node_rate_limited,
:source_rate_limited; new ingest outcome :tenant_overload. Tested in
edge_rate_limit_test.exs and config_test.exs.

	Tenant-aware routes bound to sources (TEN-4). A route now has a
tenant_id (default "default", the shared tenant) and an optional
source_id, in Route.from_attrs/2, to_json/1, from_json/1, the
routes.seed entries and the admin API, and the route guard hands the route
it matched to ingest instead of discarding it: conn.assigns.ankusa_route is
now the Ankusa.Routes.Route (it was its id), Routes.capture/5 is
authorize_path/5 answering with the route, and Ankusa.Edge.Ingest.lookup/3
holds the route's binding against the resolver. A route owned by a tenant
admits hooks only into that tenant (another tenant in the URL, or a source
owned by another tenant, is the 404 an unknown source gets) and, matched
on a shared source that the URL names no tenant for, files the hook under its
own; a route bound to a source_id admits only that source. The ingest span
carries :route_id. Route lifecycle events and audit rows now carry the
route's tenant instead of "default", so a replay or an audit read filtered
to a tenant sees its own routes. The route-management listener gains a tenant
surface, GET|POST /v1/tenants/:tenant/routes and
GET|PUT|PATCH|DELETE /v1/tenants/:tenant/routes/:id, that needs
tenant:<tenant> (not tenant:*) and shows and changes only that tenant's
routes, read from a {tenant, id} index in the snapshot table
(Snapshot.tenant_routes/4); another tenant's route is 404, a body naming
another tenant is 400 invalid_route, and an id or path another tenant holds is
a 409 duplicate_route that does not name the holder. /admin/routes stays
the all-tenants operator surface (tenant:*), so the SDKs' routes clients are
unchanged. tenant_id and source_id are immutable under PATCH.
Breaking for a custom Ankusa.Routes.Store: delete/2 is now
delete/3, taking the tenant the delete is made for (nil: any owner), which
the store checks in the delete itself. Route.to_stored_json/1 leaves out a
default tenant_id and an absent source_id, so a node from before them still
reads a Redis table with no tenant routes.

	Verifier breadth: public-key, token and client-certificate (SEC-12). A
provider that signs with Ed25519 or RSA, sends a static credential, or
authenticates by mutual TLS no longer has to be a Verifier.None source with
accept_flag. Ankusa.Verifier.Asymmetric verifies an Ed25519 (RFC 8032) or
RSASSA-PKCS1-v15/SHA-256 signature against the provider's public key (`whpkbase64, bare base64, or a PEMPUBLIC KEY/RSA PUBLIC KEY; a list for rotation), over the same wire templates asHmac, with the preset:standard_webhooks_asym(v1a,entries) and a replay window; it holds no secret, and a signature of the wrong length is dropped before any public-key operation, at most 8 being tried per request.Ankusa.Verifier.Tokenaccepts a bearer, basic, header or query credential (rotation list, comparison over SHA-256 digests withsecure_compare/2) and keeps it out of everything stored: its header is added to the source'sstore_headersdrop list.Ankusa.Verifier.ClientCertaccepts a request whose mutual-TLS client certificate matches a pinned SHA-256 fingerprint or a SAN/CN identity; the edge fetches the certificate from the socket only for such a source and passes it, and the query string, through the verifier'sopts(the envelope and the stored format are unchanged). The shared half ofHmacmoved toAnkusa.Verifier.Template(candidates/2,timestamp/4,signed_bytes/3), andAnkusa.Verifier.Schemesvalidates%Asymmetric.Scheme{}too. A new optionalAnkusa.Verifiercallback,validate_opts/1, is run at boot byvalidate_config!/1for every verifier that has one, which now refuses a token secret, public key or pin it cannot use, and aClientCertsource on a listener withouttls.verify: :verify_peer, naming the source. New failure reasons:bad_keyand:bad_pin.Redactshowslocation,fingerprints,subjects,paramandalgorithm, never a secret or a public key. See [docs/configuration.md`](../../docs/configuration.md#public-key-token-and-client-certificate-verifiers).

	Claim gateway authorization and signed, expiring refs (SEC-11). The
gateway's built-in check (claims:read plus tenant:<t>/tenant:*, a
tenant-A credential on a tenant-B path is 403) can be replaced with
claim_check.authorize: {mod, fun, args}, called before anything is read
with %{principal, tenant_id, claim_id, conn}. New v2 refs,
urn:ankusa:claim:v2:<tenant>:<claim_id>:<exp_unix>:<base64url hmac-sha256>,
are minted when claim_check.ref_signing_keys ([current | previous], each
at least 16 bytes, shown as [REDACTED] by /v1/config) is set, expire
after claim_check.ref_ttl_ms (default: the retention, else 30 days), and
redeem at GET /v1/claims/<t>/<c>?exp=&sig=: a signature no key produced is
400 bad_signature, a good one past its expiry 410 ref_expired, and a v1
ref 400 unsigned_ref once keys are set (unless
claim_check.accept_unsigned_refs: true; redeem/3 applies the same rule,
Ankusa.ClaimCheck.verify_ref/2). Ankusa.ClaimCheck.Ref parses both
grammars and has sign/3, verify/3 and signed/4. With no keys nothing
changes: refs stay v1 and are served. claim_check.max_concurrent_reads
(default 1024, 0 = no cap) sheds a node's excess requests as 503 overloaded + Retry-After before any read. The OpenAPI contract and the
AsyncAPI claim pattern describe v2; conformance has the claim_ref.v2 and
claim_check.redeem.signed cases. A pre-SEC-11 node reads a v2 ref as
invalid: roll the gateways and the SDK readers before setting keys on the
writers.

	Ankusa.SecretProvider and Ankusa.SourceStore.Static.publish/2 (SEC-9).
The behaviour (fetch(ref, opts) returning {:ok, binary} | {:error, :not_found | :unavailable}) a secret manager implements; the ankusa_server
image resolves ${sm:<provider>:<ref>} through it. publish/2 replaces the
sources a running instance with the static source store serves, after the
checks it boots under (durability under wal: :none, shared sources without a
verifier, verifier options, egress), and returns the ids that changed; a
refused spec applies nothing. Reads see the new spec on their next
fetch/2.

	Durable lifecycle outbox with revisions (SEC-2.b). Lifecycle events are
no longer queued in memory: the audit row of a source or route change is
flagged publish: true and committed, with the redacted entity beside it
(<<?o, seq>>; an audit row still never holds a spec), in the same synced
batch as the change. Ankusa.Lifecycle.Publisher is a cursor reader over
those rows (m:lifecycle_cursor, synced on every advance; a first boot
starts at the end of the trail), so a kill -9 right after
SourceStore.put/5 returns still delivers source.created after the
restart, and events arrive in commit order. Events carry revision, actor,
instance, sequence and the full redacted entity on delete; the event id
is derived from the row (a keyed hash laid out as a UUID, version 8) and
time is the commit time, so a redelivery after a crash, or a replay, is the
same event and a consumer dedupes on id. Ankusa.Replay has a fourth kind,
:lifecycle (since/until, and the SEC-7 tenants filter; POST /v1/replays {"kind": "lifecycle"}) that re-emits a window of the trail, adding replayid. A
pending audit row of a route or Redis-store source (a node killed mid-change)
is settled by comparing the subject's present state with the row's
before_hash/after_hash: applied (ok, announced), not applied (failed,
not announced) or neither (stays interrupted, announces a state-refresh
updated/deleted event with the current entity and revision).
Ankusa.SourceStore gains the optional ready?/1 callback for it. The
LifecycleEventV1 schema in the AsyncAPI document names the new attributes.
Breaking: the in-memory queue and its :queue_full / :not_running
drop reasons are gone (ankusa_lifecycle_dropped_total has gave_up and
unreadable), Lifecycle.source_changed/3 and route_changed/3 and
Publisher.publish/4 are removed, a route deletion's data is the whole
route (it was {"id": ...}), and a node with lifecycle sinks but no store
runs no publisher. The store gains the m:lifecycle_cursor key and the ?o
key family in the audit column family: additive, no format bump; a release
that predates them ignores both (and leaves orphaned ?o rows when it prunes).

	Verifier hardening (SEC-8). Ankusa.Verifier.Hmac caps :tolerance at
Ankusa.Verifier.max_tolerance_seconds/0 (3600 s): validate_opts/1 returns
{:error, :bad_tolerance} for anything but an integer from 0 to 3600,
Ankusa.Verifier.validate_config!/1 refuses to boot a source declared in
config with one (naming it), and verify/2 fails every hook closed with
:bad_tolerance for a stored source written before the cap. An inline scheme
with hash: :sha1 still verifies (some providers only sign that way) but now
logs one boot warning naming the source, and every verification of it
increments the new ankusa_verifier_weak_hash_total{instance,source_id,scheme}
counter (:weak_hash on the [:ankusa, :verify] span metadata);
Ankusa.Verifier.Hmac.weak_hash?/1 is the predicate. No named scheme uses
SHA-1.

	Tenant-scoped admin reads and writes (SEC-7). The DLQ, replay jobs, the
quarantine pen and the rate-limit listing are filtered by tenant instead of
needing tenant:*: GET /v1/dlq, GET|DELETE /v1/quarantine,
GET /v1/rate-limits, GET /v1/replays[/:id] and PATCH /v1/replays/:id
take ?tenant=<id> (POST /v1/replays a tenant body key). A principal
limited to some tenant:<id> scopes gets rows for those tenants only
(forced server-side), 403 naming tenant:<id> when the request names
another tenant, and 403 naming tenant:* when it holds no tenant; only
tenant:* reads, purges or replays unfiltered. A purge deletes, and a
replay touches, only the caller's tenants' rows; a replay job carries a
tenants filter and is 404 to a limited caller it is not scoped to.
Ankusa.Queue.dead/2, Ankusa.Edge.Quarantine.recent/3/purge/3 and
Ankusa.Replay.start/3 take :tenants; Replay.list/2 and get/3 take the
visible tenants, Replay.update/4 the tenants: option;
Ankusa.Admin.Auth.authorize_tenants/4 is the plug-side helper. Until the
store keys carry the tenant (TEN-1) the DLQ filter reads the hook of each
candidate row. Route definitions and IP rules still need tenant:*.

	Audit trail (SEC-2.a). Every change to an API-managed source, a route, the
global IP rules, a rate-limit override, the quarantine pen (DELETE /v1/quarantine) or a replay job writes one row to the new audit column
family: actor (Ankusa.Principal), client address, request id
(X-Request-Id, echoed in the response), action, tenant, resource,
keyed before_hash/after_hash (never a secret or a spec), result and the
subject's revision. Rows are in commit order (<<?a, seq, at>>:
Ankusa.Audit allocates seq and commits the batch). Changes in this node's
store (sources, rate limits, quarantine, replays) are committed in the same
synced batch as their row; route definitions and the Redis source store are a
dual write (a pending row, then the outcome), and a node killed in between
records result: "interrupted" at the next boot. GET /v1/audit (scope
audit:read, newest first, since/until/actor/action/tenant/cursor/
limit; a tenant-scoped reader sees only its tenants' rows),
audit.retention_days (365), telemetry [:ankusa, :audit] and
[:ankusa, :audit, :pruned]. Sources and routes carry a revision (also in
their API objects). SourceStore.put/6, delete/4, Routes.*,
RateLimiter.*_override, Quarantine.purge/4 and Replay.start/3/update/4
take audit: %Ankusa.Audit.Context{}; code that passes none is system.
The store format is now 2 (store-v2 fixture): a node that has booted it
cannot roll back to a format 1 release without restoring a backup, and a node
with admin.enabled or a writable source store now opens the store.

	Secrets encrypted at rest, server-side encryption on every object-store
write (SEC-4). Ankusa.Crypto.Envelope encrypts the secret-bearing fields
of an API-managed source's spec (the ones Ankusa.Admin.Redact hides:
verify.secret, sink credentials, header values, URLs with credentials)
with AES-256-GCM (<<"AENC", 1, key_id_len, key_id, iv::96, tag::128, ciphertext>>, base64 behind AENC: in the JSON) before
Ankusa.SourceStore.Persistent writes the row, so neither the node's store
files nor any backup of them hold a secret in the clear. The key comes from
the new secrets config section: kek (32 bytes, base64, optionally
<id>:<base64>) or kek_provider: {module, fun, args}, and kek_previous
for rotation (keys that decrypt and never encrypt). A stored row no key
opens refuses the boot instead of being skipped; rows written before a KEK
existed still load. Ankusa.SourceStore.Persistent.rewrap/1 and
mix ankusa.secrets.rewrap (a stopped node's data dir; keys from
ANKUSA_KEK and ANKUSA_KEK_PREVIOUS, --dry-run) move every row to the
current key, in synced batches. Ankusa.Admin.Redact.config/1 shows the
keys as [REDACTED]. The 0.3 import encrypts the sources it imports. The
startup log now says how secrets rest: store files rely on volume encryption; secrets envelope-encrypted with key <id> (or that they are
stored in plaintext).

	sse: on Ankusa.BlobStore.S3, GCS, Azure and OCI (%{type: :aes256}
or %{type: :kms, key_id: key}): server-side encryption sent on every
put/4 of that store, so on segments, backups and claim packs alike
(x-amz-server-side-encryption and …-aws-kms-key-id, signed;
x-goog-encryption-kms-key-name and kmsKeyName; x-ms-encryption-scope;
opc-sse-kms-key-id). Ankusa.BlobStore.validate_config!/1 checks it at
boot for storage.blob_store, backup.blob_store and every
claim_check.blob_stores entry; a misspelled option, :kms without the
key_id the provider needs, or sse on LocalFS is a boot error, never an
unencrypted object. See docs/storage.md#encryption-at-rest.

	Authentication and scopes on every control plane (SEC-1). The admin API,
the route-management API and the claim-check gateway authenticate every
request but GET /health / GET /ready (401 with www-authenticate, 403
naming the missing scope). New admin.auth, routes.admin.auth and
claim_check.auth blocks pick the mode: :token (SHA-256-hashed bearer
tokens with scopes), :jwt (Ankusa.Admin.Auth.JWT: OIDC access tokens
verified with jose against a cached, refreshed JWKS or static keys; checks
iss, aud, exp, nbf; scopes from scope, tenants from
ankusa_tenants), :mtls (Ankusa.Admin.Auth.MTLS: the verify_peer
client certificate, mapped by mtls.subject_map), or :none. A caller is an
Ankusa.Principal (conn.assigns.principal) with scopes (metrics:read,
config:read, sources:*, dlq:*, replays:*, quarantine:*,
rate_limits:*, routes:*, claims:read) and tenants (tenant:<id>,
tenant:*); resources that span tenants need tenant:*. jose is a new
core dependency. The OpenAPI documents declare the security scheme and the
401/403 responses.

	Breaking: mode: :none is refused on a non-loopback address. A running
admin, route-management or claim-check listener bound anywhere but loopback
now fails Ankusa.Config.new/1 unless its auth.mode is :token, :jwt or
:mtls, or auth.allow_insecure: true says a proxy or mesh in front
authenticates every caller. /v1/config shows each token's id and scopes
but never its hash.

	Stored-header policy (SEC-5). A hook used to be stored, archived and
forwarded with every provider header, Authorization, Cookie and
x-api-key included. The new store_headers config key
(%{drop: [...], hash: [...]}, Ankusa.Edge.StoredHeaders) and the
per-source store_headers override are applied in Ankusa.Edge.Ingest
after verification (the verifier and the dedupe key still read every
header): drop removes a header from the hook, hash keeps it with the
value replaced by sha256:<hex>. The default drops authorization,
proxy-authorization, cookie, set-cookie, x-api-key and
x-auth-token, so those are no longer in the stored hook, the archive
segment, the quarantine pen or any sink message; set drop: [] to keep the
old behaviour. The [:ankusa, :ingest] span's stop metadata gains
:dropped_headers. Hooks stored before the upgrade are not rewritten.
See docs/configuration.md#stored-headers.

	Hardened listeners, TLS/mTLS on every listener, a separate metrics
listener (SEC-6). The new listener config section sets what Bandit's
defaults left open, on every HTTP listener the instance runs:
read_timeout_ms (10 s: a connection that sends nothing, or dribbles its
request head, is closed), body_read_timeout_ms (15 s) and
request_deadline_ms (30 s: the ingest port answers 408),
max_connections (20 000, over num_acceptors, default two per scheduler),
max_requests_per_connection (1 000), max_header_count (64),
max_header_length (16 384) and http2 (false). listener.tls,
admin.tls, routes.admin.tls, claim_check.tls and metrics.tls take a
TLS block (certfile, keyfile, cacertfile, verify, versions,
ciphers, Ankusa.Listener); verify: :verify_peer demands a client
certificate (mTLS) and makes it available as the request's peer
certificate. metrics: %{enabled, ip, port} starts Ankusa.Metrics.Router,
a listener that serves only /metrics, /health and /ready; the admin
API keeps serving /metrics. Ankusa.Http.read_body_limited/3 takes
:read_timeout and :deadline. Every new key is range-checked at boot.
Behaviour change: listeners are now HTTP/1.1 only and close idle connections
after 10 s; set listener.http2: true / listener.read_timeout_ms to
restore Bandit's behaviour.

	Store format version, migration registry, downgrade guard. The store
records its layout version under m:format_version (this release writes
format 1; a store without the key is format 1 and is stamped on first open).
A release that changes the key layout registers a migration in the store's
migration registry; on boot, before serving, migrations run in order in
bounded synced batches, each recording its place in m:migrating:<to> so a
node killed mid-migration resumes at the next boot. A store written by a
newer release refuses to open with {:store_format_newer, found, supported}
instead of being read by code that ignores its keys. New tasks:
mix ankusa.store.migrate [--dry-run] shows (or applies) the plan for a
data directory, and mix ankusa.store.fixture <path> packs a seeded store
as a test/fixtures/store-v<n>.tar.zst upgrade fixture. Upgrade order and
rollback: deployment.md.

	Ankusa.Net.cidr/0, the type of a parsed CIDR range, now in the specs of
Ankusa.Net.parse_cidr/1 and Ankusa.Net.ClientIP.resolve/2 in place of
%CIDR{}.

	Several claim stores, with failover. claim_check.blob_stores takes a
list of {module, opts} (buckets, regions, providers) and
claim_check.placement picks a new pack's store: :ordered (default) the
first, the others only while it is down; :hash spreads packs over every
store by the pack id's random bits. A failed pack write moves on to the
next store at once, and a store whose write failed, or that could not
answer a read, is skipped by writes and searched last by reads for
claim_check.store_cooldown_ms (default 30 s); a throttled answer (429,
503) never opens the breaker. A read searches every store under both key
layouts, healthy stores first, so a failed-over pack is still found, and a
store that could not answer is not asked again within the same read; a
miss while some store could not answer is {:unavailable, reason}, never
:not_found. A check_in/4 that tried several stores fails with
{:unavailable, [{store, reason}, ...]} in attempt order ({:unavailable, reason} after a single attempt, as before). Refs, the gateway API and the
SDKs are unchanged: the store is a function of the ref and the config.
Ankusa.ClaimCheck.validate_config!/1 rejects a bad blob_stores,
placement or key_layout, and retention_days with any non-LocalFS
claim store. New Ankusa.ClaimCheck.Stores, supervised in every role;
Ankusa.ClaimCheck.location gains :store;
[:ankusa, :claim_check, :check_in] gains :store, and
[:ankusa, :claim_check, :store_breaker] /
ankusa_claim_check_store_breaker_transitions_total count breaker opens and
closes.

	Sharded claim keys. claim_check.key_layout: :sharded writes packs
under claims/tenant=<t>/shard=<c>/dt=<d>/<pack>, c being the pack id's
eleventh character: 32 prefixes per tenant, so one busy tenant's writes
spread over 32 object-store partitions instead of throttling (S3
503 SlowDown) on one. Opt-in (default :flat, the existing layout); reads
try both layouts whatever it says, and the LocalFS sweeper sweeps both.
Ankusa.ClaimCheck.Ref.object_keys/3 and shard/1.

	[:ankusa, :blob_store, :retry] on every HTTP blob-store retry, counted by
ankusa_blob_store_retries_total{status}.

	The claim gateway stays fast while an object store throttles or hangs.
A :claim_check node caches pack indexes and claims in memory
(Ankusa.ClaimCheck.Cache, claim_check.read_cache_bytes, default
128 MiB; a claim over read_cache_max_entry_bytes, default 1 MiB, is never
cached), and reads the store through Ankusa.ClaimCheck.Reader: concurrent
reads of one pack index or claim share one store request; per store, an
adaptive limit on concurrent reads (ceiling read_max_inflight, default
48, under the HTTP client's 50 connections per host) halves on a throttle
(429, 503) or an unreachable store and grows back by one per round of
successes; reads past it queue up to
read_queue_max (default 256) and the rest are shed at once; and every
request is answered within read_deadline_ms (default 5 s) — a store read
that outlives it still fills the cache. Claim reads use
read_timeout_ms (3 s) and read_retries (1) instead of the store's own
write timeouts. Ankusa.ClaimCheck.locate/4, read/4 and read_bytes/5
take a :deadline; Ankusa.ClaimCheck.location gains :tenant_id,
:pack_id and :index; Ankusa.ClaimCheck.deadline/1 and
Ankusa.ClaimCheck.Stores.throttled?/1 are new. Telemetry:
[:ankusa, :claim_check, :gateway], :read, :read_limit and
:read_state; on /metrics,
ankusa_claim_gateway_requests_total{status},
ankusa_claim_gateway_duration_seconds (buckets up to 10 s, past
the deadline), ankusa_claim_check_reads_total{kind,source,result} and
ankusa_claim_check_read_limit/_read_inflight/_read_queued{store}.

	Egress policy: Sink.Http can no longer be pointed at loopback, the cloud
metadata service or the private network (CWE-918). Config gains
egress: %{allow_insecure_http, deny_cidrs, allow_cidrs, allow_hosts, deny_hosts}; every Sink.Http attempt (a source's and a lifecycle sink's)
goes through Ankusa.HttpClient.Egress: the name is resolved for both
families and the delivery is refused, as {:permanent, {:egress_denied, reason}}, when any address is denied (loopback, RFC 1918, carrier-grade NAT,
link-local, unique-local IPv6, the unspecified addresses; IPv4-mapped IPv6 and
odd literals such as 2130706433 match as the address they are) and not
excepted by allow_cidrs/allow_hosts, or the host is in deny_hosts
(metadata.google.internal). http URLs are refused unless
allow_insecure_http; an http delivery connects to the address that was
checked, with the name as its host header. A name that does not resolve is
retried. Reasons name the host and address, never the URL.
configuration.md#egress.

	TLS verification is explicit everywhere. Every outbound https request
(Ankusa.HttpClient: object stores, SQS, Pub/Sub, HTTP sinks) verifies the
peer's chain and hostname and negotiates TLS 1.2 or 1.3 only. Sink.Http takes
:cacertfile (a private CA bundle) and :allow_insecure_tls (the one way to
skip verification, per sink); a verify: :verify_none in :req_options raises
from HttpClient.validate!/2, and fails the config load for a static or
lifecycle HTTP sink (Egress.validate_config!/1, Sink.Http.validate_opts!/1).
castore ~> 1.0 is now a locked dependency (Mint's fallback bundle).

	Ankusa.fetch_config/1, Ankusa.HttpClient.validate!/2 (public).

	Bounded, cursor-paged DLQ listing and filtered replay (DEL-6).
GET /v1/dlq / Ankusa.Queue.dead/2 no longer folds the whole dead family: a
page is a reverse range scan of limit + 1 keys (no scan examines more than
10 000), returned with a next_cursor to pass back as cursor (null on the
last page; a selective filter can give a short page with the cursor set, so
keep asking until it is null). total is a counter read when the only filter
is the tenant, the match count when a filtered scan reached the end inside the
first page, and null otherwise (it was always exact before, at the price of
the full scan). New filters sink and error_class (permanent,
throttled, transient: Ankusa.Sink.error_class/1), which every entry now
also carries beside sink; a dead row records its class (error_class in the
delivery row: additive, a row without one lists null and matches no class
filter). POST /v1/replays takes sink and error_class for a dlq job
(a row of another class stays dead) and, for every kind, a job_id: the same
id with the same kind and filter answers that job whatever its state, another
filter on it is 400 invalid_filter (job_id), which is what lets a fleet
command start one job on every node and again after a failure. The server
image's replay command is that client; see its changelog.
Ankusa.Queue.dead/2 now returns next_cursor beside total and entries.
Proofs: replay_test.exs ("tenant filter", "sink filter", "error_class
filter", "job_id"), admin/router_test.exs ("cursor page", "is bounded"),
examples/fleet-e2e/run.sh --replay-drill.

	Alert rules, dashboard and runbooks (OPS-7). Two series the shipped alerts
read: ankusa_instance_subtree_down_total{domain} (from
[:ankusa, :instance, :subtree_down]: a failure domain out of restart budget)
and ankusa_vm_memory_bytes (:erlang.memory(:total), a new
[:ankusa, :vm, :state] gauge event, sampled with the other gauges every
admin.gauge_interval_ms). The rules, a promtool unit test for each, the
Grafana dashboard and twelve runbooks are in the repository under
deploy/monitoring/ and docs/runbooks/, checked by
mise run check:monitoring; see
architecture.md.

	Allocation cuts on the request path (PERF-1). A signature is verified
without a second copy of the body: Ankusa.Verifier.Template compiles a
scheme's signed template once (compile/1; a preset's at build time) and
Hmac feeds the pieces to the MAC one at a time (signed_iodata/3), the body
by reference, where Regex.replace used to build the whole signed message
again for every hook. Envelope.header/2 folds ASCII header names byte by
byte instead of downcasing every header of the request
(Envelope.header_downcased/2 for a name already lowercase). A json dedupe
source reads no body past the new dedupe.max_json_bytes (1 MiB by default,
an integer >= 1): it is stored with no dedupe key and never decoded. The rate
limiter's bucket table is 16 tables sharded by phash2(tenant, 16), and each
60 s sweep is 16 ticks of one shard, not one select_delete over every row.
Tests: verifier_test.exs "allocations per verify", dedupe_test.exs
"dedupe.max_json_bytes", edge_rate_limit_test.exs "the bucket sweep".

	Wire-format evolution path and producer conformance (CON-2). Every queue
message (Ankusa.Sink.Message) carries instance (the instance's name) and
region (dispatch.region, null for none), and Ankusa.AsyncApi documents
both in SinkMessageV1 and publishes the region as the document's
x-ankusa-region extension. v stays 1: the SDKs now accept
min_supported <= v <= max_supported (1 to 2, v: 2 being v: 1 plus
additive fields), so a later additive v: 2 does not break a deployed
consumer; a field that changes meaning needs v: 3. New task
mix ankusa.conformance.gen writes conformance/cases/producer.json from
Sink.Message.encode/3, and mise run check:conformance fails when the
checked-in file differs, so a field added to the encoder fails the gate until
the vectors (and so every SDK) follow.

	Config reload (OPS-6). Ankusa.Reload: the seam a loader reloads an
instance through. register/2 / run/2 hold the instance's reload function;
apply_config/3 takes the reloadable fields of a validated %Ankusa.Config{}
(rate_limits but scope, dispatch.concurrency, dispatch.sink_concurrency,
dispatch.tenants, metrics.detail, admin.gauge_interval_ms, routes.seed,
static sources) and applies them to the running instance atomically, after the
checks the instance boots under, with one config.reload audit row
(result: ok | failed). POST /v1/config/reload (scope config:write +
tenant:*) runs it: 200 with the keys and source ids that changed, 409 not_reloadable naming the keys that need a restart, 409 reload_unavailable
for an instance with no reload registered, 422 invalid_config, 503 audit_backlog / store_unavailable. Ankusa.Dispatch.Pipeline.reconfigure/1
takes new dispatch limits without dropping a claimed or running delivery;
Ankusa.SourceStore.Static.with_sources/2 is what publish/2 now builds on.

	A Salesforce dedupe preset and a boot warning for a source with no dedupe
(CON-3). dedupe: :salesforce is {:json, ["id"]}: Salesforce stamps no
delivery-id header and documents no JSON delivery id on any outbound mechanism
(Outbound Messages are SOAP/XML; Flow/Apex callouts and Data 360 webhook
targets send a body the org builds), so the preset keys on the top-level "id"
the callout sets, and configuration.md says so. An :edge instance logs
source <id> has no dedupe: once per source it declares without dedupe
(Ankusa.Dedupe.warn_undeduped/1), and the gauge
ankusa_sources_without_dedupe ([:ankusa, :sources, :state],
:without_dedupe) counts them. Tests: salesforce preset, warns without dedupe.

	SLI metrics (OPS-3). [:ankusa, :dispatch, :stop] now measures attempt_ms
(the final attempt) and since_received_ms (the hook's age when the delivery
settled; absent for a replayed delivery), and a new [:ankusa, :dispatch, :attempt] event (attempt_ms; result ok, error or timeout) fires per
attempt, in direct mode too. New on /metrics:
ankusa_delivery_latency_seconds{sink,result} (buckets to 60 s; tenant_id and
source_id only at metrics.detail: source, like the ingest histogram),
ankusa_dispatch_attempt_duration_seconds{sink,result},
ankusa_compact_failures_total{stage} (segment, retention, reclaim; from
the new [:ankusa, :compact, :failure]), ankusa_claim_check_failures_total{op}
(check_in, redeem; from [:ankusa, :claim_check, :failure], only for a
claim store's fault) and ankusa_backup_failures_total. The SLO table is in
architecture.md.

	Opt-in ordering lanes (DEL-1.b, ADR 0004). A sink entry with
ordered: true and an ordering_key ({:header, name}, {:json, "a.b"},
{mod, fun, args}) delivers the hooks of one lane ({tenant, source, sink, key}) one at a time in seq order; a retry blocks its lane only, a dead head
releases it, and lane state is in the store (store format 8: index families
?O/?H/?P, due kinds 2/3, counters lanes, lanes_blocked,
lane_members). ctx.ordering_key and ctx.lane reach the sink; SQS sends
the key as MessageGroupId, Pub/Sub as orderingKey, Sink.Http as
x-ankusa-ordering-key; queue sinks carry ankusa_ordering_key. New gauges
ankusa_dispatch_lanes and ankusa_dispatch_lanes_blocked, counter
ankusa_dispatch_lane_key_missing_total{sink}. Format 8 is a one-way door at
its first start.

	Log correlation and a runtime log level (OPS-2). The process that handles a
hook carries its correlation as Logger metadata: Ankusa.Edge.Router clears
it per request and sets instance; Ankusa.Edge.Ingest sets source_id,
tenant_id, trace_id (Ankusa.Trace.trace_id/1) and hook_id;
Ankusa.Sink.attempt/5 sets them, with sink, attempt and replay_id, for
every delivery attempt (dispatch, lifecycle events, wal.type: none
publishes); a replay step sets replay_id; the breaker, wal.type: none sink
refusal and lifecycle give-up lines name their source, tenant and sink. The
console format is unchanged; the server image's log.format: json prints them.
Ankusa.LogLevel (levels/0, get/0, parse/1, set/1) and
PUT /v1/log-level ({"level": "debug"}; scope config:write plus tenant:*)
change the VM's log level at once, without a restart, with an audit row
(log_level.put, written first: a node whose store cannot take the row keeps
its level). config:write, reserved until now, is the scope of that route.

	Sink.SQS and Sink.GooglePubSub batch (DEL-4). Dispatch's deliveries to
one queue or topic wait in an Ankusa.Sink.Batcher (one per destination and set
of credentials, under Ankusa.Instance) and go out as one SendMessageBatch
(10 entries, 256 KiB) or topics.publish (1 000 messages, 7.5 MB of data), 20 ms
after the first arrived or when the batch is full: about 10× and 1 000× fewer
requests at 10 k messages a second (mix run bench/sqs_batch_bench.exs). A
delivery is answered when its entry is: an SQS Failed entry is classified
alone (InvalidParameterValue, MissingParameter, … permanent; throttling a
jittered {:retry_after, ms, _}; the rest transient), and the entry Id is the
position in the request, never the hook id, so a hook twice in a batch is fine.
Pub/Sub's publish has no per-message results, so INVALID_ARGUMENT bisects the
request (at most 2 · (⌈log₂ n⌉ + 1) splits) until the one refused message is
{:permanent, _} and the rest are delivered. A FIFO MessageGroupId or Pub/Sub
ordering_key has one request in flight and keeps admission order. The queue
is bounded (batch_queue_max 4 096, batch_queue_max_bytes 128 MiB,
batch_queue_tenant_max 1 024; a delivery past one is
{:retry_after, ms, {:batch_queue_full, reason}}) and entries are taken
round-robin across tenants. New sink options batch, batch_linger_ms,
batch_max_entries, batch_max_bytes, batch_queue_max,
batch_queue_max_bytes, batch_queue_tenant_max, batch_max_inflight; new
optional callback Ankusa.Sink.batched?/1 and Sink.batched?/2; new
Ankusa.Sink.SQS.classify_error/4 and Ankusa.Sink.GooglePubSub.classify_error/4
(the DEL-2 classes, shared by a whole request and one entry of a batch), and
validate_opts!/1 on both (range checks of the batch_* options; the server
image runs them at load, a delivery that meets a bad one is a permanent
{:config, {:batch_options, _}}). SQS's MissingParameter,
InvalidAttributeName, InvalidAttributeValue and KmsThrottled are now
classified (permanent and throttled). New series
ankusa_sink_batch_{requests,entries,bisections,refused}_total and
ankusa_sink_batch_{batchers,queued,queued_bytes}; events
[:ankusa, :sink_batch, :flush | :refused | :state]. Behaviour change: for a
batching sink dispatch no longer counts an attempt against
dispatch.sink_concurrency, a tenant's concurrency or dispatch.concurrency
(those would cap a batch at 8); the claimed-row windows bound the attempts and
sink_concurrency counts the batcher's requests. batch: false restores the
old one-request-per-message behaviour for a sink.

	OpenTelemetry tracing end to end (OPS-1). Ankusa.Trace reads the
request's W3C traceparent/tracestate into the new Envelope.trace field
(additive: a node that predates it ignores it) and every sink carries it to
the consumer: the traceparent (and tracestate) header on Sink.Http, the
traceparent/tracestate fields of Sink.Message (null for a hook with no
trace) plus the same pair in Message.headers/2 and attributes/2, and the
CloudEvents traceparent extension on lifecycle events. Core depends on
opentelemetry_api only: with no SDK started the request's context reaches
the consumer byte for byte and no span exists. With an SDK, spans
ankusa.ingest (a child of the provider's), ankusa.verify, ankusa.commit,
ankusa.dispatch.attempt (a child of, and linked to, the stored context),
ankusa.claim_check, ankusa.replay and ankusa.lifecycle.event make a
hook one trace. New Ankusa.Sink.attempt/5 and Ankusa.Lifecycle.traced_envelope/4.

	Readiness thresholds (OPS-5). listener.ready_sink_error_window_ms (5000):
under wal: :none, a sink whose last publish failed within this long ago makes
/ready 503 with sinks: "failing"; a sink that publishes again clears
itself at once (Ankusa.Health.SinkErrors, one ETS write per publish in the
request process, bounded at 10 000 entries and swept every window).
listener.ready_min_free_bytes (nil): below it disk is failing and the node
unready, measured by :disksup (:os_mon; with none running the reason is
unmeasured). queue.max_oldest_due_ms (nil): past it backlog is failing,
a label that never makes the node unready. All range-checked, and shown by
/v1/config (none is a secret). They live in existing sections, so
Ankusa.Config keeps its 31 struct fields.

	Drain keys (OPS-4). listener.drain_delay_ms (5000, an integer >= 0): how
long the node keeps serving after /ready flips to draining.
listener.drain_timeout_ms (30000, an integer >= 1): the bound on closing the
ingress listener and waiting for the batchers. Both range-checked, shown by
/v1/config (neither is a secret), and in the existing listener section, so
Ankusa.Config keeps its 31 struct fields.


Changed
	Sink.Http pins https destinations too (DEL-3). Egress.pin/3 always
rewrites the URL to the address it validated (with the name as the TLS
hostname, so the certificate is still checked against the name), and the
connection pool is keyed by that address, so every connection a pool opens goes
to the checked address and a name rebound after the check cannot reach the
private network through an open pool. Its :pin_https option is gone. A computed
:url may now combine with :cacertfile and :allow_insecure_tls (the TLS
options are the pool's), and the {:permanent, {:computed, :url, :tls_override}}
and :unpinnable results no longer exist. Sink.Http.Pool and the gauge
ankusa_sink_http_pool_origins are replaced by Ankusa.HttpClient.Pools and
ankusa_http_pools.

	Retry horizon: 24 hours by wall clock, not 84 attempts; per-source retry:;
explicit error classes (DEL-2). Every delivery now gets max_elapsed_ms
(default 24 h, dispatch.retry's option, 1 s to 30 days) from its first
attempt, kept in the delivery row as first_attempt_at (an additive key under
the row versioning: a row written before it gets the stamp when dispatch first
takes it), and is dead-lettered by the first failure at or after it; no retry is
scheduled later than it. Ankusa.RetryPolicy.Exponential's max_attempts
default is now nil (it was 84, about 6 hours), so a sink that is down for 30
hours dead-letters its hooks at 24 hours, and a deployment that wants the old
window sets max_elapsed_ms: 21_600_000. Rows parked behind an open circuit
breaker age too: due no later than their horizon, dead-lettered as
{:retry_horizon, module} past it. A DLQ replay gives the row a fresh horizon.
Ankusa.Source has a retry: field (base_ms, max_ms, max_attempts,
jitter, max_elapsed_ms) laid over dispatch.retry; lifecycle events keep the
instance's. dispatch.max_retry_after_ms (default 1 h, was a constant) caps a
sink's Retry-After. Ankusa.RetryPolicy gains schedule/5, for_source/2,
normalize_opts!/2.
Sinks classify explicitly: SQS AccessDenied/QueueDoesNotExist/credential
errors and Pub/Sub PERMISSION_DENIED/NOT_FOUND/UNAUTHENTICATED are
{:permanent, {:config, _}} (dead-lettered at once, counted in
ankusa_dispatch_config_errors_total{sink} / [:ankusa, :dispatch, :config_error]; they used to be retried for hours); SQS Throttling and
Pub/Sub RESOURCE_EXHAUSTED, and any 429/503 from them, are {:retry_after, ms, _} with a full-jitter ms (Ankusa.Sink.throttle_after_ms/1); Sink.Http
treats 451 as permanent, 425 as a pause and 409 as transient. See
delivery.md.

	A source's retry horizon cannot outlast the claim bucket's lifecycle rule
(DEL-2). claim_check.bucket_expiry_days is now checked against the longest of
dispatch.retry's horizon and every claim-using source's retry.max_elapsed_ms
(+ queue.dlq.retention_days + redeem_grace_ms, in days: 32 by default, was a
21-day assumption, 52). A source write that would exceed it is {:error, :retry_exceeds_claim_expiry, message} (422 retry_exceeds_claim_expiry from the
admin API), and boot refuses a stored source that does
(Ankusa.ClaimCheck.validate_stored_horizons!/2).

	Ankusa.Sink.SQS and Ankusa.Sink.GooglePubSub are built on
Ankusa.Sink.Messaging; what they send is unchanged.

	The quarantine pen no longer serializes every flagged hook (DUR-9). A
source's bucket is one ETS row updated with a compare-and-swap
(RateLimiter.hit_bucket/4), the pen's byte count and the number of writes
waiting for it are :ets.update_counter/3, and Quarantine.put/3 and hit/3
run in the request's process; a refusal after the token was taken gives it
back. The pen process keeps recovery, the bucket sweep, retention and
purge/3, and commits the writes that queued meanwhile in one synced
Store.write (a group commit), so a forged flood costs one fsync per group
and never holds more than one dirty-IO scheduler. At most 1 000 writes may
wait: the next is {:error, :overload} (503, Retry-After: 1), spending
nothing (ankusa_quarantine_pending is the gauge; Quarantine.held/1 gains
pending). Quarantine.hit/3 answers {:error, :store_unavailable} only
while the pen restarts (its tables are gone), no longer when its process is
busy. A refusal's Retry-After is now the GCRA wait for the bucket rather
than the token-bucket arithmetic it replaced. bench/quarantine_bench.exs: 5 000 forged hooks/s over 500
sources, p99 under 50 ms, a clean source's p99 within 2× of its solo p99.
Docs: delivery.md#quarantine, architecture.md, configuration.md.

	routes.max_routes defaults to 1 000 000 (was 10 000, TEN-9); the cap is
still hard and nothing is evicted, and it is checked against the new
routes.memory_budget_bytes. The snapshot's :pattern rows are replaced by
:lit rows, :meta gains max_prefix, and a :conflict index is added;
Snapshot.patterns/2 and Snapshot.build/1 are gone (nothing outside the
snapshot read them).

	dispatch.sink_concurrency defaults to 8 (was nil), and the per-tenant
windows of dispatch.tenants.default apply by default (TEN-3). A
deployment whose hooks all share one tenant (none, or one tenant id) is held
to max_inflight: 1024, max_inflight_bytes: 32 MiB and concurrency: 16
instead of the global limits: raise dispatch.tenants.default to
max_inflight: 4096, max_inflight_bytes: 134217728 and concurrency: 32
to restore the old ceilings. dispatch.sink_concurrency may now exceed
dispatch.concurrency (the global cap binds first), where it used to be
refused; the breaker and the sink cap are per tenant. The cap is also a
rate ceiling: one sink key delivers at most sink_concurrency ÷ the sink's
latency per second (bench/core_bench.exs's 5 ms sink: end_to_end_per_s
3 595 → 1 140 at 512 B on one machine; ingest and its p99 unchanged), so set
sink_concurrency higher, or nil, for a source that needs more.

	A tenant-carrying URL scheme needs a rate_limits.default (TEN-2).
Ankusa.RouteResolver.TenantPath (routing: tenant_path) with
rate_limits.default: nil now fails the boot in
Ankusa.Edge.RateLimiter.validate_config!/1: the URL names the tenant, so
every tenant the config does not list was unlimited. Give it a default.
The limit parser now takes the instance's max_body_bytes as a second
argument (parse_limit(attrs, max_body_bytes) replaces parse_limit(attrs)),
the ceiling for a tenant's own, and a limit that is not rate and burst
plus the optional keys above is refused with a new message.

	Breaking (SEC-10): Sink.Http is signed by default. validate_opts!/1
(so boot, and the image's loader) refuses a sink with neither :secret nor
allow_unsigned: true (Sink.Http requires secret: …), and a delivery
attempt for one that skipped validation is dead-lettered
({:error, {:permanent, :unsigned_sink}}) instead of being sent unsigned.
allow_unsigned: true sends no signature headers and is for a receiver that
cannot verify; a :secret still signs when both are set. A deployment that
delivers unsigned adds allow_unsigned: true to those sinks, or better, a
:secret the receiver verifies (every SDK's receive_delivery).

	Breaking: Sink.Http refuses, at delivery, a URL that is not https
or that resolves to a denied address, with the default policy. A deployment
that delivers to a plain-http or private-network receiver sets egress
(allow_insecure_http: true, and allow_cidrs or allow_hosts naming the
receiver). A static or lifecycle sink with an unsupported :req_options key
now fails at boot instead of at its first delivery.

	Hooks and delivery rows have a versioned encoding. Ankusa.Envelope
gains to_binary/2 (version: 0 | 1; v1 is "AE", 1, then the term) and
a delivery row gets the same scheme ("AD", 1). Both are read in the old
bare form (v0) and in v1; this release still writes v0, so a rollback to
0.6 keeps reading every row, and the release after it writes v1 (see
docs/deployment.md, "Rolling back a minor"). A field a newer node added is
ignored on an envelope and kept on a row, whether or not this VM has seen
its atom (decoding does not use binary_to_term/2's :safe, which would
reject it). Breaking for callers of the internals:
Ankusa.Envelope.from_binary/1
now returns {:ok, envelope} | {:error, :unsupported_envelope_version | :undecodable} instead of the struct or a raise. Every reader handles the
error: dispatch dead-letters the delivery (reason
:unsupported_envelope_version, :unsupported_delivery_row_version or
:undecodable) and lists it in the DLQ, Ankusa.Queue.hooks/3 returns
{:error, {:corrupt_value, :hooks, _}}, a replay skips the hook, the
compactor logs it, and the 0.3 import refuses to boot with
{:corrupt_legacy_wal_record, path, seq, reason}.

	Requires async_api_spex ~> 0.2 from Hex (was ~> 0.1, which excluded
0.2.0, the release this package is built and tested against).

	Breaking: claim_check.blob_store is now claim_check.blob_stores, a
list (blob_stores: [{mod, opts}]); a config still naming blob_store
fails Ankusa.Config.new/1 with unknown Ankusa.Config key: claim_check.blob_store. Ankusa.ClaimCheck's claim_store/1 and the
:claims scope of Ankusa.BlobStore are gone: claim packs go through
Ankusa.ClaimCheck.Stores.

	Breaking: Ankusa.ClaimCheck.Ref's object_key/2 and key/1 take a
layout: Ankusa.ClaimCheck.Ref.object_key/3, Ankusa.ClaimCheck.Ref.key/2.
Ankusa.BlobStore.Retry's run/2 became run/3 (a later release added the
breaker scope and request kind: Ankusa.BlobStore.Retry.run/5), the instance
first.

	Ankusa.BlobStore.Retry jitters each delay to between half and all of
200 ms / 1 s / 5 s, so nodes throttled together don't retry in lockstep.

	Metric labels with integer values (an HTTP status, a store index) are
reported as that number instead of other.

	The claim gateway's 503 store_unavailable carries Retry-After of a
random 1–3 s instead of a fixed 1, and logs throttles, sheds and missed
deadlines at :debug (they are counted by
ankusa_claim_check_reads_total).

	Ankusa.HttpClient answers {:error, %RuntimeError{}} when the HTTP
client's connection pool cannot hand out a connection within its checkout
timeout, instead of letting that raise out of the adapter: the retry and
the breaker see it as the transport failure it is.

	bench/core_bench.exs no longer caps the 10 KB cell (DUR-4.b.b.a). Every
request, body included, is built once before the clock starts and
CONCURRENCY long-lived client processes claim the next one off a shared
counter, where each item used to build its body and start a Task inside the
timed section (about 60 µs of CPU per hook, enough to hold the cell to ~1.6×
the F1 code's rate however cheap ingest got). The cell matrix, N,
CONCURRENCY and the JSON line are unchanged; STUB_INGEST=1 answers each
request at once and reports what the harness itself can drive (11.3 M/s at
10 KB on the laptop that measured it, against 78.9 k/s for the F1 code).
bench/baseline.json is re-recorded under the new harness (a
perf: rebaseline change) with an f1_code block that holds the F1
baseline's code measured in the same session; bench/gate.exs ignores the
block and carries it over when it rewrites the file.

	/ready lists every readiness check (OPS-5). Ankusa.Health.ready/1 runs
each Ankusa.Health.Check that applies to the node (store, intake under
wal: :dual, sinks under wal: :none, disk, backlog, backup) and the
body carries one key per check with its state, "ok", "failing" or
"draining", plus reasons (a fixed set of atoms per check) while one is not
"ok". It answers 503 when a check that gates is not ok: store, intake,
sinks and disk always, backup with backup.require_fresh, never
backlog. Wire change: store is now "ok"/"failing" (it was "ok",
"none", "store_unavailable", "write_failed") and the failure class moved
from the top-level reason to reasons.store; a node with no store has no
store key; backup is "ok"/"failing" (it was "fresh"/"stale") and
intake is "ok"/"failing" with reasons.intake down or recovering (it
was up/down/recovering). The status codes are unchanged, and so are the
gating rules of store, intake and backup. Both OpenAPI documents describe
the new body.

	A stop drains before it closes anything (OPS-4). Core's application and
AnkusaServer.Application define prep_stop/1, which runs
Ankusa.Instance.Drain when the VM is told to stop (SIGTERM, docker stop):
/ready answers 503 with "status": "draining" and a drain check
(Ankusa.Health.Check.Drain, Ankusa.Health.drain/1) at once, the ingress
listener keeps serving for listener.drain_delay_ms, then closes and waits for
the requests it is serving, then every batcher is waited on until it holds
nothing (Ankusa.Edge.Batcher.queued/2), all within listener.drain_timeout_ms.
Dispatch's outcomes and the backup's final checkpoint run as the tree stops.
Wire change: /ready's status is "draining" (was "unavailable") while
a check reports draining; both OpenAPI documents and the TypeScript admin
types follow. The ingest Bandit child is id: :ingress, and its Thousand Island
shutdown_timeout is Ankusa.Listener.ingress_shutdown_timeout_ms/1 (22 s;
13 s under wal: :none, 24 s under wal: :dual), no longer Thousand Island's
15 s default, which was the batcher's own record deadline, so a commit that
started late was killed mid-fsync and the provider saw a reset for a committed
hook. Ankusa.Listener.bandit_options/3 takes extra Thousand Island options.
A node with the :edge role refuses a listener.drain_timeout_ms below that
wait at Ankusa.Config.new/1. Ankusa.Edge.Batcher.record_deadline_ms/0 is the
one definition of the 15 s record deadline (the intake.publish_timeout_ms
bound reads it). Set terminationGracePeriodSeconds to at least
(drain_delay_ms + drain_timeout_ms) / 1000 + 10
(deployment.md).

	Requires bandit ~> 1.14 (was ~> 1.13): 1.13.1 is affected by
EEF-CVE-2026-115269 (High: a WINDOW_UPDATE or empty SETTINGS frame restarted
the HTTP/2 request-body read timeout, so a trickle of them held a stream and
its handler open indefinitely) and ten more advisories 1.14.0 closes (HTTP/2
flow control, HPACK and SETTINGS limits; HTTP/1.1 chunked bodies, one of them
a request-smuggling vector; WebSocket framing); mix hex.audit fails on it.

	Requires jose ~> 1.11 and >= 1.11.13 (was ~> 1.11): 1.11.12 has eight
advisories fixed in 1.11.13, EEF-CVE-2026-65625 to EEF-CVE-2026-65632
(High: EEF-CVE-2026-65629). One reaches Ankusa.Admin.Auth.JWT's check of a
presented token: an ECDSA signature's length was not validated, so an ES*
token's signature was malleable; RSA JWK parsing (a crafted modulus was
factored, CPU exhaustion) reaches only the configured keys and the issuer's
jwt.jwks_url.


Fixed
	Ankusa.Verifier.Hmac: a scheme with hash: sha1 (documented in
configuration.md) raised :badarg on every hook, because :crypto.mac/4
names SHA-1 :sha, not :sha1; it now verifies.
	Ankusa.Verifier.Hmac answers {:error, :bad_scheme} for an inline
%Scheme{} that fails validation (an unknown {token} in signed, a
{:sig, _} timestamp without parse: :csv_pairs, ...), as validate_opts/1
already said it would, instead of raising ArgumentError out of the request
path.
	The 0.3 import treats a WAL frame header with length 0 as not a frame. A
header whose payload never landed, followed by the zeros a file is extended
with after a crash (length 0, CRC 0, the CRC of nothing), was "valid", was
decoded as an envelope, and refused the boot with legacy_import_failed;
it is now the torn tail it is, and every complete frame before it imports.
	Ankusa.ClaimCheck.Pack.build/1 refuses a pack of more than 65,532 claims
(was 65,533). A full 65,535-entry pack wrote ZIP64's 0xFFFF marker in its
end record, which standard readers (Erlang's :zip: {:error, :bad_eocd})
refuse to open. Ankusa.ClaimCheck already split packs at 65,000 claims, so
only a direct caller of Pack.build/1 could reach it.
	A delivery that races a batcher's death no longer fails. A batcher that
stops (idle, or killed) leaves its registry name behind for a moment — the
partition that owns the key reaps it when it handles the monitor, measured at
1-9 µs — and a delivery that landed in that window was answered
{:error, {:batcher_down, :noproc}} about a healthy destination, because both
the lookup and the one immediate retry read the same stale name.
Ankusa.Sink.Batcher.deliver/4 now waits for the name to go (at most 250 ms, in
2 ms steps) and starts the next batcher; the call a dead batcher was already
holding still fails with {:error, {:batcher_down, reason}}, so the dispatch
attempt retries it as before.
	Dispatch under a backlog (soak). A synced commit's wake ran a full store
scan, one per commit, even when every tenant's window was full; at 200 req/s
the scans outran the pipeline, the attempts' outcomes queued behind them, and
nothing freed the window: the nightly soak lost 694 704 of 720 000 hooks to a
log sink. Wakes are now coalesced into one scan per mailbox round
(Ankusa.Dispatch.Pipeline). Test: isolation_test.exs "wakes are
coalesced".

0.6.0 - 2026-10-14
Added
	Every delivery says how the hook was verified at ingest. The v1 message
(Ankusa.Sink.Message, every queue sink) carries
verification: {"status": "ok" | "failed" | "skipped", "flagged": bool},
and Sink.Http sends x-ankusa-verification always and
x-ankusa-verification-flagged: true for a hook its source accepted despite
a failed check (on_verify_failure: :accept_flag). skipped is a source
with no verifier (Verifier.None) or a lifecycle event. The reason stays
off the wire. SinkMessageV1 requires the field; v stays 1.
Ankusa.Sink.Message.verification/1 is the one place that decides it.

	GET /v1/tenants/:tenant/sources[/:name] shows trust_url_tenant.

	trust_url_tenant on %Ankusa.Source{} (default false), and
Ankusa.Verifier.check_shared/2, validate_shared!/1 and
warn_stored_shared/2: see the E5 entry under Changed.

	An internal SourceStore.Table module: the ETS layout and spec handling
SourceStore.Persistent and ankusa_redis's SourceStore.Redis share.
A source-store read while the store restarts answers
{:error, :unavailable} instead of raising.

	Ankusa.Queue.pending_for_source/2: one source's pending and in-flight
delivery rows in this node's queue.

	Ankusa.Dispatch.Pipeline.dead_letter_source/2: dead-letter one source's
pending rows now, inside the pipeline.

	Ankusa.ClaimCheck.locate/3 and read_bytes/4: find a claim, and read any
range of it, without reading it whole.

	Ankusa.BlobStore.Retry, the retry loop the HTTP blob stores share.

	Ankusa.Sink.Reaper: stops a sink adapter's connection after its
:idle_timeout_ms without a delivery. The broker adapters (ankusa_rabbitmq,
ankusa_kafka, ankusa_nats, ankusa_redis) run one each.

	Ankusa.Sink.GooglePubSub: publishes hooks to a Google Cloud Pub/Sub
topic with one topics.publish POST per delivery, the same
Ankusa.Sink.Message data as the other queue sinks and the same metadata
as message attributes. No new dependency (req). Auth is a caller-supplied
:token_provider MFA, as for BlobStore.GCS; one that answers :error
is :no_credentials (retried, no request sent). :ok only on a 200
naming the message id. A message over :max_message_bytes (10 MB) and
INVALID_ARGUMENT are permanent; every other Pub/Sub error (a missing
topic included: the sink never creates one) is retried. Optional
:ordering_key (a string or a function of the envelope). describe/2
reports the AsyncAPI googlepubsub bindings. The admin config view shows
project and ordering_key.

	Ankusa.Sink.Message.attributes/2: the {name, value} metadata pairs a
queue sink carries outside the body, now shared by Sink.SQS and
Sink.GooglePubSub.

	Store backup and restore (Ankusa.Store.Backup, backup.*, off by
default). Every backup.interval_ms (60 s) the store writes a RocksDB
checkpoint (Ankusa.Store.checkpoint/2, off the store process so /ready
keeps answering) and the uploader puts it in the :backup blob-store scope
(backup.blob_store, else storage.blob_store, under storage.key_prefix):
.sst/.blob files once each, the rest per backup, a sha256 manifest, then
backup/LATEST. backup.keep (3) backups are kept. A store directory with
no database restores LATEST at boot, every file checked, and refuses to
start ({:store_restore_failed, path, reason}) when the backup can't be read
instead of starting empty. A restored or new store is then reconciled with
the segment store: m:next_seq moves past the highest archived seq and
uncatalogued segments are catalogued from their .idx. New telemetry
[:ankusa, :backup, :stop | :state] and metrics ankusa_backup_runs_total,
ankusa_backup_age_seconds.

	Readiness. GET /ready on the ingest and admin listeners
(Ankusa.Health.ready/1): 200 while this node's store takes a synced
write (Ankusa.Store.ready/1, checked at most once a second, reopening the
store when a write fails) and no write has failed in the last 5 s, else
503 with Retry-After: 1 and
store: "write_failed" | "store_unavailable". /health stays liveness.

	State gauges. Ankusa.Metrics.Gauges (a telemetry_poller, new
dependency) samples the store, the queue index, the quarantine pen and disk
space every admin.gauge_interval_ms (15 s), and dispatch reports its
scheduler, as [:ankusa, :store | :queue | :quarantine | :disk | :dispatch, :state] events and /metrics gauges (ankusa_queue_pending,
ankusa_queue_oldest_due_age_seconds, ankusa_disk_free_bytes,
ankusa_dispatch_breakers_open, …). [:ankusa, :dispatch, :stop] carries
sink and source_id; delivery counters gain a sink label.

	Per-sink isolation and circuit breakers. Dispatch queues claimed rows
per {source_id, sink index, module} and hands slots round-robin across
them; dispatch.sink_concurrency caps one key's concurrent attempts. A key
that fails dispatch.breaker_failures (5) times in a row is parked for
breaker_open_ms (30 s), doubling up to breaker_max_open_ms (5 min), then
probed; parked rows spend no attempts. [:ankusa, :dispatch, :breaker] on
every transition.

	Sink error classes. {:error, {:permanent, term}} dead-letters after
the attempt; {:error, {:retry_after, ms, term}} delays the next attempt
(capped at an hour). Ankusa.Sink.classify/1.

	Signed HTTP deliveries. Sink.Http :secret (a whsec_ secret or a
list) adds Standard Webhooks webhook-id/webhook-timestamp/
webhook-signature headers (Ankusa.Sink.Http.Signer).
:max_response_bytes (64 KiB) caps what is read of a response.

	Shared buckets. storage.key_prefix puts every segment key under a
per-node prefix; claim_check.blob_store gives claims a store of their own
(a LocalFS one takes :root). Claim keys are never prefixed, so one
gateway serves every node.

	S3 credential chain. With no static keys the S3 adapter reads
AWS_ACCESS_KEY_ID/AWS_SECRET_ACCESS_KEY/AWS_SESSION_TOKEN, then web
identity (IRSA, STS AssumeRoleWithWebIdentity), then IMDSv2, caching
temporary credentials until shortly before expiry; :session_token is
signed when set.

	Claim gateway: HEAD /v1/claims/{tenant}/{claim_id}.

	batcher.max_queue_bytes (256 MiB): load shedding by buffered body bytes
as well as records; [:ankusa, :load_shed] carries bytes.

	Boot-time range validation of every numeric config key ("<key> must be <constraint>, got <value>"), and of embedded sources' verifier secrets
(Ankusa.Verifier.validate_config!/1, Ankusa.Verifier.Hmac.validate_opts/1).

	Ankusa.Sink.SQS: delivers hooks to an Amazon SQS queue with one
SigV4-signed SendMessage per delivery, the same Ankusa.Sink.Message
body as the other queue sinks, and the Kafka header set as message
attributes. No new dependency (req + aws_signature). :ok only on a
200 whose MD5OfMessageBody matches the body sent. A .fifo queue gets
MessageGroupId (:message_group_id, default "tenant/source") and
MessageDeduplicationId (the hook id, id:replay:<replay_id> on a
replay). A message over :max_message_bytes (1 MiB), InvalidMessageContents
and InvalidParameterValue are permanent; every other SQS error (a missing
queue included: the sink never creates one) is retried. describe/2
reports the AsyncAPI sqs channel binding. The admin config view shows
queue_url and message_group_id.

	Ingest dedupe. Ankusa.Dedupe extracts a provider event key (a delivery
header such as GitHub's x-github-delivery, or a JSON field such as
Stripe's "id") from every accepted hook, configured per source as
dedupe: :github | :standard_webhooks | :svix | :shopify | :stripe or
dedupe: %{header: …} / dedupe: %{json: …} with an optional ttl_ms
(default 72 h). Keys are scoped to tenant and source. The queue writer
collapses envelopes that share a key
atomically in the commit batch: the retry is answered 201 with the
original hook's id and "duplicate": true, nothing extra is stored. Expired
keys are swept inside the writer. A forged, flag-accepted request never
claims a key.

	Replay jobs. POST /v1/replays creates a durable, paced replay job:
kind: :dlq re-sends dead delivery rows, kind: :archive re-sends archived
hooks over a received_at window. Jobs drip rows into the existing due
index at rate items per second, and only while dispatch's oldest-due lag
is at most max_lag_ms and its in-flight window is not full — a replay uses
only spare capacity and inherits retries, the DLQ, claim check and
at-least-once bookkeeping. Every job is a store record whose cursor commits
in the same batch as the rows it moves, so a restart resumes it; a job that
keeps dead-lettering its deliveries pauses itself. GET /v1/replays,
GET|PATCH /v1/replays/{id} manage them (POST /v1/dlq/replay is removed).
Ankusa.Replay.start/2, list/1, get/2 and update/3 expose the same
surface to embedders; replayed deliveries keep the hook's original id and
dedupe_key and carry the job id as replay_id (also
x-ankusa-replay-id, the ankusa_replay_id broker header, and NATS
Nats-Msg-Id as id:replay:<replay_id>). A dead row whose delivery record
cannot be decoded is passed over, not dropped or retried: it stays in the
DLQ and GET /v1/dlq lists it with the reason undecodable delivery row.

	Message identity and integrity. Every queue message now carries
sha256 (also on inline bodies), dedupe_key, replay_id, and the
forwarded provider request headers (per the source's forward_headers
option, :default forwards everything except auth/framing/hop-by-hop and
x-ankusa-* headers). Sink.Http forwards them as request headers, with
x-ankusa-dedupe-key/x-ankusa-replay-id; RabbitMQ carries the hook id as
AMQP message_id plus the dedupe/replay AMQP headers; NATS sets Nats-Msg-Id
on every publish (the hook id, or id:replay:<replay_id> on a replay); Kafka and NATS carry
them as record headers. All 8 SDKs decode the message, verify its integrity,
and read the idempotency key (below; #replay:<replay_id> is appended when
asked); the conformance suite covers it.

	Idempotency key, computed once. Ankusa.Envelope.idempotency_key/1
returns the tenant-scoped key a consumer dedupes on:
tenant:source_id:dedupe_key when the hook has a dedupe key (default when
it has no tenant), else its id. It ships as the message's
idempotency_key field (additive, still v: 1; SinkMessageV1 now requires
sha256, dedupe_key, replay_id, idempotency_key and headers, and
SinkMessageHeadersV1 gains ankusa_dedupe_key, ankusa_replay_id and
Nats-Msg-Id),
the x-ankusa-idempotency-key header on Sink.Http, and the
ankusa_idempotency_key header on RabbitMQ, Kafka and NATS. Ingest dedupe
scopes by tenant and source, so two tenants' hooks with one provider event id
are two hooks; the tenant in the key keeps them two keys at the consumer. The
SDK idempotency_key helpers read the shipped value and compute the same
formula only for a message or delivery that predates the field.

	Direct-mode deadline. With wal.type: none, Ankusa.Edge.Publish
publishes to every sink concurrently under one overall deadline
(direct_publish_timeout_ms, default 8 000, configurable as
wal.publish_timeout_ms in ankusa.yml); a sink that misses it is a 503.

	Ankusa.Dispatch.Pipeline.pressure/1 reports the oldest-due lag and window
state for replay pacing.

	Ankusa.UUIDv7.min_for/1 and max_for/1 bound a millisecond's id range.

	Ankusa.Queue.redrive/3 commits archived hooks back into the queue in one
synced batch with the replay job's cursor.

	Failure domains. Ankusa.Instance is now :rest_for_one, and dispatch,
storage (compactor and claim-check sweeper), lifecycle, metrics and the
admin, route-admin and claim-check listeners each run under
Ankusa.Instance.Isolated with a restart budget of their own. When a
domain's budget is exhausted it is restarted later with backoff (1 s doubling
to 60 s, reset after a minute up) instead of rebuilding the instance, edge
listener included. The store, the source store and the edge (routes, queue
writer, quarantine, rate limiter, batchers, ingress listener, now one
rest_for_one subtree registered as Ankusa.via(instance, :edge)) are the
core: a crash there restarts what depends on it. A child that cannot start at
boot still fails the boot. New telemetry events
[:ankusa, :instance, :subtree_down] (:delay_ms; :instance, :domain,
:reason) and [:ankusa, :instance, :subtree_up].

	Ankusa.Instance.RegistryWatch: an instance stops, and its supervisor
restarts it, when Ankusa.Registry or one of its partitions restarts. A
restart used to leave the store and every supervisor running but
unregistered (Ankusa.whereis/2 returned nil). The application's own
supervisor is now :rest_for_one for the same reason.

	Quarantine release. kind: :quarantine replay jobs (POST /v1/replays {"kind":"quarantine"}, Ankusa.Replay.start/2) re-verify hooks held in the
quarantine pen against each source's current verifier, judging the
timestamp window at the hook's receive time, and commit the ones that pass
through the queue writer with their original id and replay_id on every
delivery row; the rest stay in the pen. Optional source_id, id,
since/until (on received_at) filters. Needs the :edge and
:dispatch roles. Ankusa.Queue.release/3 commits such hooks with the pen
deletes and the job's cursor in one synced batch.

	DELETE /v1/quarantine (Ankusa.Edge.Quarantine.purge/3) deletes held
hooks by source_id, id, since/until and limit and reports
{deleted, bytes}. GET /v1/quarantine entries gain tenant_id and
size.

	quarantine config section: burst and rate (one token bucket per
source, defaults 100 and 20/s) and max_bytes (the pen's byte cap, default
1 GiB). New telemetry event [:ankusa, :quarantine, :full] and metric
ankusa_quarantine_full_total.

	Metrics ankusa_replay_moved_total{instance,kind} and
ankusa_replay_throttled_total{instance,reason}, telemetry events
[:ankusa, :replay, :moved | :throttled | :state], and
outcome="duplicate" on ankusa_ingest_requests_total.

	Ankusa.Verifier.Hmac accepts secret: [new, old]: every key is tried, so
a secret rotation needs no cut-over. An empty list or an element that is not
a usable key is {:error, :bad_secret}.

	Ankusa.Verifier.check_timestamp/2 takes now: (Unix seconds) to judge the
window against a fixed instant; Ankusa.Verifier.scheme_name/2 is the
shared scheme label.

	config.dispatch.attempt_timeout_ms (default 30_000): a delivery attempt
that has not returned after it is killed and counts as a failed attempt with
reason {:attempt_timeout, ms}, so a hung sink frees its dispatch slot. It
covers the sink call and the fallback claim check-in of an attempt, and
Ankusa.Lifecycle.Publisher applies the same deadline to lifecycle sinks.
The sink may still complete a killed delivery, so consumers dedupe on the
idempotency key. Ankusa.Dispatch.Pipeline.validate_config!/1 rejects a value
that is not a positive integer.

	Ankusa.Edge.Ingest.lookup/2, ingest/4 and refused/2. The edge looks
the source up with lookup/2 before it reads the body, then calls
ingest/4 with the source it found; ingest/2 is lookup/2 followed by
ingest/4. refused/2 emits the new telemetry event
[:ankusa, :ingest, :refused] (:instance, :reason of
:unknown_source | :payload_too_large | :body_read_failed | :invalid_header), and
Ankusa.Metrics counts it as ankusa_ingest_refused_total{instance,reason}.

	An ip option for the admin API, the route management API and the
claim gateway. admin.ip, routes.admin.ip and claim_check.ip take a
strict IPv4 or IPv6 literal (or an :inet address tuple) and default to
"127.0.0.1"; Ankusa.Config.new/1 raises ArgumentError for anything else
("10" and "localhost" included), through Ankusa.Config.listen_ip!/2.
The edge listener has no ip and stays on every interface.

	Ankusa.Store.report_write_failure/2: tell the store a write failed, so it
reopens itself (at most once per 5 s) to clear RocksDB's latched error.
Ankusa.Store.write/3 calls it on every failed batch.


Changed
	Requires bandit ~> 1.13 (was ~> 1.12.5, which held every app on
1.12.x: 1.12.5 has two published advisories, EEF-CVE-2026-105659 and
EEF-CVE-2026-105660, fixed in 1.13.0).
	Ankusa.BlobStore.S3.Credentials is now Ankusa.AWS.Credentials (ETS table
:ankusa_aws_credentials), shared by BlobStore.S3 and Sink.SQS. The
chain and its options are unchanged.
	Circuit breakers are on by default (dispatch.breaker_failures: 5): a
sink that keeps failing has its rows parked, without spending attempts,
instead of each retrying on the policy's schedule, so they reach the DLQ
later than before. breaker_failures: 0 keeps the old behaviour. A replay
job counts its rows parked behind an open breaker toward auto-pause.
	Sink.Http maps 400, 401, 403, 404, 410, 413, 422 to
{:permanent, {:status, s}} (dead-letter now) and honours Retry-After on
408, 429 and 5xx.
	Breaking: Ankusa.BlobStore calls take a scope —
put(instance, :segments | :claims, key, data) and so on — and the
list/3 callback returns {:ok, keys} | {:error, reason}, following every
adapter's pagination (S3, GCS, Azure, OCI) to the end.
	Breaking: Ankusa.SourceStore.fetch/2 may return
{:error, :unavailable}: ingest answers 503 store_unavailable instead of
404, dispatch reschedules the row a second later with attempts unchanged
instead of dead-lettering it as :source_gone, and a replay job retries
its page.
	Breaking: the route snapshot lives in a per-instance ETS table
published in generations (Ankusa.Routes.Snapshot), not
:persistent_term; the removed Ankusa.Routes.snapshot function is replaced by
Ankusa.Routes.meta/1.
	A source with a tenant_id other than "default" answers only routes
naming that tenant (any other is 404); "default" sources stay shared.
	A hook accepted flagged (accept_flag) spends its source's quarantine
bucket.
	Single-claim pack ids are the check-in time plus 64 random bits (no longer
derived from the hook id and its receive time); retention counts from
check-in.
	Claim gateway: cache-control: private, max-age=31536000, immutable; 503
bodies carry only the error code; a store 403 is
503 store_forbidden with Retry-After: 60.
	Breaking (E5): under a resolver that takes the tenant from the request
(any but Ankusa.RouteResolver.Path), a source that is shared
(tenant_id: "default"), has Ankusa.Verifier.None and does not set
trust_url_tenant: true is refused: a configured one stops the instance
from starting (ArgumentError naming the source, on every node whatever
its roles), and a SourceStore.Persistent write of one is
{:error, :invalid, message} (the admin API's 400 invalid_source). One
the store already held keeps serving, and is named in a warning at boot.
Set trust_url_tenant: true to keep a deliberately open shared endpoint.
	Breaking (O2): no supervisor in the instance tree holds the
%Ankusa.Config{} any more. Ankusa.Instance.child_spec/1 and
start_link/1 store the config (Ankusa.put_config/1) and pass only the
instance name; every child is started with [instance: instance] and reads
Ankusa.config(instance). A custom Ankusa.SourceStore or
Ankusa.Routes.Store that runs a process now gets start_link([instance: instance]) instead of start_link(%Ankusa.Config{}) /
opts[:config], and reads its options from Ankusa.config(instance).
SourceStore.Persistent.start_link/1 takes [instance: instance].
:sys.get_status/1 of the instance's parent, the instance and its
subtrees no longer prints sink options or verifier secrets.
	Delivery rows may carry replay: replay_id, the job a replayed delivery is
attributed to.
	Ankusa.Queue.enqueue/3 takes an optional deadline (a
System.monotonic_time(:millisecond) value) and waits for the commit's
outcome instead of timing out after 5 s. The writer refuses, without
consuming a seq, a batch it could not start before the deadline
({:error, :deadline_exceeded}) and one whose caller died while it waited
({:error, :caller_gone}).
	Ankusa.Edge.Batcher.commit/4's timeout bounds how long a record may wait
before its batch starts committing (15 s by default), not the commit
itself. :infinity still means no bound.
	Ankusa.Sink.safe_deliver/4 returns {:error, {:bad_return, value}} for
any return value other than :ok or {:error, _}. Dispatch, lifecycle
events and the wal: :none ack path all deliver through it.
	Breaking: the quarantine bucket is per source and refuses with 429.
A source over its bucket answers 429 quarantine_rate_limited with
Retry-After instead of 401 verification_failed; 401 now always means a
failed signature. Ankusa.Edge.Quarantine.put/3 returns
{:rate_limited, retry_after_ms} or :full instead of :rate_limited, and
Ankusa.Edge.Ingest.ingest/2 returns
{:error, {:quarantine_rate_limited, ms}} or {:error, :quarantine_full}
(outcome tags :quarantine_rate_limited and :quarantine_full).
	The quarantine pen keeps the whole envelope (method, path, headers, body,
tenant) instead of headers and body, and refuses a write that would cross
quarantine.max_bytes with 503 quarantine_full (Retry-After: 60); it
never evicts a held hook. Entries held by earlier versions stay readable and
releasable (rebuilt as POST /).
	The default retry policy retries for about 6 hours.
Ankusa.RetryPolicy.Exponential defaults to max_ms: 300_000 and
max_attempts: 84 (they were 30_000 and 12, about 83 s): 100 ms doubling
to a 5-minute cap by attempt 13, then 5 minutes apart. A retry is a delivery
row due later and holds no slot, so a longer horizon costs nothing while a
sink is down. Set max_attempts lower to dead-letter sooner. Errors are not
classified yet, so a permanent failure (an HTTP 400, say) also takes every
attempt before it reaches the DLQ.
	Breaking for dashboards: refused requests are no longer on
ankusa_ingest_requests_total. A request for a source that does not
exist used to be counted there as outcome="unknown_source" under a
source_id taken from the URL; it is now
ankusa_ingest_refused_total{reason="unknown_source"}, as are 413
(payload_too_large) and unreadable-body 400 (body_read_failed)
refusals. A panel that sums ankusa_ingest_requests_total for "all
traffic" must add the refused counter. source_id on [:ankusa, :ingest]
and on the metrics built from it is now always a configured source's id.
Ankusa.Edge.Ingest.ingest/2 still returns {:error, :unknown_source} for
one.
	Breaking for callers that match exhaustively: a duplicate is a new
result. Ankusa.Edge.Ingest.ingest/2 and ingest/4 may return
{:duplicate, env} (besides {:ok, env}), Ankusa.Edge.Batcher.commit/4
returns {:duplicate, env} besides {:committed, env}, and
Ankusa.Queue.enqueue/3 returns
{:ok, [{:committed, env} | {:duplicate, env}]}.
	Breaking for embedders: the supervision tree is split into failure
domains. The batcher, queue writer, quarantine, rate limiter, routes and
ingress listener now live under Ankusa.via(instance, :edge); dispatch,
storage, lifecycle, metrics and the listeners under Ankusa.Instance.Isolated
subtrees, so Supervisor.terminate_child/2 / which_children/1 on the
instance root no longer finds them. See "Failure domains" under Added.
	Breaking for HTTP-sink receivers and queue consumers: provider request
headers are forwarded by default. forward_headers: :default forwards
every header except auth/framing/hop-by-hop and x-ankusa-*; set
forward_headers: [...] to narrow it.
	Breaking: the admin API (4002), route management API (4003) and claim
gateway (4001) listen on 127.0.0.1 by default. They used to bind every
interface and are unauthenticated. A deployment that reaches one from another
host or container must set admin.ip, routes.admin.ip or claim_check.ip
to "0.0.0.0" (or one interface's address) and keep fronting it with its own
proxy or network policy.
	Breaking: the edge refuses header bytes no sink can carry. A request is
answered 400 {"error":"invalid_header","header":"<name>"} before its body is
read when a header name holds a byte outside 0x21..0x7E or a value one
outside 0x20..0x7E and tab (RFC 9110 field-value without obs-text); a
non-ASCII value such as café is refused too, because Sink.Http (Mint)
cannot send it and queue sinks need UTF-8. header is null when the name is
itself not printable. Such a request used to be acked 201 and then retried
for hours and dead-lettered. Ankusa.Edge.Ingest.ingest/2 returns
{:error, {:invalid_header, name | nil}}, and the refusal is counted as
ankusa_ingest_refused_total{reason="invalid_header"}. New
Ankusa.Edge.Ingest.check_headers/1.
	Breaking for anything that reads GET /v1/config: redaction is an
allowlist inside adapter options. An option of a {module, opts} pair
(sinks, verifiers, blob store, source store, codec, retry policy, route
resolver, route store, lifecycle sinks) is shown only under a known
non-secret key (bucket, region, topic, exchange, …); every other
value, sas_token, private_key, jwt and access_key_id included, is
"[REDACTED]". A URL (url, endpoint, resource) keeps its host and
path, loses the password of user:pass@ (or a lone token@), and every
query value becomes [REDACTED]. The same view feeds print-config and the
source lifecycle events.
	Breaking for callers: Ankusa.Sink.inline_max_bytes/2 returns
{:ok, max | nil} | {:error, reason} (it returned max | nil). A raise,
exit, throw or invalid return from a sink's inline_max_bytes/1 is an
{:error, _}; dispatch fails that delivery with {:inline_max_bytes, reason}
(the retry policy runs, the DLQ reason names it) and wal: :none answers
503.
	Ankusa.Fsync.mkdir_p/1 is mkdir_p/2: it takes the root the path may be
created under, and fsyncs the parent of every directory from the root down on
every call. A LocalFS put costs one extra directory fsync per level between
its root and the object.

Removed
	Breaking: POST /v1/dlq/replay. Replaced by POST /v1/replays with
kind: "dlq"; GET /v1/dlq is unchanged.
	Ankusa.Dispatch (replay/1, replay/2) — replaced by
Ankusa.Replay.start/2.

Fixed
	Under wal: :none, a source written at runtime (Ankusa.SourceStore.put/5,
the admin API's source routes) with no durable sink is refused with
{:error, :invalid, message} (400 invalid_source), as boot already
refused a static one: it would have answered 201 with no durable copy
anywhere. Every writable source store applies the new
Ankusa.Queue.check_durable/2 before a write, and Ankusa.Edge.Publish
answers 503 for a source that reaches ingest without that check (stored
before it, or written to a shared source store by a wal: :disk node)
instead of acking it with no durable copy.
	A store restored from backup (or created fresh with a backup configured)
keeps its RESTORE-IN-PROGRESS marker until reconcile_archive has
succeeded. A node that died, or whose reconcile failed, between the restore
and the reconcile now reconciles on its next boot instead of opening as an
existing store and reusing archived seqs.
	A backup refuses to run when the prefix's latest backup belongs to another
store ({:foreign_backup, theirs, ours}, logged at error level): each store
gets an id (m:store_id) on its first backup, carried by its checkpoints
and recorded in every manifest. Two nodes on one prefix no longer purge each
other's backups. A node whose LATEST was moved by another writer of the
same store (an old host beside its replacement) refuses too
({:prefix_shared, latest}).
	Blob files of the hooks and quarantine column families are capped at 64 MiB
(blob_file_size; RocksDB's default is 256 MiB), bounding what one backup
upload or restore holds in memory.
	DELETE /v1/tenants/:tenant/sources/:name no longer answers 204 while
this node's queue still holds undelivered rows for the source: it is
409 source_has_deliveries ({"pending": n, "inflight": m}) and nothing is
deleted. ?deliveries=dead_letter dead-letters the pending rows first, as
{:source_gone, source_id} (needs the :dispatch role, 409 role_not_enabled otherwise; 503 dispatch_unavailable if the pipeline
cannot answer), then deletes; rows in flight settle on their own. A source
re-created under the same name no longer inherits the old backlog.
	Delivery rows record their source_id, so one source's rows are found
without reading every hook. Rows written before keep working: they are
matched by their hook's source.
	The claim gateway serves one Range: bytes= range as 206 with
Content-Range (416 past the end), from one ranged store read, and every
claim response says Accept-Ranges: bytes. Several ranges, other units and
any If-Range get the whole claim. HEAD reads only the pack's index, not
the claim.
	The S3, GCS, Azure and OCI blob stores retry a transport error or a 408,
429, 500, 502, 503 or 504 (:retries, default 2 extra attempts,
200 ms then 1 s apart), re-signing each attempt; any other answer is
returned at once, mapped as before. put sends its iodata as is instead of
copying a segment into one binary first.
	The claim sweeper no longer stops at a partition it cannot delete
(File.rm_rf/1, logged); claim_check.retention_days must be nil or
≥ 1, and sweep_interval_ms positive.
	The S3 and Azure managed-identity credential caches are created when the
:ankusa application starts; they used to belong to whichever request or task
filled them first and vanished with it, so temporary credentials were
fetched again on almost every call.
	The route snapshot table is owned by Ankusa.Routes.TableOwner and lent to
the routes store, so a store crash no longer deletes it, and the restarted
store resumes from it (Ankusa.Routes.Snapshot.adopt/1): the ETS store keeps
API-created routes across a store crash instead of re-seeding from config.
	A {:permanent, _} answer to a breaker's probe closes the breaker; it used
to leave the probe slot taken, parking the key forever.
	storage.key_prefix is applied when a segment is named and the catalogue
keeps the full key, so changing the prefix no longer strands archived
segments.
	Ankusa.Verifier.Hmac fails closed on an empty key. A missing, nil or
empty :secret, an empty list, or a list element that is empty or does not
decode is {:error, :bad_secret} for every hook. It used to HMAC with the
empty key, which verified anything signed with it (a forgery anyone can
compute); an explicit nil raised on every request.
	A stalled store no longer answers 503 for hooks it then commits. It used to
answer 503 after 5 s for hooks the writer committed afterwards; now a batch
the writer has started is waited out, one it has not is refused, and one
whose commit task died before the writer reached it is dropped. A process
dying while the writer is mid-commit (the commit task, the batcher, or the
writer after its sync) can still answer 503 for a durable hook, which the
provider's retry then stores again.
	The batcher's commit task is supervised, not linked: a commit task that dies
fails its own batch, not the batcher and the records buffered behind it.
	A sink that returns something other than :ok or {:error, _} is a 503 on
the wal: :none ack path, not a CaseClauseError in the request.
	A claim check whose blob store write exits, throws or returns something other
than :ok or {:error, _} (a :token_provider that exits, say) is
{:error, {:unavailable, _}}, a 503 under wal: :none, not a crashed
request.
	A GenServer crash report (the "terminating" report Logger prints) no longer
prints sink options, and neither does :sys.get_status/1 on these
processes: the dispatch pipeline, compactor, claim-check sweeper, rate
limiter, lifecycle publisher, writable source store, edge batchers and
Ankusa.Instance.Isolated redact their state, and the batchers and the
writable source store also redact the message being handled. Supervisors
still carry the config in their children's start arguments, so
:sys.get_status/1 on a supervisor (and observer) still shows it, and so
would supervisor reports if SASL reports were enabled (Logger's
handle_sasl_reports, off by default).
	Unauthenticated requests no longer mint Prometheus series: 20 000 POSTs to
random paths used to add 280 000 ankusa_ingest_* series (the lookup ran
inside the [:ankusa, :ingest] span, with the URL's source_id as a label);
they are now one ankusa_ingest_refused_total series.
	The edge answers a request it will refuse without reading its body: a
Content-Length above max_body_bytes is 413 and an unknown source (or a
tenant that is not valid) is 404 immediately, where each used to buffer up
to max_body_bytes first. The envelope copies the body only when it is a
slice of a larger binary, not on every request.
	The compactor backs off. After a failed tick it retries at
storage.interval_ms doubled per consecutive failure (jittered, capped at
60 s) instead of every interval, and a blob store whose put/4 exits,
throws or returns something other than :ok or {:error, _} fails the tick
instead of crashing the compactor.
	Any failed store write now asks the store for a reopen (at most once per
5 s), whichever process saw it (dispatch outcomes, the compactor,
quarantine, the replayer, rate-limit overrides, the source store), not only
an ingest commit: a fallback for a latched RocksDB write error left by a full
disk. RocksDB recovered from a full disk on its own in a container drill, so
this is a safety net, not a measured fix. Queue.Writer no longer reopens
the store itself, so ingest no longer blocks on a synchronous reopen.
	Concurrent first writes into a new LocalFS directory (a claim pack's
tenant=*/dt=* partition at UTC midnight) no longer return before the
directory is durable, and a parent fsync that failed once is retried by the
next write.
	A custom sink whose inline_max_bytes/1 raises no longer crash-loops the
dispatch domain, which stopped delivery for every tenant.
	A quarantine pen write that does not answer within 5 s is 503 store_unavailable with Retry-After: 1, not a crashed request.

0.4.0 - 2026-10-02
Added
	An AsyncAPI 3.0 document of the channels an instance publishes to, served
by the admin API at GET /asyncapi.json (application/asyncapi+json) and
built by Ankusa.AsyncApi.document/1 from the configured sources. Messaging
sinks advertise their channel through the new optional
Ankusa.Sink.describe/2 callback (Ankusa.Sink.Description); the Kafka,
RabbitMQ, NATS, and Redis sinks implement it. Built on the new async_api_spex
package, now a dependency. docs/asyncapi.md.
	Lifecycle events: config.lifecycle.sinks (off by default) receives a
CloudEvents 1.0 event, io.ankusa.source.{created,updated,deleted} or
io.ankusa.route.{created,updated,deleted}, whenever Ankusa.SourceStore.put/5
or delete/3 or Ankusa.Routes.create/2, replace/3, update/3, or
delete/2 changes something. Events never touch the store: a supervised
in-memory publisher (Ankusa.Lifecycle.Publisher) delivers each one to every
lifecycle sink independently, retrying with dispatch.retry, off the caller's
path. When its queue is full (10,000 pending sink deliveries), when retries run
out, or when it isn't running, the event is dropped and counted; pending
events are lost on restart and are not ordered. A lifecycle failure never
fails the change. [:ankusa, :lifecycle, :delivered] and
[:ankusa, :lifecycle, :dropped] telemetry events, and the
ankusa_lifecycle_delivered_total / ankusa_lifecycle_dropped_total metrics.
	Ankusa.Store: one RocksDB database per instance at
<data_dir>/<instance>/store (Hex rocksdb, erlang-rocksdb), holding the
hooks, one delivery row per hook and sink, the quarantine pen, API-managed
sources, rate-limit overrides, the segment catalogue, and the migration
markers. It replaces wal/ankusa.wal (and its .cursors/.truncated
sidecars), dlq/dlq.log, quarantine/quarantine.log, segments/index.log,
sources.json, and rate_limits.json. Column families: default, hooks,
deliveries, index, archive, quarantine.
	Ankusa.Queue (public): enqueue/2 commits a batch of hooks with one synced
store write, hooks/3 reads them back, stats/1 reports the store, dead/2
lists the dead rows, and validate_config!/1 / label/1 replace the old WAL
adapter's. Ankusa.Queue.Writer is the only seq assigner: one group commit is
one synced batch holding each hook, one pending delivery row and due key per
sink of its source (bound by sink index and module at ack), an archive
obligation while the storage role runs, and the seq marker. A failed commit
acks nothing but may consume seqs, so seqs are strictly increasing and never
reused (gaps are allowed). A hook with no obligations is acked with a seq but
not stored.
	Ankusa.Edge.Quarantine.recent/2 reads the pen from the store, newest first;
the pen survives a restart (the old 200-entry in-memory list is gone).
	An import of a 0.3 data dir on the first boot of a new store:
sources.json, rate_limits.json, quarantine/, wal/, dlq/, and
segments/index.log are read in that order, marked in the store, and then
renamed <name>.migrated-<unix seconds> (never deleted — renaming them back
is the rollback). Imported dead letters replay to the source's current sinks,
and the next seq is past everything imported. Reading is chunked, so memory
stays bounded at any file size.

Changed
	Ankusa.Admin.Redact.source_entry/1 takes the Ankusa.SourceStore.stored()
map and builds the redacted source view itself (the admin API's source
endpoints and the lifecycle events share it), where it used to redact a map
the admin router had built.
	Breaking: the WAL, DLQ, quarantine and segment-index files, and the
sources.json / rate_limits.json state files, are gone. One RocksDB store
per instance owns them all; a 0.3 data dir is imported on first boot (above).
The data volume now holds store/, segments at
segments/seg/<first_seq>-<last_seq>.seg with a new sibling
seg/<first_seq>-<last_seq>.idx per segment, and claims/... claim packs.
	Breaking: wal: {Ankusa.WAL.DiskLog, _} raises ArgumentError with the
hint to use wal: :disk (the RocksDB store) or wal: :none. The key itself
is unchanged: wal: :disk | :none in core, wal.type: disk | none in YAML.
	Breaking: Ankusa.Dispatch.replay/2 returns {:ok, n} — the number of
rows moved back to pending — and is asynchronous: it moves the rows and the
pipeline delivers them. A replayed row leaves the DLQ, where the old replay
left the entry in place. It needs the dispatch role.
	Breaking: GET /v1/wal reports the store. The body is next_seq
(exact) plus hooks and deliveries (RocksDB key estimates) and
disk_bytes; wal is {} when the store is unreachable, and it is still
409 wal_disabled under wal.type: none. 503 store_unavailable is added to
GET /v1/dlq, POST /v1/dlq/replay, GET /v1/quarantine, and the
rate-limit routes.
	Breaking for embedders: core compiles a NIF. Building rocksdb from
source needs cmake >= 3.12, a C++20 compiler, and zstd + OpenSSL development
headers; on Alpine, linux-headers, and Ubuntu CI runners need libzstd-dev.
	Dispatch is a scheduler over delivery rows. A commit wakes it; otherwise it
sleeps until the earliest due row. A retry is a row due at now + backoff,
so it frees its concurrency slot instead of sleeping inside a task. The
window is dispatch.max_inflight claimed rows and
dispatch.max_inflight_bytes (the sum of their stored hook sizes);
dispatch.batch is rows claimed per store scan.
	A row's sink binding is (index, module) at ack, but its opts always come
from the source as it is now, so a config fix applies to the backlog and no
fun or secret is ever persisted. A reordered source falls back to the unique
sink with the row's module; otherwise the row is dead-lettered with
{:sink_gone, index, module}, and a deleted source with
{:source_gone, source_id}.

Removed
	Breaking: the Ankusa.Sink.ordering_key/2 callback, Sink.ordering_key/3, and
the http sink's ordered option. Deliveries are unordered, and a broker
key (a Kafka partition key, an AMQP routing key) only keeps the order hooks
were published in. A consumer that needs order has to rebuild it from data it
receives, such as the provider's event timestamp or sequence number in the
body, and tolerate redelivery.
	Breaking: dispatch.poll_ms. Dispatch is woken by a commit or by the next
due row; the key is now an unknown-key error.
	Ankusa.WAL, Ankusa.WAL.DiskLog, Ankusa.DurableLog, Ankusa.Storage.Index,
Ankusa.Dispatch.DLQ.

Fixed
	A full disk recovers by itself. A commit that cannot write answers 503
store_unavailable and acks nothing; the Writer asks the store to close and
reopen (at most once every 5 s), which clears RocksDB's latched write error,
so ingest resumes once space frees.
	kill -9 loses nothing acked. Every commit is one synced store write; the
loss suite SIGKILLs a separate BEAM and every acked hook is read back.
	Corruption is reported, never silently truncated or shortened.
paranoid_checks plus wal_recovery_mode: tolerate_corrupted_tail_records
drop a torn tail (the last, never-acked write) and refuse to open on damage
before it ({:store_open_failed, path, reason}). Point reads report checksum
failures; a scan believes only a result that reaches its end-of-range
sentinel. The Writer, the persistent source store, and the rate limiter refuse
to start when they cannot read their state, rather than treating an unreadable
store as empty.
	One damaged frame in a 0.3 WAL no longer drops the acked frames after it.
A frame that fails its CRC with a valid frame after it refuses to start
({:damaged_legacy_wal, path, byte, later_byte}); only a torn tail is
skipped. An unreadable .cursors or .truncated sidecar likewise refuses to
start ({:corrupt_legacy_sidecar, path}).
	Reclamation no longer needs the archive. A hook is deleted once its last
obligation clears — every delivery row and, only if storage ran at ack
time, the archive obligation. So a node without the storage role reclaims on
delivery, and the compactor can lag or be off without blocking delivery.
	A retry no longer holds a delivery slot, so a failing sink cannot starve
other sinks or sources.
	The archive compactor no longer crash-loops. A failed blob write ends the
tick with an error log; nothing crashes, and the same hooks are rewritten next
tick.
	LocalFS blob writes are durable. Ankusa.BlobStore.LocalFS writes a
temp file, fsyncs it, renames it, and fsyncs the directory on every put; a
failed write returns {:error, reason} instead of raising. Claim packs,
segments, and index objects all go through it.
	The scheme label on verification metrics is the scheme, from the first
request. Ingest asked a verifier for its scheme name without loading the
module first, so until something else had loaded it the label (and the
scheme in telemetry metadata) was the module name instead, for example
Ankusa.Verifier.Hmac where stripe was meant.

0.3.0 - 2026-10-01
Added
	wal: :none, the stateless ack path. Ingest verifies, then publishes to the
source's sinks in the request (Ankusa.Edge.Publish) and answers 201 only
once every sink has confirmed; a refusal is a 503 with Retry-After and the
provider retries. No WAL, no batcher, no dispatch pipeline, no compactor, no
DLQ: the node runs only the edge role (the WAL's reader roles are dropped
from config.roles rather than rejected). Ankusa.WAL.validate_config!/1
refuses a wal: :none config in which a statically configured source has no
sink whose :ok means durable — sources created at runtime through the admin
API are not checked.
	Ankusa.Sink.durable?/1, the per-sink promise wal: :none acks on; defaults
to true, and Ankusa.Sink.Log answers false. Ankusa.Sink.safe_deliver/4
(the raise/throw/exit-to-{:error, reason} wrapper hidden inside the dispatch
pipeline) is now public, so both ack paths deliver through the same function.
	GET /v1/wal on the admin API: this node's Ankusa.WAL.stats/1, or
409 wal_disabled under wal: :none. Ankusa.WAL.label/1 names the
configured adapter for boot banners and check-config.
	Per-tenant ingest rate limits (Ankusa.Edge.RateLimiter, rate_limits in the
config: %{rate: hooks_per_second, burst: hooks} per tenant, plus a
default). A hook is charged after verification and before the durable
write, so forged requests spend no budget; over the limit the sender gets
429 with Retry-After and nothing is stored. Enforcement is GCRA over one
ETS row per tenant, updated by compare-and-swap, so concurrent hooks on one
tenant cannot overshoot, and the buckets are this node's alone. The admin API
reads and adjusts limits at runtime without a restart (GET /v1/rate-limits,
GET|PUT|DELETE /v1/tenants/:tenant/rate-limit, :edge role), persisting
overrides to rate_limits.json in the instance's data dir; a PUT or
DELETE resets that tenant's bucket. Rejections emit
[:ankusa, :rate_limit, :rejected] (tenant-tagged) and appear as
ankusa_rate_limit_rejected_total, and the ingest :outcome label gains
:rate_limited.
	Ankusa.SourceStore gains optional write callbacks put/5, get/3, and
list_tenant/2, plus matching facade functions, and a new
Ankusa.SourceStore.Persistent adapter that keeps sources in ETS and
persists the API-managed ones to sources.json under the instance data
directory. Sources can now be created, listed, and updated at runtime.
	The admin API gains GET/POST /v1/tenants/:tenant/sources and
GET/PUT /v1/tenants/:tenant/sources/:name, and GET /health now reports
the application version.

Changed
	Breaking: the ingest 201 body is {"status": "accepted", "id": "…"}. The
seq field is gone: it was this node's WAL position, not a per-source
sequence, so two nodes in a fleet both emit 1, 2, 3 and any consumer
ordering or deduping on it was wrong. Dedupe on the envelope id.
	Breaking: ingest GET /stats is removed and GET /health is liveness
only ({"status": "ok", "instance": "…"}). Per-node WAL stats are operator
surface, not provider surface: they moved to GET /v1/wal on the admin port.
	Breaking: Ankusa.Sink.Http no longer sends x-ankusa-seq. The delivery
contract is x-ankusa-id, x-ankusa-source, and x-ankusa-tenant when set.
(The published ankusa npm and PyPI SDKs drop HookHeaders.seq in the same
release; their changelogs say so.)
	Breaking for custom route stores. Ankusa.Routes.Store's insert and
replace callbacks take the version of the snapshot the caller validated
against — insert(instance, route, version), replace(instance, route, version) — and answer {:error, :stale}, having changed nothing, when the
table has moved on. Ankusa.Routes re-reads, re-validates and retries; a
write that keeps losing answers 503 store_unavailable, safe to retry.
delete/2 and put_ip_rules/2 are unchanged. ankusa_redis has to be
released with this: an older Ankusa.Routes.Store.Redis does not implement the
new arities.
	PUT /admin/ip-rules requires both default and rules. An omitted default
used to mean allow, which quietly turned a deny-by-default list into an open
one; it is now 400 invalid_ip_rules naming the missing field.
	Client address: X-Forwarded-For from a trusted proxy is walked right to
left. The first entry outside routes.trusted_proxies is the client, entries
to its left are never examined, and an entry that cannot be read before that
point denies the request. Every x-forwarded-for line is joined in order, and
1.2.3.4:5678, [::1] and [::1]:443 are accepted forms.
	Ankusa.Routes.Cache is keyed by a per-snapshot epoch, not the store's
version, because versions start over (a restarted in-memory store, a flushed
Redis) and a decision cached under one could answer for a table it was never
made against. Only requests of at most 16 segments and 256 bytes of path are
cached, and the cache's memory check runs every second. A longer path is still
decided correctly, by a scan of the route table; [:ankusa, :routes, :match]
gains cacheable (false for such a path) so that cost can be seen.
	The IP-rule and trusted-proxy parser is Ankusa.Net.parse_cidr/1, which never
raises and refuses a range inside ::ffff:0:0/96 (see Fixed).

Fixed
	Concurrent route writes could overwrite each other. create checked the id and
the path against a snapshot outside the store's serialized write, so two
creates of one id both answered 201 and the second replaced the first, and
two enabled routes could take one path and method. A PATCH was an unguarded
read-modify-write that lost concurrent updates, and one racing a DELETE
brought the route back.
	An unreadable X-Forwarded-For entry from a trusted proxy resolved the client
to the proxy's own address, which an allow rule for the proxy's range then
admitted. Net.parse/1 no longer raises on invalid UTF-8.
	A range inside ::ffff:0:0/96 as an IP rule or trusted proxy is refused at
write time, and the error says to write the IPv4 CIDR instead. Addresses are
matched as IPv4, so it could never match — and as a deny rule it silently let
its own traffic through.
	A dry run (POST /admin/routes/test) no longer reads or fills the decision
cache, and a store restart can no longer let a cached decision answer for the
new table.
	A seed with a disabled route after an enabled one for the same path no longer
fails boot, and conflict detection is linear in the size of the seed.
	Route ids and methods refuse a trailing newline; a non-string id is a 400
instead of a generated one; Route.from_json/1 refuses a stored definition
with no id instead of minting one per node.
	The guard's log sampler draws independently per rejection, the warning for a
node with no route table loaded is sampled like the rest, and routes.enabled
must be a boolean. A route store that does not answer is 503 with the reason
logged instead of a crash.
	The release notes below named Ankusa.Net.CIDR and stream_data property
tests; neither ever shipped, and the entry now says what did.

0.2.4 - 2026-09-28
Added
	Route management: an allowlist in front of capture. With
routes.enabled: true the edge is deny-by-default — a POST is captured
only if its method and normalized path match an enabled route and its
client address passes the IP rules; everything else is answered 404 (403
for an IP denial, configurable to 404) and never written to the WAL. Off by
default, which is the previous behaviour. Ankusa.Routes is the context
(authorize/4, authorize_path/5, dry_run/2, CRUD over definitions),
Ankusa.Edge.RouteGuard the plug Ankusa.Edge.Router calls first on the
capture path, and Ankusa.Routes.Store.ETS the default node-local store with
a hard cap (nothing is evicted) and a routes.seed loaded at boot.
	Ankusa.Routes.Router: the management API on its own listener
(routes.admin.port, default 4003), never the ingest port. Unauthenticated
by design, the same stance as Ankusa.Admin.Router — Ankusa doesn't manage
users, tokens, or API keys, so front it with your own proxy or network
policy. Route CRUD, GET/PUT /admin/ip-rules, GET /health, and a dry
run (POST /admin/routes/test) that reports the decision, the reason, the
route, and the rule that produced it — without capturing anything.
	Ankusa.Net and Ankusa.Net.ClientIP: IP addresses as :inet tuples, CIDR
matching through the cidr package, and client resolution that reads
X-Forwarded-For only from a peer inside routes.trusted_proxies (one
unparseable entry discards the header whole).
	Ankusa.Routes.Cache: a local decision cache (nebulex +
nebulex_local) keyed by the snapshot version, so a route change retires
every cached decision at once.
	Telemetry: [:ankusa, :routes, :match] (with :cached),
[:ankusa, :routes, :reject] (with :reason), and
[:ankusa, :routes, :changed].
	Dependencies: cidr for CIDR parsing and range membership, and nebulex and
nebulex_local — every deployment that turns routes on wants the decision
cache, so it lives in core; the Redis definitions store is the separate
ankusa_redis package. yaml_elixir (:test only) backs the OpenAPI contract
test.
	priv/openapi/admin.v1.yaml now documents the route-management endpoints too
(the routes tag: admin/routes, admin/routes/{id}, admin/ip-rules,
admin/routes/test), with a worked example of every request and response —
the examples are a sequence, one route's life. The tag is served on its own
listener, so the path items carry a servers override and /health is
documented as a union of the two listeners' bodies.
	test/ankusa/routes/router_openapi_test.exs: the contract test. It builds
every documented request from the document's own examples, sends it through
the real router, and checks the status, the schema, and the field names
against what the document says; it enforces the documented method matrix, 404s
the near-misses of the documented surface, and validates every example against
its own schema. A rename, a status change, an added or removed endpoint, or a
stale example fails the suite instead of shipping.
	Ankusa.Routes.ip_rules/1 falls back to the configured rules when no store has
published a table, and a write through a store with no table is the documented
{:error, :store_unavailable} rather than a crash.

Changed
	Ankusa.Config gained the :routes section. It merges one level deeper than
the others (routes.cache, routes.ip_rules, and routes.admin merge key by
key), because routes.cache.max_size replacing the whole section would
silently drop the TTLs.

0.2.1 - 2026-09-28
Changed
	The claim reference is urn:ankusa:claim:v1:<tenant>:<claim_id>, where
claim_id is a canonical (uppercase) ULID: the pack's timestamp and
entropy, with the claim's position in its pack in the last 16 bits. The
digest moved out of the reference into the queue message's new sha256
field (lowercase hex). The gateway route is
GET /v1/claims/:tenant_id/:claim_id; its 416/invalid_range response is
gone, and a claim id past the end of its pack is 404.
	Ankusa.ClaimCheck.redeem/3 takes the ref (or its URN) and the expected
sha256; read/3 takes a tenant and a claim id. check_in/4 and
check_in_batch/2 return %{ref: %Ref{}, sha256: hex} per item, which is
also what dispatch hands sinks in ctx.claim. check_in/4's
:object_id option is now :pack_id.
	Packs start with an index.bin entry (a big-endian offset, length
uint32 pair per claim) so the gateway can find a claim from its id alone.
Claim entries are named by claim id; manifest.json rows gain claim_id.
Pack objects live at claims/tenant=<t>/dt=<day>/<pack_id>.
	[:ankusa, :claim_check, :check_in] telemetry metadata carries :pack_id,
and :redeem carries :claim_id, instead of :object_id.

0.2.0 - 2026-09-24
Added
	Ankusa.BlobStore.Azure: Azure Blob Storage. Carries no credential
dependency: a pre-generated :sas_token (Shared Access Signature) or a
:token_provider MFA (Entra ID bearer token) is appended to each request;
the adapter does no Shared-Key signing of its own. Local testing against the
floci-az emulator in docker-compose.yml.

	Ankusa.BlobStore.OCI: Oracle Cloud Infrastructure Object Storage. OCI has
no bearer/SAS shortcut, so this adapter signs its own requests
(RSA-SHA256 Signature version 1) with OTP's :public_key, no dependency,
pinned against OCI's published reference signature (computed independently
with OpenSSL) in test/ankusa/blob_store_oci_signing_test.exs. Local
testing against the floci-oci emulator in docker-compose.yml.

	Admin API (Ankusa.Admin.Router), started when admin.enabled is true
(default false, port 4002): GET /health, GET /metrics,
GET /v1/config (redacted), GET /v1/dlq, POST /v1/dlq/replay,
GET /v1/quarantine. Unauthenticated by design; front it with your own
proxy or network policy. Contract:
priv/openapi/admin.v1.yaml.

	Ankusa.Metrics: a per-instance Prometheus reporter behind /metrics,
covering ingest, verification, WAL commit, dedup, load shedding,
quarantine, dispatch, compaction, and claim check. New dependencies:
telemetry_metrics and telemetry_metrics_prometheus_core.

	:instance in the metadata of [:ankusa, :dispatch, :stop],
[:ankusa, :dispatch, :dlq], [:ankusa, :claim_check, :check_in], and
[:ankusa, :claim_check, :redeem].

	Ankusa.Verifier.Hmac: a configurable HMAC signature engine driven by a
%Ankusa.Verifier.Hmac.Scheme{} descriptor, with named presets in
Ankusa.Verifier.Schemes for Stripe, GitHub, Standard Webhooks, Shopify,
and Slack, and an inline type: hmac YAML surface for any other body-HMAC
provider. The shopify and slack verify.type values are new.

	scheme_name/1 optional callback on Ankusa.Verifier, a scheme field on
Ankusa.Verification, and a scheme label on ankusa.verify.failures.total.

	Ankusa.Sink.ordering_key/2, an optional sink callback naming the ordering
scope of a delivery. Deliveries to the same sink with an equal key run one at
a time in seq order, different keys run concurrently. Sink.Http takes
ordered: true to opt in (off by default); Sink.Kafka uses its record key,
Sink.RabbitMQ its routing key, Sink.Log none.

	Ankusa.Sink.inline_max_bytes/1: optional sink callback naming the
largest body the sink sends inline. Dispatch checks a body in once, before
any sink runs, and hands the claim reference to every sink and retry in
ctx.claim.


Removed
	Ankusa.Verifier.Stripe, Ankusa.Verifier.GitHub, and
Ankusa.Verifier.StandardWebhooks, replaced by Ankusa.Verifier.Hmac
presets. Elixir embedders use {Ankusa.Verifier.Hmac, scheme: :stripe, …}.
	Claim-check authentication: claim_check.api_tokens (and the YAML
claim_check.tokens), tenant scopes, and the 401/403 responses. The
gateway does no auth or authorization; put a proxy, mesh, or network policy
in front of it.
	Ankusa.ClaimCheck.Ticket, Ankusa.ClaimCheck.Direct, and
Ankusa.ClaimCheck.Remote, plus claim_check.adapter, claim_check.remote,
and claim_check.max_bytes. Dispatch nodes write directly to the object
store; a public write API and a credential-less write path are no longer
supported.

Changed
	The claim reference is now one URN string in a queue message's claim
field, urn:ankusa:claim:v1:<tenant>:<object_id>:<offset>:<length>:sha256-<hex>,
instead of a nested ticket object. Message v stays 1. Consumers
redeem it with GET /v1/claims/:tenant/:object_id/:offset/:length and check
the sha256 themselves. Breaking for consumers of the old ticket object.

	Claims are packed: dispatch checks each WAL read batch's claims in per
tenant as one uncompressed-ZIP object (plus a manifest.json), one PUT
per tenant per batch, sized by claim_check.pack_max_bytes (default
16 MiB). Previously each sink wrote each claim on every attempt.

	The default inline_max_bytes for the queue sinks is now 64 KiB (was
8 KiB), and Sink.Message.inline_max_bytes/1 is the single source of that
default.

	Claim storage layout is now Hive-style: claims/tenant=<t>/dt=<yyyy-mm-dd>/<object_id>
(was claims/<percent-encoded tenant>/<id>). Tenants are validated as
[A-Za-z0-9_-]{1,64} at ingest and config time; a bad URL tenant is a 404
before anything is written.

	The claim-check gateway is read-only and cacheable: GET responses carry
cache-control: public, max-age=31536000, immutable, and 416 is returned
for a range past the end of an object. PUT is gone.

	Ankusa.ClaimCheck's redeem/2 takes a %Ankusa.ClaimCheck.Ref{} or its URN
string; check_in/4 and check_in_batch/2 replace the old per-ticket
check_in/4.

	Dispatch is concurrent: up to dispatch.concurrency (default 32) sink
deliveries run at once, serialized per Ankusa.Sink.ordering_key/2, and the
durable cursor is a watermark that never advances past an unfinished
envelope. A slow or retrying sink no longer blocks the whole instance, and
dispatch.max_inflight (4096) / dispatch.max_inflight_bytes (128 MiB) bound
how much admitted-but-unfinished work it can hold. A sink that raises,
throws, or exits is retried and dead-lettered instead of crashing the
pipeline. dispatch.batch (128) now bounds one WAL read rather than one
tick's delivery.

	batcher.max_delay_ms defaults to 0 and batcher.partitions to 2: the
WAL append runs in a task, so commits pipeline naturally and extra partitions
only add contention. max_queue bounds buffered and in-flight records. A
failed WAL append now replies {:error, :store_unavailable} (→ 503) to
every caller in the batch instead of crashing the batcher.

	WAL.DiskLog truncation is logical first: truncate_through/2 records a
durable seq floor (<name>.truncated) and drops index entries, and only
rewrites the file once the dead prefix passes :rewrite_min_bytes (default
64 MiB) and is as large as the live suffix. .cursors, .dedup, and
.truncated are fsynced before their rename, and read/3 walks the index
with :ets.next/2 instead of a full :ets.select/3 scan per read.

	Ankusa.Storage.Compactor honours storage.roll_bytes: a backlog is written
as several bounded segments per tick (256-record reads) instead of one
unbounded segment, so memory stays flat after a storage outage.

	storage.roll_ms remains unimplemented; storage.roll_bytes is now the
segment bound it always claimed to be.

	claim_check.api_tokens is optional. Empty (the default) leaves the
claim-check gateway open, with authentication delegated to whatever fronts
the port; a :claim_check-role node no longer fails to boot without
tokens.

	Ankusa.ClaimCheck.Remote's :token is optional; omit it when the gateway
has no api_tokens.

	Ankusa.Admin.Redact also redacts nkey_seed, the private key a
Sink.NATS deployment authenticates with, so GET /v1/config cannot print
it.


Fixed
	WAL.DiskLog: a restart after a full truncation resumed at seq 1 while the
persisted cursors were far ahead, so every new hook was skipped by dispatch
and then deleted by the next truncation. Seq allocation now continues from
the truncation floor, the persisted cursors, and the last replayed frame.
	DLQ appends and storage-index appends are fsynced: a dispatch cursor could
advance past a dead letter (or a compaction cursor past index rows) that a
power loss then dropped, leaving the hook in neither place.
	Ankusa.Dispatch no longer copies the whole pipeline state into every
delivery task, and WAL.DiskLog no longer scans its whole index per read.
Together those two were the dispatch throughput ceiling (see
docs/testing.md).

0.1.0 - 2026-09-23
Added
	Core ingest pipeline: Bandit edge, group-commit batcher, durable WAL
(Ankusa.WAL.DiskLog), idempotent receiver, dispatch pipeline, segment
compactor.
	Pluggable behaviours: Ankusa.RouteResolver, Ankusa.WAL,
Ankusa.Verifier, Ankusa.DedupKey, Ankusa.SourceStore, Ankusa.Sink,
Ankusa.RetryPolicy, Ankusa.BlobStore, Ankusa.Codec.
	Verifiers: Standard Webhooks, Stripe, GitHub.
	Object store adapters: BlobStore.LocalFS (default), BlobStore.S3
(AWS/MinIO/R2, SigV4 via aws_signature), BlobStore.GCS.
	Multi-tenant catch-URL routing (RouteResolver.Path,
RouteResolver.TenantPath) with tenant-scoped dedup/storage.
	Quarantine (rate-limited durable pen for verification failures) and DLQ +
replay for dispatch give-ups.
	Loss checker: proves every acked id survives a hard instance crash.
	Ankusa.ClaimCheck gateway: check bytes in, get a versioned ticket back;
present the ticket, get the bytes back. Ankusa.ClaimCheck.Direct (calls
the instance's configured BlobStore in-process) and
Ankusa.ClaimCheck.Remote (HTTP client against a :claim_check-role
node, for callers that must not hold blob-store credentials). New
:claim_check role and Ankusa.ClaimCheck.Router HTTP API
(PUT/GET /v1/claims/:tenant_id/:id), off by default, bearer-token
authenticated and tenant-scoped. See
docs/claim-check.md.
	Ankusa.Sink.Message: the wire format every queue-style sink publishes
(Sink.RabbitMQ, Sink.Kafka): inline base64 up to inline_max_bytes or
a claim ticket above it, with an additive "v": 1 version field.
	Sink.Http adds x-ankusa-tenant to its identity headers when the
envelope has a tenant id.
	Ankusa.Config.parse_roles!/1 validates ANKUSA_ROLES against the fixed
role set (edge, dispatch, storage, claim_check) and fails boot on
an unknown name, instead of silently atomizing arbitrary input.
Ankusa.Config.new/1 rejects an unknown nested key (e.g. batcher: %{max_queu: 5}) and correctly deep-merges a keyword-list section instead of
replacing the whole defaults map.
	HTTP is Req throughout: the S3 and GCS blob stores, the claim-check
Remote adapter, and Sink.Http no longer hand-roll :httpc plumbing
(and :inets is no longer started by this package). Outbound requests go
through Ankusa.HttpClient, which never follows a redirect (a followed one
re-sends a hook as a GET) and takes :req_options from an allowlist:
transport tuning only, so a caller cannot rewrite a URL that has already been
signed.
	Ankusa.Application's built-in default instance is opt-in: autostart
defaults to false, so depending on ankusa never binds a port as a side
effect.
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The same pipeline the container runs — a durable local store, verification,
dispatch, sinks — as a library in your own supervision tree. If you would
rather run Ankusa as a container, or you don't write Elixir, start at the
README.
Install
def deps do
  [
    {:ankusa, "~> 0.7"},
    # add these as you scale out:
    {:ankusa_kafka, "~> 0.7"},     # deliver to Kafka
    {:ankusa_rabbitmq, "~> 0.7"}   # deliver to RabbitMQ
  ]
end
ankusa depends on rocksdb, a NIF built from source when you run
mix deps.compile: you need cmake >= 3.12, a C++20 compiler, and zstd +
OpenSSL development headers (on Alpine, also linux-headers).
Configure a source
config :ankusa,
  autostart: true,
  sources: %{
    "stripe" => [
      verifier: {Ankusa.Verifier.Hmac, scheme: :stripe, secret: System.get_env("STRIPE_WHSEC")},
      sinks: [{Ankusa.Sink.Http, url: "https://example.internal/stripe", secret: System.get_env("SINK_WHSEC")}]
    ]
  }
Stripe now posts to /webhooks/stripe, and every accepted hook is delivered
to your sinks at least once.
Try it from a checkout
Requires Elixir 1.20+ / OTP 29 (elixir --version).
1. Install deps and start the server
mix deps.get
iex -S mix               # or: mix run --no-halt

You'll see the durability banner and the listener come up:
[ankusa] starting instance default roles=[:edge, :dispatch, :storage] port=4000 data_dir=./data
[ankusa] store at ./data/default/store. Durable to power loss on THIS host only.
Running Ankusa.Edge.Router with Bandit 1.12.5 at 0.0.0.0:4000 (http)
A zero-config demo source is preconfigured (accepts anything, logs it).
Override the port with PORT=4055 iex -S mix or config :ankusa, port: <n>.
2. Ingest a webhook
From another terminal:
curl -XPOST localhost:4000/webhooks/demo -H 'content-type: application/json' \
  -d '{"id":"evt_1","event":"push"}'
# => {"id":"01a0...","status":"accepted"}

The 201 returns only after the payload is committed to the store with one
synced batch, that's
the core invariant, not a formality.
The dispatch pipeline then delivers it, visible in the server log:
[info] hook delivered id=01a0... source=demo attempt=1
Under wal.type: dual it also means the hook was confirmed in the Kafka
intake log, and under wal.type: none the same 201 means the sinks confirmed
inside the request instead: there is no queue, no dispatch pipeline, and the
provider's retry is the retry.
3. Without dedupe, every accepted POST is stored
Without a source dedupe: setting, posting the
same body again is a new hook with a new id:
curl -XPOST localhost:4000/webhooks/demo -d '{"id":"evt_1"}'
# => {"id":"01b1...","status":"accepted"}

A provider retry after a lost ack lands the same way, stored and delivered
again. Consumers are idempotent receivers, so absorbing the redelivery is
their job; see integrations.md. A source with dedupe:
collapses hooks sharing a provider event key within the TTL: the repeat gets
201 with the original id and "duplicate": true, and nothing new is stored.
4. Inspect state
curl localhost:4000/health
# => {"status":"ok","instance":"default"}

curl localhost:4002/v1/wal      # admin.enabled: true
# => {"instance":"default","wal":{"next_seq":..,"hooks":..,"deliveries":..,"disk_bytes":..}}

hooks and deliveries are RocksDB key estimates; next_seq is exact.
wal is {} when the store cannot be read, and /v1/wal is 409 wal_disabled under wal.type: none.
Durable state on disk — the store, plus the segments the compactor rolls out
of it:
find data/default -type f
# data/default/store/...        # RocksDB: hooks, delivery rows, catalogue
# data/default/segments/archive/v1/dt=2026-10-19/<node>/seg-00000000000000000001-...seg
# data/default/segments/archive/v1/dt=2026-10-19/<node>/seg-00000000000000000001-...idx

State lives under ./data/<instance>/: store/ holds the queue, DLQ,
quarantine, sources and rate limits; segments/ holds the object store's
segment and index objects.
Endpoints
The ingest listener serves the catch URL, plus one read-only endpoint:
	Method	Path	Description
	POST	(catch URL)	Ingest. Path scheme is set by the configured Ankusa.RouteResolver (default /webhooks/:source_id; TenantPath gives /webhooks/:tenant/:source, see multi-tenancy.md). Raw body kept verbatim; verified inline; the 2xx is returned only after the durable accept — the store commit (wal.type: disk), the store commit plus a confirmed intake-log publish (dual), or every sink's confirm (none): 201 accepted is the only committed response (there is no 200). Without a source dedupe: setting every accepted POST is a new hook with a new id, so a provider retry after a lost ack is stored and delivered again; with it, a repeat inside the TTL gets 201 with the original id and "duplicate": true. 201 accepted (or duplicate) / 202 quarantined / 400 body unreadable / 400 invalid_header / 401 verification failed / 403 route guard (when routes.ip_denied_status is 403) / 404 unknown source / 413 too large / 429 rate_limited or quarantine_rate_limited (with Retry-After) / 503 overloaded, undeliverable or quarantine_full.
	GET	/health	Liveness. Always 200 while the listener is up.

The operator API on its own port, /metrics, the dead-letter queue, replay,
quarantine, is admin.enabled: true; see the admin API section in
configuration.md.
Roles from code
Ankusa.Instance's init/1 starts children conditionally on config.roles.
The store and the queue writer, for example:
defp store_children(config, opts) do
  if Enum.any?([:edge, :dispatch, :storage], &Config.role?(config, &1)) or
       match?({Ankusa.SourceStore.Persistent, _}, config.source_store) do
    [{Ankusa.Store, opts}]
  else
    []
  end
end

defp writer_children(%Config{wal: wal}, opts) when wal in [:disk, :dual],
  do: [{Ankusa.Queue.Writer, opts}]

defp writer_children(_config, _opts), do: []

defp claim_check_children(config) do
  if Config.role?(config, :claim_check) do
    # ...
    isolated(config, :claim_check, [bandit_child(Ankusa.ClaimCheck.Router, ...)])
  else
    []
  end
end
The writer is not role-checked itself: it lives in the :edge subtree, which
only starts when the edge role is on, and only under wal: :disk or
wal: :dual. The
edge, dispatch, storage and claim_check children follow the same
if Config.role?(config, role) shape.
One Mix release, many deployments: the same compiled artifact runs
all-in-one on a laptop or as a node in a fleet, because which children
start is a runtime config decision, never a build-time one.
edge, dispatch, and storage share the one local RocksDB store at
<data_dir>/<instance>/store, and RocksDB is single-process, so every
store-backed role has to run in the same BEAM node: you can't split them
across processes or hosts. claim_check is stateless and can run anywhere:
ANKUSA_ROLES=edge,dispatch,storage mix run --no-halt   # the store-backed shape
ANKUSA_ROLES=claim_check mix run --no-halt             # claim-check gateway, any node

Ankusa.Application reads ANKUSA_ROLES (comma-separated) and PORT on top of
whatever config.exs sets, see
configuration.md#runtime-environment-overrides.
The queue from code
The default wal: :disk commits every accepted hook to Ankusa.Queue;
wal: :dual runs the same commit and a confirmed intake-log publish. The
batcher does it on the ingest path, and you can read the queue and manage the
DLQ directly:
# one entry per hook: the envelope plus the source's sinks at ack time
{:ok, [{:committed, env}]} =
  Ankusa.Queue.enqueue(:default, [%{envelope: env, sinks: [{Ankusa.Sink.Http, url: "..."}]}])

{:ok, hooks} = Ankusa.Queue.hooks(:default, 0, 100)     # seq > 0, ascending
{:ok, stats} = Ankusa.Queue.stats(:default)             # %{next_seq, hooks, deliveries, disk_bytes}
{:ok, %{total: n, entries: entries}} = Ankusa.Queue.dead(:default, source_id: "stripe", limit: 100)

# A durable, paced replay job instead of a one-shot flip:
{:ok, :created, job} = Ankusa.Replay.start(:default, kind: :dlq, source_id: "stripe", rate: 1_000)
{:ok, job} = Ankusa.Replay.get(:default, job.id)        # watch moved/delivered/state
{:ok, job} = Ankusa.Replay.update(:default, job.id, state: :paused)   # or :cancelled / a new :rate
Ankusa.Replay.start/2 creates a job that drips dead rows back to pending at
rate items per second — only while dispatch has spare capacity — and the
pipeline delivers them asynchronously; a row that fails again is
dead-lettered again. The job is durable (its cursor commits with the rows it
moved) and resumable, and it pauses itself if its deliveries keep
dead-lettering. Under wal.type: none nothing is committed, so there is no
queue and no DLQ.
Deploying your own wrapper app
If you embed Ankusa rather than run the published image, deployment shape is a
choice the operator makes, so the worked example
(examples/rabbitmq-consumer/ingest_app/Dockerfile)
shows the pattern rather than prescribing one image for every use case:
	Dev-mode image (what the example uses): elixir:1.20.4-alpine,
mix deps.get && mix compile, CMD ["mix", "run", "--no-halt"]. Simpler,
faster to build, right-sized for an example or a low-traffic deployment.
	Release image (what a real production deployment should build
instead): multi-stage, mix release in the build stage, a slim runtime
base in the final stage. Not shipped here: the framework doesn't
prescribe a release config because that's genuinely deployment-specific
(env-var vs. runtime.exs-based config, which roles per image, etc.).

A build stage needs the RocksDB toolchain from Install — cmake, a
C++20 compiler, zstd and OpenSSL headers — the same packages the shipped
example installs in its build stage.
A deployable wrapper app (like
ingest_app/) is the intended
pattern: a tiny Mix project that depends on ankusa (+ whichever adapter
packages it needs), reads its own env vars, and calls Ankusa.Config.new/1 +
Ankusa.Instance.start_link/1 directly. ankusa core stays a library; the
wrapper is where "how do I actually deploy this" config lives.
Stopping the node (SIGTERM) is the wrapper's to make graceful too. :ankusa's own
prep_stop/1 drains every instance in its supervision tree (the autostarted
default instance, or one you start with Supervisor.start_child(Ankusa.Supervisor, {Ankusa.Instance, config})). An instance your app supervises itself is not
reachable from there: call Ankusa.Instance.Drain.run(instance) from your
application's prep_stop/1, which answers /ready with 503 draining, waits
listener.drain_delay_ms, closes the ingest listener after the requests in
flight and waits for the batchers (see
Deployment). Set the pod's terminationGracePeriodSeconds to
cover it.
If that wrapper depends on ankusa directly and transitively through an
adapter package, mark your direct entry override: true: the reason, and the
Dockerfile/compose context that goes with it, is in
packaging.md#building-an-app-against-the-path-deps.
Where next
	Every config key, struct and YAML: configuration.md
	Embedding Ankusa and Oban in one app: integrations.md
	The local store and object stores: storage.md
	Sinks, retries, dead letters: delivery.md
	Module reference and callback signatures: HexDocs
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    Quickstart

Run Ankusa and a worker you own, send webhooks, then stop the worker and watch
what happens to the hooks already acknowledged. You need Docker with Compose v2
and curl; nothing else.
1. Start Ankusa and a worker
git clone https://github.com/jamescarr/ankusa
cd ankusa/examples/quickstart
docker compose up --build -d --wait

flowchart LR
    P[Provider / curl] -->|POST /webhooks/demo :4000| A[ankusa]
    A -->|written to disk, then 201| P
    A -->|POST /hooks + x-ankusa-id| W[worker.py]
    O[You] -->|/health /ready /metrics /v1/dlq :4002| A
ankusa.yml
declares one source (demo) with one HTTP sink pointed at the worker, and an
egress block that lets that sink reach the worker: a sink may not connect to a
private address (or use plain http) unless the config says so.
worker.py
is a small FastAPI app that prints what it
receives.
2. Send a webhook
curl -XPOST localhost:4000/webhooks/demo -H 'content-type: application/json' -d '{"id":"evt_1","type":"invoice.paid"}'
# => {"id":"01a0...","status":"accepted"}

sleep 1 && docker compose logs worker
# received id=01a0... source=demo bytes=36 body={"id":"evt_1","type":"invoice.paid"}

The 201 returns only after the hook is durably accepted — here, after the
node's store has fsynced it. That is
the core invariant, not a formality: the
worker is not on the request path, and a hook the provider was told about
cannot be lost to a slow or dead worker.
3. A provider retry is a new hook
Without a source dedupe: setting, ingest does not
collapse repeats. Send the identical request again and it is a new hook with a
new id, stored and delivered a second time:
curl -XPOST localhost:4000/webhooks/demo -H 'content-type: application/json' -d '{"id":"evt_1","type":"invoice.paid"}'
# => {"id":"01b1...","status":"accepted"}

That is at-least-once on purpose: the provider's retry contract is honored
without an ingest-side dedup table, and your worker is the idempotent receiver
(see Replay is safe below, and
delivery.md). Set dedupe: on a source
whose provider sends a stable event id, and the second request answers 201 {"status":"accepted","id":"01a0...","duplicate":true} instead.
4. When your worker goes down
Short outage: retried until it comes back
docker compose stop worker
curl -XPOST localhost:4000/webhooks/demo -H 'content-type: application/json' -d '{"id":"evt_2"}'
docker compose start worker
sleep 10 && docker compose logs worker | grep evt_2

The provider still got its 201: Ankusa holds the hook and retries delivery
until the worker answers or the retry budget runs out.
Long outage: dead-lettered, then replayed
docker compose stop worker
curl -XPOST localhost:4000/webhooks/demo -H 'content-type: application/json' -d '{"id":"evt_3"}'
sleep 20
curl -s localhost:4002/v1/dlq
# => {"total":1,"entries":[{"id":"01a0...","source_id":"demo",...}]}
docker compose start worker
curl -XPOST localhost:4002/v1/replays -d '{"kind":"dlq","source_id":"demo","rate":100}'
# => 202 {"id":"01a0...","kind":"dlq","state":"running","filter":{"source_id":"demo"},...}
sleep 1 && docker compose logs worker | grep evt_3

ankusa.yml caps retries at 6 attempts (roughly 8–15 s, jitter included) so
this drill takes seconds; the default retries for 24 hours
(dispatch.retry.max_elapsed_ms), backing off to 5 min.
Replay is safe
A replay is a durable job, not a one-shot flip: it drips dead rows back into
the delivery queue at rate items per second, and only while dispatch has
spare capacity (the oldest-due lag stays under max_lag_ms, 2 s by default),
so it cannot flood a recovering sink or starve live traffic. Each replayed
delivery keeps the hook's original id and carries the job's replay_id. Watch
it and stop it at any time:
curl -s localhost:4002/v1/replays/<job-id>
# => {"state":"done","moved":1,"delivered":1,...}
curl -XPATCH localhost:4002/v1/replays/<job-id> -d '{"state":"cancelled"}'

Redelivery is still at-least-once, so the receiver stays idempotent: a hook
that reached the sink before it failed is delivered again with the same
x-ankusa-id and the same x-ankusa-idempotency-key, and the worker dedupes
on the latter — here with an in-memory set, which a real worker replaces with a
unique key in its database. In this drill the worker was down for every
attempt, so replay delivers evt_3 once and never again.
5. Inspect the node
curl localhost:4002/health
# => {"status":"ok","instance":"default","version":"…","roles":["dispatch","edge","storage"]}
curl localhost:4002/ready
# => {"status":"ready","instance":"default","store":"ok"}
curl -s localhost:4002/metrics | grep ankusa_ingest_requests_total
curl localhost:4002/v1/config      # the effective config, secrets redacted
curl localhost:4002/v1/quarantine  # hooks held after a failed verification
# fixed the secret? release the held hooks that now verify:
curl -XPOST localhost:4002/v1/replays -d '{"kind":"quarantine"}'

/health is liveness; /ready answers whether this node can take a hook right
now (the store takes a synced write), which is the probe a load balancer
should use. Port 4002 is the operator API: never publish it publicly. The
compose file binds it to 127.0.0.1 on the host, and ankusa.yml sets
admin.ip: 0.0.0.0 with auth.allow_insecure: true so that published port
reaches the API inside the container; this demo is open to anything that can
reach it. A real deployment sets admin.auth (a token, your OIDC provider, or
client certificates; see
Control-plane authentication).
6. Point a real provider at it
Add the provider as a second source under sources: in ankusa.yml:
  stripe:
    verify: {type: stripe, secret: "${STRIPE_WHSEC}", tolerance_seconds: 300}
    on_verify_failure: quarantine
    sinks:
      - type: http
        url: "http://worker:8080/hooks"
        allow_unsigned: true   # the demo worker does not verify; a real receiver sets secret:
Pass the secret in as an environment variable by adding environment: [STRIPE_WHSEC] to the ankusa service, then check the file before starting:
STRIPE_WHSEC=whsec_... docker compose run --rm ankusa check-config
# config OK: roles=[:edge, :dispatch, :storage] sources=demo,stripe ...
STRIPE_WHSEC=whsec_... docker compose up -d

A bad file exits 78 and names the field. Expose ingest with a tunnel, then set
the provider's endpoint to <tunnel>/webhooks/stripe:
ngrok http 4000     # or cloudflared / tailscale funnel

GitHub and Standard Webhooks sources are the same shape with a different
verify.type: configuration.md.
Ingest responses
	Status	Meaning
	201	Accepted, durably so. A repeat on a source with dedupe: answers 201 with the original id and "duplicate": true, and stores nothing new.
	202	Quarantined after a failed verification (on_verify_failure: quarantine). It is held, not accepted for delivery.
	400	The body could not be read, or a header holds a byte outside visible ASCII, space and tab (invalid_header; no sink could carry it, so retrying is pointless).
	401	Verification failed under on_verify_failure: reject.
	404	Unknown source, or a source owned by another tenant.
	409	dedupe_pending: another node is committing the same event key (fleet-scoped dedupe). Retry.
	413	Body over max_body_bytes.
	429	Over a rate limit, nothing stored: the tenant's (rate_limited) or, for a hook that would be quarantined, its source's quarantine bucket (quarantine_rate_limited). Retry after Retry-After.
	503	No durable destination right now: overload, the store could not take the commit (store_unavailable), the intake log could not confirm (intake_unavailable, intake_pending), or a sink refused under wal.type: none. Also a full quarantine pen (quarantine_full, Retry-After: 60). Retry later.

201 accepted is the only committed response, and it comes back only after a
durable accept: the store's synced commit (wal.type: disk, the default), the
store and the Kafka intake log (wal.type: dual), or every sink's confirm
(wal.type: none). There is no 200. Without a source dedupe: setting,
every accepted POST is a new hook with a new id, and a provider retry after a
lost ack is stored and delivered again.
The catch URL is /webhooks/:source_id by default; a tenant-in-the-URL scheme
is one config line away, see multi-tenancy.md.
Clean up
docker compose down -v

Where next
	Every YAML key: configuration.md
	Guarantees and failure modes: architecture.md
	Roles, fleets, the container: deployment.md
	Sinks, retries, the dead-letter queue, quarantine: delivery.md
	Oban, Celery, and queue handoff: integrations.md
	All the examples: examples/README.md
	Embedding in an Elixir app instead: elixir.md
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    Configuration

The container reads one YAML file; the library takes an %Ankusa.Config{} and
per-source %Ankusa.Source{} structs. Both describe the same pipeline, and the
loader validates every key, range and cross-key rule before the node binds a
port.
This page is the reference: the YAML sections first, then the Elixir structs.
packages/ankusa_server/config-examples/reference.yml carries every YAML key
with its default and a comment, and check-config proves a file loads without
starting the node.
Container configuration (YAML)
The image starts with a baked-in demo config at /etc/ankusa/ankusa.yml. Mount
yours over it:
-v "$PWD/ankusa.yml:/etc/ankusa/ankusa.yml:ro"

or point ANKUSA_CONFIG at another path.
${VAR} and ${VAR:-default} are interpolated from the environment. A
${VAR} with no value and no default stops the container at startup and names
the field, so an empty secret can never quietly accept everything an attacker
signs. ${file:/abs/path} reads a file and ${sm:<provider>:<ref>} asks a
secret manager; see Secret sources. An invalid file exits
78 (EX_CONFIG), a message, not a crash dump.
Check a file before you start the container:
docker run --rm -v "$PWD/ankusa.yml:/etc/ankusa/ankusa.yml:ro" \
  -e STRIPE_WHSEC jamescarr/ankusa:edge check-config
# => config OK: roles=[:edge, :dispatch, :storage] sources=demo,stripe \
#      wal=disk storage=Ankusa.BlobStore.LocalFS

docker run --rm -v "$PWD/ankusa.yml:/etc/ankusa/ankusa.yml:ro" \
  -e STRIPE_WHSEC jamescarr/ankusa:edge print-config
# => the effective config as JSON, with every secret redacted

version prints the server and core versions.
A minimal file, one open source and one HTTP sink. The worker here is plain
http:// on a private network, which sinks may not reach unless the egress
block says so; a production sink is an https:// URL on a public name and needs
no egress block (see Egress):
egress:
  allow_insecure_http: true
  allow_hosts: [worker]

sources:
  demo:
    verify: {type: none}
    on_verify_failure: accept_flag
    sinks:
      - type: http
        url: http://worker:8080/hooks
        timeout_ms: 5000
        allow_unsigned: true      # demo only: this worker does not verify; see Sinks below
Sections
The top-level map. Each row gives the keys you are most likely to change and
their defaults; the exhaustive list, including every nested key and its range,
is the key reference below.
	Section	Keys (default)
	node	roles ([edge, dispatch, storage]; under wal.type: none the queue's readers — dispatch, storage — are dropped, so an all-role node becomes [edge]), data_dir (/var/lib/ankusa), min_free_bytes (unset = no check; the free bytes data_dir's file system must keep, or /ready answers 503 with disk: failing; see /ready), region (unset; a non-empty string of at most 64 bytes, e.g. eu-west-1: stamped on every queue message as region and on the AsyncAPI document as x-ankusa-region; core's dispatch.region)
	config_version	1: the version of the file format. Optional; an older file is migrated on load, a newer one is refused. See Reloading the config
	node	roles ([edge, dispatch, storage]; under wal.type: none the queue's readers — dispatch, storage — are dropped, so an all-role node becomes [edge]), data_dir (/var/lib/ankusa), min_free_bytes (unset = no check; the free bytes data_dir's file system must keep, or /ready answers 503 with disk: failing; see /ready)
	log	level (info), format (text | json; text), banner (true; the ASCII-art banner on start, never printed with format: json). See Logs
	http	port (4000), max_body_bytes (8000000), routing (path | tenant_path), prefix (/webhooks), store_headers (drop: authorization, proxy-authorization, cookie, set-cookie, x-api-key, x-auth-token; hash: none). See Stored headers
	listener	Limits for every HTTP listener, and the ingest port's TLS: max_connections (20000), num_acceptors (null = two per scheduler), read_timeout_ms (10000), body_read_timeout_ms (15000), request_deadline_ms (30000), max_requests_per_connection (1000), max_header_count (64), max_header_length (16384), http2 (false), drain_delay_ms (5000) and drain_timeout_ms (30000: how a SIGTERM drains the node), tls (certfile, keyfile, cacertfile, verify = verify_none | verify_peer, versions, ciphers). See Listeners
	admin	enabled (true in the image, false in core), port (4002), ip (127.0.0.1; 0.0.0.0 exposes it, and then needs auth), gauge_interval_ms (15000; how often the /metrics gauges are sampled), tls (a TLS block, like listener.tls), auth (who may call it: mode = none | token | jwt | mtls, allow_insecure, tokens, jwt, mtls; see Control-plane authentication)
	metrics	enabled (false), port (4004), ip (127.0.0.1), tls. A listener that serves only /metrics, /health and /ready. See A separate metrics listener
	tracing	enabled (false), otlp_endpoint (http://localhost:4318), sample_ratio (1.0; 0 to 1). Image only. Starts the OpenTelemetry SDK and the OTLP exporter. See Tracing
	batcher	partitions (4), max_batch (256), max_commits (64), group_commit_max_bytes (4194304), group_commit_max_records (1024), group_commit_delay_ms (1), max_delay_ms (0), max_queue (10000), max_queue_bytes (268435456)
	dispatch	batch (128), concurrency (32), max_inflight (4096), max_inflight_bytes (134217728), attempt_timeout_ms (30000), sink_concurrency (8; null = only concurrency), breaker_failures (5; 0 disables breakers), breaker_open_ms (30000), breaker_max_open_ms (300000), tenants (default and one entry per tenant id, each any of max_inflight (1024), max_inflight_bytes (33554432), concurrency (16)), max_retry_after_ms (3600000; 1000 to 86400000), retry.base_ms (100), retry.max_ms (300000), retry.max_attempts (null: no attempt limit), retry.jitter (true), retry.max_elapsed_ms (86400000, 24 h; 1000 to 2592000000: the wall-clock horizon, see Retry horizon). See delivery.md and Dispatch fairness between tenants
	wal	type (disk | dual | none; the queue's mode — the name is historical; dual also confirms every hook in the intake log, see intake), publish_timeout_ms (8000; wal.type: none only: the overall deadline every sink must confirm under — keep it below the provider's own timeout)
	intake	The intake log behind wal.type: dual (ADR 0002); read whatever wal.type is, required under dual. type (kafka; required under dual), node_id (required under dual; [a-z0-9._-]{1,64}, the node's stable identity, the same on a replacement; ANKUSA_INTAKE_NODE_ID), fleet (default), topic (ankusa.intake.<fleet>), kafka (brokers: a list of host:port, required; ssl: bool; sasl: mechanism (plain | scram_sha_256 | scram_sha_512), username, password; the same shape as a Kafka sink), publish_timeout_ms (2000; 100–60000, under the batcher's 15 s record deadline: the one publish attempt's deadline), reconcile_deadline_ms (20000; 1000–600000, and under fleet.pending_ttl_ms with dedupe.scope: fleet), breaker_failures (3; 1–100), probe_ms (1000; 100–60000), retry_after_s (2; 1–300), offset_flush_ms (1000; 100–60000), pending.max_records (50000; 1–10⁷), pending.max_bytes (268435456), max_record_bytes (10000000; at least http.max_body_bytes + 65536), recover_on_boot (true), verify_topic (true; false skips the boot check of the topic's settings and the startup line says intake topic settings UNVERIFIED). kafka.sasl is redacted in GET /v1/config. Boot refuses dual without intake.type, intake.node_id, backup.enabled and backup.max_age_ms. See Host loss and the intake log
	storage	type (local | s3 | gcs), roll_bytes (16777216), roll_ms (30000; a partial segment waits this long), max_segments_per_tick (16), key_prefix (""; name/ parts prepended to every segment key, so nodes can share a bucket), s3.* (bucket, region, endpoint, access_key_id, secret_access_key, session_token), gcs.* (bucket, endpoint, auth = metadata | token | none; token is required when auth: token)
	storage.s3.sse, storage.gcs.sse	type (aes256 | kms), key_id (the KMS key; required for kms on GCS, optional on S3). Server-side encryption sent on every object this store writes; the same sse: key is accepted by the s3/gcs block of claim_check.store(s) and backup.store. See Encryption at rest
	storage.s3.*, storage.gcs.* transport options	timeout_ms (10000), upload_timeout_ms (60000), op_deadline_ms (120000), multipart_threshold_bytes (8388608), multipart_part_bytes (8388608), retries (2), breaker_failures (5; 0 = no breaker), breaker_open_ms (30000), breaker_slow_ms (5000), pool_size (32), pool_count (1), pool_timeout (5000). The same keys are accepted by the s3/gcs block of claim_check.store(s) and backup.store. Integers, range-checked when the instance starts. See Conditional writes, retries, checksums, multipart, pools
	archive	retention_days (nil keeps segment objects; an integer deletes a segment object and its index through the blob store, with the catalogue row, once the newest hook in it is that old). See the key reference for its relation to storage.catalogue_retention_days
	claim_check	port (4001), ip (127.0.0.1), tls (a TLS block), auth (like admin.auth; reading a claim needs claims:read and the claim's tenant), pack_max_bytes (16777216), retention_days (null disables the sweeper; else ≥ 1), store (unset = the storage bucket; same shape as storage plus root for type: local), stores (a list of store-shaped entries, exclusive with store: failover between them), placement (ordered | hash), store_cooldown_ms (30000), key_layout (flat | sharded), and the gateway's reads: read_deadline_ms (5000), read_timeout_ms (3000), read_retries (1), read_max_inflight (48), read_queue_max (256), read_cache_bytes (134217728; 0 = no cache), read_cache_max_entry_bytes (1048576), max_concurrent_reads (1024; 0 = no cap), and signed refs: ref_signing_keys ([]; a list or a comma-separated string of [current, previous…], each ≥ 16 bytes; use ${VAR}), ref_ttl_ms (null = the retention, else 30 days), accept_unsigned_refs (null = only while no key is set). claim_check.authorize is Elixir config only. See claim-check.md, Under load and The reference
	backup	enabled (false), interval_ms (60000), keep (3), store (unset = the storage bucket; same shape as claim_check.store), secondary (a second store of the same shape: every backup is written to both, restore falls back to it), timeout_ms (120000), verify_interval_ms (unset = never), signing_key (a string or a list, e.g. ["${BACKUP_SIGNING_KEY}"]: the first signs, any verifies), final_timeout_ms (20000), max_age_ms (unset = no /ready label), require_fresh (false). Continuous backup of the node's store, restored at boot into an empty data_dir; keys go under storage.key_prefix. See storage.md
	routes	enabled (false), max_routes (1000000), memory_budget_bytes (8589934592), store.type (ets | redis; store.url/store.namespace/store.tick_ms/store.timeout_ms/store.load_timeout_ms are Redis-only), cache.*, trusted_proxies ([]), ip_rules.*, admin.port (4003), admin.ip (127.0.0.1), admin.tls (a TLS block), admin.auth (like admin.auth of the operator API), log_sample (100), ip_denied_status (403), seed ([]; each entry takes id, path, methods, enabled, ip_rules, metadata, and any other key is a load error). See Route management
	sources	One entry per catch-URL source. See below
	source_store	type (static | persistent | redis; persistent adds API-managed sources kept in this node's store, redis keeps them in Redis, shared by every node with the same namespace; a url with no type means redis), url, namespace (ankusa:sources:<instance>), tick_ms (30000), timeout_ms (5000), load_timeout_ms (300000) — the last five only with type: redis. See multi-tenancy.md#dynamic-sources
	secrets	kek (a 32-byte key, base64, optionally <id>:<base64>; use ${VAR}), kek_previous (a list, or one comma-separated string, of keys that may still decrypt). With a kek, the secrets of API-managed sources are encrypted before they are stored (source_store.type: persistent or redis); unset, they are stored as plain JSON. See Encryption at rest. providers.<name> (type: aws or vault, and their settings) and cache_ttl_ms (0) name the secret managers ${sm:<name>:<ref>} reads from; see Secret sources
	rate_limits	default (null = unlimited; required with routing: tenant_path), tenants ({tenant_id: {rate, burst, ...}}; a limit may add bytes_per_second, burst_bytes, max_body_bytes, max_queue, max_queue_bytes), per_ip ({rate, burst} or null), node ({rate, burst} or null), sources (default: {bytes_per_second, burst_bytes}; 100 MB/s, null = off), scope (node | fleet; default node). Per node, except the tenant quota under scope: fleet. per_ip, node and sources are charged before the body is read; the tenant's after verification. See Rate limits
	dedupe	scope (node | fleet; default node). Where a source's provider event key (its dedupe:) collapses: fleet claims it in fleet.store first. Needs fleet.store. See Fleet scope. max_entries (100000000) and max_entries_per_tenant (30000000), integers ≥ 1: the most live dedupe keys the node, and one tenant, holds; past either a new key is 503 dedupe_quota, Retry-After: 60. max_json_bytes (1048576), an integer ≥ 1: the biggest body a json dedupe source decodes; a larger body is stored with no dedupe key
	fleet	store ({type: redis, url, namespace, pool_size}; absent with both scopes node), timeout_ms (20; 1–1000), pending_ttl_ms (30000), breaker_window_ms (1000), breaker_min_calls (20), breaker_failure_rate (0.5), breaker_open_ms (5000). The shared store behind rate_limits.scope: fleet and dedupe.scope: fleet. See Fleet scope
	quarantine	burst (100), rate (20 per second), max_bytes (1 GiB). The pen for hooks whose source has on_verify_failure: quarantine: one token bucket per source (over it, 429 quarantine_rate_limited), and a byte cap (a full pen answers 503 quarantine_full; it never evicts). At most 1 000 writes may wait for the pen's disk write at once (fixed, not a key; past it 503 overload with Retry-After: 1; gauge ankusa_quarantine_pending). Per node. See delivery.md#quarantine
	audit	retention_days (365, an integer ≥ 1). How long the audit trail keeps its rows: an hourly sweep deletes older ones, but never a row a lifecycle sink has not yet seen (m:lifecycle_cursor). Read with GET /v1/audit (scope audit:read). Per node
	tenants	max (1000000, an integer from 1 to 4294967294). How many tenants the node's store hands a dense ordinal to (ADR 0001); the hook of one past it is refused with 503 {"error":"tenant_limit"} and Retry-After: 300. Tenants it already knows are never refused, and a tenant keeps its ordinal forever. Per node
	queue	dlq (retention_days 30, max_rows 10000000, max_bytes 53687091200; see delivery.md) and rocksdb: the RocksDB settings of the node's store, read at open: block_cache_bytes (67108864), bloom_bits_per_key (10; 0 = off), max_open_files (65536; -1 = no limit), compaction_style (level | universal), rate_limiter_bytes_per_sec (0 = unlimited), max_background_jobs (4), write_buffer_bytes (a map of the column families default, hooks, deliveries, index, archive, quarantine, audit, tenants, counters, each at least 65536). See storage.md
	health	sink_error_window_ms (5000, an integer ≥ 1). wal.type: none only: a sink whose last publish failed within this many ms makes /ready answer 503 with sinks: failing; a sink that publishes again clears itself at once. The other two readiness thresholds live beside the things they measure: node.min_free_bytes (the disk floor) and queue.max_oldest_due_ms (unset = no check; the oldest due delivery's wait, in ms, past which /ready carries backlog: failing, a label that never makes the node unready). See /ready
	lifecycle	sinks (required and non-empty when the section is present; omit the section to turn events off). Sinks, shaped like a source's, that receive a CloudEvent when a source or route is created, updated, or deleted. See AsyncAPI and lifecycle events
	egress	allow_insecure_http (false: http sink URLs fail the load), deny_cidrs (loopback, RFC 1918, carrier-grade NAT, link-local, unique-local IPv6 and the unspecified addresses; setting it replaces the list), allow_cidrs ([]), allow_hosts ([]), deny_hosts ([metadata.google.internal]), pools (pool_size (32), pool_count (1), pool_timeout (5000), pool_max_idle_ms (60000), conn_max_idle_ms (30000), max_pools (1024), max_pools_per_tenant (256), protocols ([http1, http2])). Where type: http sinks may connect, checked on every attempt; and egress.pools, the outbound HTTP connection pools: one per receiver address, bounded in connections, count and idle time. See Egress and Outbound connection pools

storage.s3/storage.gcs are read only when the matching
type is set. See
config-examples/reference.yml
for every key with its comment and the alternatives.
Tracing
tracing (image only; not a key of %Ankusa.Config{}) turns on OpenTelemetry
tracing of every hook, from the provider's request to the consumer:
	Key	Default	Meaning
	enabled	false	Start the OpenTelemetry SDK and the OTLP/HTTP exporter before the instance. Off, the image runs only core's no-op opentelemetry_api.
	otlp_endpoint	http://localhost:4318	The collector; spans go to <otlp_endpoint>/v1/traces. http:// or https:// with a host and no user:password: the load fails, without echoing the value.
	sample_ratio	1.0	0 to 1, else the load fails. The share of new traces kept; the sampler is parent-based, so a request that carries a sampled traceparent is always traced.

With tracing off, a traceparent (and tracestate) sent to the edge still
reaches every consumer byte for byte: on Sink.Http as headers, in queue
messages as the traceparent/tracestate fields and the broker-native
traceparent/tracestate header or attribute, on lifecycle events as the
CloudEvents extension. Nothing is recorded. With it on, the hook stores the
ankusa.ingest span's context instead (same trace id, tracestate carried), and
these spans make it one trace: ankusa.ingest (a child of the provider's),
ankusa.verify, ankusa.commit, ankusa.dispatch.attempt (one per attempt,
a child of the stored context and linked to it), ankusa.claim_check,
ankusa.replay, ankusa.lifecycle.event.
The SDK's own OTEL_* environment variables take precedence over this section.
The collector's credentials are the standard OTEL_EXPORTER_OTLP_HEADERS: no
secret lives in this file, so the section needs no redaction and is not in
GET /v1/config.
Logs
log.format: text (the default) writes HH:MM:SS.mmm [level] message, as before.
log.format: json writes one JSON object per line to stdout, for a log
pipeline that indexes fields instead of parsing text. A line has these keys, in
this order, and omits the ones it has no value for:
	Key	Value
	time	RFC 3339, UTC, to the microsecond
	level	debug, info, warning, error, ...
	msg	the message, one string
	instance	the instance's name
	hook_id, tenant_id, source_id	the hook the line is about, and its tenant and source
	sink	the sink module a delivery attempt, or the refusal of one, is about
	trace_id	the 32-hex W3C trace id of the hook's traceparent (the same id ankusa.ingest and every later span carry, see Tracing)

Any other Logger metadata the line has follows, sorted by key: attempt and
replay_id on a delivery attempt of a replayed row. The correlation is set where
the work happens: Ankusa.Edge.Router clears it per request and
Ankusa.Edge.Ingest sets the hook's (so a sink that refuses a hook under
wal.type: none, or any line logged while one is ingested, names its source,
tenant and trace), Ankusa.Sink.attempt/5 sets it for each delivery attempt
(dispatch, lifecycle events, wal.type: none publishes), and a replay step sets
replay_id. A line from a process that handles no hook (the store, a
supervisor) has time, level, msg and instance only.
The value of any key whose name contains secret, token, password,
authorization or cookie (any case) is printed as "[REDACTED]", in the
metadata and inside a structured report's maps, keyword lists, {key, value}
pairs and structs, however deep. The text of a message is not scanned: Ankusa
never interpolates a secret into one.
log.level is the level the node starts at. It changes while the node runs,
without a restart, with the admin API:
curl -X PUT http://127.0.0.1:4002/v1/log-level \
  -H "authorization: Bearer $ADMIN_TOKEN" -d '{"level": "debug"}'
# {"level":"debug","previous":"info"}

The body is {"level": ...}, one of debug, info, warning, error (anything
else is 400 invalid_log_level). The caller needs config:write and tenant:*
(the level is the node's, for every tenant): 401 without a credential, 403
without them. The change takes effect at once and is node-local (call each node);
a restarted node logs at log.level again. It is audited like every
control-plane change: action: log_level.put, with the new level and the
previous one in detail. The row is committed first and the level changes once
it is durable, so a node whose store cannot take the row answers
503 store_unavailable (or 503 audit_backlog) and keeps its level.
Sources
One source per provider endpoint; the key is the catch-URL segment
(POST /webhooks/stripe).
	Key	Meaning
	tenant	The storage/retention scope. With routing: tenant_path the URL wins. Default default. See multi-tenancy.md.
	verify.type	none | stripe | github | standard_webhooks | shopify | slack | hmac | standard_webhooks_asym | asymmetric | token | client_cert. The HMAC types (stripe through hmac) and token require secret (or secret_file): a non-empty string or a list of non-empty strings (at most 8), newest first — every key is tried, so a rotation is secret: ["${NEW}", "${OLD}"]. An empty key would verify whatever anyone signs with it, so an empty value (an unset ${VAR:-} included) is a load error. secret_file is secret read from a file, a path or a list of paths, exclusive with secret (Secret sources). stripe, standard_webhooks, and slack also take tolerance_seconds (default 300, at most 3600: see Custom HMAC schemes). hmac takes the descriptor keys below. standard_webhooks_asym and asymmetric (provider public key), token (static credential) and client_cert (mTLS certificate pin) have their own keys: see Public-key, token and client-certificate verifiers.
	on_verify_failure	reject | quarantine | accept_flag: what happens when verification fails.
	trust_url_tenant	true | false (default false). With routing: tenant_path, a source with tenant: default and verify: {type: none} files hooks under whatever tenant the URL names, unverified: boot, check-config and an admin API write refuse it unless it sets trust_url_tenant: true. See multi-tenancy.md.
	sinks	At least one; every sink is tried on every delivered hook.
	dedupe	Collapse provider retries at ingest. A preset name (github, standard_webhooks, svix, shopify, stripe, salesforce), or a mapping with exactly one of preset (same names), header (the event-id header, e.g. X-GitHub-Delivery) or json (a dot path into the body, e.g. data.id), plus an optional ttl_seconds (default 259 200 = 72 h). Hooks that share a key within the TTL get the same 201 and the original id, with "duplicate": true on the later ones. Keys are scoped to the tenant and the source, so two tenants behind one tenant_path source never collapse each other's events. The key travels into every delivery as dedupe_key. salesforce is json: id, not a delivery id Salesforce documents (unverified against Salesforce's documentation): Salesforce stamps no delivery-id header on any outbound mechanism, Outbound Messages are SOAP/XML (their Notification/Id is not a JSON path), and Flow/Apex HTTP callouts and Data 360 webhook targets send a body the org builds. The preset keys on the top-level "id" of a JSON body, which the callout must set to a value that is the same on every retry of one event; a body without it is never deduplicated, so use json: with your own path when the body is shaped otherwise. A source with no dedupe logs one source <id> has no dedupe: warning at boot (edge nodes), and the gauge ankusa_sources_without_dedupe counts the configured sources that have none.
	forward_headers	Which provider request headers travel into sink messages (and Sink.Http requests): a list of names (lowercased; still minus the never-forwarded set below), or absent for the default set: every header except authorization, proxy-authorization, cookie, x-api-key, host, content-length, content-type, connection, keep-alive, transfer-encoding, te, trailer, upgrade, expect, and every x-ankusa-* header. (:default is the Elixir value only; YAML takes a list or nothing.)
	max_headers	The most forwarded headers one sink message carries (default 64, a positive integer). Names are kept in order of arrival; one past the limit is dropped and counted (ankusa_sink_headers_dropped_total{reason="count"}).
	forward_headers_max_bytes	The most bytes of forwarded header names plus values one sink message carries (default 16384, a positive integer). A header that would pass it is dropped whole, never truncated, and counted (reason="bytes"); later, smaller headers are still considered. The message then stays near inline_max_bytes × 4/3 plus about 1 KiB plus this, however large the provider's headers are.
	store_headers	drop / hash lists of header names that override http.store_headers for this source, key by key (an absent list inherits). See Stored headers.
	retry	Overrides dispatch.retry for this source, key by key (an absent key inherits): base_ms, max_ms, max_attempts, jitter, and max_elapsed_ms, the horizon after which a delivery still failing since its first attempt is dead-lettered (default 86400000, 24 h). Same ranges as dispatch.retry. A source that routes to a claim-checking sink in an object store cannot retry longer than claim_check.bucket_expiry_days allows: boot refuses it, and the admin API answers 422 retry_exceeds_claim_expiry. See Retry horizon.

Stored headers
A hook is stored with the request's headers, and the store, the archive
segments, the quarantine pen and every sink message all carry what was stored.
store_headers decides which headers survive, after the signature is verified
(the verifier and the source's dedupe read the complete list):
	drop: removed from the hook. Default: authorization, proxy-authorization,
cookie, set-cookie, x-api-key, x-auth-token.
	hash: kept under the same name with the value replaced by sha256:<hex>,
so a consumer can tell two requests carried the same value without being able
to read it. Default: none.

Names are case-insensitive; a name in both lists is dropped. The count of
removed headers is dropped_headers on the [:ankusa, :ingest] telemetry
span. A source's store_headers overrides the http lists key by key, so a
source that sets only hash keeps the instance's drop. Do not drop a header a
source's verifier needs: a quarantine replay verifies the stored hook again.
Changing the policy affects hooks accepted afterwards; stored hooks are not
rewritten.
Custom HMAC schemes
The five named verifier types (stripe, github, standard_webhooks, shopify,
slack) are presets for the same engine. Any other body-HMAC provider is
described inline with type: hmac and the descriptor keys:
sources:
  acme:
    verify:
      type: hmac
      secret: "${ACME_WEBHOOK_SECRET}"
      signature_header: "X-Acme-Signature"   # required. Where the signature lives
      signed: "{body}"                        # template over {body}, {header:NAME}, {ts}
      hash: sha256                            # sha256 | sha512 | sha1
      encoding: hex                           # hex | base64
      sig_prefix: "sha256="                   # optional. Stripped from the header value
      timestamp_header: "X-Acme-Timestamp"    # optional. Also signs {ts} + replay window
      tolerance_seconds: 300
    sinks: [{type: log}]
	Key	Default	Meaning
	signature_header	none	Required. The header carrying the signature(s).
	signed	"{body}"	Template over {body}, {header:NAME} (another header's value), and {ts} (the timestamp below). Quoted: {...} would otherwise parse as a YAML flow map.
	parse	whole	whole (value is one signature) | csv_pairs (k=v,k=v; sig_key names the signature pair) | space_versions (space-separated v1,<sig> tokens; version is the token prefix).
	sig_prefix	none	Literal prefix stripped from a whole header value, e.g. sha256=.
	sig_key	none	With parse: csv_pairs, the key whose value is a signature, e.g. v1.
	version	none	With parse: space_versions, the token prefix, e.g. v1,.
	hash	sha256	sha256 | sha512 | sha1. sha1 is no longer collision resistant: it works for a provider that still signs with it, but boot logs one warning naming the source and every verification counts toward ankusa_verifier_weak_hash_total{instance,source_id,scheme}. No named scheme uses it.
	encoding	hex	hex (lowercase) | base64.
	secret_decode	raw	raw (use secret as the key) | whsec_base64 (strip whsec_ then Base64-decode).
	timestamp_header	none	Header carrying the Unix-seconds timestamp, both signed as {ts} and checked against tolerance_seconds.
	tolerance_seconds	300	The replay window in seconds for timestamp_header (and for stripe, standard_webhooks and slack): a hook whose timestamp is further than this from the node's clock fails verification. 0 to 3600; 3601 or a negative value is a load error naming sources.<id>.verify.tolerance_seconds, and the same bound is enforced when an embedded instance boots. A window longer than an hour leaves a captured signature replayable for just as long.

Providers that are not body-HMAC, Twilio (SHA1 over the full request URL plus
sorted form params) and PayPal (RSA over a certificate fetched from a provider
URL), cannot be described by this engine. They need a bespoke
Ankusa.Verifier module.
Public-key, token and client-certificate verifiers
A shared secret is the wrong tool when the provider can sign with a private key,
and the only tool when it can only send a static credential or present a
certificate. These four types cover those; each fails closed at load on a key,
token or pin it cannot use, naming the YAML key.
listener:
  tls: {certfile: /etc/ankusa/tls/server.pem, keyfile: /etc/ankusa/tls/server-key.pem,
        cacertfile: /etc/ankusa/tls/providers-ca.pem, verify: verify_peer}  # for client_cert
sources:
  partner:                                  # Standard Webhooks v1a: Ed25519
    verify: {type: standard_webhooks_asym, public_key: "whpk_11qYAYKxCrfVS/7TyWQHOg7hcvPapiMlrwIaaPcHURo="}
    on_verify_failure: reject
    sinks: [{type: log}]
  signer:                                   # any Ed25519 or RSA provider, described inline
    verify:
      type: asymmetric
      algorithm: rsa_sha256                 # ed25519 (default) | rsa_sha256
      public_key: ["${SIGNER_KEY_NEW}", "${SIGNER_KEY_OLD}"]   # PEM, newest first
      signature_header: "X-Signature"
      encoding: hex                         # hex | base64 (default)
      timestamp_header: "X-Timestamp"       # optional: signed as {ts}, replay window
      signed: "{ts}.{body}"
    sinks: [{type: log}]
  internal:                                 # a static credential
    verify: {type: token, secret: "${INTERNAL_TOKEN}"}     # Authorization: Bearer <secret>
    on_verify_failure: reject
    sinks: [{type: log}]
  mesh:                                     # the client certificate of the mTLS handshake
    verify: {type: client_cert, fingerprints: ["${MESH_CERT_SHA256}"]}
    on_verify_failure: reject
    sinks: [{type: log}]
standard_webhooks_asym and asymmetric hold the provider's public
key, so a leaked config forges nothing. public_key is required: one key or a
list of at most 8, newest first, every one tried, so a rotation is
public_key: ["${NEW}", "${OLD}"]. A key is whpk_<base64> (the Standard
Webhooks form) or the bare base64 of the 32 raw bytes for Ed25519, a PEM
PUBLIC KEY block, or, for RSA, a PEM RSA PUBLIC KEY block or the bare base64
of either DER form; a key that is not a key of the scheme's algorithm is a load
error naming sources.<id>.verify.public_key[<n>]. standard_webhooks_asym
takes public_key and tolerance_seconds only (header webhook-signature,
entries v1a,<base64>, signed <webhook-id>.<webhook-timestamp>.<body>;
entries that are not v1a, are ignored, so a provider that signs both ways can
feed an HMAC and a public-key source). asymmetric takes the descriptor keys of
Custom HMAC schemes (signature_header, parse,
sig_prefix, sig_key, version, signed, timestamp_header,
tolerance_seconds, encoding) with algorithm in place of hash and
secret_decode.
	algorithm	Signature
	ed25519	RFC 8032, 64 bytes.
	rsa_sha256	RSASSA-PKCS1-v1_5 over SHA-256. A modulus under 2048 bits or an exponent under 65537 is refused.

A forged flood is bounded: a signature whose decoded length no configured key
signs with is dropped before any public-key operation, and at most 8 are tried
per request.
token is for a provider that can only send a credential. It proves the
sender knows the secret, not what the body is, and a captured request replays:
prefer a signature whenever the provider has one. secret (or secret_file) is
required, as for HMAC (one, or a list of at most 8 for rotation; empty is a load error).
location is where it travels:
	location	The credential is	Extra key
	bearer (default)	Authorization: Bearer <secret>	none
	basic	Authorization: Basic base64(<secret>); the secret is user:password	none
	header	the value of a header	header: <name> (required)
	query	the value of a query parameter	param: <name> (required); URLs are logged by every proxy on the path, so this is the weakest form

The comparison hashes both sides, so neither the secret nor its length shows in
timing. The credential is never stored: the header it travels in is added to the
source's store_headers.drop whatever the instance policy says, so it is in no
stored hook, archive segment, claim pack or sink message. A quarantined hook is
stored without it, so a quarantine replay cannot re-verify a token hook (it
stays in the pen): use on_verify_failure: reject here.
client_cert accepts a request whose mutual-TLS client certificate is
pinned: fingerprints (SHA-256 of the DER, 64 hex characters, any case,
optional : separators, as openssl x509 -fingerprint -sha256 prints it)
and/or subjects (dns:<name>, email:<address>, uri:<uri>, ip:<address>
from the subject alternative names, or cn:<common name>); a list, or one
comma-separated string, and a certificate matching either is accepted. At least
one is required. A fingerprint pin holds whatever the CA bundle says; a subject
pin trusts listener.tls.cacertfile to have issued that identity only to the
party meant, so scope that bundle to a CA that does. The certificate is the one
the TLS handshake accepted, so the source only works on a listener with
tls.verify: verify_peer: boot and check-config refuse a client_cert source
otherwise, and a request with no certificate is 401. Like a token source, use
on_verify_failure: reject: a quarantined hook keeps no certificate to re-verify.
The Elixir forms are {Ankusa.Verifier.Asymmetric, scheme: :standard_webhooks_asym, public_key: "whpk_…"} (or scheme: %Ankusa.Verifier.Asymmetric.Scheme{…}),
{Ankusa.Verifier.Token, secret: "…", location: :bearer | :basic | {:header, name} | {:query, param}} and {Ankusa.Verifier.ClientCert, fingerprints: [...], subjects: [...]}.
/v1/config shows location, fingerprints and subjects, and hides secret
and public_key.
Sinks
	type	Keys
	log	none
	http	url (https:// unless egress.allow_insecure_http), method (post | put | patch), headers, timeout_ms (5000), secret (required unless allow_unsigned: true: a whsec_ secret, or a list while rotating, signs every delivery the Standard Webhooks way; secret_file reads it from a file instead, see Secret sources), allow_unsigned (false; true sends deliveries with no signature, so any host that can reach the URL can inject hooks. A secret still signs when both are set. A sink with neither does not load, and the admin API answers 400 invalid_source for a source that has one), max_response_bytes (65536; only the status is used), cacertfile (a PEM CA bundle to verify the receiver's certificate against, for a private CA; the file must exist at load), allow_insecure_tls (false; true skips certificate verification for this sink). /v1/config shows allow_unsigned (a boolean) and hides secret. Deliveries are not ordered; a consumer that needs order has to rebuild it from data it receives and tolerate redelivery. The receiver contract is in integrations.md#http-handoff-any-language.
	rabbitmq	url, exchange, exchange_type (topic | direct | fanout | headers), routing_key, inline_max_bytes (65536), max_message_bytes (134217728, RabbitMQ's default max_message_size), max_inflight (256 unconfirmed publishes per connection; past it a publish fails fast and is retried), idle_timeout_ms (600000; the connection closes after this long with no delivery, 0 never; at least 16000).
	kafka	brokers (a list, or one comma-separated string), topic, key (a static string), inline_max_bytes (65536), max_record_bytes (1000000; a record over it is never produced: see below), ssl, sasl (mechanism = plain | scram_sha_256 | scram_sha_512, username, password), idle_timeout_ms (600000; the client closes after this long with no delivery, 0 never; at least the produce timeout plus 1000).
	nats	servers (a list, or one comma-separated string; failover, one server at a time, picked at random per connect), subject, inline_max_bytes (65536), max_message_bytes (1048576, NATS's default max_payload; see below), publish_timeout_ms (5000), tls, auth (one scheme: username + password, token, or nkey_seed + jwt), idle_timeout_ms (600000; the connection closes after this long with no delivery, 0 never; at least publish_timeout_ms plus 1000). The stream must already exist. See delivery.md.
	redis	url (credentials and db go in it: redis://:password@host:6379/0, rediss:// for TLS), channel (a static string), inline_max_bytes (65536), max_message_bytes (536870912, Redis's bulk limit), publish_timeout_ms (5000), idle_timeout_ms (600000; the connection closes after this long with no delivery, 0 never; at least publish_timeout_ms plus 1000). Pub/sub keeps no copy, so a publish nobody is subscribed to is an error and the sink is never durable. See delivery.md.
	sqs	queue_url, region, endpoint (default: the queue URL's origin; set it for a VPC endpoint or an emulator), message_group_id (a static string), inline_max_bytes (65536), max_message_bytes (1048576, SQS's limit; body plus message attributes, a larger message is dead-lettered at once), timeout_ms (5000), access_key_id / secret_access_key / session_token (omit for the AWS_* env, IRSA, or the EC2 instance role). FIFO when queue_url ends .fifo: the group defaults to tenant/source and the deduplication id is the hook id (SQS dedupes for 5 minutes). The queue must already exist. See delivery.md.
	google_pubsub	project, topic (the id, not projects/…/topics/…), endpoint (default https://pubsub.googleapis.com; set it for a regional endpoint or an emulator), ordering_key (a static string; default none), inline_max_bytes (65536), max_message_bytes (10000000, Pub/Sub's limit; data plus attributes plus ordering key, a larger message is dead-lettered at once), timeout_ms (5000), auth = metadata | token | none (default metadata: the GCE/GKE metadata server; token is required when auth: token; none sends no credential, for an emulator). The topic must already exist, and a topic with no subscription drops the message. See delivery.md.

Every sink except log also takes ordered (default false) and ordering_key
({header: x-entity-id} or {json: data.object.customer}), read by core, not by
the sink: with ordered: true the hooks of one lane (tenant, source, sink,
key) are delivered one at a time, in order. ordering_key without
ordered: true is an error, except on google_pubsub, where a plain string
keeps its meaning. ordered: true needs wal.type disk or dual and, on sqs,
a .fifo queue; a header key must survive store_headers (the key is shown in
/v1/config, it is not a secret). No instance key is added. See
Ordering lanes.
The sqs and google_pubsub sinks batch what dispatch hands them: up to 10
(SQS) or 1 000 (Pub/Sub) deliveries to one queue or topic go out as one request.
Each takes these keys, all optional and range-checked when the first delivery
reaches the sink (a bad one fails that delivery with the key's name):
	Key	Default	Meaning
	batch	true	false sends every delivery as its own request, counted against dispatch.sink_concurrency
	batch_linger_ms	20 (1–60000)	how long a batch waits to fill
	batch_max_entries	10 (SQS, 1–10) / 1000 (Pub/Sub, 1–1000)	entries per request
	batch_max_bytes	262144 (SQS, ≤ 1048576) / 7500000 (Pub/Sub, data before base64)	bytes per request
	batch_queue_max	4096	entries the batcher holds; a delivery past it is refused with a jittered retry
	batch_queue_max_bytes	134217728	bytes the batcher holds
	batch_queue_tenant_max	1024	entries one tenant may hold, so it cannot fill the queue
	batch_max_inflight	dispatch.sink_concurrency (8)	requests in flight per queue or topic

They are plain numbers and a boolean, so /v1/config shows them. A refusal is
{:retry_after, ms, {:batch_queue_full, reason}} and counted in
ankusa_sink_batch_refused_total{sink,reason}; the batchers' depth is the gauges
ankusa_sink_batch_batchers, ankusa_sink_batch_queued and
ankusa_sink_batch_queued_bytes. See
delivery.md.
Bodies above a sink's inline_max_bytes are checked in to the object store and
the message carries a claim reference. See claim-check.md.
A message is also checked against the sink's max_message_bytes before it is
published (max_record_bytes for Kafka). An inline body whose base64 message
would not fit is checked in instead; a body that is over the limit by itself
(inline_max_bytes at least its size) is dead-lettered at once as
{:message_too_large, size, max}, with no broker call. Budget for an inline
message: inline_max_bytes × 4/3 plus about 1 KiB of envelope plus the
forwarded headers (at most forward_headers_max_bytes, 16 KiB by default); the
64 KiB default is about 106 KiB, under every transport's limit.
The http sink's url, headers and secret are static strings here. An
embedding app can set each to a function of the envelope instead, to route a
shared source's tenants to their own receivers; those connect through a bounded
per-instance pool that takes no settings. See
delivery.md.
Environment overrides
Anything you would normally read from the platform, so a container can be
reconfigured without a new file. Env wins over the file.
	Variable	Field
	ANKUSA_ROLES	node.roles, comma-separated (edge, dispatch, storage, claim_check)
	ANKUSA_DATA_DIR	node.data_dir
	ANKUSA_REGION	node.region
	ANKUSA_LOG_LEVEL	log.level
	ANKUSA_LOG_FORMAT	log.format (text or json)
	ANKUSA_BANNER	log.banner
	ANKUSA_HTTP_PORT, else PORT	http.port
	ANKUSA_ADMIN_PORT	admin.port
	ANKUSA_CLAIM_CHECK_PORT	claim_check.port
	ANKUSA_ADMIN_IP	admin.ip
	ANKUSA_CLAIM_CHECK_IP	claim_check.ip
	ANKUSA_ADMIN_TOKEN	admin.auth: one bearer token holding every scope and tenant:*; replaces the file's admin.auth block. Only its SHA-256 is kept. See Control-plane authentication
	ANKUSA_ROUTES_ADMIN_TOKEN	routes.admin.auth: one token holding routes:read, routes:write and tenant:*
	ANKUSA_CLAIM_CHECK_TOKEN	claim_check.auth: one token holding claims:read and tenant:*
	ANKUSA_ROUTES_ENABLED	routes.enabled
	ANKUSA_ROUTES_STORE_URL	routes.store.url
	ANKUSA_SOURCE_STORE_URL	source_store.url
	ANKUSA_WAL_TYPE	wal.type (disk, dual, none; the queue's mode)
	ANKUSA_INTAKE_NODE_ID	intake.node_id (wal.type: dual: the node's stable identity in the intake log)
	ANKUSA_STORAGE_TYPE	storage.type (local, s3, gcs)
	ANKUSA_S3_BUCKET, ANKUSA_S3_REGION, ANKUSA_S3_ENDPOINT	storage.s3.bucket/region/endpoint
	ANKUSA_GCS_BUCKET	storage.gcs.bucket
	ANKUSA_STORAGE_KEY_PREFIX	storage.key_prefix
	ANKUSA_BACKUP_ENABLED	backup.enabled
	ANKUSA_METRICS_ENABLED, ANKUSA_METRICS_PORT, ANKUSA_METRICS_IP	metrics.enabled/port/ip

When the config names no static keys, the S3 adapter looks for credentials in
AWS_ACCESS_KEY_ID / AWS_SECRET_ACCESS_KEY (+ AWS_SESSION_TOKEN), then web
identity (AWS_WEB_IDENTITY_TOKEN_FILE + AWS_ROLE_ARN, as IRSA sets them),
then the EC2 instance profile (IMDSv2), caching each until shortly before it
expires.
A ${VAR} the loader cannot resolve (an unset variable without a :-
default, or a ${ that is not a variable, file or secret-manager reference) is
a load error naming the key, never a literal string.
Sources and sinks are not env-overridable: they carry behaviour, so they live in
the file, with secrets injected through ${VAR}, ${file:…} or ${sm:…}.
Secret sources
A secret reaches the file three ways, all resolved when the file is loaded and
again on a reload:
	Form	Reads
	${VAR}	the environment
	${file:/abs/path}	the file, minus one trailing newline (what a Kubernetes secret volume or a Docker secret holds). Absolute path, at most 64 KiB. Anywhere a string goes
	secret_file: /abs/path (or a list)	the same, as secret: of a verify block or an http sink (a source's or lifecycle's). Exclusive with secret; a list is a rotation window. The path may use ${VAR}; ${file:${VAR}/key} is not a reference
	${sm:<provider>:<ref>}	a secret manager, through the provider of that name under secrets.providers

secrets:
  cache_ttl_ms: 0                       # how long a ${sm:} value is reused by the next load (0..86400000)
  providers:
    prod-vault:
      type: vault
      address: https://vault.internal:8200   # https, or http on a loopback address
      token: "${file:/var/run/secrets/vault-token}"
      mount: secret                      # KV v2 mount (default secret)
      namespace: team-a                  # optional, Vault Enterprise
      timeout_ms: 5000
    aws:
      type: aws                          # AWS Secrets Manager
      region: us-east-1
      # endpoint, access_key_id, secret_access_key, session_token: optional; without keys
      # the usual chain is walked (environment, EKS web identity, EC2 instance profile)

sources:
  stripe:
    verify:
      type: stripe
      secret:
        - "${sm:prod-vault:ankusa/stripe#whsec}"   # field whsec of secret/ankusa/stripe
        - "${sm:aws:prod/stripe-old}"               # a whole secret
#<field> picks one field of a JSON secret (Vault KV v2 data, or an AWS
SecretString holding a JSON object). Vault with no # needs exactly one
field. A provider's own credentials come from ${VAR} or ${file:…}, never
from another ${sm:}. Providers are AnkusaServer.SecretProvider.Vault and
AnkusaServer.SecretProvider.AwsSecretsManager, behind the
Ankusa.SecretProvider behaviour (fetch(ref, opts) returning
{:ok, binary} | {:error, :not_found | :unavailable}).
A reference that cannot be resolved at boot (a missing file, a manager that is
down, a secret that is not there) is a load error naming the key and the
reference, never a value. Secrets and tokens never appear in a message, and
providers (a token among its keys) is not part of the running config, so
print-config and GET /v1/config never show it. secret_file and ${file:}
are read from the file of this host only: a source
an API client submits cannot use them.
Rotating without a redeploy
A config reload (SIGHUP, or POST /v1/config/reload)
re-reads the file, resolves every reference again and republishes the sources the
file declares (source_store.type: static): a rotated secret takes effect
without a restart. Rotation is two reloads and a
list: put the new secret first and keep the old one second (secret: [new, old], or secret_file: [/new, /old]) until the provider has switched, reload,
then drop the old one and reload again. A hook that verifies with either secret
is accepted in between.
A reference that fails on a reload does not take verification down: it keeps
the value of the last good load, and the reload logs a warning naming the key
and the reference and returns it under kept. A reference that has no
previous value (a path you just added) is an error and nothing is applied, as
is a file that no longer parses or a source the instance would refuse to boot
with. cache_ttl_ms above 0 makes a reload reuse a ${sm:} value fetched
within that many milliseconds (a manager with an API quota). With
source_store.type: persistent or redis the file's sources are seeds, which a
reload does not republish (it logs that it did not). A reload applies sources
only: a secret under lifecycle, storage or any other key is read at boot
and changes with a restart: the reload that finds one changed is refused.
Reloading the config
config_version is the version of the file format (1; a file without the key
is version 1). An image reads every version up to its own: a file written for an
older format is migrated as it loads (the loader's migration map, applied before
${…} is substituted), and a file that says a version newer than the image reads
is refused at boot with config_version named, so an older image never guesses
at a newer file.
A running node re-reads its file on SIGHUP (kill -HUP 1 in the container,
kubectl exec … -- kill -HUP 1) or on
curl -X POST http://127.0.0.1:4002/v1/config/reload \
  -H "authorization: Bearer $ADMIN_TOKEN"
# {"status":"reloaded","keys":["log.level","rate_limits.tenants.acme.rate"],"sources":[],"kept":[]}

and applies the keys that may change while it runs: log (level and format,
and only when the file's value changed: a level set with PUT /v1/log-level
survives a reload that does not touch log), rate_limits (all but scope),
static sources (a rotated secret, an added or removed source), the routes
seed, dispatch.concurrency, dispatch.sink_concurrency, dispatch.tenants,
metrics.detail (the metric definitions are rebuilt, so their counters restart
from zero) and admin.gauge_interval_ms. The seed is applied as a difference
through the routes API: a changed or new seed route is replaced, a route that left
the seed is deleted, a route created through the API is left alone, and every
seed route needs an id. A lowered dispatch limit never drops a delivery that is
running: it stops the next start until the count is below it.
Any other key that changed (http.port, wal.type, a listener's tls, …) needs
a restart. The reload is then refused with nothing applied, over HTTP 409:
{"error": "not_reloadable", "keys": ["http.port"], "message": "…"}
The file's keys are compared with the document the running config was built from,
after the environment is substituted: an unchanged ANKUSA_* override is not a
change. Other answers: 422 invalid_config (the file no longer loads, a
reference with no previous value cannot be resolved, a source or seed route the
node would refuse; message names the key, never a value), 503 audit_backlog
or 503 store_unavailable (the trail cannot record the reload, so it is not
made), 409 reload_unavailable (an instance embedded in your own application
that never registered a reload with Ankusa.Reload.register/2). The caller needs
config:write and tenant:*. Each reload writes one audit row
(action: config.reload, the caller or system for a signal as the actor,
detail.keys the keys that changed, result ok or failed); a refused reload
writes none. Reloads on one node run one at a time, and are node-local: signal or
call every node.
Starting points
All loadable as-is. Copy one, delete what you don't use, replace the ${VAR}s:
	File	What it is
	config-examples/reference.yml	every key, at its default, with the alternatives
	config-examples/single-node.yml	one box: a disk queue, Stripe + GitHub, HTTP sink
	config-examples/kafka-fanout.yml, rabbitmq-fanout.yml, nats-fanout.yml	queue fan-out, with the claim-check gateway (claim_check role included)
	config-examples/multi-tenant.yml	one instance, many tenants, tenant in the URL

Library configuration (Elixir)
Two structs, both built once at boot and passed down the supervision tree.
Never Application.get_env/2 scattered through call sites:
	%Ankusa.Config{}. Instance-wide: roles, ports, adapters, tuning.
	%Ankusa.Source{}. Per catch-URL: verification, sinks, tenant.

%Ankusa.Config{}
Built with Ankusa.Config.new/1 from a keyword list; unknown keys raise
ArgumentError at boot (fail fast on a typo, not at 3am). Every map-valued
section is deep-merged over the defaults, so pass only the keys you want to
change: :listener, :batcher, :dispatch, :storage, :claim_check,
:backup, :admin, :metrics, :routes, :rate_limits, :dedupe,
:fleet, :quarantine, :queue, :archive, :lifecycle, :audit,
:tenants, :egress (egress.pools is merged one level down), :secrets and :intake.
The example lists the keys Ankusa.Config.new/1 accepts, at their defaults. As config :ankusa app env, the autostarted default instance reads only :autostart, :port, :data_dir, :roles and :sources; pass the rest to Ankusa.Config.new/1 or an Ankusa.Instance child spec.
config :ankusa,
  instance: :default,
  port: 4000,
  data_dir: "./data",
  roles: [:edge, :dispatch, :storage],
  max_body_bytes: 8_000_000,
  store_headers: %{drop: ~w(authorization proxy-authorization cookie set-cookie x-api-key x-auth-token), hash: []},
  route_resolver: {Ankusa.RouteResolver.Path, []},
  source_store: {Ankusa.SourceStore.Static, sources: %{}},
  wal: :disk,
  direct_publish_timeout_ms: 8_000,
  batcher: %{
    partitions: 4,
    max_batch: 256,
    max_commits: 64,
    group_commit_max_bytes: 4_194_304,
    group_commit_max_records: 1_024,
    group_commit_delay_ms: 1,
    max_delay_ms: 0,
    max_queue: 10_000,
    max_queue_bytes: 268_435_456
  },
  dispatch: %{
    batch: 128,
    concurrency: 32,
    max_inflight: 4096,
    max_inflight_bytes: 134_217_728,
    attempt_timeout_ms: 30_000,
    sink_concurrency: 8,
    breaker_failures: 5,
    breaker_open_ms: 30_000,
    breaker_max_open_ms: 300_000,
    region: nil,
    tenants: %{
      default: %{max_inflight: 1024, max_inflight_bytes: 33_554_432, concurrency: 16},
      "acme" => %{max_inflight: 2048, concurrency: 24}
    },
    retry: {Ankusa.RetryPolicy.Exponential, []}
  },
  storage: %{
    blob_store: {Ankusa.BlobStore.LocalFS, []},
    key_prefix: "",
    codec: {Ankusa.Codec.Raw, []},
    roll_bytes: 16 * 1024 * 1024,
    roll_ms: 30_000,
    interval_ms: 1_000,
    max_segments_per_tick: 16
  },
  claim_check: %{
    port: 4001,
    ip: "127.0.0.1",
    pack_max_bytes: 16_777_216,
    retention_days: nil,
    sweep_interval_ms: 3_600_000,
    redeem_grace_ms: 86_400_000,
    sweep_max_objects: 10_000,
    bucket_expiry_days: nil,
    blob_stores: nil,
    placement: :ordered,
    store_cooldown_ms: 30_000,
    key_layout: :flat,
    read_deadline_ms: 5_000,
    read_timeout_ms: 3_000,
    read_retries: 1,
    read_max_inflight: 48,
    read_queue_max: 256,
    read_cache_bytes: 128 * 1024 * 1024,
    read_cache_max_entry_bytes: 1024 * 1024,
    max_concurrent_reads: 1_024,
    ref_signing_keys: [],
    ref_ttl_ms: nil,
    accept_unsigned_refs: nil,
    authorize: nil
  },
  backup: %{
    enabled: false,
    interval_ms: 60_000,
    keep: 3,
    blob_store: nil,
    secondary: nil,
    timeout_ms: 120_000,
    verify_interval_ms: nil,
    signing_key: [],
    final_timeout_ms: 20_000,
    max_age_ms: nil,
    require_fresh: false
  },
  admin: %{enabled: false, port: 4002, ip: "127.0.0.1", gauge_interval_ms: 15_000},
  routes: %{
    enabled: false,
    max_routes: 1_000_000,
    memory_budget_bytes: 8_589_934_592,
    store: {Ankusa.Routes.Store.ETS, []},
    cache: %{max_size: 50_000, ttl_ms: 30_000, negative_ttl_ms: 5_000, gc_interval_ms: 60_000},
    trusted_proxies: [],
    ip_rules: %{default: :allow, rules: []},
    admin: %{port: 4003, ip: "127.0.0.1"},
    log_sample: 100,
    ip_denied_status: 403,
    seed: []
  },
  rate_limits: %{
    default: nil,
    tenants: %{},
    per_ip: nil,
    node: nil,
    sources: %{default: %{bytes_per_second: 100_000_000}}
  },
  quarantine: %{burst: 100, rate: 20, max_bytes: 1_073_741_824},
  audit: %{retention_days: 365},
  tenants: %{max: 1_000_000},
  lifecycle: %{sinks: []},
  egress: %{
    allow_insecure_http: false,
    deny_cidrs: ~w(0.0.0.0/8 127.0.0.0/8 10.0.0.0/8 172.16.0.0/12 192.168.0.0/16
                   100.64.0.0/10 169.254.0.0/16 ::/128 ::1/128 fc00::/7 fe80::/10),
    allow_cidrs: [],
    allow_hosts: [],
    deny_hosts: ["metadata.google.internal"],
    pools: %{
      pool_size: 32,
      pool_count: 1,
      pool_timeout: 5_000,
      pool_max_idle_ms: 60_000,
      conn_max_idle_ms: 30_000,
      max_pools: 1_024,
      max_pools_per_tenant: 256,
      protocols: [:http1, :http2]
    }
  }
	Key	Default	Meaning
	instance	:default	Registry namespace. See architecture.md#instance-model. Two instances with different names run independently in one VM.
	data_dir	"./data"	Root for on-disk state; actual paths are <data_dir>/<instance>/{store,segments}: the node's RocksDB store and the LocalFS blob root.
	roles	[:edge, :dispatch, :storage]	Which children boot. :claim_check is a fourth, opt-in role. See claim-check.md. ANKUSA_ROLES=edge,dispatch (comma-separated) overrides this at runtime in the default Ankusa.Application. The roles divide the hook's life: :edge accepts and commits it, :dispatch delivers it, :storage archives it, and the hook is deleted once its last obligation clears — so edge,dispatch and edge,dispatch,storage both reclaim delivered hooks, and an archive that is off or behind never holds up delivery. All the roles share one node-local store, so they run in one BEAM (see deployment.md). With wal: :none the roles that only read the queue (:dispatch, :storage) are dropped from this list rather than rejected, so an existing all-role deployment can flip wal.type with no other change; GET /health on the admin port reports the effective roles.
	port	4000	Bandit HTTP port. PORT env var overrides in the default Ankusa.Application.
	listener.max_connections, listener.num_acceptors	20_000, nil (two per scheduler)	Open connections per listener, spread over the acceptors; past it new connections are closed. Positive integers.
	listener.read_timeout_ms	10_000	A connection that sends nothing for this long is closed (slowloris, idle keep-alive).
	listener.body_read_timeout_ms, listener.request_deadline_ms	15_000, 30_000	One read of the request body, and the whole body, must complete within these; the ingest port answers 408 past either.
	listener.max_requests_per_connection	1_000	A keep-alive connection is closed after this many requests.
	listener.max_header_count, listener.max_header_length	64, 16_384	Request-head limits, enforced before any body is read.
	listener.http2	false	Serve HTTP/2 (off: HTTP/1.1 only).
	listener.drain_delay_ms, listener.drain_timeout_ms	5_000, 30_000	A stop (SIGTERM) first answers /ready with 503 and "status": "draining", keeps serving for drain_delay_ms (an integer >= 0) so a load balancer sees the flip, then closes the ingest listener, which waits for the requests it is serving (Ankusa.Listener.ingress_shutdown_timeout_ms/1: the batcher's 15 s record deadline, a 2 s store commit and a 5 s margin = 22 s; 13 s under wal: :none, 24 s under wal: :dual), and waits for every batcher to hold nothing, all within drain_timeout_ms (an integer >= 1). A node with the :edge role refuses a drain_timeout_ms below that wait. Set terminationGracePeriodSeconds to at least (drain_delay_ms + drain_timeout_ms) / 1000 + 10, plus backup.final_timeout_ms when the node backs up (deployment.md). Not secret: /v1/config shows both.
	listener.tls	nil	The ingest listener's TLS block (certfile, keyfile, cacertfile, verify, versions, ciphers). The listener limits apply to every listener; this key is the ingest port's alone. See Listeners.
	max_body_bytes	8_000_000	Hard cap on a request body. A Content-Length over it is 413 before any of the body is read; a body without one (chunked) is cut off at the cap while streaming.
	store_headers	%{drop: [...the six credential headers above], hash: []}	Which request headers a hook is stored with (Ankusa.Edge.StoredHeaders), applied after verification. drop removes a header from the stored hook, hash keeps it with the value replaced by "sha256:<hex>"; names are case-insensitive and a name in both lists is dropped. An absent drop or hash keeps the default's list. See Stored headers.
	route_resolver	{Ankusa.RouteResolver.Path, []}	{module, opts} implementing Ankusa.RouteResolver: catch-URL scheme. See multi-tenancy.md.
	source_store	{Ankusa.SourceStore.Static, sources: %{}}	{module, opts} implementing Ankusa.SourceStore. SourceStore.Persistent adds API-managed, tenant-scoped sources persisted in this node's store (the image's source_store.type: persistent); Ankusa.SourceStore.Redis (ankusa_redis, the image's source_store.type: redis) keeps them in Redis, shared across nodes; the rest is read-only.
	wal	:disk	The queue's durability mode; the name is historical. :disk fsyncs every hook in this node's RocksDB store before the ack. :dual fsyncs it here and confirms it in a replicated intake log before the ack; it needs intake.type, intake.node_id, backup.enabled with backup.max_age_ms, and the :edge role, and boot refuses otherwise (see ADR 0002). :none commits nothing: ingest acks on the sinks' confirm, every static source needs at least one sink whose :ok means durable (Ankusa.Sink.durable?/1), and the queue's reader roles (:dispatch, :storage) are dropped from roles. See delivery.md.
	direct_publish_timeout_ms	8_000	wal: :none only: the one deadline every sink must confirm under (YAML wal.publish_timeout_ms). Keep it below the provider's own timeout.
	intake.type	nil	:kafka under wal: :dual (the ankusa_kafka package, the only implemented adapter). The loader also accepts :jetstream, for which no adapter has shipped, and :memory, a test double (Ankusa.Intake.Memory), not a production mode.
	intake.node_id	nil	This node's identity in the log, [a-z0-9._-]{1,64}, stable across a replacement: the replacement node starts with the lost node's id and replays its records. A store stamped with another id refuses to boot.
	intake.fleet, intake.topic	"default", nil	The log's name is intake.topic, else ankusa.intake.<fleet> (a Kafka topic).
	intake.kafka, intake.jetstream, intake.memory	[]	The adapter's own options (a keyword list, passed through whole). Redacted in GET /v1/config: only their keys and non-secret identifiers show.
	intake.publish_timeout_ms	2_000	The one publish attempt's deadline (100-60 000, and under the batcher's 15 s record deadline under dual). A timeout is a failure; the reconciler republishes.
	intake.reconcile_deadline_ms	20_000	A half-persisted hook the reconciler has not completed within this is stuck: its fleet dedupe claim is released and ankusa_intake_reconcile_stuck rises (1 000-600 000; under dedupe.scope: :fleet it must be below fleet.pending_ttl_ms).
	intake.breaker_failures, intake.probe_ms, intake.retry_after_s	3, 1_000, 2	The breaker opens after this many failed attempts in a row, lets one batch probe after probe_ms; while open every new hook is 503 intake_unavailable with this Retry-After (1-100, 100-60 000, 1-300).
	intake.offset_flush_ms	1_000	How often the watermark (m:intake_seq) and offset (m:intake_offset) are written without traffic (100-60 000).
	intake.pending.max_records, intake.pending.max_bytes	50_000, 268_435_456	The pending set (records not yet confirmed in both places) is bounded; a full set is 503 intake_unavailable (ankusa_intake_refused_total{reason="backlog"}) before a seq is assigned.
	intake.max_record_bytes	10_000_000	One intake record's ceiling; at least max_body_bytes + 65 536 so a body the node accepts always fits.
	intake.recover_on_boot, intake.verify_topic	true, true	Replay the log into the store at boot (false: run mix ankusa.recover by hand); verify the log's settings at boot (false says intake topic settings UNVERIFIED in the startup line).
	batcher.partitions	4	One group-commit GenServer per partition: where request bodies are held, delivery rows encoded and dedupe keys read (a prefetch the writer re-validates). Partitions do not add commits: the queue writer merges every partition's queued batches into one group (batcher.group_commit_*), so the number buys parallel preparation and fault isolation, not fsyncs.
	batcher.max_batch	256	Flush once this many envelopes have queued in one partition.
	batcher.max_commits	64	Commits one partition keeps in flight. A batch is handed to the writer without waiting for the one ahead, so the writer finds every waiting caller in its mailbox and merges them into one group (and, under wal.type: dual, a publish overlaps the next local write); a caller waits for its own group, not for the commit ahead of it plus its own. The writer applies a group without an fsync and the queue's syncer (Ankusa.Queue.Syncer) fsyncs the WAL once for every group applied so far, so the next group is assembled while one syncs (storage.md). Measured with 256 closed-loop clients, 10 KB bodies, 4 partitions and a 5 ms fsync (bench/store_commit.exs, SWEEP=1): 1 slot, 64 hooks per commit and 5.6 k hooks/s; 64 slots, 130 per commit and 10.7 k/s (before the pipelined fsync). 1 is the old one-at-a-time behaviour. Bounded by batcher.max_queue either way.
	batcher.group_commit_max_bytes	4_194_304 (4 MiB)	The most body bytes the writer merges into one group, across partitions: one store write, one fsync and, under wal.type: dual, one produce request. Every caller in a group waits for the whole group, so this bounds the ack latency a backlog adds (64 MiB at ~1 GB/s of WAL write is 65 ms before the fsync, which alone breaks the 50 ms p99); a single call larger than the cap is still committed alone.
	batcher.group_commit_max_records	1_024	The most hooks in one group. A call that would pass either cap starts the next group.
	batcher.group_commit_delay_ms	1	How long a saturated writer waits for the callers it just answered to call again, so they join the next group instead of forming the one after it (a closed loop of clients otherwise splits into two cohorts that commit alternately, each half the size it could be). Applies only when the writer's last group held 64 or more hooks, so it never delays a request at low concurrency (a wait there costs most of the throughput of a 32-client closed loop once the fsync is cheap); 0 disables it.
	batcher.max_delay_ms	0	Commit immediately. The store commit runs in a task, so waiting is a scheduling hop rather than head-of-line blocking. Raise it to trade a little ack latency for larger batches.
	batcher.max_queue	10_000	Bound per partition, counting buffered and in-flight records; full means {:error, :overload} → 503.
	batcher.max_queue_bytes	268_435_456 (256 MiB)	The same bound in body bytes, buffered and in flight, so a burst of large hooks sheds load (503) before it exhausts memory.
	dispatch.batch	128	Delivery rows claimed per store scan.
	dispatch.concurrency	32	Max sink deliveries in flight at once. Keep Req's Finch pool (default 50) at least this large for Sink.Http.
	dispatch.max_inflight	4096	Max claimed, unfinished deliveries. Bounds how much a stalled destination can hold.
	dispatch.max_inflight_bytes	134_217_728 (128 MiB)	...and the max sum of their stored hook sizes.
	dispatch.attempt_timeout_ms	30_000	A delivery attempt that has not returned after this is killed and counts as a failed attempt ({:attempt_timeout, ms}). Keep it above every sink's own timeout.
	dispatch.sink_concurrency	8	Each sink of each source of each tenant ({tenant_id, source_id, sink index, module}) has its own queue and its own breaker; at most this many of its attempts run at once. nil leaves only the global concurrency cap. A value above concurrency is accepted: the global cap binds first. It is also a rate ceiling: one key delivers at most sink_concurrency ÷ the sink's latency per second (8 attempts of 5 ms is 1 600 a second, of 100 ms is 80), so raise it, or set nil, for a source whose volume needs more.
	dispatch.tenants.default	%{max_inflight: 1024, max_inflight_bytes: 33_554_432, concurrency: 16}	A tenant's share of the three global limits above: the most claimed, unfinished deliveries it may hold, the most stored hook bytes in them, and the most of its attempts running at once. A tenant whose sink is slow fills its own window and nobody else's; the global limits still apply on top. A tenant is the hook's tenant id (default for a hook without one). Defaults are a quarter of the global window and half of concurrency: a deployment whose hooks all share one tenant should raise them to the global values. Each key is a positive integer.
	dispatch.tenants["acme"]	(none)	Overrides any of the three keys for the tenant with that id; a key it leaves out comes from default. In YAML the tenant id is the key under dispatch.tenants (default there is always the default entry, so a tenant named default takes it). ankusa_dispatch_tenant_inflight{tenant} reports the claimed rows of the 100 tenants holding the most.
	dispatch.breaker_failures	5	Consecutive failures that open a sink's breaker; 0 never opens one. An open sink's rows wait without spending attempts.
	dispatch.breaker_open_ms, dispatch.breaker_max_open_ms	30_000, 300_000	How long a breaker stays open, doubling per consecutive open up to the max; one probe attempt then closes it or reopens it. In memory: a restart closes every breaker.
	dispatch.retry	{Ankusa.RetryPolicy.Exponential, []}	{module, opts} implementing Ankusa.RetryPolicy: the instance's policy; a source's retry: lays options over opts. Whatever the module, opts[:max_elapsed_ms] (default 86_400_000, 24 h; 1000 to 2 592 000 000) is the horizon: a delivery still failing that long after its first attempt is dead-lettered. The shipped policy's other options: base_ms (100), max_ms (300 000), max_attempts (nil: unlimited), jitter (true).
	dispatch.max_retry_after_ms	3_600_000	The longest pause a sink's Retry-After or throttle answer ({:retry_after, ms, _}) can impose on one retry. 1000 to 86 400 000. The horizon still ends the delivery.
	dispatch.region	nil	The region this deployment runs in (YAML node.region, ANKUSA_REGION): stamped on every queue message as region, beside instance (the instance's name), and on the AsyncAPI document as the x-ankusa-region extension. nil = none: region is null in messages and the extension is absent. nil or a non-empty string of at most 64 bytes. Not secret: /v1/config shows it. It lives in dispatch because Ankusa.Config has no field to spare.
	egress.pools.pool_size, egress.pools.pool_count	32, 1	HTTP/1 connections per pool, and shards per pool, of the pool each receiver address gets (Ankusa.HttpClient.Pools). Integers 1 to 1024 and 1 to 64. Several sinks posting to one receiver share one pool, so keep pool_size * pool_count at or above dispatch.concurrency: boot warns when it is not, and a pool smaller than the concurrency that can reach it caps that receiver's throughput at pool_size ÷ latency with nothing to say so. A sink overrides them with pool: [pool_size:, pool_count:, pool_timeout:, protocols:].
	egress.pools.pool_timeout	5_000	How long a request waits for a free connection of its pool; then that attempt fails as a transport error and is retried. 1 to 600000.
	egress.pools.pool_max_idle_ms, egress.pools.conn_max_idle_ms	60_000, 30_000	A pool with no request in flight for pool_max_idle_ms is closed by the sweep (every 30 s), and so is a deleted source's idle pool at once; a connection idle for conn_max_idle_ms is not reused. Positive integers.
	egress.pools.max_pools, egress.pools.max_pools_per_tenant	1_024, 256	The most live pools of the instance, and the most one tenant's deliveries opened. At a ceiling the least recently used idle pool (the tenant's own, for its ceiling) is closed to make room; when every pool in scope has a request in flight the request is refused as {:error, {:unavailable, :pool_limit}} and retried. max_pools * pool_size * pool_count is the most connections this can open: boot warns when it passes ulimit -n. Integers 1 to 65536. Gauge ankusa_http_pools, counters ankusa_http_pool_closed_total{reason} and ankusa_http_pool_refused_total{scope}.
	egress.pools.protocols	[:http1, :http2]	The HTTP versions a pooled connection may negotiate (ALPN). [:http2] alone multiplexes one connection per shard (pool_size does not apply).
	storage.blob_store	{Ankusa.BlobStore.LocalFS, []}	{module, opts} implementing Ankusa.BlobStore. See storage.md.
	storage.key_prefix	""	Prepended to the key of every new segment: "", or one or more name/ parts ([A-Za-z0-9._-]). Nodes sharing one bucket each take their own, or share the prefix and differ by intake.node_id (the dated layout puts the node in the key). The archive catalogue records each segment's full key, so changing the prefix moves only new segments; archived ones are still read where they were written. Claims are never prefixed.
	storage.codec	{Ankusa.Codec.Raw, []}	{module, opts} implementing Ankusa.Codec: segment record framing. A module that exports id/0 has that one-byte id written in the segment header (Raw is 1).
	storage.roll_bytes	16 MiB	Roll a new segment past this size: a backlog of this many bytes is written at once.
	storage.roll_ms	30_000	...and a smaller batch (a partial segment) is written once its oldest hook has waited this long. 0 writes every tick. An archive replay's to must be at least roll_ms + interval_ms old, so the compactor has written the window.
	storage.interval_ms	1_000	Compactor tick interval.
	storage.max_segments_per_tick	16	The most segments one compactor tick writes; the rest of a backlog waits for the next tick. A positive integer.
	storage.blob_store :sse	not set	sse: %{type: :aes256} or %{type: :kms, key_id: key} in the options of Ankusa.BlobStore.S3, GCS, Azure (key_id = the encryption scope) and OCI: server-side encryption, sent on every put/4 of that store (segments, backups, claim packs: whichever are configured on it). Checked at boot; LocalFS refuses it. See Ankusa.BlobStore.SSE.
	secrets.kek	nil	The key-encryption key for stored source secrets: 32 bytes, base64 (openssl rand -base64 32), optionally "<id>:<base64>" (the id is written into every value it encrypts; without one it is a digest of the key). Encrypts the secret-bearing fields (those Ankusa.Admin.Redact hides) of every spec Ankusa.SourceStore.Persistent or Ankusa.SourceStore.Redis stores, with AES-256-GCM. A stored source no configured key opens refuses the boot. /v1/config shows it as [REDACTED].
	secrets.kek_previous	[]	Keys that may still decrypt, never encrypt: the old key while a rotation is rolled out. Needs kek or kek_provider.
	secrets.kek_provider	nil	{module, fun, args} instead of kek: called once when the source store starts, returning {:ok, [kek | previous]} (each a kek string or {id, key}; the first is current). Exclusive with kek. A provider that fails refuses the boot.
	claim_check.port	4001	The :claim_check role's Bandit port.
	claim_check.ip	"127.0.0.1"	The address the gateway binds: a strict IPv4/IPv6 literal (or an :inet tuple). Loopback by default; "0.0.0.0" exposes it on every interface, which a container needs before a published port reaches it.
	claim_check.pack_max_bytes	16_777_216	Target size of one claim pack; a body larger than this still gets a pack of its own. Must be a positive integer.
	claim_check.retention_days	nil	LocalFS-only sweeper retention; nil disables the retention pass. A pack a claim lease holds is never deleted, whatever its date.
	claim_check.sweep_interval_ms	3_600_000	Sweeper tick interval: the lease pass and one tenant's claim partitions. A tick that left work behind in its tenant is followed by one after 5 s, and one that finished a tenant with more to visit by a step after 100 ms, so a pass over many tenants runs back to back and then waits this interval.
	claim_check.redeem_grace_ms	86_400_000	How long after its hook is delivered, or evicted from the DLQ, a claim pack stays leased, so the consumer of a queue message that carries the ref can still redeem it. At least the longest a consumer can lag its broker; ≥ 1. See claim-check.md.
	claim_check.sweep_max_objects	10_000	The most packs, and the most lease rows, one sweeper tick deletes; the rest is ankusa_claim_check_sweep_backlog and waits for the next tick. ≥ 1.
	claim_check.bucket_expiry_days	nil	Object-store claims only: the age, in days, at which the bucket's lifecycle rule expires claims/ objects. A rule cannot see claim leases, so boot refuses a value below the retry horizon + queue.dlq.retention_days + the redeem grace, each in whole days. The horizon is the longest of dispatch.retry's max_elapsed_ms (24 h, so 1 day, by default) and the retry.max_elapsed_ms of every source that routes to a claim-checking sink; a source written later (the admin API, Ankusa.SourceStore.put/6) that would outlast the rule is refused with 422 retry_exceeds_claim_expiry, and a stored source that does refuses boot. nil logs the minimum instead. nil or ≥ 1.
	claim_check.blob_stores	nil	[{module, opts}, ...], the stores claim packs are written to and read from; nil uses [storage.blob_store]. A LocalFS claim store takes root: (an absolute path). A failed write moves to the next store; a read searches every one. Removing a store makes its claims unreadable. See claim-check.md.
	storage.blob_store, backup.blob_store, backup.secondary, claim_check.blob_stores transport options	see the row below	The HTTP stores (S3, GCS, Azure, OCI) take these adapter options besides their credentials: :timeout_ms (10_000, a request carrying at most 1 MiB), :upload_timeout_ms (60_000, one request carrying more), :op_deadline_ms (120_000, 1 000 to 3 600 000: one absolute deadline per blob operation, covering every attempt, multipart part and, for a claim check-in, pack-id retry; a Retry-After that does not fit it is {:error, {:throttled, seconds}} at once), :multipart_threshold_bytes (8_388_608) and :multipart_part_bytes (8_388_608; at least 5 MiB, a multiple of 256 KiB), :retries (2, 0 to 10), :breaker_failures (5; 0 turns the per-{endpoint, bucket} breaker off), :breaker_open_ms (30_000), :breaker_slow_ms (5_000: the breaker also opens when the p99 of recent requests passes it), :pool_size (32), :pool_count (1) and :pool_timeout (5_000) of the Finch pool the instance starts for the endpoint. A value out of range is a boot error naming the store. See storage.md.
	claim_check.placement	:ordered	Which store a new pack goes to: :ordered the first, the others only while it fails; :hash the pack id's random bits pick one, spreading packs over every store.
	claim_check.store_cooldown_ms	30_000	A store that failed a write, or could not answer a read, is skipped by later writes and searched last by later reads for this long, then tried again. Positive integer.
	claim_check.key_layout	:flat	:flat = claims/tenant=<t>/dt=<d>/<pack>; :sharded adds shard=<c>/ under the tenant (32 prefixes per tenant, against per-prefix request limits like S3's 503 SlowDown). Reads try both layouts. See claim-check.md.
	claim_check.read_deadline_ms	5_000	The gateway answers every claim request within this: past it, 503 store_unavailable. A store read that outlives it still finishes and fills the cache. Also bounds redeem/3 on a :claim_check node. See claim-check.md.
	claim_check.read_timeout_ms, claim_check.read_retries	3_000, 1	Per store request while reading a claim, and the retries after a failed one. A claim store's own timeout_ms/retries options are for writes.
	claim_check.read_max_inflight	48	Per store, the ceiling of the gateway's adaptive limit on concurrent store reads: it halves when the store throttles (429, 503) or does not answer, and grows back by one per round of successes. The HTTP stores read through a client connection pool of 50 per host (claim reads get a pool of their own, keyed by read_timeout_ms), which is why the default sits under 50: a ceiling above it only queues reads inside the client, and one that waits past the client's 5 s checkout timeout fails as a transport error. Two claim stores on one host share that pool.
	claim_check.read_queue_max	256	Per store, reads waiting for a free slot; past it a read is answered 503 at once. 0 never waits.
	claim_check.read_cache_bytes	134_217_728	Memory for the gateway's cached pack indexes and claims; 0 turns the cache off.
	claim_check.read_cache_max_entry_bytes	1_048_576	A claim larger than this is served but never cached.
	claim_check.max_concurrent_reads	1_024	Gateway requests this node serves at once, cache hits included. A request past it is 503 overloaded with Retry-After 1–3 before anything is read; 0 is no limit. The count is a set of request processes the reader sweeps every second, so a request process that dies never keeps a slot.
	claim_check.integrity_check	manifest	manifest: the gateway checks every whole-claim GET against the sha256 its pack's manifest records for that claim, and answers 502 integrity_mismatch rather than send bytes that differ (a damaged claim, or a manifest that does not parse). The manifest is read once per pack, the first time one of its claims is read, and kept in the pack's cache entry (claim_check.read_cache_bytes, 32 bytes a claim); 200 and 206 carry the digest as x-ankusa-sha256. off serves the store's bytes unchecked and sends no digest. With read_cache_bytes: 0 the manifest is read again for every GET: set off there. See claim-check.md.
	claim_check.ref_signing_keys	[]	[current | previous]: strings of at least 16 bytes. With a key, every claim a node checks in gets a v2 ref, urn:ankusa:claim:v2:<tenant>:<claim_id>:<exp_unix>:<signature>, an HMAC-SHA256 under the first key over the tenant, claim and expiry, and the gateway holds each request to it before it reads anything (400 bad_signature; 410 ref_expired). A ref signed with any listed key is served, so a rotation is: put the new key first, drop the old one once every ref it signed has expired. Set the same keys on every claim-writing node, the gateway, and any node calling redeem/3. /v1/config shows each as [REDACTED]. [] mints v1 refs. See claim-check.md.
	claim_check.ref_ttl_ms	nil	How long a v2 ref is good for, from the moment it is minted; positive. nil is the retention (claim_check.retention_days), else 30 days.
	claim_check.accept_unsigned_refs	nil	Whether the gateway (and redeem/3) still serves a v1 ref, which carries no expiry. nil means only while ref_signing_keys is empty, so setting keys refuses every v1 ref (400 unsigned_ref); true keeps the refs already in queues working while keys roll out. false with no keys is a boot error.
	claim_check.authorize	nil	{module, fun, args}, Elixir config only: called after authentication and before any read, as apply(module, fun, [%{principal, tenant_id, claim_id, conn} | args]). :ok lets the request through; anything else is 403 forbidden. It replaces the built-in check (claims:read plus tenant:<tenant_id> or tenant:*). The module must export fun/(length(args) + 1) at boot.
	backup.enabled	false	Back the store up to an object store while it runs, and restore the latest backup at boot when the store directory holds no database. A backup location that can't be read then refuses the boot ({:store_restore_failed, path, reason}) instead of starting empty. See storage.md.
	backup.interval_ms	60_000	How often a checkpoint is uploaded: the most a lost host loses. Only files the last backup doesn't already have are uploaded.
	backup.keep	3	Backups kept; older ones, and the files only they used, are deleted after each successful backup.
	backup.blob_store	nil	{module, opts} for backup objects; nil uses storage.blob_store. Keys are under storage.key_prefix either way: a backup is one node's, and a node whose prefix holds another store's backups refuses to back up. With LocalFS the backup shares the host's fate, and the node logs a warning saying so.
	backup.secondary	nil	{module, opts} of a second object store (another region or provider), under the same storage.key_prefix. Every backup is written to the primary and then to it, with the same checks; a run succeeds only when both hold it (a failing secondary is retried with backoff, and the primary is not uploaded again meanwhile). At restore the primary is tried first; if it is unreachable, empty, or fails a check, the secondary is. Its :sse option is checked like every other store's.
	backup.timeout_ms	120_000	The most one object-store call of a backup, a verify or a restore may take before it counts as failed. A positive integer.
	backup.verify_interval_ms	nil	Every this often the latest backup of every store is read back and checked (manifest signature, every file's size and sha256) without writing anything; a failure is logged and counted by ankusa_backup_verify_failed_total{target}. nil = never. A positive integer.
	backup.signing_key	[]	HMAC-SHA256 key(s), each a string of at least 32 bytes (openssl rand -base64 32), as a string or a list: the first signs every manifest, any of them verifies, so a rotation lists the new key first and keeps the old one until its backups have aged out. With keys configured a restore refuses an unsigned or mis-signed manifest ({:manifest_invalid, id, :unsigned | :bad_signature}); with none it checks nothing. /v1/config shows each as [REDACTED].
	backup.final_timeout_ms	20_000	A clean stop (SIGTERM, docker stop) takes one last backup before the store closes, at most this long. A positive integer; the supervisor waits this plus 10 s.
	backup.max_age_ms	nil	/ready carries "backup": "ok" or "failing" (reason "stale") once the last successful backup is older than this (or the uploader is not running). nil = no backup key. At least backup.interval_ms.
	backup.require_fresh	false	A stale backup makes /ready answer 503. Needs backup.max_age_ms.
	listener.ready_sink_error_window_ms	5_000	wal: :none only: a sink whose last publish failed within this many ms makes /ready 503 with "sinks": "failing" (reason "publish_failed"). A sink that publishes again clears its own entry at once, so the window only bounds how long a failure counts when nothing publishes. YAML health.sink_error_window_ms. An integer >= 1. Not secret: /v1/config shows it.
	listener.ready_min_free_bytes	nil	The free bytes the file system holding data_dir must keep. Below it /ready is 503 with "disk": "failing" (reason "below_floor"), before the store hits ENOSPC. Measured by :disksup (:os_mon), which core does not start and the server image does (an embedding app adds :os_mon to its extra_applications): with a floor and no :disksup, or a df that takes over 2 s, the reason is "unmeasured" and the node is unready. YAML node.min_free_bytes. nil = no disk key. An integer >= 1. Not secret.
	queue.max_oldest_due_ms	nil	/ready carries "backlog": "failing" (reason "over_threshold") while the oldest due delivery has waited longer than this, read from the same counters as ankusa_queue_oldest_due_age_seconds. A label: the answer stays 200, since taking a node that is behind out of the load balancer only moves the load. nil = no backlog key. An integer >= 1. Not secret.
	admin.enabled	false	Start the admin API and Ankusa.Metrics on this instance. Off for embedded use; the jamescarr/ankusa image turns it on.
	admin.port	4002	The admin API's Bandit port.
	admin.ip	"127.0.0.1"	The address the admin API binds, same rules as claim_check.ip.
	admin.gauge_interval_ms	15_000	How often Ankusa.Metrics.Gauges samples store/queue/quarantine depth, disk free, dispatch in-flight and open breakers for /metrics.
	admin.tls	nil	A TLS block for the admin listener; see Listeners.
	admin.auth	%{mode: :none}	Who may call the admin API: mode (:none, :token, :jwt, :mtls), allow_insecure, tokens, jwt, mtls. mode: :none is accepted only when admin.ip is loopback (or allow_insecure: true). See Control-plane authentication.
	metrics.enabled, metrics.port, metrics.ip	false, 4004, "127.0.0.1"	A listener serving only /metrics, /health and /ready (Ankusa.Metrics.Router); see A separate metrics listener.
	metrics.tls	nil	A TLS block for the metrics listener.
	metrics.detail	:tenant	Which identity labels the per-hook series carry: :tenant (tenant_id), :source (tenant_id and source_id) or :none. See Metric cardinality.
	metrics.max_series_per_metric	5000	The most label sets one metric keeps; later tenants/sources are folded into an "other" series (one slot is reserved for it). A positive integer.
	claim_check.tls, routes.admin.tls	nil	A TLS block for the claim-check gateway and the route-management API.
	routes.admin.auth, claim_check.auth	%{mode: :none}	The same block for the route-management API and the claim-check gateway.
	routes.enabled	false	Enforce route management. Off captures every POST, as before; on is deny by default — see Route management.
	routes.max_routes	1_000_000	Hard cap on definitions. Creating one past it is a 409; nothing is ever evicted. The table is indexed (see Route management), so a miss, a create and a list page cost the same at a million routes as at a thousand.
	routes.memory_budget_bytes	8_589_934_592	What this node may spend on route definitions. At boot max_routes is multiplied by the per-route estimate (5 KiB: the snapshot rows plus the store's copy of the definition, measured by bench/routes_bench.exs; a million routes are about 5 GB of RAM) and a cap that does not fit is a config error naming both keys; a table that a Redis store loads that does not fit refuses the boot (or, on a reload, keeps the table the node is serving). Lower max_routes or raise the budget, never one without the other.
	routes.store	{Ankusa.Routes.Store.ETS, []}	{module, opts} implementing Ankusa.Routes.Store. Ankusa.Routes.Store.Redis (package ankusa_redis) shares definitions across nodes.
	routes.cache.*	max_size: 50_000, ttl_ms: 30_000, negative_ttl_ms: 5_000, gc_interval_ms: 60_000	The per-request decision cache. Entries are keyed by the published snapshot's epoch, so publishing a snapshot retires every earlier decision at once. Only short requests are cached — at most 16 path segments and 256 bytes of path — because the key is the sender's own path; a longer one is still decided correctly, but by a match against the table's index on every request, and its [:ankusa, :routes, :match] event carries cacheable: false so that cost is visible. max_size is approximate between the adapter's 1s memory checks, and an eviction only costs a re-match: it can never change a decision. ttl_ms must stay under gc_interval_ms.
	routes.trusted_proxies	[]	CIDRs whose peers may set X-Forwarded-For. Empty means the header is never read.
	routes.ip_rules	%{default: :allow, rules: []}	Ordered global rules, first match wins, plus the default when none match.
	routes.admin.port	4003	The management API's own Bandit port. Authenticated by routes.admin.auth, like admin.port.
	routes.admin.ip	"127.0.0.1"	The address the management API binds, same rules as claim_check.ip.
	routes.log_sample	100	1 in N rejections is logged at :debug; 0 disables it.
	routes.ip_denied_status	403	Status for an IP denial, or 404 for uniformity with a missing route. With 403 a sender can tell a route that has its own ip_rules (which denied it) from a path that does not exist (404); 404 removes that distinction.
	routes.seed	[]	Route definitions loaded at boot (see below). With the ETS store they are loaded on every boot.
	rate_limits.default, rate_limits.tenants	nil, %{}	Per-tenant ingest limits, %{rate: hooks_per_second, burst: hooks}; fractions are allowed (0.5 is one every two seconds) and both keys are required. Optional: bytes_per_second (a number > 0) and burst_bytes (an integer ≥ 1, needs bytes_per_second; default one second's worth), max_body_bytes (an integer from 1 to the instance's max_body_bytes; 413 past it), max_queue and max_queue_bytes (integers ≥ 1: what the tenant may hold in this node's batchers at once; past either is 429 tenant_overload). Precedence is a runtime override, then the tenant's own entry, then default, and the first one found applies whole; no limit means unlimited. A default is required when the route resolver is RouteResolver.TenantPath. See Rate limits.
	rate_limits.per_ip, rate_limits.node	nil, nil	%{rate: hooks_per_second, burst: hooks} charged before the body is read: per client address (routes.trusted_proxies decides whose X-Forwarded-For counts; an IPv6 address is its /64) and for the whole node. Over it: 429 ip_rate_limited / 429 node_rate_limited. nil is off.
	rate_limits.sources	%{default: %{bytes_per_second: 100_000_000}}	Body bytes per second for each source, charged before the body is read with its declared Content-Length (a body with none is charged when read): 429 source_rate_limited. %{default: %{bytes_per_second: n, burst_bytes: n}} (burst_bytes defaults to one second's worth); %{default: nil} switches it off. CPU protection, not a quota.
	rate_limits.scope	:node	:node or :fleet. Where the tenant quota (default, tenants: hooks and bytes per second) is counted. :fleet shares one bucket per tenant across every edge node through fleet.store; per_ip, node and sources stay per node. Needs fleet.store. See Fleet scope.
	dedupe.scope	:node	:node or :fleet. :fleet claims a source's provider event key in fleet.store before the commit, so a retry on another node is 201 duplicate (the first hook's id) or 409 dedupe_pending, never a second hook. Needs fleet.store. See Fleet scope.
	dedupe.max_entries	100_000_000	The most live dedupe keys the node's index holds (about 200 B of disk each). A hook whose key would be a new one past it is refused with 503 dedupe_quota and Retry-After: 60 (outcome="dedupe_quota" on ankusa_ingest_requests_total); it is never stored without its key. Keys expire on their own after the source's ttl (72 h by default), swept by Ankusa.Queue.DedupeSweeper; ankusa_dedupe_keys is the live count. An integer ≥ 1. Per node.
	dedupe.max_entries_per_tenant	30_000_000	The same bound for one tenant, so one tenant cannot fill the node's share: a tenant at 100 hooks/s with the 72 h ttl holds about 26 M keys. An integer ≥ 1.
	dedupe.max_json_bytes	1_048_576	The biggest body a json dedupe source decodes on the request process. A body past it is stored with no dedupe key, as if the stamp were missing (a provider retry of it is a second hook), and is never decoded: decoding megabytes of JSON would hold a request process and its heap for the whole decode. An integer ≥ 1. A header source is not affected.
	fleet.store	nil	{module, opts} implementing Ankusa.RateLimiter.Store and Ankusa.Dedupe.Store: {Ankusa.RateLimiter.Store.Redis, url: "redis://…", namespace: "ankusa:fleet", pool_size: 4} from ankusa_redis. Required by either :fleet scope; nil or {module, keyword}.
	fleet.timeout_ms	20	The hard budget of one fleet-store call, an integer from 1 to 1000. A call that fails or runs out of it is answered from this node alone.
	fleet.pending_ttl_ms	30000	How long a claimed dedupe key is "in flight" before another node may claim it; a positive integer, longer than the slowest commit.
	fleet.breaker_window_ms, fleet.breaker_min_calls, fleet.breaker_failure_rate, fleet.breaker_open_ms	1000, 20, 0.5, 5000	The fleet breaker: once breaker_min_calls calls in a breaker_window_ms window were made and breaker_failure_rate (a number above 0, at most 1) of them failed or timed out, every hook is answered from this node for breaker_open_ms, then one probe decides. Positive integers except the rate.
	quarantine.burst, quarantine.rate, quarantine.max_bytes	100, 20, 1_073_741_824	The quarantine pen: one token bucket per source (burst hooks back to back, refilled rate per second; over it, 429 quarantine_rate_limited) and a cap on the pen's total bytes (a hook that would cross it is 503 quarantine_full; the pen never evicts). The bucket and the byte count are ETS compare-and-swap/counter updates in the request process; the writes are group-committed by the pen. See delivery.md#quarantine.
	audit.retention_days	365	Days the audit trail keeps a row. An hourly sweep deletes older rows, oldest first, in bounded batches ([:ankusa, :audit, :pruned]). A positive integer. Every committed row emits [:ankusa, :audit]. While lifecycle.sinks is set, a row (and its lifecycle entity) at or above m:lifecycle_cursor is never deleted, however old: a lifecycle sink that is down longer than the retention keeps the events it has not seen, and the held rows are reported as ankusa_audit_retention_blocked_by_cursor. See Architecture.
	audit.max_rows, audit.max_bytes	10_000_000, 5_368_709_120	Ceilings on the audit trail, from counters kept in every batch. Before a change is accepted the trail is pruned to them, oldest first and never past m:lifecycle_cursor; a trail still over a ceiling refuses new control-plane changes with 503 audit_backlog and Retry-After: 60. An unpublished row is never dropped. Positive integers.
	audit.outbox_max_backlog	100_000	With lifecycle.sinks set, the most audit seqs (m:audit_seq minus the lifecycle cursor) no sink has confirmed before new changes are refused with 503 audit_backlog. ankusa_audit_outbox_backlog is the gauge. A positive integer.
	queue.dlq.retention_days, queue.dlq.max_rows, queue.dlq.max_bytes	30, 10_000_000, 53_687_091_200	The dead-letter queue's retention and ceilings (Ankusa.Queue.DlqReaper, every 10 s). A dead row is evicted when older than retention_days, and oldest first while the DLQ holds more than max_rows rows or max_bytes stored bytes, only while its hook is archived and findable (Storage.fetch/2 answers). A DLQ still over a ceiling with nothing archived left to evict refuses new hooks with 503 dlq_full and Retry-After: 60 (ankusa_dlq_full); an acked hook is never deleted to make room. Every eviction is one audit row per tenant and batch (dlq.evict) and ankusa_dlq_evicted_total{tenant, reason}. Needs the :storage role to ever evict. Positive integers.
	quarantine.retention_days	14	Days a quarantined hook is held; an hourly sweep deletes older entries (audit row quarantine.retention, ankusa_quarantine_pruned_total) unless a running or paused kind: quarantine replay job can still reach them. A positive integer.
	storage.catalogue_retention_days	365	Days the archive catalogue keeps a segment's row (?S) after the newest hook in it, and a 0.3 import's ?L row after its hook. Past it Storage.fetch/2 stops finding the hook. A segment holding a hook that still has a delivery row, or one a live archive replay job can read, stays. A positive integer.
	archive.retention_days	nil	nil keeps segment objects. An integer deletes the segment object and its index through the blob store's delete/3 together with the catalogue row once the newest hook is that old. At most storage.catalogue_retention_days.
	tenants.max	1_000_000	The most tenants the store knows (each gets an ordinal at its first committed hook, none is ever reused). A hook of a tenant one past it is refused with 503 tenant_limit and Retry-After: 300, tagged outcome: :tenant_limit on the ingest metrics; a known tenant is never refused. Not a secret, so /v1/config shows it. An integer from 1 to 4294967294; the store holds about 80 B per tenant plus seven counters of 40 B.
	queue.rocksdb.block_cache_bytes	67_108_864 (64 MiB)	The LRU block cache shared by every column family. The index and filter blocks of index and deliveries live in it (cache_index_and_filter_blocks), so a store with tens of millions of dedupe keys wants a cache that holds them: at the default 10 bits a dedupe key (a ?u and a ?e key) costs about 2.5 bytes of filter, plus its share of the index blocks. An integer ≥ 1.
	queue.rocksdb.bloom_bits_per_key	10	Bloom filter on whole keys in the index family (dedupe keys, due/inflight/dead rows) and the deliveries family: a first-seen dedupe key costs one filter probe per file instead of an index and data block read. 10 bits is about a 1 % false-positive rate. 0 turns the filters off and restores the plain block-cache table options. A filter exists only in files written after it was turned on, so an upgraded store gains it as compaction rewrites its files; the store format does not change, so no migration runs. 0 or an integer from 1 to 32.
	queue.rocksdb.max_open_files	65_536	Table-file handles RocksDB keeps open; -1 keeps every file open. The process's file-descriptor limit still applies. -1 or an integer ≥ 1.
	queue.rocksdb.compaction_style	:level	:level or :universal, for every column family.
	queue.rocksdb.rate_limiter_bytes_per_sec	0	Caps the bytes per second flushes and compactions write, so background I/O leaves room for the synced commits; 0 is unlimited. An integer ≥ 0.
	queue.rocksdb.max_background_jobs	4	The flush and compaction thread budget. An integer ≥ 1.
	queue.rocksdb.write_buffer_bytes	%{hooks: 64 MiB, deliveries: 16 MiB, index: 16 MiB, counters: 1 MiB, default/archive/quarantine/audit/tenants: 4 MiB}	The memtable of each column family, a map merged over the defaults (an unknown family fails the boot). Each at least 65536. counters stays small on purpose: a read applies every merge operand its memtable still holds. The whole database's memtable total (db_write_buffer_size, 256 MiB) and WAL ceiling (max_total_wal_size, 512 MiB) are fixed. Not secrets: /v1/config shows the whole queue.rocksdb section.

Boot checks ranges, not only types, and fails with "<dotted.key> must be <constraint>, got <value>": every port is 0..65535; max_body_bytes,
direct_publish_timeout_ms, the batcher and dispatch sizes and counts,
storage.roll_bytes, claim_check.sweep_interval_ms,
claim_check.redeem_grace_ms, claim_check.sweep_max_objects,
claim_check.store_cooldown_ms, claim_check.read_deadline_ms,
claim_check.read_timeout_ms, claim_check.read_max_inflight,
claim_check.read_cache_max_entry_bytes, backup.interval_ms,
backup.keep, backup.timeout_ms, backup.final_timeout_ms,
admin.gauge_interval_ms, metrics.max_series_per_metric,
routes.max_routes, routes.memory_budget_bytes and every
numeric listener.* key (max_connections, num_acceptors, the three
timeouts, max_requests_per_connection, max_header_count,
max_header_length) and listener.drain_timeout_ms must be positive (listener.drain_delay_ms, non-negative); listener.http2 and metrics.enabled
are booleans, metrics.ip an IP address, and a tls block names existing
certfile/keyfile, a verify of verify_none/verify_peer (the latter
with a cacertfile), non-empty versions from tlsv1.2/tlsv1.3 and known
ciphers;
batcher.max_delay_ms, batcher.group_commit_delay_ms, storage.roll_ms, storage.interval_ms,
claim_check.read_retries, claim_check.read_queue_max,
claim_check.read_cache_bytes and claim_check.max_concurrent_reads may be
0 (no linger, roll at once, a compactor that runs only when asked, no read
retry, no waiting for a slot, no claim cache, no request cap);
claim_check.ref_ttl_ms is nil or ≥ 1, claim_check.accept_unsigned_refs is
nil, true or false, every claim_check.ref_signing_keys entry is at
least 16 bytes, and claim_check.integrity_check is off or manifest;
claim_check.retention_days and claim_check.bucket_expiry_days are nil or ≥ 1; audit.retention_days is ≥ 1; tenants.max is an integer from 1 to 4294967294; every queue.rocksdb key is in the range its row names (write_buffer_bytes per family, ≥ 65536, an unknown family refused); storage.key_prefix is "" or
name/ parts; dispatch.sink_concurrency is nil or ≥ 1,
every dispatch.tenants.default key and every key of a dispatch.tenants entry is
an integer ≥ 1 (a tenant entry holds only max_inflight, max_inflight_bytes,
concurrency, under a non-empty tenant id),
dispatch.breaker_failures ≥ 0, breaker_open_ms positive and
breaker_max_open_ms ≥ breaker_open_ms. An embedded source whose verifier secret is missing or
undecodable fails boot too (source <id>: verifier secret is missing or undecodable), instead of rejecting every hook later.
Listeners: limits, TLS and mTLS
Bandit's own defaults suit a browser-facing app, not a webhook edge, so every
HTTP listener the instance runs (ingest, admin, route management, claim-check
gateway, metrics) is started with the listener limits instead:
	Idle and slow clients. A connection that sends nothing for
listener.read_timeout_ms (10 s) is closed: this bounds a request head
dribbled in a byte at a time (slowloris) and an idle keep-alive. One read of
a request body must complete within body_read_timeout_ms (15 s), and the
whole body within request_deadline_ms (30 s) however it is chunked; the
ingest port answers 408 past either.
	Connections. max_connections (20 000) is spread over num_acceptors
(default: two per scheduler); past it new connections are closed, not queued.
A keep-alive connection is closed after max_requests_per_connection (1 000)
requests, so a load balancer re-spreads long-lived clients.
	Request heads. More than max_header_count (64) headers, or a header
line over max_header_length (16 384 bytes), is refused before any body is
read.
	HTTP/2 is off (http2: false): the listeners speak HTTP/1.1, which is
what webhook providers send.

listener.tls is the ingest listener's TLS block; admin.tls,
routes.admin.tls, claim_check.tls and metrics.tls give each of the other
listeners its own, with the same keys:
	Key	Default	Meaning
	certfile, keyfile	required	PEM server certificate and its private key. Relative paths resolve against the working directory; both must exist at boot (check-config checks them too)
	cacertfile	none	PEM bundle of the CAs that sign client certificates; required by verify: verify_peer
	verify	verify_none	verify_peer is mutual TLS: a client without a certificate that chains to cacertfile is refused at the handshake, and the accepted certificate is the request's Plug.Conn.get_peer_data/1 :ssl_cert, which auth.mode: mtls maps to a principal
	versions	[tlsv1.2, tlsv1.3]	protocol versions offered
	ciphers	Erlang/OTP defaults	cipher suites by OpenSSL name (ECDHE-RSA-AES256-GCM-SHA384) or TLS 1.3 name (TLS_AES_256_GCM_SHA384); an unknown name fails boot

A listener with a tls block is HTTPS only (plain HTTP to it gets no answer);
one without is plain HTTP. The private key's file path is shown by
GET /v1/config (a path is not a secret); the key itself is never read into
the config. The boot log's "no authentication" warning for the admin,
route-management and claim-check listeners is skipped when that listener's
auth.mode is not none, or when it demands client certificates.
listener:
  tls:
    certfile: /etc/ankusa/tls/server.pem
    keyfile: /etc/ankusa/tls/server-key.pem
    cacertfile: /etc/ankusa/tls/ca.pem   # providers present a client cert
    verify: verify_peer
admin:
  tls: {certfile: /etc/ankusa/tls/server.pem, keyfile: /etc/ankusa/tls/server-key.pem,
        cacertfile: /etc/ankusa/tls/ops-ca.pem, verify: verify_peer}
Certificates are read when the listener starts: replacing one takes a restart.
A separate metrics listener
GET /metrics is also served by the admin API, which mutates sources, replays
and the quarantine pen. metrics.enabled: true starts one more listener
(metrics.port, default 4004, on metrics.ip, default 127.0.0.1) that
serves only GET /metrics, GET /health and GET /ready and answers
404 to everything else, so a Prometheus job or a kubelet probe can be given a
route to it and none to the operator API. It works with admin.enabled: false
(it then also starts the metrics reporter and the gauge poller), and the admin
listener keeps serving /metrics either way. metrics.tls secures it like any
other listener.
Metric cardinality
A scrape must not grow with the number of tenants or sources, so the per-hook
series carry an identity label only as far as metrics.detail says, and each
metric keeps a bounded number of them.
	metrics.detail	Labels on the ingest, verify-failure, quarantine, rate-limit and delivery counters	Also
	:tenant (default)	tenant_id	the top-100 ankusa_tenant_pending and ankusa_dispatch_tenant_inflight gauges (label tenant)
	:source	tenant_id and source_id	the ankusa_ingest_duration_seconds and ankusa_delivery_latency_seconds histograms carry both, too
	:none	neither	no per-tenant gauges: the series set is the same for one tenant and for a million

metrics.max_series_per_metric (default 5000) caps the label sets one metric
keeps. A metric admits its first max_series_per_metric - 1 label sets that
carry an identity; every later one is counted in a series whose identity
labels (tenant_id, source_id, tenant) are "other", with its other
labels (outcome, sink, …) intact, so nothing is lost from a total and
sum without (tenant_id, source_id) (…) is unchanged. The "other" series
uses the last of the slots (one per combination of the metric's other labels);
a tenant that is really named other shares it. The two per-tenant gauges
drop a tenant past the ceiling instead, since "other" would show whichever
tenant reported last. A series that was admitted is kept until the node
restarts. A request for a source that does not exist never carries a label
(ankusa_ingest_refused_total{reason="unknown_source"}), whatever the setting.
Worst case, a scrape has up to max_series_per_metric series for each of the
eight identity-carrying counters (ankusa_ingest_requests_total,
ankusa_verify_failures_total, ankusa_verifier_weak_hash_total,
ankusa_quarantine_rate_limited_total, ankusa_quarantine_full_total,
ankusa_rate_limit_rejected_total, ankusa_dispatch_deliveries_total,
ankusa_dispatch_dead_lettered_total) and each of the two gauges, whatever the
number of tenants. The platform's budget is 10 000 series per node: with many
active tenants, lower max_series_per_metric to fit it, or set detail: none, which makes the series set independent of the tenant count (the number
of tenants is ankusa_tenants). The ingest and delivery counters are the ones
that fill first; the failure counters (verify_failures, weak_hash,
quarantine_*) only grow with tenants that have failures.
The admin API
With admin.enabled: true, every node serves GET /health (the process
answers), GET /ready (every readiness check that applies to this node, each
listed as ok, failing or draining: the store takes a synced write,
checked at most once a second, and no write failed in the last 5 s; plus the
intake log, the sinks, the disk floor, the backlog and the backup where
configured — see Running the container; 503 with
Retry-After: 1 when one that gates is not ok — the ingest
port serves the same /ready), GET /metrics
(Prometheus text), GET /v1/config (the effective config; adapter option
values are hidden unless on an allowlist of non-secret keys such as region,
bucket or topic, and URL passwords and query values are hidden),
GET /v1/wal (this node's store stats: next_seq, and the hooks,
deliveries and disk_bytes estimates; {} when the store cannot be read,
409 wal_disabled under wal.type: none), GET /v1/dlq (newest first, a page
of at most 1 000 entries and a next_cursor; filters tenant, source_id,
sink, error_class, since; Listing the DLQ),
the replay jobs API
— POST /v1/replays, GET /v1/replays, GET|PATCH /v1/replays/{id}; kind
is dlq, archive, quarantine or lifecycle; a dlq job also takes sink
and error_class, and every body a job_id — and GET|DELETE /v1/quarantine (:edge
role: list the pen, or purge entries by source_id, id, since/until,
limit) on admin.port, independent of the node's roles. Replay jobs are per
node, so a fleet replay is one POST /v1/replays per dispatch node with one
job_id: docker-entrypoint replay --nodes … --filter … does that and follows
the jobs (Replaying across a fleet); a
quarantine job also needs the :edge role, since it releases this node's
pen into this node's queue, and a lifecycle job (since, until, tenant)
needs a lifecycle sink on this node: it
re-emits the node's own lifecycle events. Source management is
node-agnostic: GET|POST /v1/tenants/{tenant}/sources and
GET|PUT|DELETE /v1/tenants/{tenant}/sources/{name}, on a writable source
store (409 source_store_read_only otherwise; a write the store could not
persist, such as during a Redis outage, is 503 store_unavailable with
Retry-After: 1). DELETE of a source that still has undelivered rows in
this node's queue (pending or in flight) is 409 source_has_deliveries
({"pending": n, "inflight": m}) and deletes nothing;
?deliveries=dead_letter dead-letters its pending rows as
{:source_gone, source_id} first (needs the :dispatch role,
409 role_not_enabled otherwise), then deletes; rows in flight settle on
their own. The check is this node's queue only, like the DLQ. The :edge
role also gets
GET /v1/rate-limits and GET|PUT|DELETE /v1/tenants/{tenant}/rate-limit,
which read and adjust this node's per-tenant ingest limits
(Rate limits); a store that cannot be read or written answers
503 store_unavailable. Every route but GET /health and GET /ready needs a
credential and a scope: see Control-plane
authentication. The HTTP contract is
priv/openapi/admin.v1.yaml.
With admin.enabled: true it also serves GET /asyncapi.json, the AsyncAPI
document of the channels this node publishes to (AsyncAPI and lifecycle
events).
Control-plane authentication
The admin API, the route-management API and the claim-check gateway each carry
an auth block (admin.auth, routes.admin.auth, claim_check.auth). A
request is authenticated into a principal (an id, a list of scopes, and the
tenants it may act on), and each route needs a scope: 401 when there is no
accepted credential (with www-authenticate: Bearer realm="ankusa", the same
body whatever was wrong), 403 {"error":"forbidden","scope":"…"} when the
principal lacks the scope. Scopes are checked before anything else, so a caller
without them learns nothing about the node's roles or data. GET /health and
GET /ready need nothing; the metrics listener
is the unauthenticated way to scrape.
	mode	Credential	Use it for
	none (default)	none	loopback only: Ankusa.Config.new/1 refuses it on any other ip unless allow_insecure: true says a mesh or proxy in front of the port authenticates every caller (a verify_peer listener is not enough: use mtls)
	token	Authorization: Bearer <token>, matched against SHA-256 hashes	development, CI and scripts. Hash a random 32-byte value, not a password
	jwt	Authorization: Bearer <access token> from your OIDC provider	people and services that sign in through SSO; revocation is the provider's
	mtls	the client certificate of a verify_peer listener	service-to-service inside your own PKI

Scopes (Ankusa.Principal): metrics:read (/metrics, /v1/wal),
config:read (/v1/config, /asyncapi.json), sources:read and
sources:write, dlq:read, replays:read and replays:write,
quarantine:read and quarantine:write, rate_limits:read and
rate_limits:write, routes:read and routes:write, claims:read,
tenants:write (DELETE /v1/tenants/{tenant} and GET /v1/tenants/{tenant}/erase,
a tenant erase; it also needs tenant:*), and
dlq:write, which starting a dlq replay also needs (quarantine:write for a
quarantine replay). config:write (with tenant:*) changes the node's
log level (PUT /v1/log-level) and reloads its config
(POST /v1/config/reload).
audit:read reads GET /v1/audit: every change to a source, route, IP rule,
rate-limit override, quarantine purge, replay job, log-level change or config reload, newest first, with
since, until (ms), actor, action, tenant, limit and cursor
filters. The trail spans tenants, so a reader without tenant:* sees only its
own tenants' rows (none of the rows that belong to no tenant), and naming
another tenant is a 403. Tenants are scopes too: tenant:<id> for one, tenant:* for all.
A tenant's resources (its sources and rate limit, its claims) need that tenant.
The DLQ, replay jobs, the quarantine pen and the rate-limit listing hold every
tenant's rows, so they are filtered by tenant instead: a token limited to some
tenant:<id> scopes gets only those tenants' rows (the filter is forced on the
server), ?tenant=<id> narrows a read to one tenant (the tenant key of a
POST /v1/replays body), and naming a tenant the token does not hold is 403.
tenant:* is what reads, purges or replays across tenants. A quarantine purge
or a replay started by a limited token touches only its tenants' rows, and a
replay job is visible to (and steerable by) a limited token only when it is
scoped to tenants that token holds. Route definitions and IP rules belong to no
tenant and still need tenant:*.
admin:
  ip: 0.0.0.0
  auth:
    mode: token
    tokens:
      - id: ci
        token: "${CI_ADMIN_TOKEN}"        # hashed at load; or sha256: <hex>
        scopes: [dlq:read, replays:write, dlq:write, "tenant:*"]
      - id: acme-support
        sha256: "<64 hex characters: printf %s \"$TOKEN\" | shasum -a 256>"
        scopes: [sources:read, sources:write, "tenant:acme"]
curl -H "Authorization: Bearer $TOKEN" http://localhost:4002/v1/dlq

JWT. jwt.issuer and jwt.audience (a string, or a list: any one is
accepted) are required, with jwt.jwks_url (https; http only to a loopback
host) and/or jwt.keys (public JWKs or PEM keys). A token is accepted when it
is signed with an asymmetric algorithm (RS*, PS*, ES*, EdDSA; never
none or HS*) by one of those keys, its iss and aud match, exp is in
the future and nbf, when present, is not (jwt.leeway_s, default 30,
forgives clock skew), and sub is set. The scopes come from the
jwt.scope_claim claim (default scope: a space-delimited string or a list;
scopes this system does not define, such as openid, are ignored) and the
tenants from jwt.tenants_claim (default ankusa_tenants: ["acme"], or
["*"] for all) together with any tenant:<id> scope. The JWKS is fetched
after boot (a slow provider does not delay it) and every jwt.refresh_ms
(default 5 minutes); a token naming an unknown kid refetches it, at most once
per jwt.min_refresh_ms (default 10 s). A failed fetch is a warning and keeps
the keys already loaded; until the first fetch succeeds every token is refused.
mTLS. mode: mtls needs the listener's tls block with verify: verify_peer. mtls.subject_map maps a certificate identity to scopes:
"cn:<common name>", or one of its subject alternative names
("dns:…", "email:…", "uri:…", "ip:…"). The first identity of the
certificate (SANs, then the common name) found in the map is the principal. A
valid certificate nobody mapped is 401.
Tokens and keys are validated at load, and the redacted GET /v1/config shows
each token's id and scopes but never its hash. The claim-check gateway's
readers are your SDK clients: send the token in Authorization (the
TypeScript createClaimCheckClient({ baseUrl, headers }) and the Elixir SDK's
:headers option take it as is).
Route management
Off by default, and off means "capture everything". With routes.enabled: true the edge becomes deny-by-default: a POST is captured only if it passes
the IP rules and its method and normalized path match an enabled route.
Anything else is answered 404 (403 for an IP denial, unless
ip_denied_status: 404) and never reaches the queue — no record, no dispatch,
no delivery.
Path patterns, no regex:
	Pattern	Matches
	/hooks/stripe	exactly that path
	/hooks/:tenant/github	one segment in the middle, any value
	/hooks/shopify/*	one or more remaining segments (/hooks/shopify itself does not match)

Requests are normalized before matching, and hardening is part of the contract:
a percent-encoded slash (%2F) and a ./.. segment are rejections, not
segment boundaries or paths to resolve.
IP rules. routes.ip_rules is an ordered list (%{action: :allow | :deny, cidr: "10.0.0.0/8"}) with a default for the unmatched case; the first match
wins. A route may declare its own ip_rules, which replace the global list for
that route — that is how one provider is pinned to its published ranges while a
global ban list still applies everywhere else. A global deny always wins. A
CIDR is written as IPv4 or IPv6; one inside ::ffff:0:0/96 (::ffff:10.0.0.0/104)
is refused when it is written, because client addresses are matched as IPv4 and
such a range could never match — as a deny rule it would silently let its own
traffic through. Write 10.0.0.0/8 instead.
Client addresses come from the socket peer. X-Forwarded-For is read only
when the peer is inside routes.trusted_proxies; from anyone else the header is
ignored, whatever it says. Every x-forwarded-for header value is joined in
order and the chain is walked right to left, because proxies append: the
rightmost entries are the ones this node's own proxies wrote. An entry is an
address with an optional port (1.2.3.4, 1.2.3.4:5678, ::1, [::1],
[::1]:443), normalized so IPv4-mapped IPv6 (::ffff:1.2.3.4) is matched as
IPv4. The first entry not in the trusted set is the client, and the walk stops
there — entries to its left are never read. An entry the walk cannot read
before it finds the client denies the request rather than being skipped: a
chain that is partly unreadable is not evidence of anything. If every entry is
trusted, the chain's leftmost entry is the client; no header, or an empty one,
means the peer.
Definitions. ankusa's default store keeps them in this node's memory, which
is enough for a single node — pair it with routes.seed. The in-memory store is
seeded on every boot, so a route deleted through the API returns after a
restart unless it is also removed from the seed: with store.type: ets the seed
is what the node comes up with, not a one-time import. To share definitions
across edge nodes, use the ankusa_redis package:
routes:
  enabled: true
  store: {type: redis, url: redis://cache:6379, namespace: ankusa:routes}
store.url, store.namespace, store.tick_ms, store.timeout_ms, and
store.load_timeout_ms are Redis-store keys: with type: ets any of them is a
config error, not a silently ignored key (a url with no type at all still
means Redis). timeout_ms (default 5000) bounds every Redis command; a load
reads the definitions a page at a time (HSCAN, 1000 per page) so it applies
to each page, and load_timeout_ms (default 300000) is the deadline of the
whole load. A million definitions boot and reload without a command near
either.
Every node with the same namespace enforces the same routes: writes bump a
version counter and publish it, each node reloads on the broadcast, and a
periodic tick (tick_ms, default 30s) is the safety net for a missed one. A
write that arrives in step with the node's version is applied to its snapshot as
one row change; only a write that raced a peer's reloads the whole table. A
node keeps serving its in-memory snapshot through a Redis outage; only writes
report 503 store_unavailable. The Redis store seeds a namespace once, on its
first boot, so a route deleted there is not resurrected by a restart.
Matching at scale. Routes are indexed by the literal segments their pattern
starts with (/hooks/stripe/:id under hooks/stripe, up to eight segments), so
a request is matched against the few routes that share its leading literals,
not the whole table: a miss with the decision cache out of the picture is
microseconds at a million routes (bench/routes_bench.exs). A pattern that
starts with a parameter or a wildcard (/:tenant/hook) has no literal to
index under and joins one shared list that every request is matched against,
so keep those few; put the literal first (/hooks/:tenant/...). Creating a
route checks for a conflicting enabled route by pattern and method in one
lookup, and the route list pages straight from the cursor, so neither slows as
the table grows. The same index answers "which existing patterns overlap this
one, and which tenant owns each" (Ankusa.Routes.Snapshot.overlaps/4, for a
future cross-tenant overlap check) by walking one prefix chain, not the table.
Management API, on routes.admin.port (its own listener, never the ingest
port), authenticated by routes.admin.auth like the operator admin API (see
Control-plane authentication): routes:read
for GET and the dry run, routes:write for everything else. It has two
surfaces over the same definitions. /admin/routes and /admin/ip-rules span
tenants (and the IP rules belong to none), so they need tenant:* as well.
/v1/tenants/:tenant/routes needs tenant:<tenant> instead and shows and
changes only that tenant's routes. The HTTP contract is the routes tag of
priv/openapi/admin.v1.yaml,
examples included — and
test/ankusa/routes/router_openapi_test.exs
executes those examples against the implementation, so the document and the code
cannot drift apart:
	Method	Path	Purpose
	GET	/admin/routes?enabled=&limit=&cursor=	list, id-ordered, cursor-paginated
	POST / PUT / PATCH / DELETE	/admin/routes[/:id]	create, replace, update, delete
	GET	/v1/tenants/:tenant/routes?enabled=&limit=&cursor=	the same list, for one tenant's routes
	POST / PUT / PATCH / DELETE	/v1/tenants/:tenant/routes[/:id]	the same writes, for one tenant's routes
	GET / PUT	/admin/ip-rules	the global rules and default
	POST	/admin/routes/test	dry run: {method, path, ip} → decision, reason, route id, and the rule that decided it
	GET	/health	{status, routes}

A route is {id, tenant_id, source_id, path, methods: [POST], enabled, ip_rules, metadata, revision, inserted_at, updated_at}. Ids are lowercase slugs
(one namespace across tenants), id/path/tenant_id/source_id are immutable
under PATCH (moving a route changes what it captures and where it files it —
that is a PUT), and two enabled routes may not share a path and method.
POST /admin/routes/test answers "why was this rejected" without capturing
anything and without reading or writing the decision cache, so a dry run can
never change what live requests decide, and a route change can be checked before
it goes live.
A route is owned by a tenant and may be bound to a source. tenant_id
(default default, the shared tenant) and source_id (default none) are held
against what the catch URL's resolver says (see
Multi-tenancy):
a route owned by one tenant admits nothing into another tenant's source, and a
route bound to a source admits nothing for another one. A disagreement is the
404 an unknown source gets. In a routes.seed entry both are plain keys.
The tenant surface. POST /v1/tenants/acme/routes creates a route owned by
acme (a body that names another tenant is 400 invalid_route, field
tenant_id). Another tenant's route is 404 there, never listed, never
changed; an id or an enabled path and method that another tenant holds is
409 duplicate_route without conflicting_id, so the answer does not say whose
it is. Its delete is checked against the owner in the store itself (a Lua
script, for the Redis store), so a route that was re-created under another
tenant a moment ago is never removed by it. Route paths are one fleet-wide
namespace — a tenant that may write routes can claim any path nobody holds and
shadow a less specific pattern — so give routes:write with tenant:<t> only to
a principal you would trust with that. The Redis store keeps tenant_id and
source_id out of a definition that has none (so a node from before them still
reads a table with no tenant routes); once a route owned by a tenant is stored,
an older node refuses the reload and keeps serving what it had until it is
upgraded.
PUT /admin/ip-rules requires both default and rules. Omitting either is a
400 invalid_ip_rules that names the field, because an omitted default used
to mean allow, and a guard's default is not a value to infer.
Writes are serialized against each other: each one is validated against the
snapshot it read, and a write that keeps losing to a concurrent writer answers
503 store_unavailable instead of overwriting a definition it never saw. That
response is safe to retry.
Rejections are not retried by Ankusa. Some providers retry any 4xx, some
give up, and some disable an endpoint after enough failures — the provider's
own policy decides, and 403/404 are the only signals it gets. Dry-run the
change first.

Rejections are logged at :debug, sampled at routes.log_sample (1 in N, 0
for silent), and emit [:ankusa, :routes, :reject]; captures emit
[:ankusa, :routes, :match] with %{instance, route_id, cached, cacheable}.
Rate limits
Ingest admission. By default each edge node enforces it in its own memory: a
fleet of N edges admits up to N × the limit, so size the numbers per node, not
for the fleet — or set rate_limits.scope: fleet for the tenant quota (see
Fleet scope). It has two layers, in the order a request meets
them.
Before the body is read — CPU protection for the node, not a quota. These
are charged after the source is looked up and before a byte of the body is
read, so a forged flood costs neither a read nor an HMAC:
rate_limits:
  per_ip: {rate: 20, burst: 40}     # hooks/s per client address; off by default
  node: {rate: 5000, burst: 10000}  # hooks/s for the whole node; off by default
  sources:
    default: {bytes_per_second: 100000000}   # body bytes/s per source; the default
Each answers 429 with its own error and a Retry-After: ip_rate_limited,
node_rate_limited, source_rate_limited. Each is counted on
ankusa_ingest_refused_total{reason} and nothing else, so none of them mints
a metric series per sender. The client address is the peer's, or, when the peer
is in routes.trusted_proxies, the client in X-Forwarded-For (the same rule
as the route guard's ip_rules); an IPv6 address counts as its /64. Addresses
hash into a fixed 2^20 buckets, so a flood from invented addresses cannot grow
the table. The source ceiling is charged with the request's declared
Content-Length (a chunked body is charged once it has been read); a source's
ceiling is generous by default (100 MB/s) and default: null switches it off.
An address refused by per_ip has not touched the node's bucket.
After verification — the tenant's quota. A catch-URL scheme that lets the
sender choose its tenant (routing: tenant_path) has as many budgets as there
are tenant names, so it requires a default: without one the boot is
refused, because every tenant the config does not list would be unlimited.
rate_limits:
  default: {rate: 50, burst: 100}
  tenants:
    acme:
      rate: 500                   # hooks per second
      burst: 1000                 # the most admitted back to back
      bytes_per_second: 5000000   # body bytes per second (optional)
      burst_bytes: 10000000       # default: one second's worth
      max_body_bytes: 1000000     # at most http.max_body_bytes; 413 past it
      max_queue: 2000             # hooks held in this node's batchers at once
      max_queue_bytes: 67108864   # body bytes held there at once
rate and burst are required; the rest are optional, and a tenant's entry
replaces the default whole (its keys do not merge). A hook is charged after
verification and before the durable write, so only hooks verification
accepted spend a tenant's budget: a flood of forged requests is free and can
never lock a tenant out. Over rate or bytes_per_second the sender gets
429 rate_limited with a Retry-After header and nothing is stored — no hook
record, no dispatch, no claim. A body bigger than burst_bytes is admitted
into a full bucket and empties it, rather than never. max_body_bytes is
checked against the declared Content-Length before the body is read and
enforced on the bytes received otherwise: 413 payload_too_large, with that
tenant's limit.
max_queue and max_queue_bytes are the tenant's share of the group-commit
batchers (wal: disk; wal: none publishes inside the request and has no
queue): the hooks and body bytes it may have buffered or in flight on this node
across partitions. Past either, the sender gets 429 tenant_overload with
Retry-After: 1, never the global 503 overload, so one tenant filling its
share does not shed the tenants still within theirs. The share is counted when
the hook is handed to the batcher and given back when the call returns, so a
batcher that crashes leaks nothing. Leave them unset and a tenant is bounded by
the partition's batcher.max_queue alone, which it can fill for everybody.
The checks cost one ETS compare-and-swap per bucket per request, and a denial
writes nothing; the [:ankusa, :rate_limit, :rejected] event and its
ankusa_rate_limit_rejected_total counter (tagged by tenant) are the signal for
the tenant's own denials, so rejections are not logged. A hook that clears the
hook bucket and is then denied on bytes has spent its hook token.
Tenant limits can also be adjusted at runtime, with no restart:
GET /v1/rate-limits and GET|PUT|DELETE /v1/tenants/{tenant}/rate-limit on
admin.port (:edge role only, 409 role_not_enabled elsewhere). The body of
a PUT takes every key above, and the override replaces the tenant's limit
whole. An override lives on the node that accepted it and is persisted in
this node's store (one key per tenant), the same node-local model as
source_store.type: persistent's API-managed sources — put durable limits in
the config. PUT and DELETE reset that tenant's buckets, so a raised limit
is not held back by the old limit's accumulated debt. There is no "unlimited"
value: to exempt a tenant from a default, give it a high limit of its own.
Fleet scope
rate_limits.scope: fleet and dedupe.scope: fleet move two node-local things
into a store every edge node shares (fleet.store, Redis from ankusa_redis):
the tenant quota (hooks and bytes per second, rate_limits.default and
tenants) and the provider event key (a source's dedupe:).
rate_limits:
  scope: fleet
  default: {rate: 10, burst: 20}
dedupe:
  scope: fleet
fleet:
  store: {type: redis, url: "${REDIS_URL}", namespace: ankusa:fleet}
  timeout_ms: 20
With it, two nodes enforce one tenant's 10 hooks per second combined, and the
same event posted to each node is one hook. Nodes share a bucket and a dedupe
window only on the same namespace, and the limit each applies is the one in its
own config (and its own runtime override: set an override on every node; a PUT
or DELETE resets that tenant's fleet bucket). per_ip, node and sources are
CPU protection for one node and stay per node: a flood is refused before the body
is read and must not cost Redis a round trip.
One round trip. A hook costs one store call: the tenant's charges and the
dedupe claim are one script (EVALSHA, with EVAL when Redis lost the script).
A tenant with no limit and a source with no dedupe key cost none. A hook that is a
duplicate, or whose key is in flight elsewhere, spends none of the tenant's budget.
The claim is two-phase. The key is claimed pending ahead of the commit and
promoted to committed (with the hook's id, for the source's dedupe.ttl_ms)
only after the synced commit, off the request path, in batches. Another node
that meets a committed key answers 201 with the first hook's id and
"duplicate": true; one that meets a pending key answers
409 dedupe_pending with Retry-After, because "duplicate" is a 2xx, and a
2xx for a hook whose commit then failed is a lost webhook. A commit that
fails releases the claim; a node that dies holding one leaves it to expire
after fleet.pending_ttl_ms. Pending answers are counted as
outcome="dedupe_pending" on ankusa_ingest_requests_total.
A store outage never refuses a hook. Every fleet call has a hard budget,
fleet.timeout_ms, so a Redis that answers in 300 ms costs each hook at most that
budget, not 300 ms (which at 10 000 requests per second would pile up 3 000
requests per node). A call that fails or times out is answered from this node's
own limiter and its own dedupe index (ankusa_fleet_fallback_total). When
breaker_failure_rate of at least breaker_min_calls calls in a
breaker_window_ms window failed, a breaker opens and hooks go to the node with no
call at all for breaker_open_ms; then one probe call decides whether it closes
(ankusa_fleet_breaker_transitions_total{state}). While the node is answering
alone, ankusa_fleet_limiter_degraded{kind="rate_limit"|"dedupe"} is 1 and a
warning is logged at most once a minute. In that mode N nodes admit N × the
limit again, and a retry on another node can be a second hook, which the consumer
collapses on the idempotency_key.
Settling the claims is bounded too: at most 50 000 outcomes wait for the next
batch; one more is dropped (ankusa_fleet_settle_dropped_total{reason}), which
costs a delay or a duplicate, never a hook. Tests:
edge_fleet_test.exs
(the claim protocol, the breaker, fallback), and, against a real Redis,
rate_limiter/store/redis_test.exs
(fleet limiter, fleet dedupe, degrades without redis).
Egress
An HTTP sink forwards the webhook body to a URL that an operator, or a tenant
through the admin API, chose. Left alone that URL could be Ankusa's own admin
listener (http://127.0.0.1:4003/...), the cloud metadata service
(http://169.254.169.254/..., which hands out the node's credentials) or any
service on the private network. The egress section decides where
Sink.Http may connect (Ankusa.HttpClient.Egress; source sinks and
lifecycle.sinks alike):
egress:
  allow_insecure_http: false      # true also allows http:// sink URLs
  deny_cidrs: [...]               # the default list above; setting it replaces it
  allow_cidrs: ["10.20.0.0/16"]   # an internal range sinks may reach despite deny_cidrs
  allow_hosts: [jobs.internal]    # names exempt from the address check
  deny_hosts: [metadata.google.internal]   # names refused before any lookup
	At load, a type: http sink whose URL is not https:// (or is not an
absolute http(s) URL) fails the config load, naming the key, unless
allow_insecure_http is on. The same rule applies when the admin API writes a
source (400), because the image's source decoder runs the same check.
	On every attempt, the name is resolved for both address families
(the OTP resolver, :inet.getaddrs) and the delivery is refused when any address is in
deny_cidrs and not in allow_cidrs, or when the name is in deny_hosts
(allow_hosts exempts a name from the address check, deny_hosts wins). A name
with one public and one private record is refused as a rebinding setup.
IPv4-mapped IPv6 (::ffff:127.0.0.1) is matched as the IPv4 address. A literal
address, in any spelling inet parses (http://2130706433/), is checked as the
address it is.
	A denial is a dead letter, not a retry: {:permanent, {:egress_denied, reason}}, like a 401. Fix the policy or the URL, then replay. A name that
does not resolve is retried. The reason names the host and the address, never
the URL, which may carry credentials.
	Pinning. Every delivery connects to the address that was checked: the URL
is rewritten to it, with the name in the host header, and for https the
name is also the TLS hostname, so the certificate is still checked against
the name (SNI included). The connection pool is keyed by that address and name,
so every connection a pool opens goes to the validated address and nothing
resolves the name again; a name that moves is checked on its next attempt,
before a pool is touched, and one that moves to another public address gets a
pool of its own. Tests: sink/http_test.exs (every connection of a pool goes to the pinned address, a name that turns private between two deliveries through one pool is denied on the second), http_client/egress_test.exs.

TLS verification is on for every outbound https connection (object stores, SQS,
Pub/Sub, HTTP sinks): the peer's chain and hostname, TLS 1.2 or 1.3, against the
system trust store with castore's bundle behind it. A sink's cacertfile names a
private CA instead; allow_insecure_tls: true on one sink is the only way to turn
verification off, and a verify: :verify_none in :req_options fails the config
load without it. /v1/config shows the policy and whether a sink skips
verification, and hides a sink's cacertfile path like any other adapter option.
The policy covers Sink.Http. The queue sinks (rabbitmq, kafka, nats,
redis, sqs, google_pubsub) connect to the broker endpoints in their own
config, and the object stores, SQS credentials and the cloud metadata clients to
their configured endpoints; none of those URLs comes from a tenant.
Outbound connection pools
Every outbound HTTP request that does not name a transport of its own
(Sink.Http deliveries, SQS, Pub/Sub, JWKS and secret-provider fetches) goes
through Ankusa.HttpClient.Pools, not Req's default of one 50-connection pool per
origin that is never closed. A pool is started on demand for each receiver
address and TLS profile, per instance, and is bounded by egress.pools:
		
	Cap	egress.pools.pool_size × pool_count connections per pool (32 × 1); max_pools live pools per instance (1,024) and max_pools_per_tenant per tenant (256), so a tenant with a thousand receivers only ever churns its own pools
	Sweep	every 30 s a pool with no request in flight for pool_max_idle_ms (60 s) is closed; a connection idle for conn_max_idle_ms (30 s) is not reused; a deleted source's idle pools are closed at once
	Metric	gauge ankusa_http_pools; counters ankusa_http_pool_closed_total{reason} (idle, evicted, source) and ankusa_http_pool_refused_total{scope} (tenant, instance)
	Refusal	at a ceiling the least recently used idle pool is closed to make room; with every pool in scope serving a request, {:error, {:unavailable, :pool_limit}}, retried after the retry policy's backoff. A request that cannot check a connection out within pool_timeout fails that attempt as a transport error, also retried

Connections negotiate HTTP/2 where the receiver offers it (ALPN, protocols). Size
pool_size for the concurrency that can reach one receiver: several sinks posting
to one endpoint share a pool, up to dispatch.concurrency attempts at once, and a
pool of 8 against a 100 ms receiver tops out at 80 requests a second. Boot warns
when pool_size * pool_count is below dispatch.concurrency, or when max_pools * pool_size * pool_count is more than ulimit -n. A sink can set its own
pool: [pool_size:, pool_count:, pool_timeout:, protocols:]; a request with its own
req_options: [finch: [name: …]] (the object stores' Ankusa.BlobStore.Pool) or
plug: keeps that transport. Tests: http_client_test.exs (pool reaped,
http2, the two ceilings, the refusal), bench/pools_bench.exs (10⁵ origins).
Configuring a source
Sources are what Ankusa.SourceStore.Static (the default store) returns for a
given source_id; every field has a default, so %{"demo" => []} is valid
(everything default: Verifier.None, :reject,
Sink.Log, tenant "default").
config :ankusa,
  sources: %{
    "stripe" => [
      tenant_id: "acme",                                       # default: "default"
      verifier: {Ankusa.Verifier.Hmac, scheme: :stripe, secret: System.get_env("STRIPE_WHSEC")},
      on_verify_failure: :quarantine,                           # :reject | :quarantine | :accept_flag
      sinks: [{Ankusa.Sink.Http, url: "https://example.internal/stripe", secret: System.get_env("SINK_WHSEC")}]
    ]
  }
	Field	Default	Meaning
	tenant_id	"default"	The storage/retention scope. See multi-tenancy.md.
	verifier	{Ankusa.Verifier.None, []}	{module, opts} implementing Ankusa.Verifier. Ankusa.Verifier.Hmac's :secret is a binary or a list of binaries, newest first — every key is tried, so a rotation is secret: [new, old]. Ankusa.Verifier.Asymmetric takes :public_key (one or a list) and :scheme (:standard_webhooks_asym or a %Ankusa.Verifier.Asymmetric.Scheme{}), Ankusa.Verifier.Token a :secret and a :location, Ankusa.Verifier.ClientCert :fingerprints and/or :subjects: see Public-key, token and client-certificate verifiers. Every one of them that cannot work (no usable key, secret or pin) refuses the instance's boot, naming the source.
	on_verify_failure	:reject	:reject (401, nothing stored) / :quarantine (202, durable pen; see delivery.md#quarantine) / :accept_flag (commits, envelope flagged).
	trust_url_tenant	false	Under a route_resolver other than Ankusa.RouteResolver.Path, a source with tenant_id: "default" and Ankusa.Verifier.None must set it to true (Ankusa.Verifier.validate_shared!/1); see multi-tenancy.md.
	sinks	[{Ankusa.Sink.Log, []}]	[{module, opts}] implementing Ankusa.Sink: one delivery per sink, each retried independently.
	dedupe	nil	Collapse provider retries at ingest: :github | :standard_webhooks | :svix | :shopify | :stripe | :salesforce (:salesforce is json: "id", a convention rather than a Salesforce-documented delivery id; see Sources), or %{header: "X-Event-Id"} / %{json: "data.id"}, each with an optional ttl_ms (default 259_200_000). A source with nil logs one source <id> has no dedupe: warning at boot and counts in ankusa_sources_without_dedupe.
	forward_headers	:default	:default (every header except the never-forwarded set; see Sources) or a list of header names.
	max_headers	64	The most forwarded headers one sink message carries; a name past it is dropped (ankusa_sink_headers_dropped_total{reason="count"}). A positive integer.
	forward_headers_max_bytes	16_384	The most bytes of forwarded header names and values one sink message carries; a header that would pass it is dropped whole (reason="bytes"). A positive integer.
	store_headers	nil	nil (the instance's store_headers) or %{drop: [..], hash: [..]} overriding it per key; an absent drop/hash inherits the instance's list.
	retry	nil	nil (the instance's dispatch.retry as it is) or a keyword list of base_ms, max_ms, max_attempts, jitter, max_elapsed_ms laid over it: how long this source's deliveries retry (max_elapsed_ms, default 24 h) and how they back off.

A source can lay options over the instance's retry policy with retry:; it
cannot swap the policy module. Sink.Http/Sink.RabbitMQ/Sink.Kafka/
Sink.NATS/Sink.Redis retries are all driven by config.dispatch.retry, with
the source's retry: laid over it, by Ankusa.Dispatch.Pipeline. The options
are base_ms, max_ms, max_attempts, jitter and max_elapsed_ms, with the
ranges of dispatch.retry; an unknown key or a value out of range fails boot
(or is a 400 invalid_source through the admin API). A claim-checking source
whose max_elapsed_ms would outlast claim_check.bucket_expiry_days is refused
(see that key).
Every behaviour, at a glance
Full detail (options, guarantees, how to write your own) lives in
storage.md and delivery.md; this table is
the map.
	Behaviour	Job	Default	Also shipped
	Ankusa.RouteResolver	Catch-URL scheme → %Route{tenant_id, source_id}	RouteResolver.Path (/webhooks/:source_id)	RouteResolver.TenantPath (/webhooks/:tenant/:source)
	Ankusa.Queue	Durable ack and seq assignment over this node's store	wal: :disk (one synced commit per batch)	wal: :dual (the same commit plus a confirmed intake-log publish), wal: :none (no queue: ingest acks on the sinks' confirm, see delivery.md)
	Ankusa.Verifier	Signature/timestamp checks	Verifier.None	Verifier.Hmac (configurable HMAC engine; named schemes Stripe, GitHub, Standard Webhooks, Shopify, Slack), Verifier.Asymmetric (Ed25519 or RSA over the same wire templates; named scheme standard_webhooks_asym), Verifier.Token (bearer, basic, header or query credential), Verifier.ClientCert (mTLS client certificate pin)
	Ankusa.SourceStore	Source config, secrets, policy	SourceStore.Static	SourceStore.Persistent (API-managed sources in this node's store)
	Ankusa.Sink	What happens to a delivered hook	Sink.Log	Sink.Http (Req forward), Sink.SQS (SendMessageBatch, in core), Sink.RabbitMQ (exchange publish, ankusa_rabbitmq package), Sink.Kafka (topic produce, ankusa_kafka package), Sink.NATS (JetStream subject publish, ankusa_nats package), Sink.Redis (pub/sub channel publish, ankusa_redis package)
	Ankusa.RetryPolicy	Backoff / give-up	RetryPolicy.Exponential (jitter)	none
	Ankusa.BlobStore	Segment PUT / range GET / delete	BlobStore.LocalFS	BlobStore.S3 (+R2/MinIO), BlobStore.GCS
	Ankusa.ClaimCheck	Pack claims into the object store, redeem by reference	none (the instance's BlobStore)	none
	Ankusa.Codec	Segment record framing	Codec.Raw (len-prefixed, CRC32)	none

Swapping a behaviour is a one-line config change, route_resolver: {Ankusa.RouteResolver.TenantPath, []}, because every pluggable layer is a
behaviour with {module, opts} config, resolved at the call site, never
hardcoded. The queue is the exception: its mode is wal: :disk | :dual | :none,
not a module.
Runtime environment overrides
Ankusa.Application (the default OTP application boot path) reads two env
vars on top of whatever config.exs sets:
	PORT: overrides config.port.
	ANKUSA_ROLES: comma-separated, overrides config.roles (e.g.
ANKUSA_ROLES=edge,dispatch). Parsed with Ankusa.Config.parse_roles!/1:
an unknown role name (anything other than edge, dispatch, storage,
claim_check) raises ArgumentError and fails boot rather than silently
starting with the wrong roles. edge commits hooks, dispatch delivers
them, storage archives them, and a hook is deleted once its last
obligation clears: edge,dispatch reclaims delivered hooks without the
archive, so dropping storage no longer strands them.

The autostarted default instance reads only :autostart, :port, :data_dir, :roles and :sources from the application env; every other Ankusa.Config key takes effect only when passed to Ankusa.Config.new/1 or an Ankusa.Instance child spec.
autostart (application env, default false) gates whether
Ankusa.Application boots its built-in default instance at all. A library
must not bind a port just because it's a dependency. Set config :ankusa, autostart: true in a deployment that wants the zero-config default instance
(core's own packages/ankusa/config/config.exs does this outside :test).
This is deliberately the only place env vars are read inside ankusa core.
Everything else is %Ankusa.Config{} passed explicitly. A deployment wrapper
(like examples/rabbitmq-consumer/ingest_app)
is free to read as many env vars as it wants and build the config struct
itself; that's the intended extension point, not a gap.
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See architecture.md#deployment-topologies
for the shapes this section explains how to actually run. Every topology
below runs the same image, jamescarr/ankusa:edge; which parts of the pipeline
a container runs is decided at startup.
Roles and topologies
Four roles, edge (ingest), dispatch (delivery), storage (compaction and
archiving), and claim_check (the large-payload gateway), chosen per container
with ANKUSA_ROLES:
docker run -e ANKUSA_ROLES=edge,dispatch,storage ...  jamescarr/ankusa:edge   # a store-backed node
docker run -e ANKUSA_ROLES=claim_check ...            jamescarr/ankusa:edge   # gateway only

The first three share one local store and therefore one BEAM node (see the
constraint below); claim_check is the only role that can run as its own
container. Under wal.type: none, edge alone is a complete node.
One image, many deployments: which children start is a runtime config
decision, never a build-time one. Embedding the library instead?
elixir.md#roles-from-code shows the same switch
inside your own supervision tree.
:claim_check is a fourth, opt-in role, absent from the default
roles list ([:edge, :dispatch, :storage]) because it opens a port that
serves stored payloads. A node running it alone needs no store, only
blob-store credentials, and can be scaled independently
from ingest/dispatch/storage exactly like any other role. It authenticates its
readers (claim_check.auth: a bearer token, OIDC access token or client
certificate, holding claims:read and the claim's tenant), and mode: none
is accepted only on loopback or with allow_insecure: true; a proxy or network
policy in front is still a good idea. See
claim-check.md for the full contract and the worked
examples/rabbitmq-consumer/ deployment (an ingest service plus a
separate claim-check service, same image, different ANKUSA_ROLES).
Important constraint: the queue is a RocksDB store on the node's own disk,
so every role that reads or writes hooks must run in one BEAM node: that is
the topology a single container or mix run gets you. Splitting edge,
dispatch, and storage across processes, containers, or hosts is not
supported: there is no network-reachable store to point them at. The constraint
does not apply to :claim_check, which only reads the blob store and can run
on its own node.
This whole paragraph is about the store-backed modes, wal.type: disk (the
default) and dual. Under
wal.type: none no hook is committed: the node runs the edge role with the
queue's readers (dispatch, storage) dropped from roles automatically
(GET /health on the admin port shows the effective list), needs no queue
volume and no StatefulSet, and replicas are freely interchangeable. See
architecture.md#4-stateless-ingest-fleet-wal-none
and delivery.md#direct-mode.
:dispatch and :storage are singletons per node. Within a node there is
exactly one Ankusa.Dispatch.Pipeline and one Ankusa.Storage.Compactor
reading that node's store. Two dispatch pipelines over the same store would
claim and deliver every hook twice, and two compactors would pack the same
ranges into the same segment keys. Scale out by adding whole nodes, not by
adding dispatch or storage replicas. The archive's catalogue rows live in the
same store and its segments in the blob store (segments/ for LocalFS), so the
node's data directory needs a persistent volume.
Running the container
	Port	What	Who can reach it
	4000	ingest	publish it: providers post here
	4001	claim check gateway (claim_check role)	your own proxy or network policy
	4002	admin API + /metrics	your own proxy or network policy
	4003	route management API (routes.admin.ip, default 127.0.0.1; only when routes.enabled)	your own proxy or network policy
	4004	metrics listener: only /metrics, /health, /ready (metrics.enabled, default off; metrics.ip, default 127.0.0.1)	your Prometheus / kubelet network rule

Every surface is on its own port so it can be firewalled on its own. 4001/4002/4003/4004 listen on 127.0.0.1 by default; inside a container set ANKUSA_ADMIN_IP / ANKUSA_CLAIM_CHECK_IP / ANKUSA_METRICS_IP (or admin.ip / claim_check.ip / metrics.ip, and routes.admin.ip for 4003) to 0.0.0.0 before a published port can reach them. Every listener, ingest included, can terminate TLS, and demand a client certificate (mTLS) with verify: verify_peer: see Listeners: limits, TLS and mTLS. The admin, route-management and claim-check APIs authenticate their callers (admin.auth, routes.admin.auth, claim_check.auth: a bearer token, an OIDC access token, or a client certificate, each with scopes): off loopback they refuse to boot with mode: none unless allow_insecure: true says something in front authenticates every caller. The image takes ANKUSA_ADMIN_TOKEN / ANKUSA_CLAIM_CHECK_TOKEN / ANKUSA_ROUTES_ADMIN_TOKEN for the simple case; see Control-plane authentication.
/var/lib/ankusa holds the node's store (store/: hooks, delivery rows, the
quarantine pen, API-managed sources, rate-limit overrides, the archive
catalogue) and the local archive (segments/, unless you moved segments to
S3/GCS). Losing it loses un-dispatched hooks and the local archive, so give it
a volume and back it, or move segments to S3/GCS, where they are not your
problem anymore. Under wal.type: none no hook is committed, but the store
directory still holds the quarantine pen, API-managed sources and rate-limit
overrides, so mount a volume if you use any of those; without one they are lost
on restart. A full volume fails commits with 503 store_unavailable and acks
nothing, and ingest resumes with no restart once space frees. A write the store
refuses, from any process, also asks it to reopen itself (at most every 5 s),
which clears a latched RocksDB write error if one is left.
Config lives at /etc/ankusa/ankusa.yml (mount yours over it) or wherever
ANKUSA_CONFIG points. Every key, plus the env overrides:
configuration.md.
Building from source. Core compiles rocksdb, a NIF, on
mix deps.compile, so the build environment needs cmake >= 3.12, a C++20
compiler, and zstd + OpenSSL development headers (Ubuntu: libzstd-dev;
Alpine: build-base cmake git linux-headers openssl-dev zstd-dev). The
jamescarr/ankusa image installs those and builds RocksDB in its own cached
layer; you only meet this if you build your own image or run core from source.
Draining on SIGTERM. docker stop and a Kubernetes pod deletion send
SIGTERM, and the node answers it in order, so a deploy resets no connection:
	/ready answers 503 with "status": "draining" (and a drain key) at
once, and the load balancer takes the node out.
	It keeps serving for listener.drain_delay_ms (5 s): a balancer needs a
probe interval or two to notice, and a request it had already routed must
find the listener open.
	The ingest listener closes. It stops accepting and waits for every request
it is serving, up to the batcher's 15 s record deadline plus the store
commit and a 5 s margin (22 s; 13 s under wal.type: none, 24 s under
dual), so a commit that starts late is not killed mid-fsync. Each request
is answered 201 (stored) or 503 (refused, nothing stored).
	It waits until every batcher holds nothing, within listener.drain_timeout_ms
(30 s) from the end of the delay.
	The tree stops: dispatch writes the outcomes it holds, the backup takes its
final checkpoint (below), and the store closes.

A drain that cannot finish says so in the log and lets the stop go on. Give the
orchestrator time for all of it: terminationGracePeriodSeconds of at least
(drain_delay_ms + drain_timeout_ms) / 1000 + 10 (45 with the defaults), plus
backup.final_timeout_ms when the node backs up, and docker stop -t the
same (Docker's default of 10 s is shorter than the drain). Proof:
test/ankusa/drain_test.exs (200 requests in flight, SIGTERM, zero resets,
every 201 present after a restart) and the docker stop drill of
mise run docker:smoke.
Shutdown and backups. After the drain the supervisor lets Ankusa.Store
close the database cleanly. SIGKILL is safe
for data — the store recovers from its write-ahead log and loses no acked hook
— but a VM killed under write load with the database open can segfault on the
way out. For a host you can lose, turn on backup
with segments (or backup.store) in a bucket: the node uploads a checkpoint
every backup.interval_ms (60 s) while it runs, and a replacement started on
an empty volume with the same config (same storage.key_prefix) restores the
latest one before it accepts a hook — losing at most the hooks acked since that
backup, and none after a clean stop (SIGTERM takes one last backup, bounded by
backup.final_timeout_ms). A node that cannot read the backup location, or
whose backup fails its checks, refuses to start rather than start empty; set
backup.signing_key so a restore only accepts manifests you signed,
backup.secondary for a second region, and watch ankusa_backup_age_seconds
and ankusa_backup_verify_failed_total (backup.verify_interval_ms). Details:
storage.md. Without backup, stop the node
and copy the whole <data_dir>; segments/ is immutable and can be copied
while it runs. If segments live in S3/GCS, the store directory is all you need.
Liveness and readiness are two probes. GET /health says the process
answers. GET /ready says this node can take a hook, by running every check
that applies to its config and listing each one's state:
{"status": "ready", "instance": "default", "store": "ok", "backlog": "failing",
 "reasons": {"backlog": "over_threshold"}}
A state is ok, failing or draining; reasons appears only while a check
is not ok and names why, from a fixed set. A check that does not apply (no
store, no threshold set, another wal mode) has no key. The node answers 503
(status: "unavailable", Retry-After: 1; "draining" once a stop has begun) when a check that gates is not
ok, 200 otherwise:
	Check	Applies when	Failing means (reasons.<check>)	503?
	drain	the node is being stopped (SIGTERM)	draining (reason shutting_down): the node is closing its listeners and will exit; status is draining	yes
	store	the node runs the local store (any edge, dispatch or storage role, the admin API, or a persistent source store: every node but a claim-check-only gateway, wal.type: none included)	the store did not take a synced write in the last second, or a write failed in the last 5 s: a full volume, a latched RocksDB error, a store that is reopening. Reason: no_space, io_error, read_only, corruption, busy, timeout, not_running or other	yes
	intake	wal.type: dual	down (the breaker is open and the log is not answering) or recovering (boot replay is running)	yes
	sinks	wal.type: none	publish_failed: a sink failed its last publish within health.sink_error_window_ms (the provider's retry is the only retry in this mode, so a broker that refuses everything leaves the load balancer). A sink that publishes again clears itself at once	yes
	disk	node.min_free_bytes is set	below_floor (the file system holding data_dir has fewer bytes free; the node drains before the store hits ENOSPC) or unmeasured (no :os_mon, or df took over 2 s)	yes
	backlog	queue.max_oldest_due_ms is set	over_threshold: the oldest due delivery has waited longer. A label, so a node that is behind stays in the load balancer and the alert (ankusa_queue_oldest_due_age_seconds) says so	no
	backup	backup.enabled and backup.max_age_ms	stale: the last successful backup is older than max_age_ms	only with backup.require_fresh

A node with none of these checks (a claim-check-only gateway: no store)
is ready while it runs. Both probes are on the ingest port and on the admin
port. Point a Kubernetes livenessProbe at /health and the readinessProbe
at :4000/ready (a probe from outside the pod hits the pod address, and :4002
binds loopback unless admin.ip says otherwise), so a node with a full disk
leaves the load balancer instead of being restarted in a loop. The image's
HEALTHCHECK runs docker-entrypoint healthcheck, which asks /ready on the
ingest port and falls back to the admin port, then the metrics port, for a node
without :edge or whose ingest listener terminates TLS (the probe is plain
HTTP), so
docker ps shows unhealthy while the store refuses writes and healthy
again once space frees. The body's key names are the ones in the table; only the
status code is for a probe to act on.
Attaching to a running node. docker exec -it <ctr> docker-entrypoint remote opens an IEx shell inside the node; docker exec <ctr> docker-entrypoint rpc 'IO.inspect(Ankusa.Health.ready(:default))' evaluates
one expression. Distribution is on, and both it and epmd listen on
127.0.0.1 only, so nothing outside the container's network namespace can
connect. The release cookie is baked into the image, so anything that shares
that namespace (a sidecar in the same pod) and knows the image could attach:
set RELEASE_COOKIE per deployment, or RELEASE_DISTRIBUTION=none to turn
distribution off (and lose remote/rpc).
Both compose files are worked examples:
	Single node: packages/ankusa_server/compose/docker-compose.yml
	All-role node behind nginx basic auth: packages/ankusa_server/compose/docker-compose.proxy.yml

docker compose -f docker-compose.proxy.yml up -d --wait
curl -XPOST localhost:4000/webhooks/demo -d '{"id":"f1"}'    # 201
curl localhost:4002/v1/dlq                                   # 401 (nginx)
curl -u admin:change-me localhost:4002/v1/dlq                # {"total":0,"entries":[]} (nginx adds the node's token)

Image tags:
	Tag	Means
	X.Y.Z	an exact release (ankusa_server-vX.Y.Z in the repo)
	X.Y	the newest release in that minor line
	X	the newest release in that major line (from 1.0 on)
	latest	the newest release
	edge	the tip of main; not a release, may be broken

linux/amd64 and linux/arm64. Until the first release, use edge.
Scaling the ingest fleet
docker compose -f packages/ankusa_server/compose/docker-compose.proxy.yml up -d --wait

One all-role node behind nginx, with ingest open and the admin API behind basic
auth. To scale, run N independent nodes like it behind your load balancer: each
node runs every role, keeps its own data volume and queue, and exposes its own
DLQ/admin API: a hook lands on one node and stays there.
Two things to get right once you run more than one node:
	Every queue role in one node. The store is local to a BEAM node, so
edge, dispatch, and storage cannot be split across hosts (see above).
:claim_check is the exception and can run anywhere.
	Distinct segment keys per node. Segment keys are
archive/v1/dt=<day>/<node>/seg-<first_seq>-<last_seq>.seg, where <node> is
intake.node_id (else the host name), and remote blob stores ignore the
instance, so two nodes with one name write the same keys and overwrite each
other's segments. Give each node its own intake.node_id (or its own
storage.key_prefix (node-a/, node-b/; env ANKUSA_STORAGE_KEY_PREFIX))
and they can share one bucket, and a node that lost its catalogue finds the
others' segments by day — or give each
its own bucket or LocalFS directory. Claims are never prefixed (claim ids
are unique across nodes), so one claim-check gateway serves the claims of
every node; see claim-check.md.

If per-node state is what you want to get rid of, wal.type: none moves the
durable copy to the broker: replicas then share no queue at all — no hook
store, no bucket, no DLQ — and you scale them like any stateless web app. The
costs are in delivery.md#direct-mode: no retry
policy, no replay, and the provider must retry on 503.
You'd need a load balancer in front of the ingest port at that point; that's
a deployment concern the framework doesn't solve for you (nothing in
ankusa's job description is "be a load balancer").
Dispatch throughput
Ankusa.Dispatch.Pipeline delivers up to dispatch.concurrency hooks at once
(default 32), each in its own task. Deliveries are not ordered: two hooks for
one sink may run concurrently, or finish in either order. A retry does not sit
in a slot: the row is written back with a due time of now + backoff, the slot
is freed, and the retry returns later, so one slow destination or one failing
hook no longer stalls the rest of the instance.
Throughput is therefore bounded by dispatch.concurrency, not by sink
latency, and dispatch.max_inflight / dispatch.max_inflight_bytes bound how
much claimed, unfinished work a stalled destination can hold. Raise
concurrency to push more requests at the destination: for Sink.Http, keep
egress.pools.pool_size (default 32, per receiver address) at least that large, or
deliveries to one receiver queue on pool checkout (boot warns when it is smaller).
Pools are bounded per node (egress.pools.max_pools, default 1,024) and closed when
idle; keep max_pools × pool_size under ulimit -n. See
Outbound connection pools.
Measured numbers from a full ingest → dispatch → consumer run are recorded in
testing.md.
Host loss and the intake log
With wal.type: disk an acked hook survives its process and a power cut, not
its host: a lost box loses everything acked since the last backup
(backup.interval_ms, 60 s). wal.type: dual
(ADR 0002) removes that window: the 201
waits for the hook to be fsynced here and confirmed in a replicated Kafka
topic, the intake log. An acked hook is then lost only if the host and every
in-sync replica of the log's partition are lost together. The price is a hop and a
dependency: ack latency is the larger of the fsync and the broker confirm, and a
node that cannot confirm in the log refuses (503 intake_unavailable) instead of
acking on its disk alone.
1. Provision the log. One topic for the fleet (ankusa.intake.<fleet>, or
intake.topic), created by you; the node never creates or alters one and refuses
to boot on a topic that does not keep the promise:
	Setting	Needs	Why
	replication factor	3 or more	a confirm is every in-sync replica
	min.insync.replicas	2 or more	the broker refuses a produce (not_enough_replicas) when fewer are in sync, so a confirm is never one copy
	unclean.leader.election.enable	false	a replica that missed a confirmed record must never lead
	retention.ms	at least 2 x backup.max_age_ms (or -1)	a restore of a backup as old as max_age_ms, even from the secondary bucket, must find its offset in the log
	max.message.bytes	at least intake.max_record_bytes (10 000 000)	a hook the node accepts (http.max_body_bytes plus framing) must fit

kafka-topics.sh --bootstrap-server kafka-1:9092 --create --topic ankusa.intake.default \
  --partitions 3 --replication-factor 3 --config min.insync.replicas=2 \
  --config unclean.leader.election.enable=false --config retention.ms=86400000 \
  --config max.message.bytes=11000000

Size it as records/s x mean hook size x retention before replication (the plan's
10 KB mean body at 1 000 records/s per node is about 10 MB/s of produce per node,
times the node count, times three for the replicas). The topic holds customer
payloads: give it the confidentiality of the archive bucket (TLS and ACLs between
nodes and brokers, encryption at rest on the brokers' volumes), and zone- or
rack-aware replicas: acks=all replicates before it fsyncs, so two brokers
losing power in the same instant lose the record. Each node writes one
partition (phash2(node_id) rem partition_count, chosen at its first dual boot
and never recomputed, so growing the topic never remaps a node); give the topic at
least as many partitions as you have nodes where you can, and read
One partition per node for what a partition carries.
2. Configure the nodes. Every node needs a stable identity, the same on its
replacement (a StatefulSet pod name, an instance tag), the backup (required: it
carries what the log does not, and bounds replay), and a dedupe: on every source
(it is what turns the provider's retry of a 503 into the original hook,
delivery.md):
wal: {type: dual}
intake:
  type: kafka
  node_id: "${POD_NAME}"            # or ANKUSA_INTAKE_NODE_ID
  kafka: {brokers: ["kafka-1:9092", "kafka-2:9092", "kafka-3:9092"]}
backup:
  enabled: true
  interval_ms: 60000
  max_age_ms: 300000
  secondary: {type: s3, s3: {bucket: ankusa-backups-dr, region: eu-west-1}}
Boot refuses dual without intake.type, intake.node_id, backup.enabled and
backup.max_age_ms, and (with verify_topic) on a topic that fails the table
above. The startup log says what you have, in one line (Durable to power loss on this host AND confirmed in the intake log <topic> (acks=all, min.insync.replicas=2, replicas=3) before every 2xx: …). Every key is in
configuration.md.
3. Watch it. GET /ready reports intake: ok, or failing with
reasons.intake down (breaker open and the log not answering: the load
balancer drains the node) or recovering (boot replay
running). GET /v1/wal has an intake object (node, partition, offset,
watermark, pending, state). ankusa_intake_publish_duration_seconds,
ankusa_intake_failures_total{class}, ankusa_intake_pending_records,
ankusa_intake_reconcile_stuck and ankusa_intake_ready; alert on
reconcile_stuck > 0 (a half-persisted hook the reconciler cannot finish),
ankusa_intake_ready == 0 for more than a probe interval, and the
503 intake_unavailable rate at the edge (the availability cost of the log).
4. Replace a lost host. A replacement starts with the same intake.node_id
on an empty volume and the same config; there is nothing else to do:
	It restores the latest backup (the primary bucket, then the secondary; the
manifest signature is checked) and mints a new incarnation.
	It replays the log for its node id from the backup's m:intake_offset: every
hook acked since the backup is written back under its original seq, once
(a duplicate or reordered record changes nothing), and the hooks above the
watermark are republished.
	It reports ready and serves. Until then /ready is 503 (intake: failing, reason recovering).

Hooks the lost node had already delivered after that backup are delivered again by
the replacement (same hook id, same idempotency_key): consumers dedupe, and the
count is bounded by what was acked since the backup. If the log no longer reaches
back to the backup's offset (retention ran out) boot refuses with
{:intake_truncated, wanted, earliest}: the hooks in that gap are not
recoverable, and only you decide to go on, with recover --allow-gap below.
Do not start a second node with a node id that is still alive: two live nodes on
one id interleave two seq spaces. The replay never overwrites a hook with a
different id (it is written under a fresh seq and logged), and a backup prefix shared
by two stores refuses to back up, but there is no broker-side fence; fence the old
host before the new one starts.
5. recover by hand. The same code runs against a stopped store, for a
node you want recovered before it serves (intake.recover_on_boot: false), a dry
run, or a log with a gap:
docker run --rm -v ankusa-a-data:/var/lib/ankusa -v ./ankusa.yml:/etc/ankusa/ankusa.yml:ro \
  jamescarr/ankusa recover --dry-run                  # read and count, write nothing
docker run --rm … jamescarr/ankusa recover            # restore if the volume is empty, then replay
docker run --rm … jamescarr/ankusa recover --allow-gap   # accept a log that no longer reaches the backup
mix ankusa.recover --instance default --node ankusa-a  # the same, from a Mix project

It prints records=… applied=… present=… collided=… unroutable=… skipped=… republished=…, exits 0, and a second run changes nothing. --node asserts the
id, --from backup|earliest|N chooses where to start. --allow-gap writes an
intake.recover.allow_gap row to the node's audit trail (the lost positions, the
node id, the actor) before it goes on.
6. Going back to disk. A durability downgrade you choose: the promise above
ends from that moment and the startup line changes. Drain the pending set first
(GET /v1/wal shows intake.pending; the hooks in it are in the store but not
in the log). Going disk to dual again is safe: boot recovery republishes every
hook above the watermark, so the hooks acked under disk become covered at that
boot.
One partition per node
The plan's rates are fleet-wide: 10⁴–10⁵ req/s over 100 nodes or more, so about
1 000 req/s per node at the 10 KB mean body, or 10 000 at 1 KB, either way about
10 MB/s of produce per node. packages/ankusa_kafka/bench/partition_bench.exs
measures one partition of a three-broker, replication-factor-3,
min.insync.replicas=2 cluster through the adapter at that rate and flat out.
On a laptop (the three brokers in docker beside the bench, so read it as an order of
magnitude): at the per-node rate, 997 records/s of 10 000 bytes (9.5 MiB/s), the
confirm took p50 5.1 ms and p99 17.0 ms; flat out, two publishers with 256-record
batches in flight carried 12 551 records/s (119.7 MiB/s) through one partition
at a confirm p50 of 36.9 ms, p99 136.7 ms. One partition per node therefore has
about 12x headroom at the plan's per-node rate, and the explicit partition per
node stands; several nodes may share a partition (the records carry the node id and
replay filters by it) as long as their sum stays well under what it carries.
Proof
examples/fleet-e2e/run.sh --wal dual --kill-node kills ankusa-a and deletes
its volume under 1 000 req/s with the consumer's broker paused (so the acked hooks
are undelivered), starts a replacement with the same node id, stops the three intake
brokers (every request is 503 intake_unavailable, none is acked) and then
restores the node from the secondary backup alone with recover: missing=0,
duplicate_hooks=0. --wal disk --kill-node runs the same host loss without
the log and must lose the hooks acked since the last backup, so the drill
proves the difference. See examples/fleet-e2e.
Kubernetes: the Helm chart
deploy/helm/ankusa
runs the image in its three durability modes. wal.type picks the workload:
	wal.type	Workload	Scale
	disk (default), dual	a StatefulSet, one RocksDB store on one PVC per pod (dual: intake.node_id is the pod name, the identity a replacement keeps)	replicas, by hand: a pod holds hooks, so nothing scales it away
	none	a Deployment of interchangeable pods, an emptyDir for the data directory	an HPA on CPU (and, with a custom-metrics adapter, on ankusa_queue_pending)

helm install ankusa deploy/helm/ankusa -f my-values.yaml

The server's YAML goes under config: in your values (merged over what the chart
derives: wal.type, listener.drain_*, JSON logs, the admin and claim-check
listeners); secrets stay out of it as ${VAR} references filled from extraEnv /
extraEnvFrom. claimCheck.enabled adds the gateway as a Deployment of its own
(ANKUSA_ROLES=claim_check). deploy/helm/ankusa/ci/{disk,dual,none}-values.yaml
are one worked example per mode.
The pod spec is the restricted Pod Security Standard. The pod runs as uid 100 /
gid 101 (runAsNonRoot), readOnlyRootFilesystem: true (the writable paths are the
data volume and a 256 MiB /tmp, which is the release's RELEASE_TMP),
allowPrivilegeEscalation: false, capabilities.drop: [ALL], the runtime's default
seccomp profile, no service-account token, no service-link environment variables. The
kind run of the fleet (below) installs the chart into a namespace that enforces
restricted. Every one of these is a value (podSecurityContext, securityContext),
so a cluster policy that needs another uid changes the chart's input, not its templates.
Probes. startupProbe and livenessProbe are GET /health (the process answers;
the startup probe allows 10 minutes, for a store's boot migrations), readinessProbe
is GET /ready with failureThreshold: 1: a full disk, a reopening store, an intake
log that is down, or a drain takes the pod out of the Service within one period
(Liveness and readiness). A claim-check pod has no /ready,
so all three probes are GET /health on 4001.
terminationGracePeriodSeconds is computed from the drain. The chart writes
drain.delayMs / drain.timeoutMs into listener.drain_delay_ms /
drain_timeout_ms and sets the grace period to (delay + timeout) / 1000 + 10, plus
backup.final_timeout_ms (20 s) when config.backup.enabled: 45 s with the defaults,
65 s for a backing-up node. A drain set under config.listener is the one it follows.
There is no preStop sleep: the node flips /ready itself on SIGTERM and keeps serving
for drain_delay_ms, which is the endpoint-removal margin
(Draining on SIGTERM).
Disruption and placement. A PodDisruptionBudget (maxUnavailable: 1) per workload,
and topologySpreadConstraints over zones (ScheduleAnyway) and nodes
(DoNotSchedule), maxSkew: 1, selecting the workload's own pods. A rolling update
of the StatefulSet replaces one pod at a time and waits for its /ready; the
Deployment surges one pod and never goes below its replicas.
The network. A NetworkPolicy selects every pod of the release: port 4000 is open to
every client (providers), 4001-4004 (claim check, admin and /metrics, route
management, the metrics listener) only to the namespaces in
networkPolicy.operatorNamespaces (the release's own by default). The admin API and the
gateway bind their pod address only when admin.expose / claimCheck.enabled ask, and
the chart refuses to render one without a token Secret (tokenSecret.name, which becomes
ANKUSA_ADMIN_TOKEN / ANKUSA_CLAIM_CHECK_TOKEN) or allowInsecure: true. Egress is
open: sinks, the intake log and the object store are wherever your config says.
Sizing the PVC. The volume holds everything the node has acked and not yet
compacted and delivered, so size it for the backlog you promise to ride out
(a sink outage, a paused broker):
PVC bytes = hooks/s × mean body bytes × backlog goal (s) × 2
The × 2 is headroom for row overhead, the write-ahead log and compaction's working
set. Keep node.min_free_bytes (the disk readiness check) at 10 % of the volume so a
node leaves the load balancer before ENOSPC. Per node:
	hooks/s	mean body	backlog goal	PVC bytes	persistence.size
	100	10 KiB	5 min	0.6 GiB	5Gi (the practical floor: the RocksDB, the quarantine pen, the local archive)
	1 000	10 KiB	5 min	5.7 GiB	8Gi
	1 000	10 KiB	1 h	68.7 GiB	80Gi
	10 000	1 KiB	5 min	5.7 GiB	8Gi
	10 000	1 KiB	1 h	68.7 GiB	80Gi
	1 000	100 KiB	5 min	57.2 GiB	64Gi

A body over inline_max_bytes of a claim-checking sink leaves the volume for the claim
bucket, so it counts for its claim reference only. Segments belong in S3/GCS
(storage.type), where they are not the volume's problem; with LocalFS they live on it
too. A StatefulSet that is deleted or scaled down keeps its volumes
(persistence.retentionPolicy).
Proof. mise run check:examples renders the chart for every mode and validates the
manifests with kubeconform. mise run e2e (or mise run e2e fleet) runs the fleet of
examples/fleet-e2e
from this chart on kind: two StatefulSet pods and a gateway in a namespace that enforces
restricted, one pod deleted (a drain) and one SIGKILLed under load, missing=0.
Multi-region
A region is a failure domain, so the unit of deployment is a regional fleet: one
release of the chart with everything it needs, in the region, and nothing shared with
another region.
	Independent regional fleets. Each region has its own Kubernetes cluster, StatefulSet,
Redis (the route, source and fleet stores), segment/claim bucket, consumers and
intake log. Nothing replicates between them, so a region that fails takes down only
its own tenants. dedupe.scope: fleet and rate_limits.scope: fleet are per
region: the same provider event delivered to two regions is two hooks, and a tenant's
quota is per region.
	Tenant → region pinning at the global load balancer. Pin every tenant to one home
region and route on it before the request reaches a fleet: the tenant segment of the
catch URL (/webhooks/<tenant>/<source>, multi-tenancy.md) or a
per-tenant hostname, in the global LB (GeoDNS, an anycast L7 proxy, a mesh gateway).
Keep the pin in one table that also provisions the tenant's routes and sources in
its home region. A region outage is the provider's retry (they retry a 5xx) against
a LB that keeps answering 503, or a deliberate change of the pin; moving a tenant
re-points new hooks only, and what its old region had acked stays there until it returns
or is restored.
	One intake topic per region. wal.type: dual confirms every hook in a Kafka
cluster inside the region, across its zones (replication factor 3,
min.insync.replicas=2, rack-aware): intake.fleet names the region
(ankusa.intake.eu-west-1), and no cluster stretches across regions, because a confirm
that waits for another region's replicas puts a WAN round trip into every ack and
makes the region's availability depend on its neighbour's.
	backup.secondary is the cross-region copy. Set the primary bucket in the region
and backup.secondary in another one: every backup goes to both, and a restore falls
back to the secondary. That is the only state that leaves a region, and it is why a
region lost entirely (hosts, volumes, the intake log, the primary bucket) costs the
hooks acked since the last backup (backup.interval_ms, the recovery point); dual's
zero-loss promise covers a lost host, not a lost region. Restoring into another
region means installing the chart there with the same node ids and backup pointed
at the surviving bucket: each pod restores its store from it before it takes a hook.
	No cross-region store. No RocksDB, Redis, claim bucket or Kafka cluster spans
regions, and consumers redeem claims at their own region's gateway. Sinks may be
anywhere (TLS, the SSRF-safe egress rules apply), but the hook is durable in its home
region before any of it leaves.

Upgrading between releases
The store carries a format version (m:format_version in its default
column family; this release writes format 3). A store without the key is
format 1 — every store written before the marker existed — and is stamped on
its first open. A release that changes the key layout adds a migration to the
store's migration registry; on boot, before the node serves, the
migrations from the store's format up to the release's run in order, each in
bounded synced batches. A migration records its place in m:migrating:<to>
with every batch, so a node killed mid-migration resumes at the next boot
instead of starting over, and the new format is stamped only in the batch that
finishes it. Migrations are forward-only.
Format 2 (the audit trail). The store gains the audit column family and
every API-managed source a revision (v:<tenant>\0<name>; sources a format 1
store held become revision 1, in bounded synced batches). A format 1 release
cannot open a format 2 store: it refuses at the format guard, and RocksDB
itself refuses a database holding a column family the release does not list.
That is the rollback boundary: once a node has booted format 2, going back
means restoring the pre-upgrade backup, losing what was acked since and
every audit row. A node's audit rows are its own; a fleet reads each node's
trail with GET /v1/audit (scope audit:read) per node.
Format 3 (tenant ordinals and counters, ADR 0001).
The store gains the tenants and counters column families. Every tenant
gets a dense ordinal, due and claimed rows are re-keyed under it (?d/?f
become ?D/?F), the dead index gains a by-tenant companion (?X), a due
row gets an active-tenant marker (?A), and the per-tenant queue counters
are seeded from the rows. The migration runs on boot, before the node serves,
in synced batches of 500 rows (due, claimed, dead, then archive obligations)
and is proportional to the rows queued at the upgrade: a node with an empty
queue migrates in a moment, one with millions of queued rows takes minutes
and logs each step; it resumes where a kill left it and counts nothing twice.
The gauges ankusa_queue_pending and _scheduled change meaning here:
pending is first attempts waiting and scheduled is retries waiting
(including one whose backoff has just ended); their sum is what it was, and
ankusa_queue_oldest_due_age_seconds is still the alarm for a backlog. A
format 2 release cannot open a format 3 store ({:store_format_newer, 3, 2},
and RocksDB refuses the families it does not list). That is the rollback
boundary: once a node has booted format 3, going back means restoring the
pre-upgrade backup, losing what was acked since, so take a backup before
the first boot. A migration killed part-way leaves m:migrating:3 and the
store at format 2 with some rows moved; only a format 3 release can open it,
and it resumes. A fleet upgrades node by node: stores are per node. A new
key, tenants.max (default 1 000 000), refuses the hook of the tenant past
it with 503 tenant_limit and Retry-After: 300; tenants already known are
never refused.
Preview what a boot would do, without opening the store (read-only, safe
beside a running node):
mix ankusa.store.migrate --dry-run --data-dir /var/lib/ankusa --instance default

It prints the store's format, the migrations still to run and, for an
interrupted one, the cursor it resumes at. Without --dry-run the task
migrates the store and exits; stop the node that owns it first.
Upgrade in this order:
	Back up. Let a backup complete (backup.enabled) or copy the store
directory while the node is stopped. This is the rollback.
	One pod at a time. Replace a node, wait for /ready, then the next.
Each node migrates its own store; nodes share no store. N and N−1 read each
other's data within a minor release, so a fleet is safe mid-rollout.
	Do not roll back past a format bump. An older release refuses a newer
store at boot ({:store_format_newer, found, supported}, see below)
rather than ignore the keys it does not know. To go back, stop the node and
restore the pre-upgrade backup; the hooks acked after the upgrade are in
the newer format and are lost with it, so roll forward when you can.

Upgrading from 0.3
0.3 kept hand-rolled on-disk formats — wal/, dlq/, quarantine/,
segments/index.log, sources.json, rate_limits.json. The first boot of the
new store imports them into <data_dir>/<instance>/store, in this order:
sources.json, rate_limits.json, quarantine/, wal/, dlq/,
segments/index.log.
Each artifact is imported, a marker is written to the store, and then it is
renamed <name>.migrated-<unix seconds> — never deleted. The renamed files are
the rollback: stop the node, rename them back, and start 0.3 again. That only
works before hooks are acked into the store: a hook committed after the first
new boot is invisible to 0.3, so a rollback loses it.
Stop the 0.3 node before starting the new one — two nodes must not run against
one data directory — and back the directory up first. The import reads a WAL
that could be large, but in chunks, so memory stays bounded. A torn final WAL
frame (a write that was never acked) is ignored. Dead letters import as dead
rows and replay to the source's current sinks; the next seq is past
everything imported.
Under wal.type: none the queue artifacts (wal/, dlq/,
segments/index.log) are left in place with a warning and imported later, once
the node runs wal.type: disk; everything else imports on first boot.
Two 0.3 config keys now fail as unknown keys: dispatch.poll_ms (dispatch no
longer polls — a commit wakes it, and it otherwise sleeps until the earliest
due row) and an HTTP sink's ordered (deliveries are not ordered). In core,
wal: {Ankusa.WAL.DiskLog, _} raises ArgumentError with a hint to use
wal: :disk; any other value but :disk, :dual or :none raises too.
Rolling back a minor
Hooks and delivery rows are stored in a versioned encoding (v0 = the bare Erlang
term, v1 = a two-byte tag and a version byte in front of it; see
storage.md). That version is separate
from the store's format version in
Upgrading between releases, which the boot
guard checks. A release reads the versions it knows, and a release only starts
writing a version once the release before it can read it. That makes a
rollback of one minor safe, and puts the boundary here:
	Running	Reads	Writes	Roll back to
	0.6 and earlier	v0	v0	n/a
	the first release with versioned encodings	v0, v1	v0	0.6: safe, every row it wrote is v0
	the release after it	v0, v1	v1	the first release with versioned encodings: safe; 0.6: not supported

0.6 reads a v1 row with a bare binary_to_term and raises, so once a node has
run the release that writes v1, do not roll back past the release that reads
it. Upgrade 0.6 to the release that writes v1 through the release that
reads it, never directly. If a node must go below the boundary anyway, restore
the data directory from a backup taken before the first v1 write; the hooks
acked after it are lost with it. The change that flips the write default to v1
bumps the store format in the same release, so the guard refuses the older
image at boot ({:store_format_newer, found, supported}) instead of that
release raising on rows one at a time.
When a node refuses to start
The store never treats a database it cannot read as empty. These refusals name
the file or version and what to do:
	{:store_open_failed, path, reason} — RocksDB damage before the torn
tail, or an unreadable directory. Check the disk; restore the volume from
backup; or move the data directory aside to start with an empty store,
losing everything in it.
	{:damaged_legacy_wal, path, byte, later_byte} / {:corrupt_legacy_sidecar, path} —
a 0.3 WAL with valid frames after the damage, or an unreadable .cursors or
.truncated sidecar. Acked hooks after the damage would be lost, so the
node will not guess. Move the 0.3 directory aside to start without it.
	{:corrupt_legacy_wal_record, path, seq, reason} — a 0.3 WAL frame that
passes its checksum but is no envelope. The node will not guess; move the
0.3 directory aside to start without it.
	{:store_format_newer, found, supported} — the store was written by a
newer release (found) than this one understands (supported), typically
after a rollback. Run the newer release again, or stop the node and restore
the backup taken before the upgrade (see
Upgrading between releases). The node
imports and migrates nothing before refusing.
	{:store_migration_failed, to, reason} / {:missing_migration, found, target} —
a format migration raised or returned an error, or this release has no
migration leaving the store's format. A failed migration resumes at the last
batch it committed on the next boot; mix ankusa.store.migrate --dry-run
shows where.

Monitoring
What to alert on ships in the repository, and is checked in CI
(mise run check:monitoring):
	File	What
	deploy/monitoring/prometheus-rules.yaml	22 alerts: one per row of the SLO table, plus ack error ratio, open breakers, a growing or full DLQ, a stale backup, a low disk, store write failures, a failure domain down, intake log failures, one tenant's 429s
	deploy/monitoring/prometheus-rules.test.yaml	promtool test rules cases: each alert fires on the failure's series and stays quiet on normal ones
	deploy/monitoring/grafana/ankusa.json	a Grafana dashboard (import it, pick the Prometheus data source, pick nodes)
	docs/runbooks/	one page per alert family: symptom, metric, action, verification; every alert's runbook_url

Scrape every node's /metrics: the metrics listener (metrics.enabled: true, port 4004, metrics.ip)
is the one to give Prometheus, since it serves nothing else. Leave
honor_labels at its default false: Ankusa labels every series with its own
instance name (instance), Prometheus renames that exported_instance and
makes instance the node, and the rules aggregate by job, instance, exported_instance. Then load the rules:
# prometheus.yml
rule_files:
  - /etc/prometheus/ankusa/prometheus-rules.yaml
scrape_configs:
  - job_name: ankusa
    static_configs:
      - targets: ["ankusa-0.ankusa:4004", "ankusa-1.ankusa:4004"]
The rules assume nothing about the job name. Their thresholds are the SLO
table's: change the table first, then the rule and its unit test. Route
severity: critical to a pager and warning to a ticket queue in Alertmanager.
Also alert on up == 0 for the job: a node whose /metrics does not answer
raises none of these alerts. The runbook_url points at the main branch of
this repository; mirror docs/runbooks/ and rewrite the annotation if you
run them from an internal wiki.
Worked examples
Four runnable topologies, HTTP, RabbitMQ, Kafka → SQS FIFO, and Oban on
Kubernetes, each with its own README and failure drills:
examples/README.md.
They are also the fastest way to see how much of a real deployment is Ankusa
config and how much is your worker.
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The core invariant
Never return 2xx until the hook is durably accepted. Which system accepts
it is one config key, wal.type: disk (the default) commits to this node's
store — the queue's mode; the name wal is historical — and dispatches
asynchronously; dual does that and confirms the hook in a replicated
intake log (Kafka) before the ack, so a lost host loses nothing; none
publishes to the source's sinks inside the request and acks on their confirm.
No mode ever promises what nothing stored. Every other design decision in this
framework is downstream of that one sentence.
	Crash before the accept: no 2xx was sent. The provider retries. Nothing
was lost because nothing was promised.
	Crash after the accept, before the HTTP response leaves: the provider
retries anyway (it never saw the 2xx). Without a source
dedupe: setting (boot logs a warning per such source), that retry is a new hook: a fresh id, stored and delivered again. Delivery
is at-least-once; consumers are idempotent receivers.
	Store slow or down: 503 with Retry-After. Under wal.type: disk that
is the store refusing a commit; under dual it is the store or the intake
log (intake_unavailable, intake_pending); under wal.type: none it is a
sink refusing the publish — same answer, because in that mode the sink is
the store. Never ack what wasn't saved, ever, under any load condition.

The one loss window this can't close is a provider that doesn't retry on a
timeout or 5xx. That's their contract, not a bug here. Document it to
whoever's provider you're catching.
The default single-node setup (wal.type: disk + BlobStore.LocalFS) survives
process crash and power loss on that box, not loss of the box. The
startup log says so, in one line, on purpose: durability claims should never
be quietly stronger than what's actually true. The queue commits to one
RocksDB database per instance at <data_dir>/<instance>/store, owned by the
Ankusa.Store process; it is local to one BEAM node, so run every store
role together and scale out with independent nodes. See
Deployment topologies.
Losing the box is covered by backup, off by
default: every backup.interval_ms (60 s) a checkpoint of the store goes to
an object store (and to a second one, backup.secondary, if configured),
described by a manifest that backup.signing_key signs and that
backup.verify_interval_ms reads back; a clean stop takes one last checkpoint.
A node that starts on an empty data_dir restores the latest one before it
opens the store — or refuses to start when the backup location can't be read
or a check fails, never "starts empty". Hooks acked after the last backup are
lost with the box (none, after a clean stop; their archive copies, if the
compactor wrote any, are catalogued again); the startup log names the
interval. See storage.md; proofs:
store/backup_test.exs (verify detects corruption, manifest signature,
final checkpoint on stop, secondary restore).
wal.type: dual closes that last window. Every hook is fsynced on this host
and confirmed in the intake log — a replicated Kafka topic
(acks=all, min.insync.replicas=2, ankusa_kafka's Ankusa.Intake.Kafka) —
before the 201; the two halves run in parallel, so the ack costs the larger
of the fsync and the confirm, not their sum. A replacement node started on an
empty volume with the lost node's intake.node_id restores the latest backup
and replays the log from the backup's offset: every acked hook comes back.
The log never gives up an ack silently: a node that cannot confirm in it
answers 503 intake_unavailable and acks nothing, never "disk only". A hook
that half-persists (one half failed, the other did not) is carried to
completion by a reconciler, not undone. See
adr/0002-dual-commit-intake-log.md,
deployment.md and
storage.md; proofs: the fleet drill
examples/fleet-e2e/run.sh --wal dual --kill-node (host loss, the log's brokers
down, a secondary-backup-only restore), queue_dual_test.exs (no ack without intake confirm) and loss_test.exs.
	wal.type	2xx means	An acked hook is lost when
	disk	fsynced on this host	this host is lost, after the last backup (backup.interval_ms, 60 s)
	dual	fsynced on this host and confirmed in the intake log	this host and every in-sync replica of the log's partition are lost together (Kafka: replication factor 3, min.insync.replicas 2: two brokers, before they fsync, plus the host)
	none	every sink confirmed	no sink keeps it (each sink's own durability)

The startup log says which row applies, in one line.
wal.type: none makes the node stateless instead: no queue, no batcher, no
dispatch pipeline, no compactor, no DLQ, and the only role left is :edge. The
store still runs for the quarantine pen and the API-managed sources and
rate-limit overrides, but no hook is ever written to it. The broker's confirm
replaces the fsync, and "the provider is the retry" replaces the retry
policy — see Deployment topologies
and delivery.md.
The pipeline
flowchart LR
    P[Provider] -->|POST catch URL| E[Edge: Bandit + Router]
    E --> RR[RouteResolver]
    RR --> IG[Ingest: verify]
    IG --> B[Group-commit Batcher]
    B -->|one synced batch per commit| S[(Store\nhooks + delivery rows)]
    S -->|ack| P
    S -->|due rows| D[Dispatch Scheduler]
    S -->|archive obligations| C[Compactor]
    C --> BS[(Blob store\nsegments + index)]
    D --> SK[Sinks]
    D -->|give up| DLQ[(Dead rows)]
Ingest and dispatch are fully decoupled. A commit writes the hook and one
delivery row per sink in one store batch; dispatch is a scheduler over the
due rows, and the compactor works over the archive obligations that same
commit wrote. Neither is an RPC caller of the other, and neither is an RPC
target of the edge. Take the compactor down: ingest keeps acking, the
obligations pile up, nothing is lost — watch ankusa_queue_archive_pending
and the store's size. Take dispatch down: same story, deliveries just wait as
due rows, ankusa_queue_oldest_due_age_seconds climbs, and a row it had
already claimed is put back as due at the next start. This is
the "durable state, not RPC" rule and it
holds at every boundary in the system, including across separate adapter
packages (see packaging.md) and across independent nodes,
which share nothing but the provider's traffic.
wal.type: none skips the queue entirely — one request, one publish, still one
honest ack:
flowchart LR
    P[Provider] -->|POST catch URL| E[Edge: Bandit + Router]
    E --> IG[Ingest: verify]
    IG -->|in the request| SK[Sinks, concurrently]
    SK -->|every sink confirmed| A[201 accepted]
    SK -->|any failure or timeout| R[503 + Retry-After]
No batcher, no queue, no compactor, no dispatch pipeline, no DLQ. The request
process publishes to each of the source's sinks and answers only once all have
confirmed (Kafka acks=all, a publisher confirm, a JetStream ack, an HTTP
2xx); any failure or timeout is the 503, and the provider — not a retry policy —
is the retry. Ankusa.Sink.durable?/1 is the contract behind that promise, and
boot refuses a wal: :none config in which no sink of a static source can make
it. Detail in delivery.md.
Request path, step by step
	Ankusa.Edge.Router (Plug.Router under Bandit) matches any path via a
catch-all POST and hands it to Ankusa.RouteResolver.resolve/2, the
pluggable seam that turns a URL into %Ankusa.Route{source_id, tenant_id}
(see multi-tenancy.md). It then does everything that
can refuse the request before reading its body: a Content-Length above
max_body_bytes is 413, and a source that does not exist is 404 — so
is a source owned by one tenant asked for under another tenant's URL (a
source with the default tenant "default" is shared and answers any
tenant), and a source store that cannot answer is 503, never 404. Only
then does it read the body, still bounded by max_body_bytes as it streams
(a chunked body has no length to check up front). Refusals are counted on
ankusa_ingest_refused_total{instance,reason} and never create a
per-source series, so an unauthenticated caller cannot grow /metrics.
	Ankusa.Edge.Ingest builds a %Ankusa.Envelope{} for the source the
router looked up via Ankusa.SourceStore (raw body kept byte-for-byte
verbatim: signature checks need the exact bytes, not a re-serialized copy;
it is copied only when it is a slice of a larger binary), and runs the
source's Ankusa.Verifier.	The request's headers are stored under the store_headers policy,
applied after verification (the verifier and the dedupe key read every
header): authorization, cookie, x-api-key and the other credential
headers are dropped by default, and a hashed one is kept as
sha256:<hex>. What the policy removes is in no stored hook, archive
segment, quarantine entry or sink message. See
configuration.md#stored-headers.
	Verification failure follows the source's on_verify_failure policy:
:reject (401, nothing stored), :quarantine (202, held in a
durable pen with a per-source rate limit and a byte cap — 429 or 503
when either refuses — until a quarantine replay job re-verifies and
releases it. See delivery.md), or
:accept_flag (commits anyway, envelope marked flagged: true).
A source that verifies with SHA-1 (an inline hmac scheme only) is
counted on ankusa_verifier_weak_hash_total{instance,source_id,scheme}
whether or not the signature matched, and the replay window
(tolerance_seconds) is capped at an hour; both are tested in
verifier_test.exs and metrics_test.exs.
	Five verifiers ship in core: none, an HMAC signature, an Ed25519 or RSA
public-key signature (Verifier.Asymmetric, which holds no secret), a
static bearer/basic/header/query credential (Verifier.Token) and the
pinned mutual-TLS client certificate (Verifier.ClientCert). The edge
hands a verifier only the request context it reads, through its opts:
the peer certificate (a live TLS-socket call, made for ClientCert
sources alone) and the query string (Token), so the envelope and the
stored format are unchanged. A token's header is dropped from what is
stored, whatever the store_headers policy. Tested in verifier_test.exs
(the Standard Webhooks v1a reference vector, wrong key, stale
timestamp, tampered body, each token location, each certificate pin),
edge_test.exs (through the router) and instance_test.exs (a real
mutual-TLS handshake).
	An accepted hook is charged against its tenant's ingest quota
(rate_limits: hooks and bytes per second) before anything is written.
Over the limit is 429 with Retry-After, nothing stored — and because
the charge comes after verification, a flood of forged requests spends no
budget and can never lock a tenant out. A forged hook is not free either:
one accepted flagged (accept_flag) or quarantined spends its source's
quarantine bucket (429 quarantine_rate_limited past it), and a flagged
hook gets no dedupe key, so it cannot suppress the real event. What a
forged request does spend is the pre-read admission, which runs after
the source lookup and before the body is read: a limit per client address
(429 ip_rate_limited), per node (429 node_rate_limited) and per source
in body bytes per second (429 source_rate_limited), plus the tenant's
max_body_bytes (413) — CPU protection that a flood meets before it
costs a read or an HMAC. A tenant can also be given a share of the batchers
(max_queue, max_queue_bytes): past it the tenant gets
429 tenant_overload, and the other tenants never see a 503 overload
it caused. See configuration.md#rate-limits;
tested in edge_rate_limit_test.exs (per ip pre-read, tenant overload isolates, tenant body cap).


	Ankusa.Edge.Batcher (one GenServer per partition, default two)
receives the envelope and blocks the caller until the batch it lands
in commits. The flush to the store runs in a Task, so the batcher keeps
accepting while a commit is in flight. The next batch accumulates behind
it and commits the instant the previous one returns. max_batch
(default 256) bounds one batch, max_delay_ms (default 0) adds no linger.
Every blocked caller is replied to only after that commit returns; that's
what makes the ack honest. The queue is bounded twice — max_queue
(default 10,000) records and max_queue_bytes (default 256 MiB) of body,
both counting buffered and in-flight records: full means 503 with
Retry-After, never a promise the store can't back. Those bounds are the
partition's, shared by every tenant; a tenant's max_queue and
max_queue_bytes count its own records across partitions, so it hits
429 tenant_overload before it can fill them.
	Ankusa.Queue commits the batch to the store durably and returns
{:committed, envelope} (with seq assigned) or {:duplicate, envelope}
(the original's id; nothing stored) per record, in the original
order. The edge maps this to
201/202/401/404/413/429/503; a body it cannot read at all
(client disconnect, read timeout) is 400, kept distinct from 413 rather
than reported as "too large". A header name or value holding a byte outside
visible ASCII (space and tab allowed in values) is also 400 invalid_header,
refused before the body is read: no sink can carry it.

Under wal: :none steps 3 and 4 do not exist: Ankusa.Edge.Publish asks
all of the source's Ankusa.Sinks at once, concurrently, in the request
process, under one deadline (direct_publish_timeout_ms, default 8 s). The
status mapping below is unchanged, but the 201 now waits on
every sink's confirm instead of the store commit. A sink refusing, raising,
throwing, exiting or missing the deadline is the 503, and nothing is retried here.
From here, ingest is done. Two independent consumers work off the same store:
	Ankusa.Storage.Compactor takes the archive obligations in seq order,
by stored size up to storage.roll_bytes, encodes the hooks into one
immutable segment via Ankusa.Codec, PUTs the segment and its index
object to Ankusa.BlobStore, writes the catalogue row, and clears the
obligations. Hooks dispatch hasn't consumed yet are not touched, so
at-least-once delivery survives compaction. Detail in
storage.md.
	Ankusa.Dispatch.Pipeline is a scheduler over delivery rows: it claims
due rows tenant by tenant (deficit round-robin over the tenants with work
due, up to dispatch.concurrency deliveries at a time, bounded by
dispatch.max_inflight claims and dispatch.max_inflight_bytes of stored
hook bodies, and for each tenant by its own window,
dispatch.tenants), queues them per sink key
{tenant, source, sink index, module}, hands slots round-robin across the
tenants and then across a tenant's keys, delivers each to the sink its row
was bound to, retries per the source's Ankusa.RetryPolicy, parks a key
whose circuit breaker is open, and dead-letters on give-up. Delivery is not
ordered; a consumer that needs order has to rebuild it from data it receives
and tolerate redelivery. Detail in delivery.md.

Guarantees, by component
	Component	Guarantee
	Ankusa.Store (the wal.type: disk queue)	One RocksDB database per instance. A commit is one synced batch: the hook, one pending delivery row per sink, an archive obligation while :storage runs, the seq marker, and, for a hook with a dedupe key, the dedupe key and its expiry key. A torn tail (an unacked write) is dropped on open; damage before it refuses to start ({:store_open_failed, …}) rather than silently shortening a read. LocalFS blob writes are fsynced (temp file, rename, directory).
	Group-commit batcher	One process per partition (batcher.partitions, 4 by default) that holds its callers' bodies, encodes their delivery rows and reads their dedupe keys in a supervised commit task (up to batcher.max_commits, 64, in flight per partition, so the writer finds every waiting caller in its mailbox), then hands the prepared batch to the queue writer. The writer merges every batch queued from every partition into one group (batcher.group_commit_max_bytes, 4 MiB, and batcher.group_commit_max_records): one synced store write and, under wal.type: dual, one intake publish, with seqs dense across the group, while the next group accumulates behind it. Because a caller's dedupe read can predate another partition's commit, the writer re-validates it before it assigns seqs: the first occurrence of a key wins, and later ones answer duplicate with its hook id (and, under dual, a retry that meets an unconfirmed original is 503 intake_pending). Callers block until their own group returns; bounded queue (buffered + in-flight) sheds load as 503 rather than queuing unboundedly. Every record carries a deadline (15 s by default) for its batch to start committing: a record still buffered at its deadline behind a stalled commit is answered 503 and dropped, and the writer refuses a batch that missed its deadline. A batch the writer has started is never abandoned, so a stall never answers 503 for a hook it then commits; a process dying while the writer is mid-commit (the commit task, the batcher, or the writer after its sync) still can, and the provider's retry stores that hook again.
	Ingest	Every accepted POST is durably accepted and answered 201 accepted, and 201 is the only committed response. There is no 200. Under the default wal.type: disk that accept is the store commit; under dual it is the store commit plus a confirmed intake-log publish; under wal.type: none it is every sink's confirm. A source with dedupe: collapses hooks sharing a provider event key within the TTL (default 72 h): the repeat gets 201 with the original id and "duplicate": true, and nothing new is stored. Without it, a provider retry after a lost ack is a new hook with a new id, stored and delivered again. The dedupe index is bounded: dedupe.max_entries live keys on the node and dedupe.max_entries_per_tenant for one tenant; a hook whose key would pass either is refused 503 dedupe_quota (Retry-After: 60), never stored without its key, and keys are expired by Ankusa.Queue.DedupeSweeper, never inside the writer (storage.md; tests test/ankusa/dedupe_test.exs: dedupe bucket sweep, dedupe.max_entries refuses a new key, a key refreshed after the sweeper read it survives its stale delete). Consumer contract in delivery.md.
	Fleet scope (rate_limits.scope: :fleet, dedupe.scope: :fleet)	The tenant quota and the provider event key are counted in fleet.store (Redis), one call per hook, so N nodes enforce one limit and one dedupe window. The event key is claimed pending before the commit and made committed only after it (Ankusa.Dedupe.Store): another node meeting a committed key answers 201 with the first hook's id, meeting a pending one 409 dedupe_pending (a 2xx for a hook whose commit then fails would lose it), and a failed commit releases the claim. Each call has a hard budget (fleet.timeout_ms) and a breaker takes a slow or dead store out of the path: the node then limits and dedupes alone and ankusa_fleet_limiter_degraded reads 1, never a 503. Proof: edge_fleet_test.exs and, against Redis, ankusa_redis's rate_limiter/store/redis_test.exs. See configuration.md#fleet-scope.
	wal: :none (direct ack)	Ingest publishes to every sink concurrently in the request, under one deadline (direct_publish_timeout_ms, default 8 s), and answers 201 only after each confirmed; any sink failure, crash or timeout is a 503 with Retry-After, with no internal retry, and sinks that confirmed keep their copy. No queue, no batcher, no dispatch pipeline, no compactor, no DLQ: the provider is the retry and the sink's destination is the durable store. Ankusa.Sink.durable?/1 is the per-sink promise, checked at boot for every static source. The local state this mode keeps is the quarantine pen (rows appear only for a source that asks for it), API-managed sources and rate-limit overrides, all in the store.
	wal: :dual (intake log)	A hook is acked when its synced local write and the intake log's confirm (required_acks: -1, every in-sync replica, at least min.insync.replicas) are both done; the batch's two halves run concurrently, so the ack is the larger of the two. The writer's reply is a message, not a wait: the next batch commits while the previous one waits for its confirm. A half-persisted hook (one half failed) is 503 to the provider and carried: the pending set holds it and the reconciler completes the missing half, with the fleet dedupe claim held pending and promoted only when both halves are confirmed, so the provider's retry is 503 intake_pending, then 201 duplicate with the first id, never a second hook. An open breaker (intake.breaker_failures failed publishes) answers 503 intake_unavailable before either half is touched. Boot recovery replays the log from m:intake_offset through one seq-and-hook-id rule (a duplicate or reordered record changes nothing), republishes the local hooks above the watermark, and the node serves nothing until it is done. Kafka has no idempotent producer here (brod), so every reader dedupes. Proven by queue_dual_test.exs, intake/{reconciler,recovery}_test.exs, ankusa_kafka's intake/kafka_test.exs and the fleet drill.
	Compactor	Never writes one object per hook: it takes archive obligations byte-sized up to storage.roll_bytes and packs them into one immutable segment plus one index object. A failed blob write ends the tick and the same hooks are retried next tick.
	Dispatch	At-least-once to every sink, concurrent up to dispatch.concurrency and bounded by dispatch.max_inflight/max_inflight_bytes, exponential backoff with jitter, dead-letter on give-up, a raising sink retried rather than fatal. Not ordered unless a sink entry says ordered: true: then the hooks of one lane ({tenant, source, sink, key}) are delivered one at a time in seq order, a retry blocks its lane only, and the lane state lives in the store (delivery.md, ADR 0004; test/ankusa/dispatch/ordering_test.exs); otherwise a consumer that needs order has to rebuild it from data it receives. A scan claims from the tenants with work due by deficit round-robin (each gets an equal share of a page, a tenant with less leaves the rest to the others, a tenant the page did not reach goes first next time), and each tenant is held to its own window (dispatch.tenants: max_inflight, max_inflight_bytes, concurrency), so a tenant whose sink is slow fills its own window and nobody else's: tenant fairness in test/ankusa/dispatch/isolation_test.exs runs 99:1 load behind a slow sink and holds the light tenant's p99 delivery lag within 2x of its solo p99 (bench/tenant_fairness_bench.exs prints both tenants' p99). Breakers and dispatch.sink_concurrency are per tenant (the sink key carries it). The scan costs the tenants with work due, not the backlog or the tenant count (bench/dispatch_tick_bench.exs). DLQ entries are dead delivery rows; a replay moves them back to pending, so a replayed hook leaves the DLQ.
	Quarantine	A durable pen in the store, bounded three times: a token bucket per source (quarantine.burst/rate, default 100 / 20 per s; over it, 429 quarantine_rate_limited), a cap on its total bytes (quarantine.max_bytes, default 1 GiB; a full pen answers 503 quarantine_full and never evicts a held hook) and at most 1 000 writes waiting for its disk write (503 overload, ankusa_quarantine_pending). The bucket, the byte count and the waiting count are ETS operations in the request's own process, so a forged flood never queues another source's hook (or an accept_flag hook's charge) behind it; the writes are one group commit per pen tick (bench/quarantine_bench.exs: 5 000 forged hooks/s over 500 sources, p99 < 50 ms, a clean source's p99 within 2× of its solo p99). It survives a restart, its byte count too, and a store that cannot write is a 503 that spends no token. A quarantine replay job re-verifies held hooks against the source's current verifier and commits the ones that pass with their original id; DELETE /v1/quarantine purges the rest. A secret list (secret: [new, old]) keeps a rotation out of the pen in the first place.
	Audit trail	Every change an operator (or code) makes to a source, a route, the global IP rules, a rate-limit override, the quarantine pen, a replay job or the node's log level (PUT /v1/log-level) leaves one row in the store's audit column family, with the actor (Ankusa.Principal), the client address, the request id, a keyed hash of the subject before and after, and the subject's revision. Rows are in commit order (<<?a, seq, at>>: Ankusa.Audit hands out seq and commits the batch, so a reader that remembers a seq never misses a later row, whatever the clock does) and never hold a secret. A change that lives in this node's store (API-managed sources, rate-limit overrides, quarantine, replay jobs) is committed in the same synced batch as its row: both survive kill -9, or neither. A change that lives elsewhere (route definitions and the Redis source store: the route store is pluggable and shared by a fleet) is a dual write: the row goes in first as a synced pending row, the change is applied, and the row is finished with the outcome. A node killed between the two leaves the pending row. For a source or a route the next boot settles it by reading the subject: its state hashes to the row's after_hash (the change happened: "ok"), to before_hash (it did not: "failed"), or to neither (someone changed it meanwhile: "interrupted", with the current state announced); for anything else the row is recorded "interrupted" — the change may or may not have been applied. The trail never loses a change that was applied. A change whose row cannot be written is not made (503). A request that changes nothing writes no row. GET /v1/audit (scope audit:read; a tenant-scoped reader sees only its tenants' rows); audit.retention_days (default 365) prunes. Tests: test/ankusa/admin/audit_test.exs (audit row survives kill, no secret in audit, filters), test/ankusa/admin/router_test.exs (runtime level: the log level changes at once and is audited, and is not changed when the row cannot be written).
	Lifecycle events	When lifecycle.sinks is set, the audit row of a source or route change is flagged for publication and committed in the same synced batch as the change, with its redacted entity beside it (an audit row never holds a spec). Ankusa.Lifecycle.Publisher reads the flagged rows in commit order and keeps its place in m:lifecycle_cursor (synced on every advance), so a kill -9 right after the change still delivers its event after the restart, and events of one instance arrive in seq order, each with the subject's revision. Delivery is at least once: an event's id is derived from its row, so a redelivery after a crash, and a replay (POST /v1/replays {"kind":"lifecycle"}), are the same event and a consumer dedupes on id. A sink whose retries run out loses the event for that sink (counted; replayable). Retention never passes the outbox: audit.retention_days does not delete a row, or its entity, at or above m:lifecycle_cursor, so a sink that is down for longer than the retention does not lose the events it has not seen; ankusa_audit_retention_blocked_by_cursor counts the expired rows held back. Tests: test/ankusa/lifecycle_test.exs (survives kill, ordered by revision, same id twice, pending-row verdicts), test/ankusa/admin/audit_test.exs (a lifecycle sink that never confirms keeps every row at or above the cursor), test/ankusa/replay_test.exs (lifecycle replay), ankusa_redis's redis_lifecycle_test.exs (a kill -9 on the Redis route and source stores).
	Tenant erase	DELETE /v1/tenants/{tenant}?confirm={tenant} (tenants:write + tenant:*) closes the tenant (its hooks are 503 tenant_erasing, dispatch stops claiming its rows), waits for its running attempts, then removes its sources, routes, override, delivery rows, archive obligations, quarantine rows, claim objects (claims/tenant=<t>/), dedupe keys and lifecycle entities, and commits the tombstone m:erased:<tenant> with one tenant.delete audit row (the lifecycle event io.ankusa.tenant.deleted) in one synced batch. The job's progress is synced after each stage, so a kill -9 resumes it at the next boot. After it, Storage.fetch/2 answers {:error, :gone} (410 where served) for the tenant's archived hooks, which stay in their multi-tenant segments until the bucket's lifecycle expires them; a backup older than the erase brings the tenant back. With rate_limits.scope: fleet the tenant's Redis buckets are deleted; its fleet dedupe claims expire on their own TTL. Tests: tenant_test.exs (erase leaves no trace, resumes after kill -9, a running attempt cannot put a row back, a fetch of an erased hook is gone), tenant_s3_integration_test.exs (claims prefix on S3).
	Shutdown (SIGTERM)	A stop drains before it closes anything (Ankusa.Instance.Drain, run from both applications' prep_stop/1): /ready answers 503 {"status":"draining"} at once, the ingest listener keeps serving for listener.drain_delay_ms (5 s), then closes and waits for the requests it is serving (the batcher's 15 s record deadline, the store commit and a 5 s margin, so a commit that starts late is not killed mid-fsync), then every batcher is waited on until empty, within listener.drain_timeout_ms (30 s). Every request in flight is answered 201 (stored) or 503 (nothing stored), never reset, and every 201 is in the store after the restart; dispatch's outcomes and the backup's final checkpoint then run as the tree stops. Proof: test/ankusa/drain_test.exs (a child BEAM, 200 requests held in the batchers by a stalled writer, SIGTERM) and the docker stop drill of mise run docker:smoke. Deployment has the grace period to set.

Archive retention
The archive is a set of immutable segment objects in the node's storage
bucket (or on LocalFS): the compactor writes
archive/v1/dt=<yyyy-mm-dd>/<node>/seg-<first_seq>-<last_seq>.seg plus its index
and the node-day's _manifest.json, and catalogues the segment in the store
(storage.md). It is a recovery
buffer for replay, not a system of record.
archive.retention_days is the whole retention policy, and it is off by
default. When set, the compactor deletes a segment object, its index and its
catalogue row through the blob store once the newest hook in it is that old;
the value cannot exceed storage.catalogue_retention_days, which is when the
catalogue would hide the hook from Storage.fetch/2 anyway. Until a segment is
deleted, Storage.fetch/2 can find its hooks for replay by id. Claims keep
their own retention (claim-check.md#retention);
segments hold full bodies, never claim refs.
Size the window to your recovery horizon: the longest a consumer outage can go
unnoticed, plus the time to replay it. A replay cannot reach past it.
Dated layout. Segments sit under archive/v1/dt=<yyyy-mm-dd>/<node>/, the
day of a segment's oldest hook first, so one day is one prefix (dt=2026-10-19/
holds every node's segments for that day) and a bucket lifecycle rule can expire
whole days. A cloud lifecycle rule on archive/v1/ is therefore possible next
to Ankusa's own retention, with a catch: the catalogue keeps a segment's row
until storage.catalogue_retention_days (or archive.retention_days) and does
not know the object expired, so set the rule's age at least that long. Past it, a
replay skips a segment whose objects are gone and Storage.fetch/2 answers
:error (unverified: no test removes a segment object behind the catalogue's
back). Retention through archive.retention_days is Ankusa's own delete, and it
works for every blob store, not only LocalFS. Segments always go to
storage.blob_store: a separate archive store and per-writer watermarks are not
part of DUR-8 and are not implemented.
Instance model
Every instance-scoped process is registered through a single Registry
(Ankusa.Registry) with a via tuple keyed by instance name
(Ankusa.via(instance, key)) — the adapters' connections too
(Sink.RabbitMQ keys its connection by a digest of the URL, Sink.NATS by
its :connection). Nothing registers a :global or cluster-wide name. The
node-local names left are shared by every instance on purpose: each adapter
package's own DynamicSupervisor (started by its Application); brod's
client id, an atom that Sink.Kafka scopes as
:"ankusa_kafka.<instance>.<client>"; the AWS credential cache
(:ankusa_aws_credentials), one ETS table keyed by credential source; and, in
the image only, AnkusaServer.GcpToken. Each instance's route snapshot is
its own named ETS table. That's what makes two
independent instances runnable in one VM (and what makes the test suite
async: true-safe for anything that doesn't share on-disk state).
Config is a %Ankusa.Config{} struct built once and cached in
:persistent_term when the instance is started (Ankusa.Instance's
child_spec/1 or start_link/1). Children are handed only the instance's
name and read the struct back with Ankusa.config/1, so no supervisor's child
specs, crash reports or :sys.get_status/1 carry the secrets in it. No
Application.get_env/2 buried in call sites, and instance-scoped config falls
out of the struct for free. Data that changes at runtime stays out of
:persistent_term (whose
every update copies into every process that read it): the route table is an
ETS table the routes store writes (a small owner process keeps it across a
store restart, and the restarted store resumes from it: API-created routes
survive a store crash, and the Redis store resumes from it without waiting on
Redis). One route edit rewrites that route's rows and
a :meta row; a whole-table publish (boot, seed, a Redis reload) writes a new
generation and flips :meta to it, so readers see one table or the other.
A thousand route edits cost a thousand small inserts, not a thousand global
copies.
Roles (:edge, :dispatch, :storage) boot independently based on
config.roles. The same release runs all three on a laptop, and roles is
still a runtime config decision, but the store is local to one BEAM node and
only one process may open it, so every role that uses it must live together in
that node; see
Deployment topologies. Under wal: :none the roles
that exist only to read the queue have no work, so Ankusa.Config.new/1 drops
:dispatch and :storage from the effective list — the admin API's
GET /health reports what this node actually runs, and an existing
all-role deployment can flip wal.type with no other change. No component may
require another to be reachable at runtime; they only ever hand off through
the store and the object store.
Failure domains
The instance supervisor is :rest_for_one, and what a failure costs depends on
where it happens:
	The core is the store, the source store and the edge subtree (routes,
queue writer, quarantine, rate limiter, batchers, the ingress listener). It is
what acks hooks, so a crash there restarts what depends on it, and a core that
keeps crashing stops the instance for its supervisor to restart.
	Every other domain (dispatch, storage, lifecycle events, metrics, and the
admin, route-admin and claim-check listeners) runs under its own restart
budget. When that is exhausted it is restarted later, backing off from 1 s up
to 60 s, instead of taking the instance down: a sink that keeps raising or a
port someone else took stops that domain, not the edge. Hooks wait in the
store and are dispatched when the domain returns. A child that cannot start
when the instance boots still fails the boot. Each outage emits
[:ankusa, :instance, :subtree_down] (ankusa_instance_subtree_down_total{domain}) and each recovery :subtree_up.
	The registry. A restart of Ankusa.Registry, or of one of its partitions,
forgets every name an instance registered, and the processes that trap exits
outlive it unregistered. The instance notices and stops itself so that
whatever supervises it starts it again, every process registered anew.

A crash report prints a process's state and the message it was handling. The
processes whose state holds sink options (dispatch, lifecycle, storage, the
sweeper, the rate limiter, the writable source store, the batchers) redact them
from the state they report; the batchers and the writable source store also
from the message, since their calls carry a hook's or a source's sinks. The
replayer keeps only the codec module, so its state holds no configuration.
Supervisors cannot: their child specs carry the config, so
:sys.get_status/1 on a supervisor, or a supervisor report when SASL reports
are turned on (handle_sasl_reports, off by default), still prints it.
Deployment topologies
The same code runs unmodified in each of these. Only config changes
(wal:, storage.blob_store:, roles:/ANKUSA_ROLES, and which sinks a
source declares). None of these diagrams require a different release
artifact from any other; they're the same supervision tree
(Ankusa.Instance's init/1) booting a different subset of children with
different adapter tuples. Operational how-tos live in
deployment.md; adapter details in
storage.md and delivery.md.
1. Laptop / single container: the default
One process, every role. Nothing else to run: no broker, no database, no object
store.
flowchart LR
    P[Provider] --> E[Edge]
    subgraph Node["one BEAM node"]
        E --> S[("Store\nlocal disk")]
        Disp[Dispatch] --> S
        Comp[Compactor] --> S
        Comp --> BS[("BlobStore.LocalFS\nlocal disk")]
    end
    Disp --> SK[Sinks]
mix run --no-halt / iex -S mix, or the single-container
examples/quickstart/. Durable to
process crash and power loss on that box; not to losing the box.
2. Splitting roles across nodes is not supported
The store is one RocksDB database owned by one process per instance, and
RocksDB takes an exclusive lock on its directory, so a second OS process
cannot open the same store. Every role that uses it, edge, dispatch,
storage, must therefore live in one BEAM node; running them as separate
containers or hosts pointed at one store is not a supported topology. The one
role you can split off is :claim_check, which never opens the store at all
and can run anywhere, its own node included.
This constraint is the store's, not the framework's: under wal.type: none
there is no queue, only :edge runs, and every replica is independent
(topology 4).
3. Queue fan-out to independent consumers
An ingest fleet publishes to a RabbitMQ exchange (Sink.RabbitMQ, separate
ankusa_rabbitmq package), a Kafka topic (Sink.Kafka, separate
ankusa_kafka package), a NATS JetStream subject (Sink.NATS, separate
ankusa_nats package), a Redis pub/sub channel (Sink.Redis, separate
ankusa_redis package), an SQS queue (Sink.SQS, in core), or a Google
Cloud Pub/Sub topic (Sink.GooglePubSub, in core); either way fat
payloads are checked in through
Ankusa.ClaimCheck with only a claim reference on the queue, and the message
itself is the same Ankusa.Sink.Message. With RabbitMQ each consumer owns its
own queue and binding. The framework never declares one, so adding a
fifth consumer later is a change on the consumer side only, not a config
change here. Kafka has no bindings: the consumer side owns a consumer group
instead. SQS is a direct sink; a consumer that wants another broker in between
runs a bridge (see examples/kafka-sqs-consumer/
for the shape).
Each ingest node here is an ordinary all-role node, the topology-1 shape, with
its own store, and the nodes share nothing but the broker, the provider's
traffic, and — if you like — one bucket. Segment keys are
archive/v1/dt=<day>/<node>/seg-<first_seq>-<last_seq>.seg, so nodes sharing a bucket
each set their own intake.node_id (or their own storage.key_prefix, node-a/, …)
or they overwrite each other's
segments. Claim keys are never prefixed — claim ids are unique across nodes —
so the claim store (the bucket, or a dedicated claim_check.store, or a list
of them with failover, claim_check.stores) is shared by every node and one
gateway serves them all.
flowchart LR
    P[Provider] --> E1[Ingest node 1]
    P --> E2[Ingest node N]
    E1 & E2 --> S[("Store\nper node")]
    E1 & E2 -->|small: inline body| X(("ankusa.events\nexchange"))
    E1 & E2 -.fat: write packed claims.-> Obj[("Object store")]
    E1 & E2 -->|"fat: message carries a claim ref"| X
    X --> QA[queue A\nowned by consumer A]
    X --> QB[queue B\nowned by consumer B]
    QA --> CA[Worker A\nno store credentials]
    QB --> CB[Worker B\nno store credentials]
    CA & CB -->|GET /v1/claims/...| CC["claim-check\n:claim_check role\nread-only, authenticated"]
    CC --> Obj
A consumer that shouldn't hold object-store credentials (any worker, in any
language, or a third party) redeems the reference with GET /v1/claims/...
against a claim_check-role node instead of reading the object store. The
gateway is read-only and authenticates its readers (claim_check.auth: claims:read
plus the claim's tenant). See claim-check.md for the API and the
reference format.
Worked end to end, dockerized, in
examples/rabbitmq-consumer/.
These compose: every node runs the full pipeline locally and publishes to the
broker, so scaling ingest with more nodes and adding queue consumers are two
independent config changes on the same architecture, not a different one.
4. Stateless ingest fleet (wal: :none)
N replicas of the same image, no volumes at all: a Deployment, not a
StatefulSet. Ingest verifies, publishes to the source's sinks in the request,
and acks on their confirm. Nothing written here is acked customer data, so a
replica can be killed, rescheduled, or added mid-storm with nothing to drain
and nothing to repoint.
flowchart LR
    P[Provider] --> LB[Load balancer]
    LB --> E1[edge replica 1\nno volume]
    LB --> E2[edge replica N\nno volume]
    E1 & E2 -->|publish in the request\nack on confirm| Q[Kafka / NATS / RabbitMQ]
    Q --> W[Your workers]
The trade is the retry: with no queue there is no retry policy, no dead-letter
queue, and no replay — a 503 with Retry-After is the whole retry mechanism,
so the provider must retry and consumers must dedupe on the idempotency key,
which is the hook id unless the source sets
dedupe. Every source needs at least one sink
whose :ok means durable (Ankusa.Sink.durable?/1): boot refuses a config
whose static source has none, and the admin API refuses to create or update a
source into one (400 invalid_source). Every sink in the list still has to
confirm, so a non-durable one that cannot — Redis pub/sub with no subscriber —
is a 503 for every request, not a silently skipped hop. The local state this topology
has is the quarantine pen (rows in the store, added only for a source that
asks for it), API-managed sources and rate-limit overrides. See
delivery.md#direct-mode and
config-examples/direct.yml.
Telemetry
Every stage emits :telemetry events under the [:ankusa, ...] prefix:
ingest, commit, verify, load_shed, dispatch, compact, backup, quarantine,
rate_limit, claim_check, replay, lifecycle, audit, routes, instance (a failure domain going down or coming
back). Components emit events; they never call each
other's reporters, so wiring a metrics/tracing backend is additive, never a
code change to the pipeline itself. See Ankusa.Telemetry's moduledoc for
the full event list and measurement/metadata shapes.
	Counters say what happened; the :state events (`[:ankusa, :store	:queue	
	:quarantine	:disk	:dispatch, :state]`) say where the node stands.

Ankusa.Metrics.Gauges samples the store, the queue counters, the quarantine
pen and the data volume's disk every admin.gauge_interval_ms (15 s) — the
queue gauges are six counter reads, so a tick costs the same at a thousand
queued rows as at a million (bench/gauges_bench.exs) — and
dispatch reports its scheduler on every housekeeping tick, so /metrics
carries ankusa_store_hooks, ankusa_queue_pending / _scheduled /
_inflight / _dead / _archive_pending, ankusa_queue_oldest_due_age_seconds,
ankusa_tenants, ankusa_tenant_pending{tenant} (the 100 tenants with the
most first attempts waiting), ankusa_quarantine_bytes, ankusa_quarantine_pending, ankusa_disk_free_bytes,
ankusa_dispatch_running / _claimed / _runnable / _active_tenants,
ankusa_dispatch_tenant_inflight{tenant} (the claimed rows of the 100 tenants
holding the most, against their windows), ankusa_sources_without_dedupe (the
configured sources with no dedupe:, each also a boot warning),
ankusa_vm_memory_bytes (what the Erlang VM holds) and
ankusa_dispatch_breakers_open — what the
shipped alert rules read to alert on a growing backlog, a filling disk or an open breaker before a
provider sees a 503. pending is first attempts waiting and scheduled
retries waiting (a retry whose backoff just ended counts there until it is
claimed; their sum is what pending alone used to say), so a backlog alarm
belongs on ankusa_queue_oldest_due_age_seconds. Per-delivery counters carry the sink module as a
sink label. With backup.enabled, the uploader reports after every attempt:
ankusa_backup_age_seconds (since the last successful backup — the data a
lost host would take with it), ankusa_backup_runs_total{result} and
ankusa_backup_verify_failed_total{target}.
A store that fails is visible without logs: ankusa_store_write_failures_total{class}
(no_space, io_error, read_only, corruption, busy, other),
ankusa_store_reopen_total{result}, ankusa_store_unavailable_seconds (how
long the store has been closed; alert on it staying above 0) and
ankusa_store_wal_replay_seconds, and /ready names the same class as
reasons.store in its 503 body. A closed store retries its open after 5 s, then 10, 20, 40 and 60 s
(jittered), until it works (storage.md).
SLIs and SLOs
Four series answer "is the tier healthy" without logs:
	ankusa_ingest_duration_seconds: the ack latency, how long Ankusa.Edge.Ingest
took to answer one request (its outcome is on ankusa_ingest_requests_total).
	ankusa_delivery_latency_seconds{sink,result}: how old a hook was when its
delivery settled (result="ok": the sink confirmed; "dlq": it was
dead-lettered; direct mode "error": the sink refused), measured from the
hook's received_at, so queueing, retries and their backoff count. A replayed
delivery is not sampled: its age is the replay's. It carries tenant_id and
source_id only at metrics.detail: source
(a histogram is a dozen series per label set, so the default tenant detail
keeps them off every histogram).
	ankusa_dispatch_attempt_duration_seconds{sink,result}: one sample per
attempt, retried or not (result is ok, error or timeout), so a sink
that fails or hangs shows here before its deliveries settle. A timed-out
attempt reports dispatch.attempt_timeout_ms.
	ankusa_queue_oldest_due_age_seconds: the backlog's age, the alert for a
dispatcher that has stopped.

Three counters say a background stage is failing even though ingest still
answers: ankusa_compact_failures_total{stage} (segment: an archive segment
was not written; retention: the catalogue sweep; reclaim: the hook reclaim
sweep), ankusa_claim_check_failures_total{op} (check_in or redeem failed
on a claim store: unavailable, refused this node's credential, or bytes that
fail the claim's sha256) and ankusa_backup_failures_total. The events behind
them are in Ankusa.Telemetry's moduledoc.
The objectives (ground rule 10 of the hardening plan, ANKUSA_HARDENING_PLAN.md),
per node unless stated:
	SLI	Target	Metric
	Ack latency (steady, 10 KB bodies, 1 k req/s/node)	p99 ≤ 50 ms	ankusa_ingest_duration_seconds
	Ack latency during chaos (pod kills)	p99 ≤ 250 ms, zero missing	loadgen chaos phase
	Ingest throughput (1 KB bodies, in-process bench)	≥ 10 k/s/node	bench/core_bench.exs
	Delivery latency, healthy sinks (received → confirmed)	p99 ≤ 5 s	ankusa_delivery_latency_seconds
	Backlog age (oldest due row)	alert at 5 min	ankusa_queue_oldest_due_age_seconds
	Memory growth, 1 h soak at target rate	≤ 5 % RSS	soak job
	/metrics size	≤ 10 k series/node, independent of tenant count	metrics test
	Drain on SIGTERM	zero connection resets, every in-flight request answered	OPS-4 test

metrics_test.exs (slo series present) reads this table and fails if a metric
it names is missing from a scrape.
Alerts, dashboard and runbooks
The alerts that fire on the series above ship in the repository, not as prose:
deploy/monitoring/prometheus-rules.yaml
has one alert per row of the SLO table (its slo annotation repeats the row),
plus ack error ratio, an open breaker, a growing dead-letter queue, a stale
backup, a low disk, store write failures, a failure domain going down (ankusa_instance_subtree_down_total),
intake log failures and one tenant's 429 tenant_overload. Every alert's
runbook_url names a page in
docs/runbooks/
(symptom, metric, action, verification), and
deploy/monitoring/grafana/ankusa.json
is the dashboard. mise run check:monitoring runs promtool check rules, the unit
tests in prometheus-rules.test.yaml, and fails on an alert whose runbook is
missing or an SLO row without an alert; metrics_test.exs (the alert rules, their unit tests and the dashboard name only series /metrics can serve) fails
when a rule or a panel names a series Ankusa.Metrics does not define. Loading
them: deployment.md.
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The dispatch pipeline
Ankusa.Dispatch.Pipeline is a GenServer, one per instance, that is a
scheduler over delivery rows (Ankusa.Queue), not a poller. A commit
sends it :wake, so a new hook is claimed at once; otherwise it sleeps until
the earliest due row. A retry is a row due at now + backoff, so it frees its
concurrency slot instead of sleeping in it — a sink that is down for an hour
holds up nothing but its own rows.
For each claimed row dispatch looks the source up via Ankusa.SourceStore,
runs one delivery in a Task.Supervisor task (up to dispatch.concurrency,
default 32), and records the outcome as a single store batch. A row binds to
(sink index, module) at ack time; its opts always come from the source as it
is now, so a config fix applies to the backlog and no fun or secret is ever
persisted. If the sinks were reordered a row falls back to the one sink with
its module; if it cannot be bound it is dead-lettered as
{:sink_gone, index, module}, and a deleted source as
{:source_gone, source_id}. The admin API refuses to delete a source with
rows still queued on the node (409 source_has_deliveries) unless asked to
dead-letter them (?deliveries=dead_letter): dispatch then writes them to the
DLQ as {:source_gone, source_id} at once, so no later source of the same
name inherits them. A hook accepted while the delete runs can still be queued
after it; dispatch dead-letters it the same way when it claims it, unless the
name was re-created first.
A sink that batches (Sink.SQS, Sink.GooglePubSub) is the exception to the
limit on attempts running at once: its attempts wait in the destination's
batcher for their batch's response, so counting them against
dispatch.concurrency, a tenant's concurrency or dispatch.sink_concurrency
would cap every batch at that many messages. They are not counted;
sink_concurrency counts the sink's requests in flight instead, and the
claimed-row windows below (dispatch.max_inflight, dispatch.tenants) bound
how many attempts wait. Each attempt still settles its own row, times out on its
own, and moves its own tenant's breaker. See
Sink.SQS.
Deliveries are not ordered. Two hooks for one sink may run in either
order, and a retry runs after whatever is due before it. A Kafka partition key
or an AMQP routing key only keeps the order hooks were published in, so it does
not restore one. A consumer that needs order has to rebuild it from data it
receives (the provider's own event timestamp or sequence number in the body;
received_at is on every message, but ties are possible within a millisecond)
and tolerate redelivery.
Deliveries are not ordered unless a sink entry opts in. Two hooks for one
sink may run in either order, and a retry runs after whatever is due before it.
A Kafka partition key or an AMQP routing key only keeps the order hooks were
published in, so it does not restore one. A consumer that needs order per key
(a Stripe customer's events, a Salesforce record's updates) sets
ordered: true and an ordering_key on the sink entry: see
Ordering lanes. Without it, a consumer has to rebuild order
from data it receives (the provider's own event timestamp or sequence number in
the body; received_at is on every message, but ties are possible within a
millisecond) and tolerate redelivery.
Two windows bound memory and keep a stalled destination from walking the
pipeline into an OOM: dispatch.max_inflight (default 4096 claimed,
unfinished rows) and dispatch.max_inflight_bytes (default 128 MiB, the sum
of their stored hook sizes). dispatch.batch (default 128) is the rows
claimed per store scan. Dispatch stops claiming until something completes.
A scan costs the tenants with work due, not the tenants there are: dispatch
reads the active-tenant markers up to now, then claims due rows tenant by
tenant, dispatch.batch in all, so one tenant with a million queued rows and a
thousand tenants with a row due next week cost a scan the same as one tenant
with one row (a tick visits only tenants with work in dispatch_test.exs,
bench/dispatch_tick_bench.exs). Which tenant's rows a page holds is decided
by deficit round-robin, not by age.
On :give_up from the retry policy the row becomes a dead row (the DLQ) and
stops. One failing sink never blocks delivery to the others, and never blocks
the next hook. A sink that raises, throws, or exits is treated exactly
like one returning {:error, reason}: the retry policy still applies, and the
pipeline keeps running.
If the source store cannot answer for a row's source (a store read error, not
a missing source), the row is written back due a second later with its
attempts unchanged, never dead-lettered as {:source_gone, _}; a replay job
in the same state retries its page on the next tick.
An attempt that has not returned after dispatch.attempt_timeout_ms (default
30 s) is killed and counts as a failed attempt, {:attempt_timeout, ms}, so a
hung sink frees its slot; the fallback claim check-in runs inside the same
deadline. The sink may still complete the delivery after the kill; consumers
dedupe on the idempotency key.
Fairness between tenants
A tenant is the hook's tenant id (default for a hook without one). Three
things keep one tenant from taking what another needs:
	The claim. A scan splits its page (dispatch.batch) into equal shares
among the tenants with work due. A tenant with less due than its share leaves
the rest to the others (further passes within the scan); a tenant the page did
not reach goes first in the next scan, so with more active tenants than rows
in a page every tenant still gets its turn. A tenant with a million rows is one
share of a page, not the head of the line.
	The window. Each tenant has its own max_inflight and
max_inflight_bytes of claimed, unfinished rows and its own concurrency
(dispatch.tenants.default, overridden per tenant id in
dispatch.tenants["acme"]; defaults a quarter of the global window and half
of concurrency). A tenant whose sink is slow claims rows until its window is
full and then stops: the global window and the slots stay free for the
others. A tenant at its window is skipped by the scan and by the wake-up
timer until an outcome frees room. The global limits still apply on top.
Hooks that all share one tenant (no tenant id, or one default) are one
tenant: raise dispatch.tenants.default to the global values to let them use
the whole window.
	The slots. Free slots go round-robin across tenants first, then across the
sink keys of each tenant, so a tenant with a hundred sources gets no more turns
than one with one source, and never more running attempts than its
concurrency.

ankusa_dispatch_tenant_inflight{tenant} is each tenant's claimed rows (how
close it is to its window), for the 100 tenants holding the most. The
tenant fairness case of dispatch/isolation_test.exs runs a tenant at 99
times another's load behind a slow sink: the light tenant's p99 delivery lag
stays within 2x of its solo p99 and the heavy tenant never holds more than its
window; bench/tenant_fairness_bench.exs prints both tenants' p99.
A slow or dead sink
Claimed rows wait in one queue per sink key — {tenant_id, source_id, sink index, sink module} — and a tenant's free slots go round-robin across the keys
that have work, so one source's backlog never queues ahead of every other
source's. dispatch.sink_concurrency (default 8; nil for no cap) caps how
many attempts one key runs at once; because the key carries the tenant, the cap
is per tenant, and a destination that answers slowly can hold at most that many
slots of each tenant for attempt_timeout_ms each.
A destination that is down trips its key's circuit breaker:
dispatch.breaker_failures (default 5; 0 disables breakers) consecutive
failures that are not {:permanent, _} open it. While it is open the key's
rows are parked — written back due when the breaker's period ends, attempts
unchanged — instead of each spending an attempt and a slot. The period starts
at dispatch.breaker_open_ms (30 s) and doubles per consecutive open up to
dispatch.breaker_max_open_ms (5 min). Then one attempt runs as a probe:
success closes the breaker, failure reopens it for longer. Every transition
emits [:ankusa, :dispatch, :breaker] (counted on /metrics as
ankusa_dispatch_breaker_transitions_total), an open logs a warning, and the
ankusa_dispatch_breakers_open gauge is the number open now.
Two consequences to know: breakers live in the dispatch process's memory, so a
restart closes them all and the first wave after it can again hold slots for
one attempt_timeout_ms; and parked rows spend no attempts, but they do age:
a row parked behind an open breaker is due again no later than its retry
horizon, and is dead-lettered there, so a breaker that stays
open for longer than a delivery's max_elapsed_ms dead-letters its backlog.
A test or a deployment that wants every failure to reach the DLQ on the
retry policy's schedule sets breaker_failures: 0.
Replay jobs
Dead rows and archived hooks can be re-sent with a replay job
(POST /v1/replays): kind: dlq revives dead rows, kind: archive re-enqueues
archived hooks over a received_at window. A job never bulk-flips rows — it
drips them into the delivery queue at rate items per second (default 1 000,
max 100 000), and only while dispatch's oldest-due lag is at most max_lag_ms
(default 2 000) and its in-flight window is not full, so a replay uses only
the capacity live traffic leaves free and can be left running. Jobs are
durable: the cursor commits in the same batch as the rows it moved, a restart
resumes it, and a job whose deliveries keep dead-lettering, or keep being
parked behind an open circuit breaker, pauses itself.
A dlq job touches only rows dead-lettered at or before its own creation, so
rows that die again during the replay are never picked up twice by one job.
Replayed deliveries keep the hook's original id, dedupe_key and
idempotency_key and carry the job's replay_id in the message, the broker
headers, and the HTTP headers. Manage jobs with GET /v1/replays,
GET|PATCH /v1/replays/{id}. A dlq job can be limited to a tenant, a sink
and an error_class, and docker-entrypoint replay runs one on every node of
a fleet (Replaying across a fleet).
See the runbook in Ankusa.Replay.
Direct mode
wal.type: none replaces the pipeline above with one synchronous call per
request (Ankusa.Edge.Publish): the request process publishes the envelope to
every sink of the source concurrently, all under one overall deadline
(direct_publish_timeout_ms, default 8 s — keep it under the provider's own
timeout), and answers 201 only once every sink has confirmed. No polling, no
concurrency window — and the rest of this section does not apply:
	no retry policy: any sink failure, crash or timeout makes the answer a 503
with Retry-After, and the provider's retry is the retry; sinks that
already confirmed keep their copy;
	no dead-letter queue and no replay: nothing is committed, so there are no
rows to replay from;
	no dispatch.* limits — publishes to a hook's sinks overlap, so the
destination's own keying is the only ordering in this mode.

What still applies is the sink contract below, plus one optional callback:
Ankusa.Sink.durable?/1. A sink's :ok must mean the hook is accepted by
something that outlives this node, and under wal: :none a source none of
whose sinks can promise that is refused: at boot for a statically configured
source (Ankusa.Queue.validate_config!/1), and on write for one created or
updated at runtime — the admin API answers 400 invalid_source
(Ankusa.Queue.check_durable/2). A source that arrives without that check
(stored before it existed, or written to a shared source store by a
wal: disk node) is answered 503 at ingest. Sink.Log returns false — nothing durable
happened — and so does Sink.Redis: pub/sub keeps no copy, so a subscriber
that disconnects after the publish loses the message. Every other shipped sink
confirms durably.
The check is "at least one durable sink", not "every sink is durable": a
non-durable sink is still a required confirmer. A source with [Kafka, Redis]
boots, yet every request is a 503 while Redis has no subscribers — and
because sinks publish concurrently, Kafka has already stored the hook each
time, so every provider retry duplicates it there. Put a pub/sub sink in a
wal: none source only where that is what you want (replayable hooks are
better served by wal.type: disk, which keeps the non-durable sink's failures
in the DLQ instead of in the provider's retry loop).
Local state in this mode is small: the quarantine pen (entries are
written to the store only for a source whose on_verify_failure is
quarantine — the default, reject, appends nothing), API-managed sources, and
rate-limit overrides. With no dispatch role
there is no replay job to release pen entries, only GET and DELETE /v1/quarantine. See Quarantine.
Ankusa.Sink
@callback deliver(Envelope.t(), ctx(), opts :: keyword()) :: :ok | {:error, term()}
ctx is %{instance:, source_id:, tenant_id:, attempt:}. Delivery is
at-least-once. Return :ok only once you're certain the hook was actually
handled; {:error, reason} triggers the source's Ankusa.RetryPolicy. A
raised exception, throw, or exit is treated as {:error, ...} too, and so is
any other return value ({:error, {:bad_return, value}}) on every path:
dispatch, lifecycle events, and the wal: :none ack.
Error classes. Three reason shapes change what dispatch does:
	reason	Dispatch
	{:permanent, term}	Dead-letter after this attempt, whatever the policy had left; does not count towards the circuit breaker. For what retrying cannot fix: a 410 Gone, a record the broker will never take.
	{:permanent, {:config, term}}	A permanent failure that is the operator's to fix, not the hook's: a credential the destination refuses (AccessDenied, PERMISSION_DENIED), a queue or topic that does not exist. Dead-letters like any {:permanent, _}, and counts in ankusa_dispatch_config_errors_total{sink} (the alert that a source needs a config fix and then a DLQ replay).
	{:retry_after, ms, term}	Next attempt no sooner than ms (capped at dispatch.max_retry_after_ms, default one hour) or the policy's backoff, whichever is later; the policy still decides when to give up.
	anything else	Transient: the retry policy.

Whatever the class, a delivery still failing max_elapsed_ms (default 24 h,
per source: retry:) after its first attempt is dead-lettered; see Retry
horizon.
Ankusa.Sink.classify/1 returns the class of a reason.
Deliveries are not ordered unless the sink entry says ordered: true (see
Ordering lanes): otherwise hooks for one sink may be delivered
in any order, and a retry runs after whatever is due before it. A consumer that
needs order without lanes has to rebuild it from data it receives (not from the
sink's key, which only keeps the order hooks were published in) and tolerate
redelivery.
Sinks may also implement three optional callbacks: inline_max_bytes/1, which
tells dispatch how large a body this sink sends inline; durable?/1,
which says whether :ok means the hook is durably accepted (wal.type: none
acks on that promise; default true); and describe/2, where the sink
publishes, for the AsyncAPI document (only messaging sinks implement it):
@callback inline_max_bytes(opts :: keyword()) :: pos_integer() | nil
@callback durable?(opts :: keyword()) :: boolean()
@callback describe(
            subject :: %{source_id: String.t(), tenant_id: String.t() | nil},
            opts :: keyword()
          ) :: Ankusa.Sink.Description.t()
@optional_callbacks inline_max_bytes: 1, durable?: 1, describe: 2
A queue sink (Sink.RabbitMQ, Sink.Kafka, Sink.NATS, Sink.Redis, Sink.SQS, Sink.GooglePubSub) returns its
inline_max_bytes (default 64 KiB). Dispatch checks a body in once, before
any sink runs, when it is larger than at least one of its source's sinks'
thresholds, and hands the resulting claim reference to every sink and every
retry in ctx.claim. A sink that returns nil never uses the claim check.
The callback is user code: if it raises, exits, throws or returns something
other than nil or a positive integer, that delivery attempt fails (retried,
then dead-lettered with the reason inline_max_bytes); under wal.type: none
the request is answered 503. It never stops dispatch.
See claim-check.md.
	Adapter	Deps	What it does
	Sink.Log	none	Default. Logs the delivery; nothing leaves the process.
	Sink.Http	req	Forwards the raw body verbatim to a URL, with x-ankusa-id/x-ankusa-source/x-ankusa-idempotency-key/x-ankusa-verification/x-ankusa-tenant (when set) headers, and a Standard Webhooks signature: secret is required unless allow_unsigned: true. The URL, headers and secret may be computed per tenant (below). Status mapping below.
	Sink.RabbitMQ	:amqp, separate ankusa_rabbitmq package	Publishes to an exchange. Detailed below.
	Sink.Kafka	:brod (native crc32cer NIF), separate ankusa_kafka package	Produces to a topic, keyed by tenant_id/source_id. Detailed below.
	Sink.NATS	:gnat, separate ankusa_nats package	Publishes to a JetStream subject, acknowledged by the stream. Detailed below.
	Sink.Redis	:redix, separate ankusa_redis package	Publishes to a Redis pub/sub channel (PUBLISH) and reports zero subscribers as an error. Detailed below.
	Sink.SQS	none (core: req + aws_signature)	Sends to an SQS queue (SendMessage, SigV4), standard or FIFO, confirmed by SQS's 200. Detailed below.
	Sink.GooglePubSub	none (core: req)	Publishes to a Google Cloud Pub/Sub topic (topics.publish, a bearer token from your :token_provider), confirmed by Pub/Sub's 200. Detailed below.

sinks: [{Ankusa.Sink.Http, url: "https://example.internal/stripe", secret: "whsec_…", timeout_ms: 5_000}]
Deliveries are signed by default: a sink with neither secret nor
allow_unsigned: true is refused at load (and 400 invalid_source from the
admin API), and one that skipped that check is dead-lettered at its first
attempt ({:permanent, :unsigned_sink}) rather than sent unsigned. Every SDK
receiver (receive_delivery; the Elixir Ankusa.SDK.Receiver plug) is closed
by default in the same way, so an unsigned POST to a receiver is 401. Tests:
sink/http_test.exs ("requires secret"), ankusa_server/config_test.exs
("signed by default"), and the webhook.require_signature conformance cases.
Sink.Http reads the status and at most max_response_bytes (64 KiB) of the
response, then closes the connection, so a large or endless response cannot
pin the attempt or its memory. Redirects are never followed.
Before a byte is sent, every attempt is checked against the egress policy
(configuration.md#egress): https only unless the
policy allows http, and no address on the loopback, private or link-local
ranges (the cloud metadata service included) unless the policy allows it. A
denied target is {:permanent, {:egress_denied, reason}}: dead-letter now, then
fix the policy or the URL and replay. A name that does not resolve is retried.
https connections verify the peer's certificate and hostname; a sink's
cacertfile names a private CA, and allow_insecure_tls: true is the only way to
turn verification off.
	Status	Result
	2xx	:ok
	400, 401, 403, 404, 410, 413, 422, 451	{:permanent, {:status, s}}: dead-letter now. A credential or secret fix is followed by a DLQ replay, not hours of retries against a receiver that keeps refusing; a 451 is the receiver refusing this sender for legal reasons, which no retry changes.
	408, 429, 5xx with Retry-After (seconds or an HTTP-date)	{:retry_after, ms, {:status, s}}
	425	{:retry_after, ms, {:status, 425}}: the Retry-After, else a full-jitter pause (1 to min(30 s, 500 ms · 2^(attempt-1))). Too Early means the receiver will take it shortly
	409	transient {:status, 409}: the receiver's state (a lock, a missing parent) usually moves; a conflict that does not is bounded by the retry horizon
	anything else, a transport failure, a timeout	transient: the retry policy

With secret (a whsec_… secret, or a list while rotating) every delivery
carries webhook-id (the hook id), webhook-timestamp and
webhook-signature (v1,<base64 HMAC-SHA256> of id.timestamp.body, one
entry per secret); a secret that does not decode fails the attempt as
{:permanent, :bad_secret}, and boot rejects one in a static source. Every
SDK verifies the signature; see
integrations.md.
The broker sinks (Sink.RabbitMQ, Sink.Kafka, Sink.NATS, Sink.Redis)
open one connection per broker on first use and close it after
idle_timeout_ms with no delivery through it (default 10 minutes, 0
keeps it for good; Ankusa.Sink.Reaper), so a deleted or re-pointed source
does not leave its connection open for the life of the node. The next
delivery opens a new one; a delivery caught by the close fails that attempt
and is retried.
Sink.Http: per-tenant destinations
On a shared source (one stripe source behind /webhooks/:tenant/stripe) the
receiver differs per tenant. In Elixir config, url, headers and secret may
each be a one-arity function of the %Ankusa.Envelope{} or a {mod, fun, args}
(called as mod.fun(env, args...)), resolved on every attempt:
{Ankusa.Sink.Http,
 url: fn env -> Tenants.endpoint(env.tenant_id) end,
 headers: {Tenants, :auth_headers, []},
 secret: {Tenants, :signing_secret, []}}
Everything above applies to the resolved values, not the function: each
computed URL is checked against the egress policy on every attempt (a
tenant-supplied URL cannot reach the private network, and a name that rebinds
between attempts is caught), and a secret that resolves to nothing is
{:permanent, :unsigned_sink} unless allow_unsigned: true, so a tenant with
no secret is never sent unsigned. A function returns {:error, reason} to fail
the attempt ({:error, {:permanent, reason}} to dead-letter a tenant with no
endpoint); a raise is a transient failure; a value of the wrong shape is
{:permanent, {:computed, key, :invalid}}, which never echoes the value. YAML
and the admin API build static sinks only. Ankusa.Sink.describe/3 reports
the options that are computed; the sink stays out of the AsyncAPI document,
which describes the envelope and not the raw body this sink sends.
Sink.Http: connection pools
Every Sink.Http delivery (a static URL as much as a computed one) goes
through Ankusa.HttpClient.Pools, the node's owned Finch, not Req's default of
one 50-connection pool per origin that is never closed (one per tenant receiver,
so file descriptors and processes would grow with the tenant count until the node
ran out). There is one pool per receiver address and TLS profile, per instance,
started on delivery. Its bounds (egress.pools in the
configuration):
		
	Cap	pool_size (32) HTTP/1 connections per pool, so one receiver's slow endpoint holds at most that many; max_pools (1,024) live pools per instance and max_pools_per_tenant (256) per tenant, so one tenant with a thousand receivers only ever churns its own pools
	Sweep	every 30 s a pool with no request in flight for pool_max_idle_ms (60 s) is closed; a connection idle conn_max_idle_ms (30 s) is not reused; a deleted source's idle pools are closed at once
	Metric	gauge ankusa_http_pools; counters ankusa_http_pool_closed_total{reason} and ankusa_http_pool_refused_total{scope}
	Refusal	at a ceiling the least recently used idle pool is closed to make room; with every pool in scope serving a request the delivery fails that attempt as {:error, {:unavailable, :pool_limit}}; a request that cannot get a connection within pool_timeout (5 s) fails it as a transport error. Both are retried by the retry policy

A pool belongs to its receiver, not to a sink: several sinks (of any sources)
posting to one endpoint share it, up to dispatch.concurrency attempts at once.
Size pool_size for that, not for one sink: a pool of 8 against a 100 ms
receiver tops out at 80 requests a second however many attempts wait, and boot
warns when pool_size * pool_count is below dispatch.concurrency. A sink sets
its own pool: [pool_size:, pool_count:, pool_timeout:, protocols:].
Connections negotiate HTTP/2 where the receiver offers it (protocols).
The pool is keyed by the address the egress check validated: its connections go
to that address and verify the peer against the name (SNI and certificate), so a
name that later resolves somewhere denied is refused on its next attempt, before
a pool is touched, and one that moves to another public address gets a pool of its
own. cacertfile and allow_insecure_tls are part of the pool's connection
options, so a computed url may use them. Tests: http_client_test.exs
(pool reaped, http2, the ceilings and the refusal), sink/http_test.exs
("computed destinations": computed url per tenant, computed url denied,
every connection of a pool goes to the pinned address, a name that turns private between two deliveries through one pool is denied on the second),
bench/pools_bench.exs (10⁵ origins, throughput at one origin).
Idempotent receivers
Delivery is at-least-once, so every consumer is an idempotent receiver. Dedupe
on the idempotency key; the ids it is built from mean different things:
	x-ankusa-idempotency-key (the message's idempotency_key on a queue sink)
is the key to dedupe on. Ankusa computes it once per hook:
tenant:source_id:dedupe_key when the source extracts the provider's event
key (dedupe: on the source), else the hook's id. The full rule is under
Sink.RabbitMQ below.
	x-ankusa-id, the message id on a queue sink, identifies one stored
hook. Every redelivery of that hook (a retry, a DLQ replay, a dispatch
restart) carries the same id.
	A provider retry is a different stored hook with a different id
unless the source sets dedupe (see dedupe),
which collapses a repeat within the TTL into the original. Without it the
idempotency key is that id and cannot collapse them: configure the
source's dedupe, or dedupe on the provider's own event id in the body
(e.g. Stripe's id).

Under wal.type: dual two more cases
reach a consumer, both with the same hook id and idempotency_key, so
the same dedupe covers them:
	Redelivery after a host loss. A replacement node restores the latest
backup and replays the intake log
(deployment.md). A hook that
was committed after that backup and had already been delivered by the lost
node is delivered again by the replacement, which has no memory of the
delivery. The number is bounded by the hooks acked since the lost node's last
backup (a fresher backup.interval_ms shrinks it; the final checkpoint of a
clean stop makes it zero). Nothing is lost and no second hook is created:
duplicate_hooks in the fleet drill stays 0.
	A hook whose log half was missing. A hook whose local write landed and
whose intake publish did not is delivered normally (dispatch is not gated on the
log), and the provider, who got a 503, retries. With a dedupe: on the
source the retry is answered 503 intake_pending until the reconciler has
republished the original, then 201 with the first id; without one it is a
new hook with a new id, delivered again (as after any lost 2xx).

Configure dedupe: on every source of a dual deployment: it is what turns the
provider's retry of a 503 into the original hook instead of a second one.
Provider request headers are forwarded to every sink per the source's
forward_headers option (see configuration.md):
Sink.Http sends them as request headers, and the queue sinks carry them in
the message's headers object. Authentication and framing headers and every
x-ankusa-* name are never forwarded. A header the source's store_headers
policy dropped at ingest is not in the stored hook at all, so no
forward_headers setting forwards it; a hashed one is forwarded as its
sha256:<hex> digest (see
configuration.md#stored-headers). So a header-borne id such as
X-GitHub-Delivery or webhook-id reaches the consumer as a forwarded header,
and as dedupe_key when the source extracts it. Sink.Http adds its own
x-ankusa-id, x-ankusa-source, x-ankusa-idempotency-key,
x-ankusa-verification, x-ankusa-received-at (unix milliseconds, the
message's received_at), x-ankusa-body-sha256 (the lowercase hex SHA-256 of
the body sent) and (when set) x-ankusa-tenant, x-ankusa-dedupe-key
and x-ankusa-replay-id; a message carries id, source_id, tenant_id,
received_at, content_type, size, sha256, dedupe_key, replay_id,
idempotency_key, verification, headers and the body (or claim).
Trace context travels with the hook. A request's W3C traceparent (and
tracestate) is stored on the hook and delivered by every sink: the
traceparent/tracestate headers on Sink.Http (a provider's own header is
replaced, not forwarded beside it), the traceparent/tracestate fields of the
queue message (null for a hook with none) and the same pair as the broker's
headers or attributes, and the CloudEvents traceparent extension on lifecycle
events. A consumer continues the trace from them (the SDKs decode both fields).
Retries, replays and claim-checked bodies carry the same context. See
Tracing.
Forwarded headers are capped so a provider with large headers cannot push a
small body over a transport limit: per source, max_headers (64) names and
forward_headers_max_bytes (16 KiB) of names plus values
(configuration.md). Names are considered in order
of arrival; a header past either cap is dropped whole (never truncated), and
each drop is counted as ankusa_sink_headers_dropped_total{reason="count" | "bytes"} ([:ankusa, :sink, :headers_dropped]). The budget for one queue
message is therefore inline_max_bytes × 4/3 (base64) plus about 1 KiB of
envelope plus at most forward_headers_max_bytes; the default 64 KiB is about
106 KiB. Before publishing, every queue sink checks the message against its
limit (max_message_bytes; max_record_bytes for Kafka): an inline message
over it is checked in and sent as a claim instead, and a body that is over it
by itself (inline_max_bytes at least its size) is dead-lettered at once as
{:permanent, {:message_too_large, size, max}}, with no broker call.
Verification. Every delivery says how the hook was verified at ingest:
x-ankusa-verification on Sink.Http and the message's verification object
on a queue sink, {"status": "ok" | "failed" | "skipped", "flagged": bool}.
skipped is a hook nothing verified (a source with no verifier, or a lifecycle
event). flagged is true for a hook a source accepted despite a failed check
(on_verify_failure: accept_flag): Sink.Http then also sends
x-ankusa-verification-flagged: true. Treat a flagged hook, and the tenant it
names, as unverified. The failure's reason is not on the wire. Every SDK exposes
the object and a trust check that is true only for ok and not flagged
(isTrusted, is_trusted, Trusted(), trusted?; see
integrations.md); the
conformance features are message.verification and webhook.verification.
Consumer failure policy
Delivery is at-least-once, and so is a consumer's retry: a message a consumer
requeues comes back unchanged. That is right for a failure that can pass (the
claim gateway is down, the database is busy) and wrong for input that cannot
(the same bytes fail the same way every time, and a requeue loop on one of
them holds a partition or a queue's head). So every failure a consumer meets
is one of two kinds, and every SDK says which with one bit, retryable:
	What the consumer meets	Error (every SDK)	retryable	Do
	a message or lifecycle event that is not JSON (empty and truncated included), not an object, or has a field of the wrong type	InvalidMessageError, code invalid_json, not_an_object, invalid_field (with field)	false	terminal queue, counted
	a message with a v the SDK does not accept, or a lifecycle event whose specversion is not 1.0	InvalidMessageError, code unsupported_version	false	terminal queue, counted; the consumer is older than the producer
	a body that contradicts its own metadata: both or neither of body_base64 and claim, bad base64, a size or sha256 that does not match, a claim of another tenant	InvalidMessageError, code ambiguous_body, missing_body, invalid_body_base64, size_mismatch, integrity, tenant_mismatch	false	terminal queue, counted
	a claim ref that does not parse, a claim the gateway no longer has (404) or refuses (4xx), bytes that fail the sha256	InvalidClaimRefError, ClaimNotFoundError, ClaimRejectedError, ClaimIntegrityError	false	terminal queue, counted
	an HTTP delivery whose signature does not verify	InvalidSignatureError	false	answer 401: the sink dead-letters it at once
	an HTTP delivery with no x-ankusa-id	MissingHookIdError	not an attribute of this error	answer 400: the sink dead-letters it at once
	the claim gateway unreachable, 408, 429, 5xx	ClaimCheckUnavailableError	true	requeue with a delay
	your own handler failing	yours	yours	HTTP: answer 503 and the sink retries; a queue: requeue

The rule behind the table: a decode error or a version mismatch is
permanent. Retrying cannot change the bytes, so the consumer sends the message
to its terminal queue (the broker's dead-letter queue, a table, a log
topic) with the error's code and field, acks the original, and moves on.
Never requeue on retryable: false, and never drop it silently:
	Count it. Count terminal-queue arrivals by code (a stable, small set,
safe as a metric label). A rate of unsupported_version means the consumer
is older than the producer: upgrade consumers before moving a producer to a
new wire version (additive fields within the versions the SDK accepts never
trigger it). Any other code means a producer or a transport is writing
bytes Ankusa did not.
	Keep the bytes. The terminal queue holds the original message, so a fixed
consumer can replay it; the idempotency key (x-ankusa-idempotency-key, the
message's idempotency_key) makes a second pass harmless.
	Answer an HTTP poison body with a permanent status, not a 5xx.
Sink.Http dead-letters 400, 401, 403, 404, 410, 413, 422 and
451 at once (see the status table under Ankusa.Sink) and
retries 408, 429 and 5xx. A consumer that answers 500 for a body it
can never accept is asking for the same delivery again until dispatch.retry
gives up.

The conformance vectors pin the permanent half for every SDK: the
consumer.failure_policy feature (conformance/cases/failure_policy.json)
decodes empty, truncated, non-object and future-version input and expects
retryable: false, and check.mjs fails any case that expects
InvalidMessageError or InvalidSignatureError without it.
Sink.RabbitMQ: queue delivery
The queue-adapter story: an ingest fleet publishing to a broker instead of
(or in addition to) HTTP-forwarding or in-process handling. See
examples/rabbitmq-consumer/ for a full
worked deployment.
Publishes to an exchange only, never a queue. Binding a queue to the
exchange, and everything downstream of that, is the consumer's job. This
mirrors real AMQP topology ownership: producers own exchanges, consumers
own their own queues. Adding a fifth consumer later never touches ingest
config. Until at least one queue is bound, a hook is not delivered: every
publish is mandatory, so one the exchange routes to no queue fails as
{:error, {:unroutable, routing_key}}, is retried, and is dead-lettered once
the retry policy gives up (under wal.type: none it is a 503).
Messages stay small on purpose. A body under :inline_max_bytes
(default 64 KiB) rides along base64-encoded in the message; anything larger
is checked in through Ankusa.ClaimCheck (see
claim-check.md) and the message carries a claim reference
instead. This extends the queue-and-segment design's "small hot path, big
payloads elsewhere" principle to the broker: RabbitMQ throughput and memory
stay flat regardless of how large a webhook payload is, and any consumer,
BEAM or not, redeems the reference without needing blob-store credentials of
its own.
sinks: [
  {Ankusa.Sink.RabbitMQ,
   exchange: "ankusa.events",
   url: "amqp://guest:guest@localhost:5672",
   inline_max_bytes: 65_536,
   routing_key: fn env -> "ankusa.#{env.tenant_id}.#{env.source_id}" end}  # or a static string; default "ankusa.<source_id>"
]
Message shape (Ankusa.Sink.Message, byte-identical for Sink.Kafka):
// inline
{"v": 1, "id": "01a0...", "source_id": "stripe", "tenant_id": "acme", "received_at": 173...,
 "content_type": "application/json", "size": 245, "dedupe_key": "evt_1", "replay_id": null,
 "idempotency_key": "acme:stripe:evt_1", "verification": {"status": "ok", "flagged": false},
 "headers": {"x-github-event": "push"}, "instance": "default", "region": "eu-west-1",
 "sha256": "2cf24d...", "body_base64": "eyJpZCI6..."}

// fat payload
{"v": 1, "id": "01a0...", "source_id": "stripe", "tenant_id": "acme", "received_at": 173...,
 "content_type": "application/octet-stream", "size": 3145728, "dedupe_key": "evt_1",
 "replay_id": null, "idempotency_key": "acme:stripe:evt_1",
 "verification": {"status": "ok", "flagged": false}, "headers": {},
 "instance": "default", "region": "eu-west-1",
 "claim": "urn:ankusa:claim:v1:acme:01M39VMD8RA3C5HR4RBV67Y002", "sha256": "3bea8a..."}
Versioning. "v" is the message format's major version. The producer writes
"v": 1.
Every SDK accepts min_supported <= v <= max_supported (1 and 2; each SDK
exposes both bounds) and decodes either into its one current message type,
reporting the v the wire carried. A v: 2 message is defined as a v: 1
message plus additive fields, so a consumer on an SDK that accepts 2 reads it
exactly like a v: 1 message and ignores the keys it does not know; a producer
can therefore move to an additive v: 2 without breaking a deployed consumer
that was upgraded to the SDK that accepts it. Consumers must ignore keys they
don't know. A field that changes meaning or disappears needs a v no SDK
accepts yet (3 or later): a message with a v outside the range is
unsupported_version, a permanent failure to dead-letter, never retry.
The messages core writes are pinned by the producer vectors in
conformance/cases/producer.json,
generated from Sink.Message.encode/3 by mix ankusa.conformance.gen. mise run check:conformance regenerates them and fails when the checked-in file differs,
so a field added to the encoder without a vector update fails the build, and
every SDK has to decode what the encoder writes.
Every message carries sha256 (lowercase hex, inline bodies too), the
provider event dedupe_key (or null), the replay_id of the replay job when
this delivery is a replay (else null), the idempotency_key (below), the
verification result (see Idempotent receivers above),
the forwarded provider request headers (lowercased; the source's
forward_headers option decides which — see
configuration.md), and where it was published
from: instance, the name of the Ankusa instance, and region, the instance's
configured dispatch.region (YAML node.region; null when none is set).
Idempotency key. Consumers dedupe on idempotency_key, which Ankusa
computes once per hook and ships everywhere the hook goes: the message's
idempotency_key field, the x-ankusa-idempotency-key header on Sink.Http
deliveries, and the ankusa_idempotency_key header on RabbitMQ, Kafka and NATS
messages. It is tenant:source_id:dedupe_key when the source extracted a
provider event key (tenant is default for a hook with no tenant), else the
hook's id. Tenant and source ids are [A-Za-z0-9_-], so the first : always
ends the tenant; the key is otherwise opaque, so don't parse it. The tenant is
in the key because ingest dedupe scopes by tenant and source: under a
tenant_path source, two tenants' hooks with the same provider event id are
two hooks and must stay two keys at the consumer.
Read the key; don't rebuild it. Every SDK's idempotency_key helper returns the
shipped value and computes the same formula only for a message or delivery from
a node older than the field. Append #replay:<replay_id> to the key (the
helper's include_replay option) when a replay must be reprocessed rather than
dropped. Every SDK ships the decoder and the helper; see its README's
"Consuming queue messages".
A consumer redeems claim with GET /v1/claims/:tenant/:claim_id against the
claim-check gateway and checks the bytes against the message's sha256. See
claim-check.md. (An Elixir consumer can
call Ankusa.ClaimCheck.redeem/3, which does both.)
Connection lifecycle: one supervised connection + confirm-mode channel
per (instance, url, exchange), started on demand by the first deliver/3
call, registered through the same Ankusa.Registry/Ankusa.via every other
instance-scoped process uses under a digest of the URL (a password in the URL
never appears in a process name, and :sys.get_state/1 on the connection
shows it redacted). Its own DynamicSupervisor is booted by
ankusa_rabbitmq's own Application, zero changes to ankusa core. The
connection dials after it starts, so a dead broker never stalls the
supervisor. Every publish is mandatory and is answered on the broker's
confirm of that publish, so deliver/3 returns :ok only when at least
one queue bound to the exchange accepted the message, never just because a
socket took it. Confirms are asynchronous: up to :max_inflight (default 256)
publishes are outstanding on the channel at once, so one slow confirm never
serializes the rest. Surviving a broker restart is the queue's property:
messages are always published persistent, and durable classic and quorum
queues persist them before confirming. Every other result is an error that
flows straight into the source's Ankusa.RetryPolicy:
	Result	Meaning
	:ok	Confirmed and not returned: at least one queue accepted it.
	{:error, {:unroutable, routing_key}}	The exchange routed it to no queue.
	{:error, :nacked}	The broker refused it, e.g. a queue's reject-publish overflow.
	{:error, :confirm_timeout}	No confirm within :confirm_timeout_ms (milliseconds, default 5000).
	{:error, :busy}	:max_inflight publishes already await confirms on this connection; nothing was sent.
	{:error, :expired}	The caller's deadline passed while the publish waited in the connection's mailbox; it was never sent, so an abandoned call is never published behind the caller's back.
	{:error, {:channel_closed, reason}}	The broker closed the channel before the confirm (a publish to a deleted exchange is a 404). The channel is reopened at once on the same connection, re-declaring the exchange.
	{:error, {:publish_failed, reason}}	The publish itself failed.
	{:error, :not_connected}	No channel yet. Connection loss doesn't crash the GenServer; it reconnects every :retry_ms (default 5000).

There is no option to turn mandatory off, and no separate reconnect policy
to get wrong. A connection whose sink is removed from config closes after
:idle_timeout_ms with no delivery through it (Ankusa.Sink.Reaper), so a
deleted source does not leave it open for the life of the node.
Sink.Kafka: topic delivery
The same story one transport over: an ingest fleet producing to a Kafka
topic instead of an AMQP exchange, publishing the identical
Ankusa.Sink.Message. See
examples/kafka-sqs-consumer/ for a full
worked deployment (topic → bridge → SQS FIFO → worker).
sinks: [
  {Ankusa.Sink.Kafka,
   brokers: ["localhost:9092"],
   topic: "ankusa.events",
   inline_max_bytes: 65_536,
   key: fn env -> "#{env.tenant_id}/#{env.source_id}" end}  # or a static string; this is the default
]
The record key picks the partition. The same key lands on the same
partition, and a Kafka consumer reads a key's records in the order they were
produced. Dispatch does not serialize deliveries sharing a key, so produce
order is not commit order; a destination that needs commit order has to
reorder downstream. Order is also not preserved across a DLQ replay or after
the topic's partition count changes. Keys are hashed with brod's :hash
(erlang:phash2/1), not the Java client's murmur2, so the same key can land
on a different partition than a Java producer would choose.
It never creates the topic. An exchange declaration is idempotent and
free; a topic's partition count is a capacity and ordering contract that can
only grow, remapping keys when it does. An unknown topic is an error that
flows into Ankusa.RetryPolicy, never a silently auto-created
single-partition topic.
deliver/3 returns :ok only once every in-sync replica has the record
(required_acks: -1, then a synchronous wait bounded by
:produce_timeout_ms, default 5s), the Kafka equivalent of RabbitMQ's
publisher confirms. brod's producer is not idempotent, and a produce that
timed out cannot be cancelled, so it may still land and its retry duplicate
it. Delivery is at-least-once anyway, and consumers dedupe on the
idempotency_key.
A record the broker will never take is dead-lettered at once
({:permanent, reason}): one whose value plus key exceeds
:max_record_bytes (default 1,000,000, just under the broker's 1 MiB
message.max.bytes; raise it with the topic's max.message.bytes) is refused
before it is produced, and a broker message_too_large, invalid_message or
invalid_record is permanent too. Retrying any of them for days would only
fill the log. A raised :inline_max_bytes does not make that a trap: an inline
message whose base64 would pass :max_record_bytes is checked in and sent as a
claim, and only a body that is over the limit by itself is refused.
Client lifecycle: one brod client per (instance, :client), started on
demand by the first deliver/3 call under ankusa_kafka's own
DynamicSupervisor (ankusa core unchanged). brod's client owns
reconnects, leader changes, and metadata refresh. A brod client id must be a
registered atom, so it is :"ankusa_kafka.<instance>.<client>". Both parts
come from config, so the number of atoms is bounded and two instances never
collide. Unreachable brokers, unknown topics and timeouts surface as
{:error, reason}.
Sink.NATS: subject delivery
The same story into NATS JetStream, publishing the identical
Ankusa.Sink.Message: an ingest fleet produces to a subject on a stream the
operator owns, and a consumer, BEAM or not, reads with the JetStream
client of its language.
sinks: [
  {Ankusa.Sink.NATS,
   servers: ["localhost:4222"],
   subject: "ankusa.events",                     # or a 1-arity fun: &"ankusa.#{&1.source_id}"
   inline_max_bytes: 65_536,                     # above this the message carries a claim reference
   auth: [username: "ankusa", password: "..."],  # or token:, or nkey_seed: + jwt:
   publish_timeout_ms: 5_000}
]
It never creates the stream. A stream's storage, retention, replicas, and,
the part that matters here, its set of subjects are one operator's capacity
and ordering contract, the same way a Kafka topic's partition count is. So the
sink publishes to a subject and stops there; a subject no stream covers is
{:error, :no_stream}, straight into Ankusa.RetryPolicy, never a silently
auto-created stream with someone else's retention policy. Create it yourself,
once, where your topology lives:
nats stream add ANKUSA --subjects="ankusa.>"

deliver/3 returns :ok only once the stream has it. The publish is a
NATS request with a reply inbox, and the reply is JetStream's own publish
acknowledgement, {"stream":"ANKUSA","seq":42}, awaited up to
:publish_timeout_ms (default 5s). A timeout, a rejected message
({"error":{"code":400,"description":"message size exceeds maximum allowed"}}),
a permission violation, or no answering stream all come back as
{:error, reason}. Note that an error ack carries "seq": 0 and an
"error" in the same body, so a sink that only checks for a stream name and a
sequence would report a refused hook as delivered. Two errors are permanent:
{:permanent, :max_payload_exceeded}, a message over the server's
max_payload (1 MiB by default) that gnat refuses before sending it, and
{:permanent, {:message_too_large, size, max}}, below.
Both are dead-lettered at once rather than retried. The sink checks the
size limit itself first, as :max_message_bytes (default 1,048,576): an
inline message over it is claim-checked instead, and a body that is over it by
itself (an :inline_max_bytes raised past it) is refused with no server call.
Raise :max_message_bytes together with the server's max_payload.
The subject is the address, the headers are the metadata. Each message
carries the same headers the Kafka sink sets — always ankusa_id,
ankusa_source_id, ankusa_tenant_id, ankusa_message_version,
ankusa_idempotency_key and content_type, plus ankusa_dedupe_key and
ankusa_replay_id when present — and Nats-Msg-Id (below), so a consumer
parses one set of fields regardless of
transport. Unlike Kafka, there is no separate record key: NATS has no
partition-ordering contract to lean on and no partition count to change under
you. Order within a subject is the order the stream received the messages: the
order Ankusa published them. With ordered: true that is the order of a lane
(see Ordering lanes); the key travels as the
ankusa_ordering_key header, and one subject keeps the order of sequential
publishes (consumer-side, not enforced). Dedupe on
idempotency_key.
Connection lifecycle: one Gnat.ConnectionSupervisor per (instance, connection), started on demand by the first deliver/3 under ankusa_nats's
own DynamicSupervisor and found through the instance's registry (nothing
registered globally, so two instances never share a connection; ankusa core
unchanged). The start returns at once and the handshake runs in that
supervisor, so a slow or dead server never stalls other deliveries behind it.
It connects to one of :servers at a time, picked at random per attempt
(gnat's behaviour), and reconnects with a 2 s backoff whenever the socket
closes. While the connection is not up deliver/3 returns
{:error, :not_connected}, retried by the source's retry policy.
At-least-once, as everywhere else. A publish whose ack is lost can still
have been stored, so consumers dedupe on the idempotency_key. Every publish
also sets Nats-Msg-Id to the hook's id — or id:replay:<replay_id> on a
replay — so JetStream's duplicate window collapses a re-publish of one
delivery, while a deliberate replay carries a distinct id and is stored.
Sink.Redis: pub/sub delivery
The same Ankusa.Sink.Message, fanned out over Redis pub/sub: an ingest fleet
PUBLISHes each delivered hook to a channel, and any number of live
subscribers read it with the Redis client of their language. Good for
in-process caches, dashboards, and internal fan-out to consumers that are
allowed to miss messages.
sinks: [
  {Ankusa.Sink.Redis,
   url: "redis://:password@localhost:6379/0",  # rediss:// for TLS
   channel: "ankusa.events",                   # or a 1-arity fun: &"ankusa.#{&1.source_id}"
   inline_max_bytes: 65_536,                   # above this the message carries a claim reference
   publish_timeout_ms: 5_000}
]
Pub/sub keeps no copy, and that is the whole design constraint. Redis
stores nothing on a channel: a subscriber that is disconnected — or connects a
moment later — never sees the message. Two consequences:
	Zero subscribers is an error. PUBLISH's reply is the number of
subscribers the message was handed to, and deliver/3 returns
{:error, :no_subscribers} on 0, so the hook runs into the retry policy,
ends in the DLQ, and can be replayed, rather than being recorded as
delivered when nobody heard it. A retry will succeed once a subscriber
connects.
	The sink is not durable. durable?/1 is false — see
Direct mode — because a subscriber that disconnects after
the publish loses the message. Redis that keeps messages is a Redis
Stream (XADD), a different sink than this one. Under wal: :none that
makes this sink a required confirmer that can never satisfy the ack on its
own: boot only needs one durable sink per source, but {:error, :no_subscribers} still turns every ingest into a 503.

The channel is the address, the JSON is the metadata. Pub/sub has no
headers, so the fields the Kafka and NATS sinks put in headers (id,
source_id, tenant_id, message version, content type, idempotency key, and
the dedupe key and replay id when present) travel only inside
the Ankusa.Sink.Message body; a consumer decodes it and reads them there.
The same applies to a claim ticket for a fat payload: redeem it with
Ankusa.ClaimCheck.redeem/3 or
GET /v1/claims/:tenant/:claim_id. Nothing else enforces the claim check — a
Redis consumer that can't reach the claim-check gateway should ask for a
larger inline_max_bytes instead.
Delivery is at-least-once, as everywhere else, and a retry or a DLQ replay
republishes to every live subscriber, so consumers dedupe on the idempotency_key.
Connection lifecycle: one Redix connection per (instance, url), started
on demand by the first deliver/3 under ankusa_redis's own
DynamicSupervisor (ankusa core unchanged; the package's route store uses
the same dependency). The start is synchronous, so a deliver/3 either has a
live connection or a concrete reason it doesn't ({:connection, :econnrefused}
for a server that isn't there, {:connection, :timeout}, or
{:redis, "WRONGPASS ..."} for a credential the server rejected). Once up,
Redix reconnects on its own with backoff and a publish sent meanwhile is
{:error, {:connection, :closed}}; the child is :temporary, so nothing
crash-loops against a server that is gone.
Sink.SQS: queue delivery
The same Ankusa.Sink.Message, sent to an Amazon SQS queue, standard or FIFO.
Consumers on SQS (Lambda, Celery's SQS transport, a worker polling
ReceiveMessage) read it directly, with no Kafka-to-SQS bridge in between. The
sink lives in ankusa core: dispatch's deliveries go out in a SigV4-signed
SendMessageBatch of up to 10 (Batching, below);
anything else is one SendMessage. Both go through Ankusa.HttpClient, with the
signer BlobStore.S3 already uses and the same credential chain
(Ankusa.AWS.Credentials), so it adds no dependency.
sinks: [
  {Ankusa.Sink.SQS,
   queue_url: "https://sqs.us-east-1.amazonaws.com/123456789012/hooks.fifo",
   region: "us-east-1",
   message_group_id: "stripe",                  # FIFO default: "tenant/source"; or a 1-arity fun
   inline_max_bytes: 65_536,                    # above this the message carries a claim reference
   max_message_bytes: 1_048_576,                # body + attributes; larger is dead-lettered at once
   timeout_ms: 5_000,
   batch: true,                                 # false: one SendMessage per delivery
   batch_linger_ms: 20,                         # how long a batch waits to fill
   batch_max_entries: 10,                       # ≤ 10
   batch_max_bytes: 262_144,                    # ≤ 1_048_576, SQS's batch limit
   batch_queue_max: 4_096,                      # queue ceilings: entries, bytes, entries per tenant
   batch_queue_max_bytes: 134_217_728,
   batch_queue_tenant_max: 1_024,
   batch_max_inflight: 8}                       # requests in flight; default dispatch.sink_concurrency
   # endpoint: "http://localhost:4566"          # default: the queue URL's origin
   # access_key_id:/secret_access_key:/session_token: — else AWS_* env, IRSA, IMDSv2
]
It never creates the queue. A queue's type, retention, visibility timeout,
redrive policy and encryption are an operator's contract. A queue that does
not exist is {:error, {:permanent, {:config, {:sqs, 400, "QueueDoesNotExist", message}}}}: dead-lettered at once, since only an operator creating the queue
fixes it, and a DLQ replay then re-sends the hooks, the way Sink.NATS treats a missing stream.
deliver/3 returns :ok only once SQS has the message. That is a 200
from SendMessage, or an entry under Successful in a SendMessageBatch
reply, whose MD5OfMessageBody matches the MD5 of the body sent;
SQS answers 200 after storing the message redundantly, so the sink is
durable for direct mode. The other outcomes:
	Outcome	Result
	body + attributes over max_message_bytes (1 MiB, SQS's limit)	permanent {:message_too_large, size, max}, before any request
	SQS refuses the message itself: InvalidMessageContents, InvalidParameterValue, MissingParameter, InvalidAttributeName, InvalidAttributeValue	permanent {:sqs, status, code, message}: dead-lettered at once
	SQS refuses this sink's credentials or queue: AccessDenied, QueueDoesNotExist, InvalidClientTokenId, UnrecognizedClientException, SignatureDoesNotMatch, InvalidAccessKeyId, MissingAuthenticationToken	{:permanent, {:config, {:sqs, status, code, message}}}: dead-lettered at once, counted in ankusa_dispatch_config_errors_total{sink}; fix the source, then replay
	throttling: Throttling, ThrottlingException, RequestThrottled, TooManyRequestsException, ServiceUnavailable, KmsThrottled, or any 429/503	{:retry_after, ms, {:sqs, status, code, message}}, ms a full-jitter draw (1 to min(30 s, 500 ms · 2^(attempt-1)))
	any other SQS error: a 5xx, an expired token	transient {:sqs, status, code, message}: the retry policy
	a non-2xx that is not an SQS error document (a proxy)	transient {:status, status, body}; a 429/503 is a {:retry_after, ms, _}
	a 200 with a mismatched MD5, no credentials, a transport failure	transient

FIFO when the queue URL ends .fifo (AWS requires the suffix). Each send
carries a MessageGroupId: message_group_id, or by default
"tenant_id/source_id" ("/source_id" without a tenant), the scope of the
Kafka sink's default key. With ordered: true the group is the lane's key
instead (see Ordering lanes; a standard queue is rejected at
load), sent one message at a time, so SQS shows the consumer the lane's order;
the key also travels as the ankusa_ordering_key attribute. Without it, messages
in one group are received in the order Ankusa sent them, which is not the order
the hooks arrived; dedupe on idempotency_key. Its
MessageDeduplicationId is the hook's id, or id:replay:<replay_id> on a
replay (the Nats-Msg-Id rule), so SQS collapses a retry after a lost
response while a deliberate replay is stored. SQS's deduplication window is
5 minutes: a retry later than that can store a second copy, so consumers
still dedupe on the idempotency_key. On a standard queue the sink sends no
deduplication id, and a MessageGroupId only when message_group_id is set
(fair queues).
Batching. A delivery from dispatch waits in its queue's batcher
(Ankusa.Sink.Batcher: one per queue and set of credentials, started by the
instance) and goes out in a SendMessageBatch with up to nine others, 20 ms
after the first arrived or at once when the batch is full (10 entries,
256 KiB). The hook's row stays claimed until its own entry is answered, so a
batcher that dies or an attempt that times out loses nothing; the retry carries
the same deduplication id. A delivery that arrives while the previous batcher is
stopping starts the next one: it waits for the dead batcher's registered name to
be reaped (microseconds; bounded at 250 ms) instead of failing on :noproc, and
only a call the dead batcher was already holding fails, which the dispatch
attempt retries. The reply is read per entry:
	Entry	Result
	Successful, MD5 of the body sent	:ok
	Successful, another MD5; absent from the reply	transient {:md5_mismatch, …} / {:unexpected_reply, …}
	Failed with InvalidMessageContents, InvalidParameterValue, MissingParameter, InvalidAttributeName, InvalidAttributeValue	permanent {:sqs, status, code, message}: that entry alone is dead-lettered
	Failed with ThrottlingException, RequestThrottled, ServiceUnavailable, KmsThrottled	{:retry_after, ms, {:sqs, …}}, ms full jitter
	any other Failed (InternalError, …)	transient {:sqs, status, code, message}: the retry policy
	the request fails as a whole (a 5xx, a timeout, QueueDoesNotExist, AccessDenied)	every entry gets that failure, classified as a single SendMessage would (a refused queue or credential is a permanent {:config, _} for each; a 5xx is retried on each entry's own schedule; a 429/503 is a retry_after)

An entry's Id is its position in the request ("0"…"9"), because a hook
id has : in it and can appear twice in a batch (an original and its replay);
MessageDeduplicationId is unchanged. A batch may hold hooks of many tenants
and sources: entries are taken round-robin across tenants, each entry is
settled, retried and breaker-counted as its own tenant's (an open breaker keeps
that tenant's hooks out of the batch, it does not fail the others'), and
dispatch.sink_concurrency counts requests in flight per queue for a
batching sink, not messages (see Batching sinks).
On a FIFO queue a MessageGroupId has one request in flight at a time and
its entries are sent in the order they were admitted (SQS enqueues a batch's
messages in the order sent); a message that fails and is retried is a later
send, as it always was. The batcher's queue is bounded (rule 3 of the hardening
rules): batch_queue_max 4 096 entries, batch_queue_max_bytes 128 MiB and
batch_queue_tenant_max 1 024 entries per tenant; a delivery past one is
refused with {:retry_after, ms, {:batch_queue_full, :entries | :bytes | :tenant}} and counted in ankusa_sink_batch_refused_total{sink,reason}. The
other series are ankusa_sink_batch_requests_total,
ankusa_sink_batch_entries_total, ankusa_sink_batch_bisections_total (Pub/Sub
only) and the gauges ankusa_sink_batch_batchers, ankusa_sink_batch_queued
and ankusa_sink_batch_queued_bytes. Direct mode and lifecycle events publish
with one SendMessage each; batch: false does the same for dispatch. mix run bench/sqs_batch_bench.exs prints requests and messages per second against a
stub that answers in 20 ms.
The queue is the address, message attributes are the metadata. Each
message carries String attributes ankusa_id, ankusa_source_id,
ankusa_tenant_id, ankusa_message_version, ankusa_idempotency_key and
content_type, plus ankusa_dedupe_key and ankusa_replay_id when present:
the Kafka header set, at most 8 of SQS's 10 attributes. ankusa_tenant_id is
left out when the hook has no tenant, because SQS refuses an empty attribute
value. SQS counts attributes toward the size limit, so max_message_bytes
checks body plus attributes.
Sink.GooglePubSub: Google Cloud Pub/Sub delivery
The same Ankusa.Sink.Message, published to a Google Cloud Pub/Sub topic.
Consumers on Pub/Sub (Cloud Run, Dataflow, a worker pulling a subscription)
read it directly. Like Sink.SQS, the sink lives in ankusa core: dispatch's
deliveries go out in one topics.publish REST POST of up to 1 000
(Batching, below), anything
else in one of its own, through Ankusa.HttpClient, so it adds no dependency.
Auth is a :token_provider MFA, as
for BlobStore.GCS; Ankusa bundles no OAuth client. (The ankusa_server
image ships one for the metadata server, auth: metadata.)
sinks: [
  {Ankusa.Sink.GooglePubSub,
   project: "my-project",
   topic: "ankusa-hooks",                       # the topic id, not projects/.../topics/...
   token_provider: {MyApp.Auth, :gcp_token, []},  # {:ok, token} | :error; omit for an emulator
   ordering_key: "stripe",                      # default none; a string, or a 1-arity fun
   inline_max_bytes: 65_536,                    # above this the message carries a claim reference
   max_message_bytes: 10_000_000,               # data + attributes + key; larger is dead-lettered at once
   timeout_ms: 5_000,
   batch: true,                                 # false: one publish per delivery
   batch_linger_ms: 20,                         # how long a batch waits to fill
   batch_max_entries: 1_000,                    # ≤ 1_000
   batch_max_bytes: 7_500_000,                  # data before base64; ≤ 7_500_000
   batch_queue_max: 4_096,                      # queue ceilings: messages, bytes, messages per tenant
   batch_queue_max_bytes: 134_217_728,
   batch_queue_tenant_max: 1_024,
   batch_max_inflight: 8}                       # requests in flight; default dispatch.sink_concurrency
   # endpoint: "https://us-east1-pubsub.googleapis.com"  # default: https://pubsub.googleapis.com
]
It never creates the topic or a subscription. Retention, schema,
encryption and who may subscribe are an operator's contract. A topic that does
not exist is {:error, {:permanent, {:config, {:pubsub, 404, "NOT_FOUND", message}}}}: dead-lettered at once, since only an operator creating the topic
fixes it, and a DLQ replay then re-publishes the hooks. A topic with no subscription (and no topic
message retention) answers 200 and discards the message: the sink cannot
detect it.
deliver/3 returns :ok only once Pub/Sub has the message. That is a
200 whose reply names one message id per message sent; Pub/Sub answers 200
after persisting the messages, so the sink is durable for direct mode.
The other outcomes:
	Outcome	Result
	data + attributes + ordering key over max_message_bytes (10 MB, Pub/Sub's limit)	permanent {:message_too_large, size, max}, before any request (and never in a batch)
	Pub/Sub refuses the message itself: INVALID_ARGUMENT	permanent {:pubsub, status, "INVALID_ARGUMENT", message}: dead-lettered at once (a batch is bisected to find it)
	Pub/Sub refuses this sink's credentials or destination: PERMISSION_DENIED, UNAUTHENTICATED, NOT_FOUND (topic)	{:permanent, {:config, {:pubsub, status, google_status, message}}}: dead-lettered at once, counted in ankusa_dispatch_config_errors_total{sink}; fix the source, then replay
	RESOURCE_EXHAUSTED, or any 429/503	{:retry_after, ms, {:pubsub, status, google_status, message}}, ms a full-jitter draw (1 to min(30 s, 500 ms · 2^(attempt-1)))
	any other Pub/Sub error: UNAVAILABLE, INTERNAL, …	transient {:pubsub, status, google_status, message}: the retry policy
	a non-200 that is not a Google error document (a proxy)	transient {:status, status, body}; a 429/503 is a {:retry_after, ms, _}
	a 200 that does not name one message id per message, a transport failure	transient
	the :token_provider answers :error	transient :no_credentials, no request sent

There is no publish-side deduplication. Delivery is at-least-once, so
consumers dedupe on the idempotency_key (the ankusa_idempotency_key
attribute).
Batching. A delivery from dispatch waits in its topic's batcher
(Ankusa.Sink.Batcher: one per topic and set of credentials) and is published in
one topics.publish with up to 999 others, 20 ms after the first arrived or at
once when the batch is full (1 000 messages, 7.5 MB of data: the REST body is
the data in base64, and Pub/Sub's request limit is 10 MB). The hook's row stays
claimed until its batch is answered, so a batcher that dies or an attempt that
times out loses nothing.
publish has no per-message results: the topic accepts the request or
refuses it as a whole. So:
	Reply	Every message of the batch
	200 with one id per message	:ok
	RESOURCE_EXHAUSTED, a 429/503	{:retry_after, ms, reason}, each with its own jitter
	UNAVAILABLE, a 5xx, a timeout, no credentials	transient, each retrying on its own schedule
	NOT_FOUND, PERMISSION_DENIED, UNAUTHENTICATED	permanent {:config, {:pubsub, …}} for each (no message caused it, so the batch is not split)
	INVALID_ARGUMENT	bisected, below

INVALID_ARGUMENT says one message is invalid; failing the request would
dead-letter up to 999 good ones (and retrying it would loop on the one bad
one). The size and attribute checks run before a message joins a batch, so the
usual causes never reach one; for the rest the request is split in two, left half
then right (the messages keep their order), and a half that is refused again is
split again, until the refused message stands alone: it is {:permanent, {:pubsub, 400, "INVALID_ARGUMENT", message}} and goes to the DLQ, and every other
message of the batch is delivered. One bad message among 999 good ones costs
about 2 · log₂ 1000 = 20 extra requests, counted in
ankusa_sink_batch_bisections_total. The work is bounded at 2 · (⌈log₂ n⌉ + 1)
splits per batch; messages still unresolved after that are transient
{:batch_rejected, reason} and retry in other batches.
The rest is as for Sink.SQS (see Batching there):
a batch may hold many tenants' hooks, taken round-robin, each settled and
breaker-counted on its own; dispatch.sink_concurrency counts requests in
flight per topic; the queue is bounded at 4 096 messages, 128 MiB and 1 024 per
tenant, and a delivery past a ceiling is refused with {:retry_after, ms, {:batch_queue_full, reason}}; an ordering_key has one request in flight at a
time, its messages in the order they were admitted. batch: false (or direct
mode) publishes one message per request.
The topic is the address, message attributes are the metadata. Each message
carries attributes ankusa_id, ankusa_source_id, ankusa_tenant_id,
ankusa_message_version, ankusa_idempotency_key and content_type, plus
ankusa_dedupe_key and ankusa_replay_id when present: the same set
Sink.SQS sends (Ankusa.Sink.Message.attributes/2). ankusa_tenant_id is
left out when the hook has no tenant. Pub/Sub counts attributes and the
ordering key toward the size limit, so max_message_bytes checks all three
with the data.
Ordering is opt-in. With ordered: true (see
Ordering lanes) the message carries the lane's key as its
orderingKey, which orders delivery only on a subscription with message
ordering enabled, published through one regional endpoint, and caps that key's
throughput at about 1 MB/s. The sink's own ordering_key (a string or function)
keeps its meaning on an unordered sink and sends a key on every message, but
Ankusa's own deliveries are then unordered (see Ankusa.Sink).
No key is sent by default.
Ordering lanes
Opt-in, per sink entry of a source (ADR
0004):
sinks: [{Ankusa.Sink.Http, url: "...", ordered: true, ordering_key: {:header, "x-entity-id"}}]
ordered: true and ordering_key: {:header, name}, {:json, "data.object.customer"}
(a dot path into the JSON body, read up to 1 MiB) or {mod, fun, args} (called
as apply(mod, fun, [envelope | args])). In YAML: ordered: true and
ordering_key: {header: x-entity-id} or {json: data.object.customer}.
Without a key every hook of the sink is one lane. A hook whose key cannot be
read goes to the sink's shared keyless lane and counts in
ankusa_dispatch_lane_key_missing_total{sink}; an ordered sink never falls back
to unordered.
A lane is {tenant, source, sink, key}. The key is read at ingest, from the
complete header list and the body, so a {:header, name} key must survive the
source's store_headers policy (a source that drops or hashes it is rejected).
ordered: true needs wal.type disk or dual, and on SQS a .fifo queue.
Ankusa hands a lane's hooks to the sink one at a time, each after the previous
returned :ok, in the order they were committed on this node (seq). Only the
head of a lane is a due row or a claim; the hooks behind it wait in the store and
hold no slot, window room or process. A retry or a breaker park blocks its own
lane and nothing else; when the head is delivered or dead-lettered the next hook
becomes the head, so a poison hook never holds its key forever (ordering is
deliberately broken at that point; a replay re-enters the dead hook as a member).
Lane state is in the store (?O, ?H, ?P, see storage.md), so
a restart keeps it: a claimed head is delivered again before any later hook (a
duplicate, in order).
What the destination guarantees is its own: Sink.SQS sends the key as
MessageGroupId, Sink.GooglePubSub as orderingKey, Sink.Kafka as the
record key, Sink.Http adds x-ankusa-ordering-key; Sink.RabbitMQ,
Sink.NATS and Sink.Redis publish sequentially and carry the key as
ankusa_ordering_key (a header, or the ordering_key field of the Redis body):
consumer-side, documented, not enforced.
A batching sink (Sink.SQS, Sink.GooglePubSub) still batches an ordered sink: the
head of each lane waits in the destination's batcher like any attempt, so one
request can carry the heads of many lanes but never two hooks of one lane (a lane
has one head at a time), and the batcher's own per-group rule (one request in
flight per MessageGroupId / orderingKey) holds the key (unverified: no test
drives an ordered lane through a batcher).
A lane's throughput is one delivery round trip per hook; a lane is blocked for as
long as its head keeps retrying (up to retry.max_elapsed_ms). Order is per node
and by seq: two nodes accepting hooks of one key have no common order, so route
a key to one node. Metrics: ankusa_dispatch_lanes, ankusa_dispatch_lanes_blocked.
Ankusa.RetryPolicy
@callback backoff(attempt :: pos_integer(), opts :: keyword()) :: {:retry, delay_ms} | :give_up
RetryPolicy.Exponential (the only shipped policy, and the default):
capped binary exponential backoff with optional full jitter.
	Opt	Default
	:base_ms	100
	:max_ms	300_000 (ceiling before jitter)
	:max_attempts	nil: no attempt limit, the horizon below is the bound
	:jitter	true. Multiplies the delay by a random factor in [0.5, 1.0]
	:max_elapsed_ms	86_400_000 (24 h): the horizon. Not read by the policy; every policy and every source's retry: shares the key

The defaults retry for 24 hours: 100 ms doubling to the 5-minute cap by
attempt 13, then 5 to 2.5 minutes apart (jitter halves a delay at worst), so
roughly 290 to 580 attempts before the dead letter. Set max_elapsed_ms lower
to dead-letter sooner, or max_attempts to bound the count.
Retry horizon
Whatever the policy answers, dispatch gives every delivery max_elapsed_ms
from its first attempt (the moment dispatch first took the row; it is kept
in the delivery row as first_attempt_at, so it survives a restart, and a row
written before the field existed starts its horizon when the new release first
takes it). A delivery that fails at or after that time is dead-lettered, and no
retry is ever scheduled later than it (Ankusa.RetryPolicy.schedule/5): the
last attempt runs on the horizon. A 30-hour outage of a sink therefore
dead-letters its hooks at 24 hours, not at the policy's attempt count, and a
DLQ replay (which gives the row a fresh horizon) re-drives them.
Rows parked behind an open circuit breaker (see A slow or dead
sink) spend no attempts but not forever: a parked row
comes due no later than its horizon, and one that is parked again at or past it
is dead-lettered as {:retry_horizon, module} without another attempt.
Retry-After and throttle answers ({:retry_after, ms, _}) are capped by
dispatch.max_retry_after_ms (default 1 h) and by the horizon.
A source overrides the instance's policy with retry: (base_ms, max_ms,
max_attempts, jitter, max_elapsed_ms; see
configuration.md): its deliveries run under the
instance's options with those laid over them. The source is read when a row is
claimed, so a change applies to the backlog like any other source change.
Claim-checked sources are bounded by the bucket's lifecycle rule. A body in
an object store is deleted by the bucket's own lifecycle rule
(claim_check.bucket_expiry_days), which cannot see that the hook is still
retrying. That rule has to outlast max_elapsed_ms + the DLQ retention + the
redeem grace, so a source with a longer retry.max_elapsed_ms is refused (422 retry_exceeds_claim_expiry from the admin API; boot refuses a stored one) when
it routes to a claim-checking sink and the rule is declared. The shipped 24 h
default needs 1 + queue.dlq.retention_days + the grace in days, not the 21
days the old 84-attempt default was assumed to need. Lifecycle events
(Ankusa.Lifecycle) have no source: they run under the instance's
dispatch.retry and its horizon, so one failing lifecycle sink holds the
cursor for at most that long.
Dead letters and replay
The DLQ is the set of dead delivery rows — there is no separate file. When
a row's sink gives up, the row is marked dead and carries the failure as text:
inspect({:sink, Module, reason}), the exact reason string GET /v1/dlq
returns. A dead row is still an obligation, so its hook is kept (and survives
a restart) until the row is replayed and delivered. The give-up is one atomic
store batch, but dispatch writes its outcomes without a per-write fsync: a power
failure right after one can undo it, and the hook is retried again
(at-least-once, never lost). The next synced commit makes it durable.
Ankusa.Replay.start/2 creates a durable replay job that moves matching dead
rows back to pending, a paced page at a time, and the pipeline delivers them
through the source's current sinks and options:
{:ok, :created, job} =
  Ankusa.Replay.start(:default,
    kind: :dlq,
    source_id: "stripe",
    since: System.system_time(:millisecond) - 3_600_000,
    rate: 1_000
  )
The job drips rows into the delivery queue at rate items per second (default
1 000, max 100 000) and only while dispatch has spare capacity (its
oldest-due lag stays under max_lag_ms, 2 s by default), so it can be left
running against live traffic. It is durable — the cursor commits in the same
batch as the rows it moves — so a restart resumes it; a job whose deliveries
keep dead-lettering, or keep being parked behind an open breaker, pauses
itself. Replayed deliveries keep the hook's
original id, dedupe_key and idempotency_key and carry the job id as
replay_id.
Ankusa.Replay.get/2 and update/3 watch and steer it
(:running | :paused | :cancelled); the admin API exposes the same jobs as
POST /v1/replays, GET /v1/replays[/:id], PATCH /v1/replays/:id. Delivery
is asynchronous: by the time a page is moved the rows are out of the DLQ
and the pipeline will deliver them (a row that fails again is dead-lettered
again). It needs the :dispatch role on this node. Filters (:source_id,
:id, :sink, :error_class, :since, :until; the times are unix-ms
bounds) are all optional and combine as AND; a dlq job touches only rows
dead-lettered at or before its own creation, so rows that die again during the
replay are never picked up twice.
kind: :archive re-sends archived hooks over a received_at window instead,
kind: :quarantine releases held hooks that now verify (see
Quarantine), and kind: :lifecycle re-emits lifecycle events from
the audit trail over a since/until window to the node's lifecycle sinks (see
Lifecycle events); that job has no source_id
or id, keeps each event's id, and moves its cursor only once the publisher
reports the page delivered.
GET /v1/dlq, GET /v1/replays[/:id], PATCH /v1/replays/:id and
POST /v1/replays are limited by tenant the same way
(scopes): ?tenant=<id> (the
tenant key of a replay body) names one tenant, a token limited to some
tenant:<id> scopes gets only those tenants' dead letters and starts only jobs
whose tenants filter is those tenants (a job another tenant's token started is
404 to it), and naming a tenant the token does not hold is 403.
Ankusa.Queue.dead/2 and Ankusa.Replay.start/2 take the same filter as
:tenants. The dead index is also kept by tenant (?X, Tenants, counters and
the active index), so a
tenant-filtered read is one reverse range scan of each named tenant's rows and
reads no hook but those of the page it returns (tenant scoped dlq reads one range in admin/router_test.exs); Ankusa.Queue.pending_for_tenant/2 and
dead_for_tenant/2 answer a tenant's counts from counters, in constant time,
and Ankusa.Queue.purge_tenant/3 removes a tenant's pending or dead rows in
synced chunks. A
lifecycle job's events belong to their tenant (a route's to default), so the
same filter selects them.
Delivery is at-least-once, so a replayed hook is a redelivery.
Listing the DLQ
GET /v1/dlq is a bounded read, however many rows the DLQ holds: it never
folds the dead family. Newest first, limit entries (default 100, at most
1 000) from a reverse range scan, and a next_cursor to pass back as cursor
for the next page (null on the last). A page of a 10-million-row DLQ is
limit index reads plus one row and one hook read per entry it returns.
	Query	Meaning
	tenant	one tenant (a token limited to some tenants is held to them; see above)
	source_id	the hook's source
	sink	the sink's index in the source (0 is the first)
	error_class	permanent (the sink said it will never work, or the source, the sink or the hook is gone), throttled (the destination asked for a pause and the retry horizon ended it) or transient (anything else that kept failing until the retry policy gave up)
	since	dead-lettered at or after (unix ms)
	cursor	the next_cursor of the previous page; anything else is 400 invalid_filter (cursor)

Every entry carries sink and error_class beside reason. A row written
before dead letters carried a class has error_class: null and matches no
error_class filter.
No scan examines more than 10 000 dead keys. A filter that matches little
(source_id, sink, error_class) can therefore return a short page, or an
empty one, with next_cursor set: ask again with it until it is null.
total is exact where it is free: a counter read when the only filter is the
tenant (or none), and the count of the matches when a filtered scan reached the
end of the DLQ inside that first page. Otherwise it is null.
The bound and the paging are proved by GET /v1/dlq is bounded and
GET /v1/dlq cursor page in admin/router_test.exs. bench/dlq_page_bench.exs
(MIX_ENV=test mix run bench/dlq_page_bench.exs) seeds a 10-million-row DLQ and
calls the route through the router, first page and mid-cursor page, with and
without a tenant filter (and the sink and error_class predicates): it exits
1 unless every case's p99 is under 100 ms.
Replaying across a fleet
Replay jobs live on one node, because a node's DLQ is its own store. A dlq job
also takes sink and error_class (the same values as the listing), beside
tenant, source_id, id, since and until; they combine as AND, and a row
of another class stays dead. Every body may carry a job_id, a lowercase UUID
that names the job: asked again with the same job_id, kind and filter, a node
answers the job it has (200, whatever its state) instead of creating a second
one, and the same job_id on a different kind or filter is 400 invalid_filter
(job_id).
docker-entrypoint replay is the fleet's client for that, with no clustering in
the nodes: it sends the same POST /v1/replays, with one job_id, to every
node's admin API and follows each job to the end.
docker run --rm -e ANKUSA_ADMIN_TOKEN jamescarr/ankusa replay \
  --nodes ankusa-0.ankusa:4002,ankusa-1.ankusa:4002,ankusa-2.ankusa:4002 \
  --filter tenant=acme,error_class=transient --rate 200
# replay 0192f1c0-… kind=dlq: 3 node(s): …
#   ankusa-0.ankusa:4002: running moved=1200 scanned=1200 …
# replay 0192f1c0-… kind=dlq nodes=3 done=3 running=0 … moved=3600 scanned=3600 …

--nodes takes [scheme://]host[:port] entries (port 4002), or one DNS name
that resolves to every node (a headless service): each address is a node. A node
that does not answer is asked again every second until --timeout (default
3600 s); a node that was killed resumes its job from the cursor it committed,
and one that comes back with an empty store is given the job again under the
same id. Started again with the same --job-id after the command itself died,
it finds the jobs where they are. It exits 0 when every node is done, 1
otherwise, and prints the totals either way. --filter takes tenant,
source_id, id, error_class, sink, since, until (and from, to,
sinks=0+2 for an archive job); --kind, --rate, --max-lag-ms, --token
(default ANKUSA_ADMIN_TOKEN) and --cacertfile as in the admin API. The
token needs replays:write, dlq:write and the tenants of the filter (or
tenant:*). The fleet drill is examples/fleet-e2e/run.sh --replay-drill
(testing).
Retention and the DLQ ceilings
queue.dlq bounds the dead-letter queue (see configuration.md):
rows older than retention_days, and the oldest rows while the DLQ is over
max_rows or max_bytes, are evicted by Ankusa.Queue.DlqReaper, but only once
the hook is archived and Storage.fetch/2 can find it. Anything else is
back-pressure: new hooks get 503 dlq_full until the compactor drains, so the
disk stays flat by draining the archive and never by deleting an acked hook.
DELETE /v1/dlq?tenant&source_id&since&until&limit (scope dlq:write) runs the
same eviction on demand and answers {deleted, bytes, unarchived, more}.
Quarantine
A durable holding pen for envelopes whose source has
on_verify_failure: :quarantine. The point: a bad secret rotation should
never silently eat real events, so a quarantined hook is answered 202 (the
provider will not retry it), kept, and released once its source verifies it.
Keep it out of the pen. Rotate a secret with a window instead of a cut-over:
secret takes a list, newest first, and every key is tried, so hooks signed
with either secret verify while the provider switches over. Every entry must be
non-empty: an empty HMAC key would verify whatever anyone signs with it, so an
unset ${OLD:-} is a load error, not a skipped slot.
verify: {type: stripe, secret: ["${STRIPE_WHSEC_NEW}", "${STRIPE_WHSEC}"]}
Bounded twice, by the quarantine config section, so a flood of forged
requests can't fill the disk, and one source's flood never spends another
source's tokens:
	One token bucket per source: burst (default 100) back to back, refilled
rate per second (default 20). Over it, the hook is refused with
429 quarantine_rate_limited and a Retry-After; nothing is stored.
	A cap on the pen's total bytes, max_bytes (default 1 GiB). A hook that
would cross it is refused with 503 quarantine_full and Retry-After: 60.
A full pen refuses new hooks; it never evicts one it already answered 202
for. It clears only when an operator releases or purges entries.

The byte cap is shared, though. One flooding source can fill it — a burst of
100 bodies of up to max_body_bytes, then 20 a second — and from then on every
source's failed hooks are refused with 503 (providers retry, and nothing
already acked is lost) until you purge the flood with
DELETE /v1/quarantine?source_id=….
Entries are stored in this node's Ankusa.Store, two keys per entry in one
synced batch: a summary (id, source, tenant, time, reason, size) and the whole
envelope — method, path, headers, body. put/3 answers :ok only once both
are on disk; a store that cannot take the write makes ingest answer 503 and
spends no token. A restart neither empties the pen nor forgets its size.
How a forged flood is kept off everything else. The decisions are made in
the request's own process: a source's bucket is one ETS row updated with a
compare-and-swap (the rate limiter's GCRA), the byte count and the number of
waiting writes are :ets.update_counter/3, and a refusal after the token was
taken gives the token back. Only the disk write is shared, and it is a group
commit: callers hand their two rows to the pen process, which commits every
write that has queued meanwhile in one synced Store.write. A flood therefore
costs one fsync per group rather than one per hook, holds one of the VM's
dirty-IO schedulers however many callers wait (the ack path's own commits keep
theirs), and never makes another source's put/3 or an accept_flag hook's
charge wait for it. purge/3 runs in the pen process and so holds up the
writes queued behind it for the length of one purge call; the retention sweep
does not (it runs in a process of its own).
		
	Cap	1 000 writes waiting for the pen's group commit (queued or in the group being committed), plus the per-source bucket and max_bytes above
	Sweep	a source's bucket row is deleted once it is full again (every 60 s); a write leaves the count when the pen has answered it
	Metric	ankusa_quarantine_pending (writes waiting), ankusa_quarantine_bytes, ankusa_quarantine_entries
	Refusal	the 1 001st waiting write is 503 overload with Retry-After: 1, and spends no token and no bytes; a write the pen does not answer within 5 s is 503 store_unavailable (it may still land afterwards, so it keeps its token and its bytes counted)

Inspect with GET /v1/quarantine on the admin port (newest first, no
bodies) or Ankusa.Edge.Quarantine.recent/2.
With admin authentication the
list, a purge and a quarantine replay are limited to the caller's tenants:
?tenant=<id> names one, a token limited to some tenant:<id> scopes sees and
deletes only those tenants' entries, and tenant:* is required for the whole
pen. An entry written before the pen kept the tenant belongs to default.
Release with a quarantine replay job, after fixing the source's secret:
curl -XPOST localhost:4002/v1/replays -d '{"kind":"quarantine","source_id":"stripe"}'

The job re-verifies each held hook against its source's current verifier,
judging the signature's timestamp window at the hook's receive time (a release
hours later still passes a hook that was on time). A hook that passes is
committed through the normal queue path with its original id: dedupe applies,
the archive gets it, and every delivery carries the job's id as replay_id.
The commit and the pen delete are one synced batch. A hook that still fails
stays in the pen and counts as skipped; one that is a duplicate of a hook
already accepted (the provider's own retry got through) leaves the pen and
counts as skipped too. Filters (source_id, id, since/until on
received_at) are optional, and, like a dlq job, a quarantine job only
touches hooks quarantined at or before its creation. The job runs in the
Replayer, so it needs the :dispatch and :edge roles on the node that holds
the pen.
Purge what will never verify with DELETE /v1/quarantine — the same
filters plus limit (default 1000, at most 10 000 per call), oldest first.
It answers {"deleted": n, "bytes": b} and frees those bytes against the cap.
{:ok, entries} = Ankusa.Edge.Quarantine.recent(:default, 50)
# entries: [%{id: "...", source_id: "stripe", tenant_id: "default", received_at: ...,
#             reason: :no_match, size: 1834}, ...]
{:ok, :created, job} = Ankusa.Replay.start(:default, kind: :quarantine)
{:ok, %{deleted: n, bytes: b}} = Ankusa.Edge.Quarantine.purge(:default, %{source_id: "stripe"}, 1_000)
Under wal.type: none this pen, the API-managed sources and the rate-limit
overrides are the node's only local state: nothing is committed, so there is
no queue, no DLQ, and no Replayer to release from — the pen is inspect and
purge only there, which is why config-examples/direct.yml recommends
reject. Entries are written only when a source opts in with
on_verify_failure: quarantine; the reject default writes nothing. See
Direct mode.
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    Using Ankusa with a job framework, without coupling to one

Ankusa never knows your job system. This page is the seam every job
framework, Oban, Celery, Sidekiq, whatever, hangs off of, and two worked
integrations (Oban, Celery) to copy from.
The seam
The handoff is an Ankusa.Sink, and delivery is at-least-once:
@callback deliver(Envelope.t(), ctx(), opts :: keyword()) :: :ok | {:error, term()}
Return :ok only once you're certain the hook was actually handled durably:
a job enqueued in a transaction that's about to commit counts; a job merely
constructed in memory doesn't. {:error, reason} triggers the source's
Ankusa.RetryPolicy: Ankusa retries, then dead-letters (see
delivery.md). A sink never talks to a job framework's SDK
directly unless it's your own in-process sink (see the Oban section below);
the shipped sinks (Sink.Log, Sink.Http, Sink.RabbitMQ, Sink.Kafka,
Sink.NATS, Sink.Redis, Sink.SQS, Sink.GooglePubSub) are all
framework-neutral.
HTTP handoff (any language)
The most common shape, and the one every worked example on this page uses:
point Sink.Http at your service's own endpoint.
sinks: [{Ankusa.Sink.Http, url: "https://jobs.internal/deliveries", secret: System.fetch_env!("DELIVERIES_WHSEC"), timeout_ms: 5_000}]
The contract:
	The raw body, verbatim, exactly as the provider sent it.
	Headers: x-ankusa-id, x-ankusa-source, x-ankusa-idempotency-key,
x-ankusa-verification (ok, failed or skipped: how the hook was
verified at ingest), x-ankusa-tenant (when the source has a tenant), and
content-type; x-ankusa-dedupe-key and x-ankusa-replay-id when the hook
carries them. x-ankusa-verification-flagged: true marks a hook its source
accepted despite a failed check (on_verify_failure: accept_flag): treat it
as unverified. x-ankusa-received-at (unix milliseconds the edge accepted
the hook, the queue message's received_at) and x-ankusa-body-sha256 (the
lowercase hex SHA-256 of the body sent) come with every delivery; the SDKs
parse both as advisory (received_at, body_sha256: null when absent or
malformed, never an error), so a receiver can order by arrival time or check
the bytes it read without hashing them itself.
	Respond 2xx only after the job is durably enqueued: a 202 after an
in-transaction insert commits, not before.
	408, 429, any other 4xx not listed next, 5xx and a timeout are
retried per dispatch.retry (no sooner than a Retry-After you send), then
dead-lettered; 400, 401, 403, 404, 410, 413 and 422 are
permanent and dead-letter at once — fix the cause and replay the DLQ (see
delivery.md). Only the status is read: the sink reads at
most max_response_bytes (64 KiB) of your response body.
	Dedupe on x-ankusa-idempotency-key: consumers are idempotent receivers.
Delivery is at-least-once, so your endpoint can see the same key twice (a
2xx that was lost in transit, a dispatch retry after a timeout that
actually succeeded). Ankusa computes the key once per hook:
tenant:source_id:dedupe_key when the source extracts the provider's event
key, else the hook's x-ankusa-id. Read it; don't rebuild it. Your enqueue
MUST be idempotent on it: see the worked examples below for how (a unique
row keyed on it in the Oban example, an idempotent task body in Celery).
	Provider retries arrive as distinct hooks with distinct x-ankusa-ids
unless the source sets dedupe, which collapses them at ingest into one
hook (and so one key). Without it, dedupe those on the provider's own event
id in the body (e.g. Stripe's id).
	Provider request headers (X-GitHub-Delivery, webhook-id, …) are
forwarded by Sink.Http per the source's forward_headers option (and
carried in Sink.Message's headers), minus authentication and framing
headers and every x-ankusa-* name. They arrive beside the x-ankusa-*
headers above; when the source extracts one as its dedupe key it is also
x-ankusa-dedupe-key. With a signing secret (below) the sink's own
webhook-id, webhook-timestamp and webhook-signature replace any
forwarded headers of those names.

Signed deliveries
Every delivery is signed. Sink.Http needs a secret (or an explicit
allow_unsigned: true: a sink with neither does not load), and every
delivery carries a Standard Webhooks
signature: webhook-id (the hook id), webhook-timestamp (unix seconds at
send time) and webhook-signature (v1,<base64 HMAC-SHA256> over
<webhook-id>.<webhook-timestamp>.<raw body>; one entry per secret while you
rotate). Without it, any host that can reach your consumer's URL could inject
hooks for any tenant.
sinks:
  - type: http
    url: https://jobs.internal/deliveries
    secret: ${DELIVERIES_WHSEC}          # whsec_ + base64, or a list while rotating
Every SDK verifies it the same way — whsec_ secrets decode from base64, any
other string is its own bytes; a constant-time compare; a 300-second timestamp
window by default — and fails with a never-retryable InvalidSignatureError
(code: invalid_secret, missing_header, invalid_timestamp,
timestamp_out_of_tolerance, no_matching_signature). Answer 401: it
dead-letters at once, and a fixed secret plus a DLQ replay redelivers.
	SDK	Verify
	TypeScript (ankusa)	verifySignature({ headers, body, secrets })
	Python (ankusa)	verify_signature(headers, body, secrets)
	Go	ankusa.VerifySignature(headers, body, secrets, ankusa.VerifyOptions{})
	Rust	verify_signature(&headers, body, &secrets, VerifyOptions::default())
	Ruby (ankusa-sdk)	Ankusa.verify_signature(headers, body, secrets)
	PHP	Ankusa\Webhook\Signature::verify($headers, $body, $secrets)
	Java	Signature.verify(headers, body, secrets)
	Elixir (ankusa_sdk)	Ankusa.SDK.Signature.verify/4, or Ankusa.SDK.Receiver's :secret option
	Clojure (ankusa-clj)	(ankusa.sdk.signature/verify headers body secrets)

Verify the raw bytes, before any JSON parser touches them. The shared vectors
are conformance/cases/signature.json.
Each SDK also has the receiver-side decision in one call, closed by default
the same way the sink is: with the sink's secrets it verifies as above; with
none and no explicit opt-out it refuses every delivery (invalid_secret), so
an unconfigured receiver is never open. The signature is judged before the hook
id, so a request that is not a signed delivery is a 401 whatever else it
lacks (400 only for a signed delivery with no x-ankusa-id).
	SDK	Receive (signed by default)
	TypeScript (ankusa)	receiveDelivery({ headers, body, secrets }); allowUnsigned: true to opt out
	Python (ankusa)	receive_delivery(headers, body, secrets=[...]); allow_unsigned=True to opt out
	Go	ankusa.ReceiveDelivery(headers, body, ankusa.ReceiveOptions{Secrets: ...}); AllowUnsigned: true to opt out
	Rust	receive_delivery(&headers, body, &ReceiveOptions { secrets, ..Default::default() }); allow_unsigned: true to opt out
	Ruby (ankusa-sdk)	Ankusa.receive_delivery(headers, body, secrets: [...]); allow_unsigned: true to opt out
	PHP	Ankusa\Webhook\Receiver::receive($headers, $body, $secrets); allowUnsigned: true to opt out
	Java	Receiver.receive(headers, body, Receiver.Options.signed(secrets)); Options.unsigned() to opt out
	Elixir (ankusa_sdk)	the Ankusa.SDK.Receiver plug: secret: is required (it refuses to start without), allow_unsigned: true to opt out; Ankusa.SDK.Webhook.receive_delivery/3 without Plug
	Clojure (ankusa-clj)	(ankusa.sdk.webhook/receive-delivery headers body {:secrets [...]}); :allow-unsigned true to opt out

An opt-out on the sink (allow_unsigned: true) and on the receiver go
together: a receiver that opts out accepts anything, so keep it off any
address you do not control. The shared vectors are the
webhook.require_signature cases in conformance/cases/receive.json.
Every parsed-headers, decoded-message, and received-delivery result also
carries how the node verified the hook at ingest: {status, flagged}, or
null from a node older than the field. flagged is true only when the
node accepted a failed check (on_verify_failure: accept_flag) — treat that
delivery as unverified. Each SDK answers that in one call, failing closed: the
hook is trusted only for status: "ok" with flagged: false, so a flagged,
failed or skipped hook, a status it does not know, and a hook from a node
older than the field are all untrusted.
	SDK	Verification accessor	Trust check
	TypeScript (ankusa)	parsed.verification / message.verification / received.verification	isTrusted(hook)
	Python (ankusa)	parsed.verification / message.verification / received.verification	is_trusted(hook)
	Go	parsed.Verification / message.Verification / received.Verification	hook.Trusted()
	Rust	parsed.verification / message.verification / received.verification	hook.is_trusted()
	Ruby (ankusa-sdk)	parsed.verification / message.verification / received.verification	hook.trusted?
	PHP	$parsed->verification / $message->verification / $received->verification	$hook->isTrusted()
	Java	parsed.verification() / message.verification() / received.verification()	hook.trusted()
	Elixir (ankusa_sdk)	hook.verification / message.verification / received.verification	Ankusa.SDK.Hook.trusted?(hook)
	Clojure (ankusa-clj)	(:verification parsed) / (:verification message) / (:verification received)	(ankusa.sdk.verification/trusted? hook)

The shared vectors are conformance/cases/verification.json: the
message.verification and webhook.verification features, including the
trusted operation (a flagged: true message is untrusted in every SDK).
Elixir consumers get this contract as a Plug: Ankusa.SDK.Receiver (Hex
package
ankusa_sdk)
reads the raw body before any parser, parses the x-ankusa-* headers, calls
your Ankusa.SDK.Handler implementation, and answers 202 once it returns
:ok — or 503 when it returns {:error, _}, and 500 if it raises or
returns anything else; Ankusa retries both, exactly the retry signal above.
Mount it above Plug.Parsers:
plug Ankusa.SDK.Receiver,
  path: "/deliveries",
  handler: MyApp.Hooks,
  secret: System.fetch_env!("DELIVERIES_WHSEC")

plug Plug.Parsers, parsers: [:json], json_decoder: JSON
The queue side has an equivalent: Ankusa.SDK.Message.decode/1 parses
Sink.Message JSON and to_hook/2 redeems a claim check before handing the
same Ankusa.SDK.Hook to the same handler.
Oban
examples/oban-consumer/
is the full worked deployment: a Kubernetes (kind) cluster running three
self-contained all-role Ankusa nodes (each with its own RocksDB store on a
persistent volume) and a two-replica consumer service that receives the HTTP
handoff and enqueues Oban jobs, proven zero-loss under normal load, chaos pod
kills, and burst. Ankusa and its ingest_app wrapper know nothing about Oban;
the consumer is the only place Oban is imported, and it talks to Ankusa over
plain HTTP.
/deliveries route
The router keys on the x-ankusa-idempotency-key header the sink ships (the
ankusa id when a sender predates it). That key is the primary key of a
processed_webhooks row, and the Oban job is inserted in the same transaction
as the row.
defp handle_delivery(conn, body) do
  case header(conn, "x-ankusa-id") do
    nil -> send_resp(conn, 400, JSON.encode!(%{error: "missing x-ankusa-id"}))
    ankusa_id -> insert_job(conn, ankusa_id, body)
  end
end

defp insert_job(conn, ankusa_id, body) do
  # The key Ankusa computed: read it, never rebuild it.
  key = header(conn, "x-ankusa-idempotency-key") || ankusa_id

  result =
    Repo.transaction(fn ->
      # `xmax = 0` means this insert created the row; the conflict path means
      # the hook already arrived, and no second job is queued for it.
      %Postgrex.Result{rows: [[inserted]]} =
        Repo.query!(
          """
          INSERT INTO processed_webhooks
            (idempotency_key, ankusa_id, source_id, tenant_id, body, body_sha256, deliveries)
          VALUES ($1, $2, $3, $4, $5, $6, 1)
          ON CONFLICT (idempotency_key) DO UPDATE
            SET deliveries = processed_webhooks.deliveries + 1
          RETURNING (xmax = 0) AS inserted
          """,
          [
            key,
            ankusa_id,
            header(conn, "x-ankusa-source") || "",
            header(conn, "x-ankusa-tenant"),
            body,
            :crypto.hash(:sha256, body) |> Base.encode16(case: :lower)
          ]
        )

      if inserted do
        case %{"idempotency_key" => key} |> WebhookWorker.new() |> Oban.insert() do
          {:ok, %Oban.Job{id: id}} -> id
          {:error, reason} -> Repo.rollback({:job_insert, reason})
        end
      else
        :duplicate
      end
    end)

  case result do
    {:ok, job_id} when is_integer(job_id) ->
      send_resp(conn, 202, JSON.encode!(%{job_id: job_id, duplicate: false}))

    {:ok, :duplicate} ->
      send_resp(conn, 202, JSON.encode!(%{job_id: nil, duplicate: true}))

    {:error, _reason} ->
      send_resp(conn, 503, "")
  end
end
WebhookWorker
defmodule WebhookWorker do
  use Oban.Worker, queue: :webhooks, max_attempts: 10

  @impl Oban.Worker
  def perform(%Oban.Job{args: %{"idempotency_key" => key}}) do
    result =
      Repo.transaction(fn ->
        %Postgrex.Result{rows: rows} =
          Repo.query!(
            "SELECT processed_at FROM processed_webhooks WHERE idempotency_key = $1 FOR UPDATE",
            [key]
          )

        # Not yet processed: run the business effect here, inside the
        # transaction that marks it done. A pruned or already-processed row is
        # nothing to do.
        if rows == [[nil]] do
          Repo.query!(
            "UPDATE processed_webhooks SET processed_at = now() WHERE idempotency_key = $1",
            [key]
          )
        end
      end)

    case result do
      {:ok, _} -> :ok
      {:error, reason} -> {:error, reason}
    end
  end
end
The idempotency_key primary key is what makes the POST idempotent: a second
delivery of the same hook (a lost 2xx, a DLQ replay) bumps deliveries and
queues no second job. The row, not Oban's job uniqueness, is the dedupe, so
pruning completed jobs can never let a retry or a replay re-run the effect.
processed_at is what proves "processed" against actual attempts rather than
just against enqueue, and the deliveries column is what docs/testing.md's
results table measures.
Full source: examples/oban-consumer/consumer_app.
In-process: embedding Ankusa and Oban in the same app
An app that embeds Ankusa directly (rather than fronting it with a separate
HTTP service) can skip the HTTP hop and write a sink that calls Oban.insert/1
in-process:
defmodule MyApp.ObanSink do
  @behaviour Ankusa.Sink

  @impl true
  def deliver(env, ctx, _opts) do
    args = %{
      "idempotency_key" => Ankusa.Envelope.idempotency_key(env),
      "ankusa_id" => env.id,
      "source_id" => env.source_id,
      "tenant_id" => ctx.tenant_id,
      "content_type" => env.content_type,
      "body_base64" => Base.encode64(env.body)
    }

    case args |> MyApp.WebhookWorker.new(unique: [period: :infinity, keys: [:idempotency_key]]) |> Oban.insert() do
      {:ok, _job} -> :ok
      {:error, reason} -> {:error, reason}
    end
  end
end
sinks: [{MyApp.ObanSink, []}]
Same idempotency key (Ankusa.Envelope.idempotency_key/1, the value Sink.Http
ships as x-ankusa-idempotency-key), and the transport is the only thing that
changes between Ankusa's dispatch pipeline and the enqueue: a function call
instead of a socket. Oban's unique: only dedupes against jobs still in the
table, so with a pruner either keep the key in your own table as the HTTP
example does or set the unique period past the prune age.
Celery
A minimal Flask endpoint gets you the same contract for a Python stack:
from flask import Flask, request, jsonify
from tasks import process_webhook  # a Celery task, acks_late=True

app = Flask(__name__)

@app.post("/deliveries")
def deliveries():
    ankusa_id = request.headers.get("x-ankusa-id")
    if not ankusa_id:
        return jsonify(error="missing x-ankusa-id"), 400

    key = request.headers.get("x-ankusa-idempotency-key") or ankusa_id

    source = request.headers.get("x-ankusa-source")
    tenant = request.headers.get("x-ankusa-tenant")
    content_type = request.headers.get("content-type")
    body_b64 = base64.b64encode(request.get_data()).decode()

    try:
        process_webhook.apply_async(
            args=[key, ankusa_id, source, tenant, content_type, body_b64],
            task_id=key,
        )
    except Exception:
        # broker down, etc. Ankusa retries per dispatch.retry, then DLQs.
        return "", 503

    return "", 202
sinks: [{Ankusa.Sink.Http, url: "https://jobs.internal/deliveries", secret: System.fetch_env!("DELIVERIES_WHSEC"), timeout_ms: 5_000}]
apply_async raising (broker unreachable) surfaces as a 5xx, which Ankusa
retries per dispatch.retry exactly like any other sink failure. The task
itself is declared acks_late=True, so a worker crash mid-task redelivers
from the broker rather than silently dropping it; on RabbitMQ, pair that with
broker_transport_options={"confirm_publish": True} so apply_async itself
doesn't silently succeed against a broker that never durably queued the
message.
Celery does not dedupe on task_id the way Oban's unique: does: a
task_id collision with Celery+Redis (the common combination) can raise
depending on backend, but isn't a documented guarantee across all
broker/backend pairs. Treat task_id=key as a debugging/traceability
aid, not a dedup mechanism, and make process_webhook's body itself
idempotent on the idempotency key (an upsert, same as the Oban example's
processed_webhooks row above), the same "at-least-once delivery, idempotent
consumer" rule that applies to every sink on this page.
Queue handoff
Consumers already on RabbitMQ, Kafka, NATS JetStream, or Amazon SQS don't need
an HTTP hop at all: Ankusa.Sink.RabbitMQ, Ankusa.Sink.Kafka,
Ankusa.Sink.NATS, and Ankusa.Sink.SQS publish Ankusa.Sink.Message (the
same wire format on every transport) directly to a broker or queue your worker
fleet already consumes from. Redis pub/sub
(Ankusa.Sink.Redis) publishes the same message, with a caveat: it is
fan-out, not a queue. A worker that is down misses whatever was published
while it was away, and a publish no live subscriber receives is an error
rather than a stored job — use it for consumers that may miss messages, not
for durable work. See
delivery.md for the full
message contract and reconnection/confirm semantics, and the worked examples
examples/rabbitmq-consumer/,
examples/nats-consumer/,
examples/kafka-sqs-consumer/
and examples/jetstream-k8s/,
for end-to-end deployments where the worker is itself the consumer (rather
than a job-framework broker in between).
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    Storage: the local store and the object store

Two tiers, on purpose. The local store is the fast, small, durable tier the
ack depends on under the default wal.type: disk: one RocksDB database per
instance holding every committed hook, one delivery row per hook and sink, the
archive obligations and the segment catalogue. The object store is the
cheap, large, long-term tier: segments roll into it asynchronously, never
blocking an ack. See architecture.md for how this fits the
request path, and the wal: :none section
below for the mode that has none of it.
Ankusa.Store and Ankusa.Queue
The local store is one RocksDB database per instance at
<data_dir>/<instance>/store, opened by Ankusa.Store. Everything below lives
in it: the committed hooks, their delivery rows and the archive's catalogue.
The queue's mode is named by the historical wal key (wal: :disk | :dual | :none,
YAML wal.type): :disk is the store-backed queue described here, :dual is
that queue plus the intake log, :none is
the direct path below.
Column families, all in that one database:
	Family	Holds
	default	the next-seq marker, the next tenant ordinal (m:next_ord), the store format version (m:format_version, see Upgrading between releases), migration markers, API-managed sources (s:) and their revisions (v:, kept after a source is deleted so a re-created one continues the count), rate-limit overrides, replay jobs (j:<id>), the audit sequence (m:audit_seq) and the key audit hashes are made with (m:audit_key)
	hooks	each committed hook, keyed by its seq
	deliveries	one delivery row per hook and sink
	index	due ?D, claimed ?F and dead ?x/?X rows, active-tenant markers ?A, archive obligations, cleared markers, claim-check refs, ingest dedupe keys (?u) and their expiry index (?e); see Tenants, counters and the active index
	archive	the segment catalogue, and locations imported from a 0.3 node's index
	quarantine	the quarantine pen: one summary and one body key per held envelope
	audit	the audit trail, <<?a, seq::64, at::64>> → a versioned row (<<"AA", 1, term>>), in commit order; and the rows of changes still in flight, <<?p, seq::64>> (see Architecture). Pruned by audit.retention_days
	tenants	tenant ordinal ↔ tenant id: <<?t, ord::32>> → id, <<?n, id>> → <<ord::32>>
	counters	per-tenant queue counters, <<ord::32, field::8>> → an integer, written only as merge operands; ordinal 0 is the node's total

Ankusa.Store owns the DB handle; every other process calls
Ankusa.Store.write/3, get/3, multi_get/3, fold/6 and property/3
directly (the NIF runs on dirty schedulers). There is no per-reader cursor:
Ankusa.Queue.hooks/3 walks the hooks family by seq.
Ankusa.Queue is the public face of the queue:
entry = %{envelope: envelope, sinks: [{Ankusa.Sink.Http, url: "https://example.internal"}]}
{:ok, [{:committed, envelope}]} = Ankusa.Queue.enqueue(:default, [entry])

{:ok, hooks} = Ankusa.Queue.hooks(:default, 0, 100)            # seq > 0, ascending
{:ok, %{next_seq: _, hooks: _, deliveries: _, disk_bytes: _}} = Ankusa.Queue.stats(:default)
{:ok, %{total: _, entries: _}} = Ankusa.Queue.dead(:default, source_id: "stripe", limit: 100)
The commit: one synced batch
Ankusa.Queue.Writer, one per instance, is the only process that assigns a
seq. It writes one synced RocksDB batch containing:
	the hook, keyed by seq;
	one pending delivery row and one due key per sink of its source, bound by
sink index and module at ack time, each due key with its active-tenant marker;
	an archive obligation, but only while the :storage role runs;
	the dedupe key and its expiry entry, for a hook with a dedupe key;
	the counter deltas of all of them (pending, bytes, archive_pending, for
the tenant and for the node);
	the tenant's ordinal and the next-ordinal marker, for a tenant seen for the
first time (the Writer is the only process that assigns them);
	the next-seq marker.

The batch is atomic: a commit either lands whole or nothing is acked, and a
failed commit makes the batcher answer 503 store_unavailable. Seqs are
strictly increasing and never reused — gaps are allowed, because a failed
commit still consumes seqs. [:ankusa, :commit, :stop] reports batch_size,
bytes and duration of the write of a group into the store; the fsync that
makes it durable is [:ankusa, :wal_sync] (ankusa_wal_sync_duration_seconds).
A hook whose source has no sinks while :storage is
off has no obligations at all: it is acked and stamped with a seq but not
stored.
A commit is a group. The writer takes every batch the batcher partitions have
queued (up to batcher.group_commit_max_bytes, 4 MiB, and
batcher.group_commit_max_records) and writes them as one batch, so four
partitions at one fsync each become one fsync. The writer applies the group
without an fsync and hands its callers' replies to the syncer
(Ankusa.Queue.Syncer), which fsyncs the WAL once for every group applied so
far and then answers them: while group N syncs, group N+1 is assembled and
applied, so a group costs the larger of its CPU and its fsync, not their sum.
A group is applied before it is durable, so until its fsync returns nothing
external may rely on it: dispatch does not claim its rows, the archive does not
read them, and a retry of one of its hooks is not answered 201 duplicate
(ADR 0002,
amendment 17). A failed fsync answers every group it covers 503, reopens the
store like a failed write, fences the writer and deletes the rows of those
groups before it accepts work again, so a hook the provider was told 503 is
never delivered and its retry is stored once. Everything that needs no seq is done before
the writer is called, in the batcher's commit task: the hook's binary, its
delivery rows, and a read of its dedupe keys. That read is a prefetch the
writer re-validates before it assigns seqs: the first occurrence of a key in
the group wins, and a key it wrote since the caller read it (an earlier
group, or one whose intake publish is still in flight) is answered from what
it wrote, so two partitions that saw the same provider key as absent still
store one hook (dedupe_test.exs, "the same key on two batcher partitions").
The cap is a latency bound: every caller waits for its whole group, so a
group is kept to what one fsync and one produce request can carry in a few
milliseconds (configuration.md).
A writer that is saturated (its last group held 64 or more hooks) waits
batcher.group_commit_delay_ms (1 ms) before it starts the next group, so the
callers it just answered join it instead of forming the one after: under a
closed loop of clients the groups are twice the size (bench/store_commit.exs),
and at low load nothing waits. Per-tenant counters stay blind merge operands in
the group's batch (ADR 0001).
Encoding and versions
A hook (the hooks family, and each record of an archive segment) is an
Ankusa.Envelope; a delivery row (the deliveries family) is a map. Both are
Erlang terms and both carry a version:
	Value	v0	v1
	hook	the bare term_to_binary of the envelope's fields (every release up to 0.6)	"AE", 1, the same term
	delivery row	the bare term_to_binary of the row map (every release up to 0.6)	"AD", 1, the same term

Readers take both. A key a reader does not know is not an error: an envelope
drops it, a row keeps it (so a field a newer node added survives this node
rewriting the row on a retry). Decoding does not depend on which atoms the
reader's VM has seen, so a newer node's new field never makes a row
unreadable. A version the reader does not know, or bytes that are no value at
all, is an error value (:unsupported_envelope_version,
:unsupported_delivery_row_version, :undecodable), never a raise: dispatch
dead-letters the delivery with that reason (the hook stays stored, and the
dead letter lists in GET /v1/dlq), a replay counts the hook as skipped, the
compactor logs it and drops its archive obligation, Ankusa.Queue.hooks/3
returns {:error, {:corrupt_value, :hooks, _}}, and the 0.3 import refuses
to boot with {:corrupt_legacy_wal_record, path, seq, reason}.
This release writes v0. The release after it writes v1, so a rollback of
this release to 0.6 still reads every row; see
Rolling back a minor. Proof:
envelope_test.exs, queue_test.exs and dispatch_test.exs (see
testing.md).
Durability, corruption, full disk
	One fsync per group commit (sync_wal after a sync: false batch): hundreds of hooks from every partition, one fsync, answered only after it. The boot
line says it plainly: [ankusa] store at <path>. Durable to power loss on THIS host only. kill -9 loses no acked hook; RocksDB recovers its own WAL
(loss_test.exs, and the crash drill,
which also cuts power under load). Local BlobStore.LocalFS writes are
durable too (see below).
	RocksDB opens with paranoid_checks and
wal_recovery_mode: tolerate_corrupted_tail_records: a torn trailing write
(the last, never-acked one) is dropped. Damage anywhere before it refuses to
open ({:store_open_failed, path, reason}, with a log line), because a store
this node cannot read is never treated as empty. Point reads report checksum
failures; a scan only trusts a result that reaches the end of its range, so
corruption surfaces as an error, never as a silently shorter list. The
Writer, the source store and the rate limiter refuse to start when they
cannot read their state.
	Full disk: commits fail (503 store_unavailable, nothing acked) and writers
resume by themselves once space frees. Any failed store write (ingest,
dispatch, the archive, the quarantine pen, source and rate-limit edits) also
tells the Store, whichever process saw it, and the Store closes and reopens
itself at most once every 5 s. That clears a latched RocksDB write error if
one outlives the freed space. The reopen waits until a synced write of a small
file next to the database works (ankusa_store_reopen_total{result="deferred"}
counts the waits): a disk that still fails keeps its database open and
readable instead of being closed and half-recovered. A store that cannot reopen stays closed (every
call answers :store_unavailable) and retries by itself after 5 s, then
twice as long each time up to 60 s, each wait jittered down by up to a
quarter, so a fleet whose disks came back together does not replay its WALs
in step. The crash drill fills a 192 MiB tmpfs under load
and checks the 503s, the /ready flip and the resume
(testing.md).
	A failing store is visible without reading logs. /ready answers 503 with
store: "failing" and reasons.store from a
fixed set: no_space, io_error, read_only, corruption, busy,
timeout, not_running, other (Ankusa.Store.failure_class/1). The
scrape carries ankusa_store_write_failures_total{class} (every failed
write a process reported and every failed readiness probe),
ankusa_store_reopen_total{result} (every reopen attempt, the store's own
retries included), ankusa_store_unavailable_seconds (how long the store has
been closed: 0 while it is open, and refreshed by every failed retry, so
at most 60 s stale) and ankusa_store_wal_replay_seconds (the close plus the
open of each successful reopen). The events behind them are
[:ankusa, :store, :write_failed | :reopened | :unavailable]
(Ankusa.Telemetry).
The first open of a process is not a reopen: its replay is in the boot log.
Tests: store_test.exs (write failure telemetry, reopen backoff),
metrics_test.exs, and the crash drills, which fail unless the series rise
and /ready names the reason.
	Stop an instance cleanly (supervisor shutdown, docker stop's SIGTERM) and
the store closes with it. SIGKILL keeps the data (RocksDB WAL recovery), but a
node halted mid-write-load with the DB open can segfault at exit.

RocksDB tuning and the index filters
The store's RocksDB settings are config, not constants: queue.rocksdb in
configuration.md sets the
block cache, the bloom filter, max_open_files, the compaction style, a
flush/compaction rate limiter, the background job budget and a memtable size
per column family. They are read when the database opens and again by every
reopen (Store.reopen/1). What stays fixed is everything the durability
promise above rests on: paranoid_checks, the WAL recovery mode, the
sync: true commit, max_total_wal_size and db_write_buffer_size; no
tunable touches the WAL or its fsync (the crash drill
is unchanged and passes).
	Filters where the reads are point lookups of absent keys. The index
family holds the ingest dedupe keys (?u, ?e) next to the ordered
due/inflight/dead/active rows, and Queue.Writer asks it for a whole batch of
never-seen dedupe keys before every commit (Store.multi_get/3); deliveries
is read by point too. Both get a whole-key bloom filter (bloom_bits_per_key,
10 by default, about a 1 % false-positive rate) and keep their index and filter
blocks in the block cache (cache_index_and_filter_blocks), so a miss costs a
filter probe per file instead of an index and data block read, and the memory
stays inside block_cache_bytes. The other families have no filter. There is
no prefix extractor: index is also scanned in key order, and a prefix
extractor would make every such iterator choose between a total-order and a
prefix seek, for no gain over whole-key filtering on the dedupe lookup.

	No migration. A filter is written into the files a flush or compaction
creates, so an upgraded store gains it as compaction rewrites its files; the
key layout and the store format are unchanged. bloom_bits_per_key: 0 restores
the plain table options.

	Size the cache for the filters. At 10 bits a dedupe key (a ?u and a ?e
key) costs about 2.5 bytes of filter, so 10⁸ keys (dedupe.max_entries) are
about 250 MB of filters plus the index blocks, all competing for
block_cache_bytes. The default 64 MiB cache caps the memory; it does not hold
those blocks for a store that size, which is why the table below shows a
raised cache helping on top of the filter.

	Measured. bench/dedupe_bench.exs fills a store with 10⁸ dedupe keys
(the index family's files came to 12.6 GB), then times 2 000 batches of 256
fresh keys, each a multi_get followed by a sync: true commit. On an
arm64 Mac with 48 GiB RAM, so the files sat in the OS page cache and the
numbers are a lower bound on what the filters save when blocks come from disk
(2026-10-19, PR #145):
	run	block cache	miss p50 / p99 (ms)	commit p50 / p99 (ms)
	before (no filter)	64 MiB	34.7 / 109.7	40.3 / 117.0
	after (defaults)	64 MiB	12.8 / 22.3	17.7 / 28.0
	before, cache raised	1 GiB	31.0 / 184.7	36.7 / 212.9
	after, cache raised	1 GiB	1.4 / 9.2	6.0 / 25.7

The commit p99 falls by 76 % at the default cache and by 88 % at 1 GiB. A p99
over 2 000 samples on a shared machine is noisy (a second run of the same
setup gave 106 ms and 32 ms at the default cache); the p50 moved more than any
noise. Proof: bench/dedupe_bench.exs; the settings are read back from the
OPTIONS-* file by store_test.exs (effective settings; RocksDB does not
write the rate limiter or the cache's capacity there, so those are asserted
from the store's state and :rocksdb.cache_info/2).


Reclamation: a hook is deleted by its obligations
A hook's obligations are its delivery rows (pending or dead) and, only if
:storage ran at ack time, its archive obligation. When the last one clears,
the hook is deleted — whatever roles the node runs. So a node without the
archive (ANKUSA_ROLES=edge,dispatch) reclaims on delivery, and an archive
that is behind, off or on another node never blocks delivery.
Tenants, counters and the active index
Design and reasons: ADR 0001. Every tenant gets
a dense 32-bit ordinal at the first hook the store commits for it
(default is the tenant of a hook with none); ordinals are never reused, 0 is
the node's own aggregate, and tenants.max bounds how many exist (a hook of
the tenant past it is 503 tenant_limit). Index keys lead with the ordinal, so
one tenant's rows are one contiguous range:
	Key (index family)	Value	What
	<<?D, ord::32, at::64, seq::64, sink::16>>	<<size::32, kind::8>>	due: kind 0 a first attempt, 1 a retry, 2 the first attempt of a lane head, 3 a retry of one
	<<?F, ord::32, seq::64, sink::16>>	<<size::32>>	claimed by dispatch
	<<?x, at::64, seq::64, sink::16>>	{source_id, id, ord}	dead, in the node-wide time order GET /v1/dlq lists
	<<?X, ord::32, at::64, seq::64, sink::16>>	empty	dead, by tenant
	<<?A, second::64, ord::32>>	empty	active: the tenant has a due row in that second
	<<?a, seq::64>>	<<size::32, ord::32>>	archive obligation
	<<?O, ord::32, lane::128, seq::64, sink::16>>	<<size::32>>	ordering lane member: a pending row waiting its turn, in seq order, with no due row (ADR 0004)
	<<?H, ord::32, lane::128>>	<<seq::64, sink::16>>	lane head: the one row of the lane that is in ?D or ?F; exists exactly while the lane is busy
	<<?P, ord::32, lane::128>>	empty	lane marker: this lane may have a member and no head (promotion work)

Store format 8 stamps these (no rewrite: a store that never enables ordered is
bit-identical to format 7 apart from the stamp), so a format 7 image refuses it.
Rollback boundary: the first start of a format 8 image. The counters lanes
(heads), lanes_blocked (heads waiting out a retry or park) and lane_members
are kept like the others.
pending, scheduled, inflight, dead, bytes (the stored size of every
delivery row the tenant holds), archive_pending and dedupe (live ingest-dedupe
keys, see below) are kept per tenant and per
node in the counters family, as blind RocksDB merge operands in the same
batch as the row change they count, so any process may change them and a crash
leaves rows and counts together or neither. Ankusa.Queue.pending_for_tenant/2
and dead_for_tenant/2 and every queue gauge read them: O(1), not a scan.
pending is first attempts waiting and scheduled retries waiting (a retry
whose backoff has ended counts until it is claimed).
The active index is what makes a dispatch scan cost the tenants with work due,
not all tenants: a scan reads the markers up to the current second, claims from
each tenant named, oldest second first, and removes a marker once its second is
over and the tenant has nothing due in it (delete, then verify no commit slipped
a row in). The index order alone would serve a tenant with a long backlog before
one that arrived later in the same scan; dispatch's claim splits its page
across the tenants with work due and gives each its own in-flight window
(delivery.md#fairness-between-tenants). A due row
is never written without its marker (Deliveries.due_ops/6), and a counter is
never changed by hand: both only through the Deliveries op builders.
Ankusa.Queue.purge_tenant/3 removes a tenant's pending, in-flight or dead rows
in chunks of 500, resumable by calling it again; a tenant erase
(multi-tenancy.md) calls it for all
three. An erase keeps its progress in m:erase:<tenant> and, when it is done,
its tombstone in m:erased:<tenant> (default family, value <<at::64>>):
Ankusa.Storage.fetch/2 answers {:error, :gone} for a hook of that tenant
received at or before at, and archive replay skips it, while the segment that
holds its frame stays until the bucket's lifecycle expires it. Both claims are
tested in test/ankusa/tenant_test.exs (erase leaves no trace, a fetch of an erased hook is gone).
Ingest dedupe keys: bounded, expired outside the writer
A source with dedupe: makes the writer put two index keys per new provider
event key, in the commit batch of the hook: ?u (tenant, source, event key →
<<expires_at::64, original_id>>) and its expiry index ?e. Both are bounded
(ground rule 3 of the hardening plan, ANKUSA_HARDENING_PLAN.md):
		
	Cap	dedupe.max_entries (100 000 000) live keys on the node, dedupe.max_entries_per_tenant (30 000 000) for one tenant: about 200 B of disk each
	Count	the dedupe counter (field 7 of the counters family, per tenant and node), a merge operand in the batch that inserts or deletes the key; the check is one multi_get per commit batch that has a keyed hook
	Refusal	a hook whose key would be a new live key past either cap is 503 dedupe_quota with Retry-After: 60, counted as outcome="dedupe_quota" on ankusa_ingest_requests_total. It is never stored without its key (dedupe is never silently skipped); a retry of a live key is still a duplicate, and an expired key is replaced in place, so neither is refused at the cap
	Sweep	Ankusa.Queue.DedupeSweeper, its own supervised process: it scans ?e for keys past their expiry every 10 s and then back to back while full chunks of 1 000 keep coming, and hands the writer each chunk to apply. The writer deletes a key only if it still holds the expiry the sweeper read, so a refresh is never undone, and takes the dedupe counter down in the same batch. The scan, decode and batching never run in the writer
	Metric	ankusa_dedupe_keys (the node counter), ankusa_dedupe_pruned_total

Store format 4 added the counter: its migration counts the ?e keys a format 3
store holds, in resumable batches of 500.
Dead letters, quarantine, catalogue and audit: bounded
Store format 5 added the dead_bytes counter (field 8 of counters; its
migration sums the delivery rows of the ?x keys, resumable in batches of 500).
		Cap	Sweep	Refusal
	DLQ	queue.dlq.max_rows, max_bytes, retention_days	Ankusa.Queue.DlqReaper, only archived rows (an ?a obligation is gone and a segment index holds the id)	503 dlq_full + Retry-After: 60 ingest back-pressure, never a delete
	Quarantine	quarantine.max_bytes, retention_days	hourly, skipping what a live replay job reaches	503 quarantine_full
	Catalogue (?S, ?L)	storage.catalogue_retention_days, archive.retention_days	hourly in the compactor's sibling process	none; a segment with an owed delivery row or a live archive replay stays
	Audit (+ ?o entities)	audit.max_rows, max_bytes, outbox_max_backlog	hourly, and before a change is accepted; never past m:lifecycle_cursor	503 audit_backlog + Retry-After: 60 on admin mutations

Tests: queue/deliveries_test.exs (dlq reaper, dlq reaper never evicts an unarchived hook, quarantine retention, catalogue retention),
admin/audit_test.exs (outbox ceiling), admin/router_test.exs
(DELETE /v1/dlq, audit_backlog).
Claim leases: a pack outlives its hook's last delivery
Store format 6 added the claim leases (?l, one row per pack and hook, value
<<0::64>> while the hook is live, else the grace expiry) and their counter
claim_leases (field 9 of counters; its migration leases every ?k claim row
of a format 5 store, resumable in batches of 500). Reclaiming a hook turns its
lease into a grace lease in the batch that deletes the hook;
Ankusa.ClaimCheck.Sweeper deletes leases whose grace is over and never
deletes a leased pack. See claim-check.md. A
format 6 store cannot be opened by a format 5 image.
Tests: claim_check/sweeper_test.exs (lease blocks sweep),
queue/deliveries_test.exs (the sink-down drill), store_upgrade_test.exs
(the claim leases migration (format 5 -> 6)).
Segment rows: how an archived segment is stored
Store format 7 added format, codec, node, dt and sha256 to the
catalogue's segment rows (?S). Its migration marks every row of a format 6
store format: 0 (bare frames under seg/, no node or day; codec: nil reads
as the configured codec), 500 rows a batch and resumable. Segments written by a
format 7 node are format: 1 (header and sha256, the dated layout). A format 7
store cannot be opened by a format 6 image: it would read the dated segments'
frames at offsets that include a header it does not know.
Tests: store_upgrade_test.exs (the segment rows migration (format 6 -> 7)),
codec_test.exs (versioned header).
:none: no queue, no store hooks
wal: :none is the other ack path: no hook queue, no batcher, no compactor, no
dispatch pipeline, no DLQ. Ingest verifies, publishes to the source's sinks
inside the request (Ankusa.Edge.Publish), and answers 201 only once every
sink has confirmed. Ankusa.Sink.durable?/1 is the promise that makes a
sink's :ok mean "something that outlives this node accepted it" — true for
every shipped sink except Sink.Log and Sink.Redis — and a wal: :none
node refuses a source with no durable sink: at boot for a static one, on write
for one managed through the admin API. One durable
sink is enough to pass that check, but every sink still has to confirm, so a
non-durable sink that cannot (Redis with no subscriber) turns every ingest
into a 503. Nothing is committed and no segment is written, so the two-tier
story in this document does not apply. The node still runs Ankusa.Store for
the quarantine pen, API-managed sources and rate-limit overrides. See
delivery.md#direct-mode and
config-examples/direct.yml.
The default, single-node
The default wal: :disk runs the store on local disk, with no external
dependency beyond RocksDB itself. Every store-backed role (edge, dispatch,
storage) reads that same database, and RocksDB is single-process, so they
must all run in one BEAM node; splitting them across processes or hosts is
not supported. It is durable to process crash and power loss on that box,
not to losing the box — unless backup is on. See
"Scaling out" below.
config :ankusa, wal: :disk   # the default
Backup and restore
backup.enabled (off by default) turns on Ankusa.Store.Backup, which closes
the gap above to backup.interval_ms (60 s): what a lost host takes with it
is the hooks acked since the last backup.
	Backup. Every interval the store writes a RocksDB checkpoint (memtables
flushed, files hard-linked under <data_dir>/<instance>/store.checkpoint,
in a process of its own so /ready keeps answering), and the uploader puts
it in the object store — backup.blob_store, else storage.blob_store —
under storage.key_prefix: backup/sst/<name> for every .sst and
.blob file (immutable, so each is uploaded once and shared by every
backup that lists it), backup/<id>/<name> for the manifest, options, WAL
and CURRENT, then backup/<id>/manifest.json (every file with its size
and sha256, the store format version, the intake offset, and with
backup.signing_key an HMAC-SHA256 signature over all of it), then
backup/LATEST. A backup exists only once LATEST names
it. After each one, backups beyond backup.keep (3) and every shared file
no kept backup lists are deleted; a purge that can't list the store or read
a kept manifest deletes nothing. A failed attempt is retried with the
compactor's backoff and never touches the store or the edge. Each
object-store call is bounded by backup.timeout_ms.
	Signed manifests. With backup.signing_key (a string or a list; the
first signs, any verifies, so a rotation lists the new key first) the
manifest carries signature, computed over a canonical JSON form of
everything else in it. A restore, and Backup.verify/2, refuse a manifest
that is unsigned or signed by no configured key
({:manifest_invalid, id, :unsigned | :bad_signature}), so whoever can
write the bucket cannot make a node restore content it did not back up.
LATEST itself is a bare id and is not signed: it can be pointed at an
older backup this node signed, never at forged content. With no key
configured nothing is checked (a manifest that is signed anyway is logged as
unverified), and a backup taken before signing was turned on is refused
once it is, until the next backup replaces it. The signing key is not
stored in the bucket; a replacement node needs it in its config like the
rest of the backup block, and needs secrets.kek too: the backup holds
stored source secrets as ciphertext.
	Verify. Ankusa.Store.Backup.verify/2 reads LATEST back from an
object store, checks the manifest (signature included), then downloads every
file it lists, one at a time, against its size and sha256, writing nothing.
backup.verify_interval_ms runs it for every store on that interval;
a failed check is logged at error level and counted by
ankusa_backup_verify_failed_total{target} — alert on it, a backup nobody
has read back is a hope.
	A clean stop is a backup. SIGTERM (or any :shutdown of the instance)
takes one last backup after the edge and dispatch have stopped and before
the store closes, bounded by backup.final_timeout_ms (20 s): the
recovery point of a node that was drained and stopped is the stop, not the
last periodic backup. A final backup that fails or times out is logged and
the periodic one stays LATEST. A node that crashes or is killed takes
none.
	A second region. backup.secondary is another object store (same
storage.key_prefix). Every backup is written to the primary, then to it,
each with its own purge; a run succeeds only when both hold it, and a
failing secondary is a failed run (backoff, ankusa_backup_runs_total{result="error"})
that does not make the primary upload everything again. At restore the
primary is tried first; unreachable, empty, or failing a check, the
secondary is restored from instead (restored from the SECONDARY backup is
logged at warning level). With both unusable the boot is refused with the
primary's reason.
	Freshness. With backup.max_age_ms, /ready says "backup": "ok" or
"backup": "failing" with reasons.backup: "stale" (last successful backup
older than that, or the uploader not running); a stale backup only turns the
node unready with backup.require_fresh: true.
	Restore. A store directory with no CURRENT file holds no database. With
backup.enabled, Ankusa.Store then restores LATEST before opening:
every file is checked against the manifest's size and sha256 and written
durably, CURRENT last, so a restore that fails part-way leaves no database
and the next boot starts it over. No LATEST at all starts an empty store.
A backup location that can't be read, a manifest that doesn't parse or a
file that fails its checksum refuses the boot
({:store_restore_failed, path, reason}): an empty directory with a backup
configured is never taken as empty. Database files (MANIFEST-*, .sst,
.blob, .log) without a CURRENT that no interrupted restore left behind
are refused too ({:unrecognized_store_files, names}), never deleted: that
may be a damaged store worth recovering by hand.
	The archive. A restored (or newly created) store may be behind the
segments in the bucket: hooks acked after the backup may already be
archived. Before the queue writer starts, m:next_seq moves past the
highest archived seq, so no new segment key overwrites one, and every
of this node's segments without a catalogue row is catalogued from its
.idx object and its header (Archive.reconcile/2, see
Finding a segment without the catalogue;
with the restored hooks' archive obligations it settles), so Ankusa.Storage.fetch/2
finds those hooks again. Their delivery state is gone with the host. The
restore leaves a RESTORE-IN-PROGRESS marker beside CURRENT until this
reconcile succeeds: a boot that finds both (the node died, or the reconcile
failed, in between) logs "reconciling now" and reconciles before serving,
instead of opening the database as an existing, reconciled store.
	A restore is a new incarnation. The restored trail resumes at the
backup's audit seq, so it re-issues sequence numbers (and per-subject
revisions) the lost node may already have published as lifecycle events.
Before it takes any change, the restored store writes a fresh m:incarnation
and announces it as io.ankusa.instance.restored (incarnation,
restored_sequence); event ids from then on are keyed with it, so a
re-issued seq is a different event id, and consumers that track the highest
sequence/revision per instance reset them on that event. Events of the
restored trail itself keep the ids they were published under (proof:
lifecycle_test.exs, "opens a new incarnation"). See
asyncapi.md. A checkpoint is the whole database, every
column family, so the audit trail, the lifecycle cursor, the counters and
the incarnation history come back with it (only the audit trail and the
incarnation history are asserted by a test).
	Where to point it. With LocalFS the backup lives on the same disk as the
store, and the node logs a warning saying so. Use a bucket: storage.type: s3|gcs, or a backup.store of its own. Backups are per node, so nodes
sharing a bucket need distinct storage.key_prefixes, exactly as for
segments. Each store gets an id (m:store_id) on its first backup, carried
by every checkpoint and recorded in each manifest; a node whose prefix
already holds the latest backup of another store refuses to back up (no
upload, no purge), logs backup refused … already holds backups of store … at error level, and counts it as a failed run. A replacement node takes
over by starting with the same config on an empty volume: it restores the
latest backup and inherits the id. If the old host comes back beside its
replacement, both hold that id; the first of them to find LATEST moved
by the other (after it has backed up once itself) refuses with
backup refused: … a backup of this store that this node did not write.
Retire one of them and restart the one you keep (it stays refused until
then).
	Bucket lifecycle rules. Keep <key_prefix>backup/ out of every
expiration rule. Retention is backup.keep; a shared backup/sst/* file is
listed by every later backup that still uses it, whatever its age, and an
expired one makes the restore fail ({:download_failed, key, _}) and the
node refuse to boot.
	Costs. An upload reads one file into memory at a time; RocksDB files here
are bounded by the write buffers (64 MiB by default; queue.rocksdb.write_buffer_bytes
raises them, and with them the memory of an upload) and the 64 MiB blob file
size the store sets. Each backup uploads the files written since the previous
one, plus a few small per-backup files.
	Watching it. ankusa_backup_age_seconds is the time since the last
successful backup — the data a lost host would take with it —
ankusa_backup_runs_total{result} counts attempts, and
ankusa_backup_verify_failed_total{target} counts verifications that failed.

The intake log
Under wal.type: dual (ADR 0002) the
local store is not the only copy of an acked hook: the hook is also a record in
a replicated log (a Kafka topic, Ankusa.Intake.Kafka from ankusa_kafka), and
the 201 waits for both. What that adds to the store is four meta rows in
the default family, nothing else, so the store format is unchanged and a
release that does not know them ignores them:
	Row	Holds
	m:intake_offset	the highest log position whose record is also in this store, durably. Every checkpoint carries it and every backup manifest records it (intake_offset); it never runs ahead of the checkpointed store
	m:intake_seq	the watermark: the highest seq such that every seq at or below it was confirmed in the log or had no record. Boot recovery republishes the local hooks above it
	m:intake_node	the node id (intake.node_id) the store was stamped with; a different configured id refuses boot ({:intake_node_mismatch, stamped, configured})
	m:intake_partition	the log partition this node writes (Kafka: phash2(node_id) rem partition_count, chosen once and never recomputed, so growing the topic never remaps a node)

The record is the exact hooks column family value (Envelope.to_binary/2,
itself versioned) under the node's seq, with headers ankusa_intake_v (1),
ankusa_intake_kind (hook), ankusa_intake_node, ankusa_intake_seq,
ankusa_intake_id, ankusa_intake_incarnation, ankusa_intake_tenant and
ankusa_intake_source; the Kafka key is the node id. The topic therefore holds
customer payloads and needs the confidentiality of the archive bucket (TLS,
ACLs, encryption at rest on the brokers' volumes). A reader skips, and counts, a
version or kind it does not know.
What the backup and the log each do. The recovery point of an acked hook is
the backup, plus the log since the backup's intake_offset. The backup bounds
replay time and carries everything the log does not hold (delivery state, DLQ,
quarantine, API-managed sources, rate-limit overrides, the audit trail, the
archive catalogue, m:incarnation) and any backlog older than the log's
retention; the log carries every hook since. That is why backup.enabled and
backup.max_age_ms are required under dual, and why the topic's
retention.ms must be at least 2 x backup.max_age_ms (verify/1 refuses
otherwise): a restore of a backup as old as max_age_ms, from the secondary
bucket if the primary is gone, still finds its offset in the log.
Recovery. A replacement node starts with the lost node's intake.node_id on
an empty volume. It restores the latest backup (primary, then secondary; the
manifest signature is checked), mints a new incarnation, then replays the log
for its node id from m:intake_offset + 1, in chunks of 500 in one synced batch
each. A record is applied through one rule, keyed by seq and hook id: no row
at hooks/<seq> writes the hook under its original seq (delivery rows from the
source's current config, dedupe keys, counters, m:next_seq raised); the same
id is skipped; a different id is a seq collision, written under a fresh seq
and logged, never over the other hook. A duplicate, a reordered or a
twice-replayed record changes nothing, which is what lets the Kafka adapter live
without an idempotent producer. Then the local hooks above m:intake_seq are
republished and the node reports ready. The same code runs by hand against a
stopped store as mix ankusa.recover (the server image: docker run … recover),
which prints records=… applied=… present=… collided=… unroutable=… skipped=… republished=…, accepts --dry-run (read and count, write nothing),
and changes nothing the second time.
A truncated log. If the log's earliest position is above the restored store's
offset + 1 (the topic's retention ran out before this backup was restored),
boot refuses with {:intake_truncated, wanted, earliest} and the node stays
unready: hooks acked in that gap are not recoverable, and only an operator may
accept that. --allow-gap does, logs the lost positions and writes the
intake.recover.allow_gap row (wanted, earliest, lost_positions, the
node id and the actor) to the node's own audit trail. On an ordinary restart a
gap is a warning only: every hook in it is in the local store.
Operating it is deployment.md;
its configuration is configuration.md.
Encryption at rest
What rests where, and who encrypts it:
	Data	Where	Encrypted by
	Hook bodies, delivery rows, the archive catalogue	this node's RocksDB files	the volume (EBS, LUKS, a CSI class with encryption): Ankusa does not encrypt bodies
	Stored source specs: verify secrets, sink credentials, header values	the s: rows of that store, in every backup of it; or Redis (source_store.type: redis)	Ankusa, with secrets.kek (below)
	Segments, backups, claim packs	the object store	the object store, asked to by sse: on every put/4 (below)

The startup log states it in one line, so an operator reads what a node
promises without reading config: store files rely on volume encryption; secrets envelope-encrypted with key <id> (or secrets are stored in plaintext (no secrets.kek is configured); with secrets.kek_provider it names the
provider, since the key is resolved when the source store starts). Body-level
encryption is deliberately not offered: add it only if a compliance review
demands it.
Secrets. With a key-encryption key (secrets.kek, or a kek_provider) the
secret-bearing fields of a source spec are encrypted with AES-256-GCM before
Ankusa.SourceStore.Persistent writes the row (or Ankusa.SourceStore.Redis
the hash entry), and decrypted as the row is loaded. Which fields is not a
second list to maintain: it is the inverse of what the admin API hides
(Ankusa.Admin.Redact) — header values, anything under a key that is not on
its shown-key allowlist, a URL carrying credentials — so the type, topic,
region and signature header of a stored source stay readable and diffable
while verify.secret and a sink's password do not. A value is
<<"AENC", 1, key_id_len, key_id, iv::96, tag::128, ciphertext>> (base64 in
the JSON, behind AENC:), its key id authenticated with it
(Ankusa.Crypto.Envelope).
	A row no key opens refuses the boot ({:source_store_load_failed, {:secrets, source_id, reason}}, and the log names the source). It is never
skipped: a node that booted without it would 404 every hook for that
source. A Redis node has the same rule at first boot; on a later reload it
keeps its mirror and logs the entry.
	Rows written before there was a KEK load as they are, and
rewrap/1 encrypts them.
	Rotation. Put the new key in secrets.kek and the old one in
secrets.kek_previous (keys that decrypt, never encrypt), roll the nodes,
move every row (Ankusa.SourceStore.Persistent.rewrap/1 or
Ankusa.SourceStore.Redis.rewrap/1 on a running node, or mix ankusa.secrets.rewrap on a stopped node's data dir with ANKUSA_KEK and
ANKUSA_KEK_PREVIOUS), then drop the old key. A rewrap is synced in
batches: an interrupted one leaves every row readable under one key or the
other.
	Backups. Backed-up stores carry the same ciphertext, so restoring needs
the same keys; keep them where the backup is not (a secrets manager, the
provider's KMS), not on the volume.
	Not covered. Sources in the configuration file (sources:) are not
stored and are not touched; they hold ${VAR} references. A KEK is in
memory in the node, as any key is.

Object stores. sse: in the options of an object-store adapter is sent on
every PUT it makes: S3 as x-amz-server-side-encryption: AES256 | aws:kms
(+ …-aws-kms-key-id; signed with the request), GCS as
x-goog-encryption-kms-key-name (and the kmsKeyName upload parameter),
Azure as x-ms-encryption-scope, OCI as opc-sse-kms-key-id. Because
segments, backups and claim packs all reach the object store through that
adapter's put/4 with the options of the store they are configured on, one
sse: per configured store covers them; a deployment that gives backups or
claims their own store (backup.store, claim_check.stores) sets it on each.
On GCS, Azure and OCI every object is encrypted at rest regardless, so
type: aes256 sends nothing and only kms (a customer-managed key) changes
anything. A misspelled option, or kms without the key_id the provider
needs, is a boot error, never an unencrypted object. The test is
sse header on put in
test/ankusa/store/backup_s3_integration_test.exs: a segment, a backup and a
claim PUT recorded on their way to the emulator all carry the header.
Scaling out
One node is one local store. To scale, run N independent all-role
nodes behind a load balancer. Each with its own data volume and its own
DLQ/admin API. Segment keys are archive/v1/dt=<day>/<node>/seg-<first_seq>-<last_seq>.seg
(with the sibling .idx object and the day's _manifest.json), where <node> is
intake.node_id (else the host name): nodes with distinct names never write the
same key, and a node that has lost its catalogue can find another node's
segments by day. Set intake.node_id on every node that shares a bucket (the
host name is the fallback, and two nodes with one host name would overwrite each
other's segments), or give each its own storage.key_prefix (node-a/,
node-b/), its own bucket or LocalFS root. Claims are never
prefixed — pack ids carry 64 random bits, so every node's claims can share
one place and one gateway. See deployment.md for the
operational shape.
Under wal: :none none of this applies: there is no queue, no segment story
and no data volume — replicas are freely interchangeable, and the broker (or
whatever answers the sink) is the only shared state. See
architecture.md#4-stateless-ingest-fleet-wal-none.
Ankusa.BlobStore
@callback put(instance, key :: String.t(), data :: iodata(), opts :: keyword()) :: :ok | {:error, term()}
@callback put_if_absent(instance, key, data, opts) :: :ok | {:error, :already_exists} | {:error, term()}
@callback get(instance, key, opts) :: {:ok, binary()} | {:error, term()}
@callback get_range(instance, key, offset, length, opts) :: {:ok, binary()} | {:error, term()}
@callback delete(instance, key, opts) :: :ok
@callback list(instance, prefix :: String.t(), opts) :: {:ok, [String.t()]} | {:error, term()}
Callers go through the facade, which names a scope on every call —
Ankusa.BlobStore.put(instance, :segments | :backup, key, data) and so on.
:segments resolves storage.blob_store. storage.key_prefix is applied
once, when the compactor names a new segment
(Ankusa.BlobStore.object_key/3), and the archive catalogue records the full
key, which every later read uses verbatim: changing the prefix moves new
segments only and never strands archived ones. list/3 lists this node's
segments under its prefix and returns full keys. Claim packs bypass the
facade: Ankusa.ClaimCheck.Stores writes and reads them across
claim_check.blob_stores (claim_check.stores in YAML; failing over between stores), never prefixed.
Adapters see full keys and stay prefix-unaware.
list/3 returns {:ok, keys} or {:error, reason} — a listing that failed
halfway is an error, never a shorter list — and every remote adapter follows
its store's pagination (S3 continuation tokens, GCS page tokens, Azure
markers, OCI nextStartWith) to the end.
get_range/5 exists because the compactor never writes one object per
hook. Segments hold many records, and a single range GET reads exactly
one record's bytes back out.
:not_found is part of the contract for every adapter: get/3 and
get_range/5 return {:error, :not_found} for a missing key, never a
store-specific error (:enoent, an HTTP status). Ankusa.ClaimCheck
(see claim-check.md) depends on this to map a missing
claim consistently regardless of which store is configured.
Two independent namespaces share one BlobStore by default and never
collide: archive/v1/... (each segment written by Ankusa.Storage.Compactor,
its sibling .idx index object and the node-day _manifest.json, under
storage.key_prefix; seg/... is where releases before DUR-8 wrote them) and claims/...
(Ankusa.ClaimCheck, packed per tenant per dispatch batch, one object holding
many claims under claims/tenant=<t>/dt=<day>/<pack_id>, or
claims/tenant=<t>/shard=<c>/dt=<day>/<pack_id> with
claim_check.key_layout: :sharded; or in stores of their own with
claim_check.blob_stores). Retention differs per namespace too. See
claim-check.md#retention.
	Adapter	Deps	Notes
	BlobStore.LocalFS	none	Default. Durable writes: temp file fsync, rename, directory fsync; put returns {:error, reason} instead of raising. get_range uses :file.pread/3, never slurps the whole segment.
	BlobStore.S3	aws_signature + req	SigV4 signing via aws_signature, the implementation behind the official aws-elixir SDK, with HTTP through Req. Path-style addressing works unmodified against AWS, MinIO, Cloudflare R2, and the floci emulator. list/3 parses ListObjectsV2 XML via stdlib :xmerl. Credentials: :access_key_id/:secret_access_key (+ :session_token), else AWS_ACCESS_KEY_ID/AWS_SECRET_ACCESS_KEY/AWS_SESSION_TOKEN, else web identity (IRSA: AWS_WEB_IDENTITY_TOKEN_FILE + AWS_ROLE_ARN, through STS AssumeRoleWithWebIdentity), else the EC2 instance profile (IMDSv2); temporary credentials are cached until shortly before they expire.
	BlobStore.GCS	req	GCS JSON API. :token_provider opt (an MFA returning {:ok, bearer_token}) is required against real GCS: {Ankusa.BlobStore.GCS.MetadataServer, :token, []} on GCE/GKE (the metadata server's token, cached until a minute before it expires), or whatever your deployment already uses (Goth, ADC). The adapter carries no OAuth2 dependency of its own. Unauthenticated against the floci-gcp emulator.
	BlobStore.Azure	req	Azure Blob REST. Carries no credential dependency, the same stance as GCS: a pre-generated :sas_token (Shared Access Signature), or a :token_provider MFA, including the built-in Ankusa.BlobStore.Azure.ManagedIdentity, the best credential for a service running on Azure (no secret, short-lived Entra ID tokens from IMDS). No Shared-Key signing of its own. Unauthenticated against the floci-az emulator.
	BlobStore.OCI	none	OCI Object Storage. The one adapter that signs its own requests, OCI has no bearer/SAS shortcut covering arbitrary put/get/list, using OTP's :public_key (RSA-SHA256 Signature version 1), no dependency. Two credential shapes: a static API key (:tenancy_ocid/:user_ocid/:key_fingerprint/:private_key), or an instance principal: key_provider: {Ankusa.BlobStore.OCI.InstancePrincipal, :credentials, [[region: "us-ashburn-1"]]} runs the certificate federation (IMDS leaf cert, auth.<region>.oraclecloud.com/v1/x509, a short-lived ST$ session token and key), caches it and refreshes it before it expires. A session token from the OCI SDK still works as :key_id: "ST$<token>" + :private_key, renewed by the caller. Signing is pinned against OCI's reference vectors in test/ankusa/blob_store_oci_signing_test.exs; floci-oci parses but never verifies the signature, so any locally generated key works there.

Conditional writes, retries, checksums, multipart, pools
put_if_absent/4 is how claim packs are written. It is put/4 that refuses
to replace: S3 and Azure send If-None-Match: *, GCS ifGenerationMatch=0,
OCI if-none-match: * (so the check and the write are one atomic request) and
the answer for an existing key is {:error, :already_exists}, the original
untouched. LocalFS checks for the file first (one node's keys are unique by
construction). An object that already holds exactly the bytes being written is
:ok (Ankusa.BlobStore.same_object/5, one read-back on the rare collision), so a
write whose first attempt landed and whose answer was lost is not mistaken for
another writer's. Ankusa.ClaimCheck.check_in/4 uses it: a refused pack is
written again under a fresh pack id (at most 3 attempts, then
{:unavailable, :pack_id_collision}), so a reused or colliding id can never
overwrite claims that are already referenced
(claim-check.md). Segments and backups keep plain
put/4: their keys are unique per node and rewritten on purpose.
The HTTP adapters retry a transient failure (Ankusa.BlobStore.Retry): a
transport error (refused, reset, timed out) or a 408, 429, 500, 502,
503 or 504 is sent again after a full-jitter wait (a random time from none
to 200 ms, then to 1 s, then to 5 s), three attempts in all by default, and S3
and OCI re-sign each attempt. Anything else (404, 403, another 4xx) is
answered at once. The adapter option :retries is the number of extra attempts
(2; 0 for a single attempt). A 429 or 503 that carries a Retry-After (seconds
or an HTTP date) makes the wait at least that long if it fits in the time
left; if it does not, nothing sleeps and the call returns
{:error, {:throttled, seconds}} at once, for the caller (dispatch, which has
its own backoff) to schedule. Each call is idempotent, a PUT writing the same
bytes to the same key, so a timed-out write that did land is safe to repeat. put
hands the adapter's iodata to the HTTP client as is: a segment is not copied
into one binary first. LocalFS does neither: a POSIX error is not transient.
One deadline per blob operation (op_deadline_ms, default 120 s): every
attempt, every wait, every multipart part and, for check_in/4, every pack-id
retry and every store tried share one absolute deadline. An attempt runs under
the smaller of its timeout (timeout_ms, 10 s, for a request that carries at
most 1 MiB; upload_timeout_ms, 60 s, for one that carries more) and the time
left; nothing is sent past it ({:error, :deadline}). So a slow bucket costs a
dispatch task at most the deadline, never the product of the timeout, the retries,
the pack-id retries and an uncapped Retry-After. A claim read stops at
claim_check.read_deadline_ms instead.
A breaker per {endpoint, bucket} (Ankusa.BlobStore.Breaker, shared by every
store of the node that talks to that bucket) opens after breaker_failures
(5) consecutive failures or when the p99 of the last 100 metadata-sized
requests passes breaker_slow_ms (5 s), answers {:error, :breaker_open} without
a request for breaker_open_ms (30 s), then lets one probe through. A throttle
is an answer from a reachable store and never opens it; neither does a failure of
this node (its connection pool gone or exhausted). breaker_failures: 0 turns it
off. Each transition emits [:ankusa, :blob_store, :breaker].
Checksums. Every PUT carries a digest the store validates (S3
x-amz-checksum-sha256, GCS x-goog-hash: md5=…, Azure Content-MD5 and
x-ms-blob-content-md5, OCI Content-MD5), and a whole-object GET compares the
digest the store sends back with the bytes received: a mismatch is {:error, :integrity}. A response with no digest (or an S3 composite one) is not checked; a
range read is not (Ankusa.BlobStore.Checksum). The GCS header is the
documented way to have GCS validate an upload; only the floci emulator has
exercised it here.
Multipart above multipart_threshold_bytes (8 MiB): a put of more bytes is
cut into multipart_part_bytes (8 MiB; at least 5 MiB, a multiple of 256 KiB)
pieces: an S3 or OCI multipart upload (create, parts each with Content-MD5,
complete or commit, abort on failure), Azure Put Block per piece and one Put
Block List, a GCS resumable upload in chunks. Each part has its own
upload_timeout_ms inside the operation's one deadline, so a 16 MiB pack on a
1 MiB/s link is two 8 MiB requests, not one that outlives a 10 s timeout
(test/ankusa/blob_store_multipart_test.exs). A conditional upload that loses
the race is aborted.
A connection pool per endpoint (Ankusa.BlobStore.Pool): the instance
starts one Finch pool for each distinct endpoint of storage.blob_store,
backup.blob_store, backup.secondary and claim_check.blob_stores, sized by
pool_size (32 connections), pool_count (1) and pool_timeout (5 s to check
one out), instead of Req's shared default, which is the throughput ceiling and
lets one slow bucket take connections from every other client. It verifies
peers (TLS 1.2/1.3, the system trust store, or the store's cacertfile). A store
with its own transport (req_options: [finch: [name: MyFinch]]) gets none.
Refreshing credentials. On a 401 the adapter asks the :token_provider /
:key_provider module to drop its cached token (invalidate/n, when it exports
one) and sends the request once more with a fresh one. The built-in providers
are Ankusa.BlobStore.GCS.MetadataServer, Azure.ManagedIdentity and
OCI.InstancePrincipal; each also refreshes before the token expires.
The transport options are Elixir config on the store (see the table in
configuration.md) and, for s3
and gcs, YAML keys of the same names under storage.s3, storage.gcs and the
s3/gcs block of claim_check.store(s) and backup.store.
The HTTP adapters take sse: — server-side encryption on every put/4
(%{type: :aes256}, or %{type: :kms, key_id: key}): see
Encryption at rest for what each provider receives.
# S3 / MinIO / R2
config :ankusa,
  storage: %{
    blob_store:
      {Ankusa.BlobStore.S3,
       bucket: "ankusa-segments", region: "us-east-1",
       access_key_id: System.get_env("AWS_ACCESS_KEY_ID"),
       secret_access_key: System.get_env("AWS_SECRET_ACCESS_KEY")}
       # endpoint: "http://localhost:4566"  # only for MinIO/R2/floci; omit for real AWS
  }

# GCS
config :ankusa,
  storage: %{
    blob_store: {Ankusa.BlobStore.GCS, bucket: "ankusa-segments", token_provider: {MyApp.Auth, :gcs_token, []}}
  }

# Azure Blob Storage: a pre-generated SAS ...
config :ankusa,
  storage: %{
    blob_store:
      {Ankusa.BlobStore.Azure,
       account_name: "myaccount",
       container: "ankusa-segments",
       sas_token: System.get_env("AZURE_BLOB_SAS")}
       # endpoint: "http://localhost:4577/devstoreaccount1"  # only for floci-az; omit for real Azure
  }

# ... or, on Azure, the managed identity (system-assigned, no secret at all)
config :ankusa,
  storage: %{
    blob_store:
      {Ankusa.BlobStore.Azure,
       account_name: "myaccount",
       container: "ankusa-segments",
       # user-assigned? add: client_id: System.get_env("AZURE_CLIENT_ID")
       token_provider: {Ankusa.BlobStore.Azure.ManagedIdentity, :token, []}}
  }

# OCI Object Storage: signs its own requests with an API signing key
config :ankusa,
  storage: %{
    blob_store:
      {Ankusa.BlobStore.OCI,
       region: "us-ashburn-1",
       namespace: System.get_env("OCI_NAMESPACE"),
       bucket: "ankusa-segments",
       tenancy_ocid: System.get_env("OCI_TENANCY"),
       user_ocid: System.get_env("OCI_USER"),
       key_fingerprint: System.get_env("OCI_KEY_FINGERPRINT"),
       private_key: File.read!(System.fetch_env!("OCI_KEY_FILE"))}
  }

# ... or, on OCI compute/OKE, the instance principal (the OCI SDK does the
# IMDS → x509 federation; feed its output back here)
config :ankusa,
  storage: %{
    blob_store:
      {Ankusa.BlobStore.OCI,
       region: "us-ashburn-1",
       namespace: System.get_env("OCI_NAMESPACE"),
       bucket: "ankusa-segments",
       key_id: System.get_env("OCI_SESSION_TOKEN_ID"),   # "ST$<token>"
       private_key: File.read!(System.fetch_env!("OCI_SESSION_KEY_FILE"))}
  }
Local dev/test emulators via floci (no cloud account):
# floci (S3, :4566) + floci-gcp (GCS, :4588) + floci-az (Azure, :4577) + floci-oci (OCI, :4599),
# buckets/containers auto-created
docker compose -f packages/ankusa/docker-compose.integration.yml up -d
(cd packages/ankusa && mix test --only integration)
docker compose -f packages/ankusa/docker-compose.integration.yml down -v

Or mise run test:integration, which does all three.
Ankusa.Codec and segment format
@callback encode([%{key: String.t(), payload: binary()}]) :: {segment :: binary(), index :: [index_entry]}
@callback decode_record(binary()) :: {:ok, binary()} | {:error, term()}
@callback id() :: 1..255   # optional
Codec.Raw (the only shipped codec, id 1) frames each record length-prefixed
with a per-record CRC32; encode/1 packs many into one binary and returns the
byte offset + length of each, which is exactly what the get_range callback
needs. A codec only frames records: the object around them is
Ankusa.Storage.Segment.
Segment object, format 1 (written since store format 7):
"ANKSEG" <> <<version::8, codec_id::8, count::32>>      12 bytes
<codec frames, back to back>
sha256(everything above)                                32 bytes
codec_id is the codec's id/0 (0 when it has none; the catalogue row then
names the module), count the number of frames. The index offsets are
positions in the object, header included, so a range read of
[offset, offset + length) is still exactly one frame. Storage.fetch/2 reads
one frame and relies on its CRC; whoever reads the whole object (archive
replay, Segment.verify/2) checks the sha256 too, and a segment that does not
verify is {:error, _} — a replay logs it and skips the segment.
Format 0, the bare frames earlier releases wrote under seg/, has no header
and stays readable; a format newer than this release is unsupported_format.
Version N reads N−1: the catalogue row's format field says which one a segment
is.
Index object (….idx, Ankusa.Storage.Index): %{event_id => {offset, length, seq}} as "ANKIDX" <> <<version::8, count::32>>, term_to_binary, and
a sha256 trailer. It is decoded with binary_to_term(bin, [:safe]) and its
shape checked (binary ids, three non-negative integers each, count entries),
so an index that names an atom this node has never seen, or anything that is not
an index, is {:error, :bad_index} instead of being interned or executed.
Format 0 indexes (a bare term) are read the same way.
Golden vectors of both formats are in test/ankusa/codec_test.exs
(versioned header, safe idx); a format change adds its vectors there.
Ankusa.Storage.Compactor: how segments get written
A hook committed while the :storage role runs carries an archive
obligation. Each tick (default every storage.interval_ms, 1s) clears some:
	Read archive obligations past the compactor's own position, in seq order,
taking them until their stored sizes reach storage.roll_bytes (default
16 MiB) — always at least one, so a hook larger than a segment still gets
one. Sizes come from the obligation keys, so nothing is read and discarded
to find out how much fits. A long backlog produces several segments in
one tick (at most storage.max_segments_per_tick, default 16, the rest
wait for the next tick). What is left after the full ones is a partial
segment: it is written once its first obligation has waited
storage.roll_ms (default 30 s; 0 writes every tick), so an idle trickle
becomes one segment per roll_ms instead of one per tick. tick/1
(tests, Compactor.tick/1) writes a partial segment at once.
	Encode those hooks into one segment via the configured Codec, wrapped in
the header and sha256 (above).
	PUT the segment to the blob store under a deterministic key in the dated
layout: archive/v1/dt=<yyyy-mm-dd>/<node>/seg-<first_seq>-<last_seq>.seg
(seqs zero-padded to 20 digits; dt is the UTC day of the segment's oldest
hook, from its UUIDv7 id; <node> is intake.node_id, else the host name).
	PUT the segment's index object, the same key with .idx.
	Rewrite the node-day's _manifest.json: segment count, bytes, seq and id
range, a constant-size summary that lets a reader skip a node whose ids
cannot hold the one it wants.
	Write the segment's catalogue row to the store: key, index key, seq and id
ranges, count and byte size, and format, codec, node, dt, sha256.
	Clear the batch's obligations. Each cleared obligation leaves a marker; when
a hook's last obligation is gone, the hook is deleted.

A failed blob write ends the tick without crashing: nothing moves, and the
same hooks are written again under the same keys, after storage.interval_ms
doubled per consecutive failure (jittered, capped at 60 s). This is why
segments are never one-object-per-hook: PUT cost amortizes over however many
records landed in one tick, and archive-tier storage (which bills a minimum
object size) stays cheap at scale.
Finding a segment without the catalogue
The day comes before the node in the key, so a node that lost its catalogue (a
fresh node, a restore) or never had it (another node's segment in a shared
bucket) can still find a hook whose id carries a time:
	Storage.fetch/2 falls back to a day-prefix scan when the catalogue has no
segment for the id: it lists the id's day and the day before under
storage.key_prefix, skips every node whose manifest says its ids cannot
include the id, and bisects the remaining node's segments (by the highest id
in each index) to the one or two that can hold it. That is a listing plus
O(log n) index reads per fetch, not a lookup: use it for the tail, and
reconcile to make it a lookup. A segment lives in the directory of its
oldest hook, so a backlog segment that spans more than a day is found only
for hooks in the first two days of it (the catalogue finds them all); an id
that carries no time has no day and is found only through the catalogue.
	Queue.Archive.reconcile/2 rebuilds catalogue rows from the
prefix: every dated segment (node: :all, the default, or :own, or one
node's name) and every legacy seg/ segment that has no row at its first seq
gets one, built from its index object and the first bytes of the segment, and
the archive obligations it settles are cleared — only those whose hook is the
one the segment holds for that seq, so another node's segment never clears
this node's own obligations. A segment whose index or object is missing or
does not decode is logged and left out. Rows are keyed by first seq, so a
segment that starts at the same seq as a catalogued one of another node is
counted in conflicts and left to the day scan; reconcile a node into a
store before it archives, or accept the scan. The restore at boot is
reconcile(config, node: :own, advance_seq: true).

Tests: storage_test.exs (dated layout, versioned header, safe idx,
time roll, storage.max_segments_per_tick, reconcile other node,
legacy seg/ layout), codec_test.exs (golden vectors, tamper cases),
store_upgrade_test.exs (the segment rows migration (format 6 -> 7)).
Replay by id
Ankusa.Storage.fetch/2 resolves an event id through the catalogue: the
segment rows whose id range could hold it (ids are time-ordered, so that is a
segment or two), then each candidate's .idx object, then a range read of
exactly that record's bytes from the blob store. It decodes the frame back
into the original %Ankusa.Envelope{} with its seq. Hooks a 0.3 node
archived resolve through the legacy locations imported from its index log. It
reads no queue state, so it works on a storage node with dispatch off.
{:ok, envelope} = Ankusa.Storage.fetch(:default, event_id)
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    Claim check

Webhook bodies can be megabytes; queue messages shouldn't be. When a RabbitMQ,
Kafka, NATS, Redis, SQS or Google Cloud Pub/Sub sink gets a body larger than
its inline_max_bytes (64 KiB by default), Ankusa writes the body to the
object store and publishes a small reference in its place. Your worker turns the reference into an HTTP GET
and gets the exact bytes back, with an HTTP client and nothing else: no
Elixir, no cloud SDK, no object-store credentials.
flowchart LR
    P[Provider] -->|POST /webhooks/stripe| A[Ankusa]
    A -->|body over inline_max_bytes| S[(object store)]
    A -->|message + claim ref| Q[(queue)]
    Q --> W[your worker]
    W --> F[your auth layer<br/>mesh, Envoy, API gateway]
    F -->|GET /v1/claims/...| G[claim-check gateway :4001]
    G --> S
The machine-readable contract is
claim_check.v1.yaml
(OpenAPI 3.1). Generate your client from it; this page explains how to use it.
The reference
A queue message carries either body_base64 or a claim plus its sha256
(full message format):
{"claim": "urn:ankusa:claim:v1:acme:01M39VMD8RA3C5HR4RBV67Y002",
 "sha256": "3bea8a9a07c1e8dcaa4c1b816815c35a29b4fb585ba6ecc70ea44840a794cfb3"}
urn:ankusa:claim:v1:acme:01M39VMD8RA3C5HR4RBV67Y002
                    └┬─┘ └─────────┬──────────────┘
                   tenant       claim id
	Field	Meaning
	tenant	[A-Za-z0-9_-]{1,64}. The same string in the reference, the URL, and the storage key, no encoding anywhere.
	claim id	A ULID in canonical form: 26 uppercase Crockford base32 characters. The first 48 bits are the time the claim's pack was written; the last 16 are the claim's position in that pack. Several claims share one pack (see Write cost).
	sha256	A message field next to claim, not part of the reference: the lowercase hex digest of the claim's bytes. The reader checks it.

A reference names no bucket or URL, and the gateway wants a credential on top
of it (Run the gateway). A v1 reference never expires, and
no secret binds it: a leaked message is good for every read its reader's
credential allows until the claim is swept. You turn it into a request by
dropping the prefix:
urn:ankusa:claim:v1:acme:01M39VMD8RA3C5HR4RBV67Y002
                    → GET /v1/claims/acme/01M39VMD8RA3C5HR4RBV67Y002
Signed, expiring references (v2)
Set claim_check.ref_signing_keys and every claim written is handed back as a
v2 reference, which expires and cannot be forged or retargeted at another
tenant:
urn:ankusa:claim:v2:acme:01M39VMD8RA3C5HR4RBV67Y002:1790345000:MAmydaNzNwA3sV38ggZG15ElUTajA8QtBkKevsaq1Ac
                    └┬─┘ └─────────┬──────────────┘ └───┬────┘ └────────────────────┬────────────────────┘
                   tenant       claim id          exp_unix            signature
	Field	Meaning
	exp_unix	The Unix second the reference stops working: decimal, 1 to 12 digits, no leading zero. claim_check.ref_ttl_ms after the claim was written; unset, the retention window (claim_check.retention_days), else 30 days.
	signature	43 unpadded base64url characters: the HMAC-SHA256, under the first of ref_signing_keys, of urn:ankusa:claim:v2:<tenant>:<claim_id>:<exp_unix>. Changing the tenant, the claim id or the expiry breaks it.

The signed proof rides the request as two query parameters, in this order:
urn:ankusa:claim:v2:acme:01M39VMD8RA3C5HR4RBV67Y002:1790345000:MAmydaNzNwA3sV38ggZG15ElUTajA8QtBkKevsaq1Ac
   → GET /v1/claims/acme/01M39VMD8RA3C5HR4RBV67Y002?exp=1790345000&sig=MAmydaNzNwA3sV38ggZG15ElUTajA8QtBkKevsaq1Ac
Every SDK's parse_claim_ref does that for you and hands redeem the path
with its query. SDKs never check the signature or the clock: only the
gateway (and redeem/3 on a node that has the keys) holds the key. The
gateway answers, after it has authenticated and authorized the caller and
before it reads anything, 400 bad_signature for a signature no listed key
produced (or an exp or sig missing one, or out of grammar) and 410 ref_expired for a good signature past its exp. A tampered exp is
bad_signature, never ref_expired.
Rotating a key. ref_signing_keys is [current, previous...]: new
references are signed with the first, and one signed with any listed key is
served. Put the new key in front on every claim-writing node and on the
gateway, and drop the old key once every reference it signed has expired
(ref_ttl_ms after the last deploy of the old key). The same keys must be
configured on every claim-writing node and on every gateway.
Turning signing on. The gateway then refuses a v1 reference with 400 unsigned_ref, because a v1 reference cannot be told from a forgery.
References already sitting in queues are v1: set
claim_check.accept_unsigned_refs: true while they drain, then remove it.
With no keys, nothing changes: references stay v1 and are served.
Run the gateway
The gateway is the claim_check role of the same image, and it is read-only:
no writes, no listing, no delete. It reads the same storage block as the
nodes that write claims, and needs no store:
node:
  roles: [claim_check]

storage:
  type: s3
  s3:
    bucket: "${S3_BUCKET}"
    region: "${S3_REGION}"

claim_check:
  port: 4001            # [env ANKUSA_CLAIM_CHECK_PORT]
  ip: 0.0.0.0           # [env ANKUSA_CLAIM_CHECK_IP] default 127.0.0.1; consumers on other hosts need 0.0.0.0
  pack_max_bytes: 16777216
docker run -p 127.0.0.1:4001:4001 \
  -v "$PWD/ankusa.yml:/etc/ankusa/ankusa.yml" \
  -e S3_BUCKET -e S3_REGION -e AWS_ACCESS_KEY_ID -e AWS_SECRET_ACCESS_KEY \
  jamescarr/ankusa:edge
curl localhost:4001/health    # {"status":"ok"}

A single container can run it next to the other roles
(roles: [edge, dispatch, storage, claim_check]), as
rabbitmq-fanout.yml
does. Either way, keep port 4001 on your internal network: it serves webhook
payloads.
The gateway's credential needs read and list. On S3 that is
s3:GetObject and s3:ListBucket on the bucket: without ListBucket, S3
answers a missing key with 403, not 404, and an expired claim would look
like a permission problem. A 403 from the store is answered
503 store_forbidden with Retry-After: 60 — retryable, because a fixed
policy makes the same request succeed.
A dedicated claim store
Claims go to the storage bucket by default. claim_check.store (same shape
as storage: type: local|s3|gcs, its s3:/gcs: block, plus root for
local) sends them somewhere else — a bucket with its own lifecycle rule and
its own read-only policy for the gateway:
claim_check:
  store:
    type: s3
    s3:
      bucket: "${CLAIMS_BUCKET}"
      region: "${S3_REGION}"
Set it the same on every node that writes claims and on the gateway. Claim
keys never take storage.key_prefix (claim ids are already unique), so one
gateway serves claims written by every node of a fleet. A gateway-only node
whose claim store is local logs a warning at boot: it reads its own disk, and
other nodes' claims are only there if that directory is shared.
Several stores, and failover
claim_check.stores lists claim stores in order, each in the store shape
(the two keys are exclusive). Buckets, regions and providers can mix:
claim_check:
  stores:
    - type: s3
      s3: {bucket: "${CLAIMS_BUCKET}", region: us-east-1}
    - type: s3
      s3: {bucket: "${CLAIMS_BUCKET_WEST}", region: us-west-2}
  placement: ordered        # or hash
  store_cooldown_ms: 30000
	placement: ordered (default): every pack goes to the first store; the
next ones take packs only while it fails.
	placement: hash: the pack id's random bits pick a store, so packs, and
their request rate, spread evenly over all of them; the next stores take
over while a pack's store fails.

A pack write that still fails after the store's own retries moves to the next
store at once, and later writes skip the failed store for
store_cooldown_ms, then try it again. Only when every store fails does the
write fail, and the delivery is retried under the sink's retry policy, the
same as with one store. The gateway searches every store, so a pack a failover
put elsewhere is still served. A store that can't answer a read is searched
last for store_cooldown_ms too, so on a gateway that never writes, a hung
store costs one read its timeout and the next reads go to the healthy stores
first. A claim no store has is 404 only when every store answered: if one
couldn't, the answer is 503 store_unavailable, because the claim may be in
it.
Set the same list, in the same order, on every node that writes claims and on
the gateway. Adding a store is safe: with hash new packs spread onto it, and
older ones are still found. Removing a store makes the claims in it
unreadable; remove one only once its packs are past retention. Each store
needs its own lifecycle rule (see Retention).
The gateway authenticates and authorizes every read (claim_check.auth, see
Control-plane authentication):
401 without an accepted credential (bearer token, OIDC access token or client
certificate), 403 unless the caller holds claims:read and the claim's
tenant (tenant:<tenant_id> or tenant:*). mode: none is accepted on
loopback only, or with allow_insecure: true when a service mesh, Envoy or an
API gateway in front authenticates every caller; the node logs a warning at
startup when it has no authentication of its own. Readers send the credential
as Authorization: Bearer (the TypeScript client's headers option, the Elixir
SDK's :headers).
Under load
The gateway keeps answering fast while an object store throttles or hangs:
	From memory. Pack indexes and claims it has read are cached, up to
read_cache_bytes; a claim over read_cache_max_entry_bytes is served and
never cached, and partial ranges never are. A pack's first read covers its first
1 024 claims, so the rest of the pack is located without the store. Claims
never change, so nothing cached is wrong while the claim exists; a claim
swept by retention can still answer HEAD for up to 10 minutes, and GET
for up to 2.
	One store read per claim. Concurrent requests for one claim, one
pack's index, or one pack's manifest share one store read.
	An adaptive limit. Per store, concurrent reads are capped at a limit
that starts at read_max_inflight, halves when the store throttles (429,
503 SlowDown) or doesn't answer, and grows back by one per round of
successes. Reads past it wait in a queue of read_queue_max; past that,
they get 503 at once.
	A deadline. Every request is answered within read_deadline_ms, well
inside the SDKs' 10 s request timeout: past it, 503 store_unavailable. A
store read that outlives the deadline still finishes and fills the cache,
so the client's retry is served from memory. Store requests use
read_timeout_ms and read_retries, not the store's write timeouts, and a
store that couldn't answer isn't asked again at the other key layout within
the same read.
	A cap on the node. Past max_concurrent_reads (1024) requests in flight
on one gateway, the next is 503 overloaded with the same Retry-After, before
it locates anything: cache hits count, so a flood of cheap reads can't
starve the node. 0 is no cap.

claim_check:
  read_deadline_ms: 5000
  read_timeout_ms: 3000
  read_retries: 1
  read_max_inflight: 48       # per store; under the HTTP client's 50 connections
  read_queue_max: 256         # per store; 0 = never wait
  read_cache_bytes: 134217728 # 0 = no cache
  read_cache_max_entry_bytes: 1048576
A throttling store never opens its breaker: it answered, and the limit is what
backs off. Every 503 store_unavailable carries a Retry-After of 1 to 3
seconds, picked at random, so the clients one throttle turned away don't come
back together. On /metrics:
ankusa_claim_gateway_requests_total{status} and
ankusa_claim_gateway_duration_seconds (the status is the only label: no
tenant, claim or method); ankusa_claim_sweeps_total{deleted} (one per sweep
tick, deleted="true" when it removed a partition, a pack or a lease row);
ankusa_claim_check_reads_total{kind,source,result}, where kind is index,
manifest, bytes or range, source is
cache, store, coalesced, shed or direct (a node reading without
the gateway's reader) and result tells throttled, unavailable,
overloaded (shed by the queue), deadline (shed at the deadline) and
integrity_mismatch apart; and
ankusa_claim_check_read_limit, _read_inflight and _read_queued per
store.
Redeem a claim
GET /v1/claims/{tenant}/{claim_id}
A 200 returns exactly the claim's bytes, as application/octet-stream,
with cache-control: private, max-age=31536000, immutable and
accept-ranges: bytes. Claims are written once and never rewritten, so a
client may cache them forever; private keeps a shared cache from storing one
tenant's payload. HEAD on the same path answers the same status and
content-length with no body, and reads only the pack's index.
A Range header with one byte range — bytes=0-1023, bytes=1024-, or
bytes=-1024 for the last 1 KiB — gets 206 with those bytes and
content-range: bytes 0-1023/<length>, read from the object store as one
ranged read; an end past the claim is clamped to it. A range that starts at or
past the end is 416 with content-range: bytes */<length>. Several ranges,
another unit, a malformed spec, or any If-Range are ignored and get the
whole claim (200). The sha256 covers the whole claim, so check it once the
ranges are reassembled. Responses are not streamed: each is read into memory
whole, which a claim's max_body_bytes bound keeps finite.
Integrity
Every pack carries a manifest with each claim's sha256, and the gateway
(claim_check.integrity_check: manifest, the default) holds what it serves
to it. A whole-claim GET whose bytes don't match is 502 integrity_mismatch
and sends none of them; so is any GET from a pack whose manifest doesn't
parse or doesn't list exactly the pack's claims. 200 and 206 carry the
digest as x-ankusa-sha256 (lowercase hex of the whole claim), so a client
that reassembles ranges can check what it assembled. A Range is not checked
by the gateway, only handed the digest; HEAD reads only the pack's index
and carries none.
The manifest is read once per pack, the first time one of its claims is
requested (one ranged read, a second for a manifest larger than the first
read guessed), shared by every concurrent request, and kept in the pack's
cache entry: 32 bytes a claim, inside read_cache_bytes, aging out with the
pack's index. With read_cache_bytes: 0 there is nowhere to keep it, so
every GET reads it again; set integrity_check: off there, which serves
the store's bytes unchecked and sends no digest.
The manifest is the store's own record of the bytes, so this catches
damage in the store or on the way back, not a body replaced together with
its manifest. The message's sha256 is the writer's digest of the bytes and
covers that too: compare the bytes' sha256 against it before you use them,
and treat a mismatch as permanent.
curl -fsS http://claim-check:4001/v1/claims/acme/01M39VMD8RA3C5HR4RBV67Y002 -o body.bin
shasum -a 256 body.bin    # must equal the message's sha256 (and x-ankusa-sha256)

Responses
Errors are JSON: {"error": "not_found"}.
	Status	error	Cause	Retry?
	200		the bytes, cacheable forever by the client	
	206		the requested Range of the bytes	
	400	invalid_tenant, invalid_id	tenant outside [A-Za-z0-9_-]{1,64}; claim id not a canonical ULID	No, a bug
	400	bad_signature	a v2 reference whose exp/sig is missing one, out of grammar, or not what any ref_signing_keys entry signed for this tenant, claim and expiry	No, dead-letter
	400	unsigned_ref	a v1 reference (no exp/sig) while the gateway refuses unsigned references	No: re-deliver the hook for a v2 one
	401	unauthenticated	no credential, or one that is wrong or expired	After fixing the reader's credential
	403	forbidden	the credential lacks claims:read or the path's tenant (scope names it), or claim_check.authorize refused	After fixing the reader's credential
	404	not_found	no such claim: expired by retention, or never written	No, dead-letter
	410	ref_expired	a v2 reference with a good signature, past its exp	No, dead-letter: re-deliver the hook for a fresh one
	416		the Range starts past the claim's end; content-range: bytes */<length>	No, fix the range
	408, 429		a front layer (proxy, API gateway) timing out or throttling	Yes, retry
	503	store_unavailable	the object store is unreachable, throttling, or slower than the gateway's deadline, or the gateway is shedding load; Retry-After 1–3, random	Yes
	503	overloaded	this node already serves claim_check.max_concurrent_reads requests; Retry-After 1–3, random	Yes
	503	store_forbidden	the object store refused the gateway's credential; Retry-After: 60	Yes, after fixing the policy
	502	integrity_mismatch	the bytes the store returned (or the pack's manifest) don't match the sha256 the pack's manifest records for this claim; see Integrity	No, dead-letter: the claim is damaged in the store (the SDKs retry any 5xx a few times before they give up)
			bytes don't match the message's sha256 (your check)	No, dead-letter

The 503 body is only the error code; the store's own error (which can name
the bucket) goes to the gateway's log.
Redeeming doesn't delete. Several consumers can redeem one claim, every queue
bound to a fanout exchange, say, and claims go away only through
retention.
Who may redeem
Reading a claim needs a credential (claim_check.auth, see
Control-plane authentication)
holding claims:read and the tenant of the path as tenant:<tenant_id>
(or tenant:*): a tenant-A credential on a tenant-B path is 403, before
anything is read. To decide differently (an ownership table, a policy
service), set claim_check.authorize to a {module, fun, args}: the gateway
calls apply(module, fun, [context | args]) after authenticating the caller
and before it locates the claim, with
context = %{principal: %Ankusa.Principal{}, tenant_id: ..., claim_id: ..., conn: %Plug.Conn{}}
(the two path segments as sent, not yet validated). Return :ok to serve it;
anything else is 403 forbidden. The hook replaces the built-in check, so it
must also decide what a missing scope means. It runs in the request process
and on every request: keep it fast and free of side effects.
What a front layer needs
The whole integration surface for auth is one method and one path shape:
^/v1/claims/[A-Za-z0-9_-]{1,64}/[0-7][0-9A-HJKMNP-TV-Z]{25}(\?exp=[1-9][0-9]{0,11}&sig=[A-Za-z0-9_-]{43})?$
Anything else can be refused at the edge. The tenant is a path segment, so an
authorizer compares it to the caller's identity without reading a body. One
rule matters more than the rest: a shared cache must sit behind the
authorizer, never in front of it. A cache in front would serve one tenant's
payload to another tenant's request; the gateway's cache-control: private
tells a standards-following shared cache not to store claims at all.
From TypeScript, with the SDK
packages/sdk-typescript
(npm package ankusa) wraps a client generated from the spec with
openapi-typescript + openapi-fetch: it parses a ref, redeems it, and
verifies the bytes against the message's sha256 before returning them: the
gateway does not check this itself. It's the framework's own
umbrella client package: the claim-check client is the first piece in it.
npm install ankusa   # or, before its first npm release, a `file:` path
                      # dep, see the package README

import { ClaimCheckError, createClaimCheckClient } from "ankusa";

const claimCheck = createClaimCheckClient({ baseUrl: process.env.CLAIM_CHECK_URL ?? "http://localhost:4001" });

// claim and sha256 are the queue message's fields.
async function redeemClaim(claim: string, sha256: string): Promise<Buffer> {
  return claimCheck.redeem(claim, sha256);
}
Every failure is a ClaimCheckError with a retryable boolean: false for
a malformed ref, 404, other 4xx, or an integrity mismatch; true for
5xx/503 or an unreachable gateway. So sorting a redeem failure into
dead-letter vs. retry needs no status-code knowledge. The workers in
rabbitmq-consumer
and
kafka-sqs-consumer
depend on it.
From Python, with the SDK
packages/sdk-python
(PyPI package ankusa) ships a ClaimCheckClient built on
httpx against the same contract: it
parses a ref, redeems it, and verifies the bytes against the message's sha256
before returning them, the same end-to-end check the TypeScript client runs
and the gateway itself does not. It's the umbrella client
package for non-Elixir consumers: the claim-check client is the first piece
in it, alongside a webhook header-parsing helper for the HTTP-sink side.
pip install ankusa   # or, before its first PyPI release, a uv/pip local
                      # path dep, see the package README

import os

from ankusa import ClaimCheckClient, ClaimCheckError

claim_check = ClaimCheckClient(os.environ.get("CLAIM_CHECK_URL", "http://localhost:4001"))

# claim and sha256 are the queue message's fields.
def redeem_claim(claim: str, sha256: str) -> bytes:
    return claim_check.redeem(claim, sha256)
Every failure is a ClaimCheckError subclass with a retryable attribute:
False for a malformed ref, 404, other 4xx, or an integrity mismatch;
True for 5xx/503 or an unreachable gateway, the same dead-letter vs.
retry split as the TypeScript client.
From Rust, with the crate
packages/sdk-rust
(crates.io crate ankusa) ships the same client as an async crate on
reqwest and Tokio (every request is bounded by
tokio::time::timeout): it parses a
ref, redeems it, and verifies the bytes against the message's sha256 before
returning them. It's the umbrella client crate for Rust consumers, alongside
the webhook header helper and the route-management and operator clients.
cargo add ankusa

use ankusa::ClaimCheckClient;

let claim_check = ClaimCheckClient::new("http://localhost:4001")?;

// `claim` and `sha256` are the queue message's fields.
let bytes = claim_check.redeem(claim, sha256).await?;
Every failure is a ClaimCheckError, and is_retryable() splits it the same
way: false for a malformed ref, 404, other 4xx, or an integrity
mismatch; true for 5xx/503, an unfollowed redirect, or an unreachable
gateway.
From PHP, with the SDK
packages/sdk-php
(Packagist package jamescarr/ankusa) ships the same three pieces on top of
PSR-18 (guzzlehttp/guzzle by default, any PSR-18 client injected): a
ClaimCheckClient that parses a ref, redeems it, and verifies the bytes against
the message's sha256, a webhook header helper for the HTTP-sink side, and
clients for the routes, admin and source APIs.
composer require jamescarr/ankusa   # or, before its first Packagist release,
                                    # a path repository, see the package README

use Ankusa\ClaimCheck\ClaimCheckClient;
use Ankusa\ClaimCheck\ClaimCheckError;

$claimCheck = new ClaimCheckClient(getenv('CLAIM_CHECK_URL') ?: 'http://localhost:4001');

// $claim and $sha256 are the queue message's fields.
$body = $claimCheck->redeem($claim, $sha256);
Every failure is a ClaimCheckError whose isRetryable() returns false for a
malformed ref, 404, other 4xx or an integrity mismatch, and true for
5xx/503 or an unreachable gateway.
From Ruby, with the SDK
packages/sdk-ruby
(RubyGems gem ankusa-sdk) ships an Ankusa::ClaimCheckClient against the same
contract: it parses a ref, redeems it, and verifies the bytes against the
message's sha256 before returning them, the same end-to-end check the
TypeScript, Python, and Rust clients run and the gateway itself does not. It's
the umbrella client package for Ruby: the claim-check client sits alongside the
routes, admin, and sources clients and a webhook header-parsing helper.
gem install ankusa-sdk   # or, before its first RubyGems release, a path dep,
                          # see the package README

require "ankusa/sdk"

CLAIM_CHECK = Ankusa::ClaimCheckClient.new(ENV.fetch("CLAIM_CHECK_URL", "http://localhost:4001"))

# claim and sha256 are the queue message's fields.
def redeem_claim(claim, sha256)
  CLAIM_CHECK.redeem(claim, sha256)
end
Every failure is a ClaimCheckError subclass with a retryable? method:
false for a malformed ref, 404, other 4xx, or an integrity mismatch;
true for 5xx/503 or an unreachable gateway, the same dead-letter vs.
retry split as the TypeScript and Python clients.
From Elixir, with the SDK
packages/sdk-elixir
(Hex package ankusa_sdk) ships an Ankusa.SDK.ClaimCheck against the same
contract: it parses a ref, redeems it, and verifies the bytes against the
message's sha256 before returning them, the same end-to-end check the other
clients run and the gateway itself does not. It is the umbrella package for
Elixir consumers: alongside the claim-check client sit Ankusa.SDK.Receiver
(the Plug for HTTP-sink deliveries) and the routes, admin, and sources
clients.
# mix.exs: {:ankusa_sdk, "~> 0.6"}
claim_check = Ankusa.SDK.ClaimCheck.new(ENV.fetch("CLAIM_CHECK_URL", "http://localhost:4001"))

case Ankusa.SDK.ClaimCheck.redeem(claim_check, claim, sha256) do
  {:ok, body} -> handle(body)
  # bad ref/sha256, 404, or an integrity mismatch: dead-letter, don't requeue
  {:error, %{retryable: false} = error} -> dead_letter(error)
  # gateway unreachable or 5xx: safe to retry
  {:error, %{retryable: true} = error} -> requeue(error)
end
Every failure carries retryable: false for InvalidClaimRefError,
ClaimNotFoundError, ClaimRejectedError (other 4xx, with :status and
:body) and ClaimIntegrityError; true for ClaimCheckUnavailableError
(5xx/503 or unreachable).
From Java, with the SDK
packages/sdk-java
(Maven Central io.github.jamescarr:ankusa-sdk, Java 17+) ships a
ClaimCheckClient on the JDK's own HttpClient against the same contract: it
parses a ref, redeems it, and verifies the bytes against the message's sha256
before returning them. Alongside it sit a webhook header helper and the routes,
admin, and sources clients.
import io.github.jamescarr.ankusa.claimcheck.ClaimCheckClient;

ClaimCheckClient claimCheck = new ClaimCheckClient("http://localhost:4001");

// claim and sha256 are the queue message's fields.
byte[] body = claimCheck.redeem(claim, sha256);
Every failure is an unchecked ClaimCheckError whose retryable() returns
false for a malformed ref, 404, other 4xx or an integrity mismatch, and
true for 5xx/503, an unfollowed redirect, or an unreachable gateway.
From Clojure, with the SDK
packages/sdk-clojure
(Clojars io.github.jamescarr/ankusa-clj, Java 17+) ships an
ankusa.sdk.claim-check client on the JDK's own HttpClient against the same
contract: it parses a ref, redeems it, and verifies the bytes against the
message's sha256 before returning them. Alongside it sit a webhook header
helper, a queue-message decoder, and the routes, admin, and sources clients.
(require '[ankusa.sdk.claim-check :as claim-check])

(def gateway (claim-check/client "http://localhost:4001"))

;; claim and sha256 are the queue message's fields.
(claim-check/redeem gateway claim sha256) ; => byte[]
Every failure is an ex-info whose :retryable (read it with
ankusa.sdk.errors/retryable?) is false for a malformed ref, 404, other
4xx or an integrity mismatch, and true for 5xx/503, an unfollowed
redirect, or an unreachable gateway.
Any other language
Any OpenAPI generator, openapi-generator, openapi-python-client, works
against the same
claim_check.v1.yaml.
Write cost
Object stores bill per write: S3 Standard and GCS regional Standard both charge
around $0.005 per 1,000 writes, and reads are $0.0004 per 1,000. Only bodies
over a sink's inline_max_bytes become claims at all, and dispatch writes them
once per envelope (it used to write per sink and per retry). Under
wal.type: none the request process is the writer (Ankusa.Edge.Publish) and
it keeps the same property: one check-in per envelope, before the first sink
runs, shared by every sink of that source. Two more levers keep writes cheap:
	The threshold is configurable per sink. The 64 KiB default is chosen so
most webhook bodies ride inline: base64 turns it into about 88 KiB, under
Kafka's 1 MiB max.message.bytes and SQS's 1 MiB. Raise or lower
inline_max_bytes per sink; the cost moves to broker bytes.
	Claims are packed. Dispatch claims up to dispatch.batch (128) delivery
rows per store scan, checks each batch's claims in per tenant as one object,
and gives every hook a byte range inside it: one PUT per tenant per batch
instead of one per hook, with no added latency (the batch is already in
hand). A group bigger than claim_check.pack_max_bytes (16 MiB default)
splits into several objects; a body bigger than that gets an object of its
own. The PUT is conditional (put_if_absent: S3 and Azure
If-None-Match: *, GCS ifGenerationMatch=0, OCI if-none-match: *): a pack id
a store already holds an object under is refused, and the pack is written again
under a fresh id (at most 3 attempts; each refusal emits [:ankusa, :claim_check, :pack_collision]), so a reused id can never overwrite claims that are already
referenced. The whole check-in shares one deadline
(op_deadline_ms of the claim stores, 120 s by default): a store that is slow
or throttles with a Retry-After that does not fit costs a dispatch task at
most that long, and the batch's items fail with
{:unavailable, {:throttled, seconds}} for dispatch's own backoff.

Packs never mix tenants, so the write count is one per tenant present in a
batch. A tenant with thousands of distinct values, an account id say, keeps
every tenant's claims in objects of its own, which is what lets you delete
one tenant's data by deleting one prefix; the cost is that a batch spread
across 128 accounts is 128 writes, the "one object per claim" column below.
	Fat hooks/day	One object per claim	32 claims per object
	100k	~$15/month	~$0.47/month
	1M	~$150/month	~$4.69/month
	10M	~$1,500/month	~$46.88/month

Pack format
Every claim object is an uncompressed ZIP, in this order:
	index.bin: one 8-byte row per claim, in position order: the byte offset
of the claim's bytes in the pack and their length, each a big-endian
unsigned 32-bit integer.
	One entry per claim, named by its claim id.
	manifest.json: each claim's claim id, hook id, offset, length, digest,
content type, and receive time.

The gateway serves a claim with two ranged reads: the start of the pack
through the claim's index row, then the claim's bytes (or the requested range
of them; HEAD stops after the first). The index comes first
so no read needs the pack's size. unzip, Python's zipfile, Java, Go, and
Erlang all read the pack with no Ankusa code, through the ZIP central
directory at the end. Entries stay uncompressed because a compressed entry
has no raw byte range to serve.
Storage layout
Claims live at
claims/tenant=acme/dt=2026-09-24/01M39VMD8RA3C5HR4RBV67Y000
in the claim store (the storage bucket unless claim_check.store or
claim_check.stores is set), beside the archive/ segments and never under
storage.key_prefix. The last segment is the pack id: any of its claim ids
with the position bits (the last three characters, plus the lowest bit of the
fourth-from-last) zeroed. A pack id is the check-in time plus 64 random bits,
for a batch pack and a single-claim pack alike, so an id can't be derived from
a hook id. dt is the UTC date of the id's timestamp — the check-in date, not
the hook's receive date — so the key is computable from the reference.
Hive-style key=value folders are what Spark and Databricks partition
discovery, BigQuery, and Athena read without configuration.
Sharded keys
With claim_check.key_layout: sharded, packs go one folder deeper:
claims/tenant=acme/shard=A/dt=2026-09-24/01M39VMD8RA3C5HR4RBV67Y000
shard is the pack id's eleventh character, the first 5 of its random bits:
one of 32 values, and computable from the reference like the rest of the key.
S3 takes about 3,500 writes and 5,500 reads per second per key prefix and
answers 503 SlowDown past that until it splits the prefix, which can take
minutes. Under the default flat layout one tenant's packs all land on the
tail of one prefix; sharded spreads them over 32. shard= sits under
tenant=, so one tenant is still one prefix to delete, and above dt=, so a
prefix S3 has split for a shard stays split across days.
It is opt-in because readers of the bucket see the extra folder: Spark's
partition discovery calls a tenant with both flat and sharded folders a
conflict until the flat ones age out. The gateway reads both layouts whatever
key_layout says, so switching either way never strands a claim, and the
local sweeper sweeps both.
Throttling
Each HTTP object store retries a throttled (429, 503) or failed request
twice, after about 200 ms and then 1 s, each delay jittered so nodes throttled
together don't retry in step. Past that, the store's breaker and the failover
above take over, then the delivery's retry policy. The gateway's reads retry
once (read_retries) and back off on their own: see
Under load. On /metrics,
ankusa_blob_store_retries_total{status} counts the retries and
ankusa_claim_check_store_breaker_transitions_total{store,state} the
breakers opening and closing.
Retention
Retention has to outlast your slowest consumer. A claim that expires before
it's redeemed is the one way a claim check loses data: the worker gets 404.
Cover the longest a message can sit in any queue, plus however long you might
wait before replaying a dead letter. Retention counts from check-in, the
dt= date: a hook that sat in a backlog for a week before its first delivery
gets the full retention window from that delivery, not from its arrival.
	S3 or GCS: add a lifecycle rule on the claims/ prefix, in every claim
store. Ankusa doesn't expire these for you.
aws s3api put-bucket-lifecycle-configuration --bucket "$S3_BUCKET" \
  --lifecycle-configuration '{"Rules":[{"ID":"ankusa-claims","Status":"Enabled",
    "Filter":{"Prefix":"claims/"},"Expiration":{"Days":14}}]}'


	Local storage: set claim_check.retention_days (≥ 1) on a node running
the storage or dispatch role. Every hour (claim_check.sweep_interval_ms)
it lists each dt= day directory past retention, under both key layouts and
in every local claim store, and deletes the packs no claim lease still
holds; a directory goes once it is empty. A pack that is leased survives
its date cutoff, so a hook that waits out a long sink outage keeps its body.
A directory it can't delete is logged and the sweep moves on. Setting
retention_days with any non-local claim store is a boot error: the sweeper
never touches a bucket.


Claim leases
Each hook whose body was checked in leases the pack it points into
(Keys.claim_lease/3: tenant, pack id, hook seq), written with the claim in the
same batch. The lease is held while the hook is live, which includes a dead
letter. When the hook is reclaimed (delivered to every sink, or its dead row was
evicted from the DLQ, which only happens once the hook is archived) the lease is
not cleared but runs on for claim_check.redeem_grace_ms (24 h by default):
"delivered" to a queue sink means the broker took a message that carries the
ref, and its consumer redeems it later. Set the grace to at least the longest a
consumer can lag its broker. The sweeper deletes a lease once its grace is over,
or when its hook no longer names that pack, and the gauge ankusa_claim_leases
counts them.
A tick sweeps one tenant: it lists the tenants' directories once per pass, in
name order, and each tick takes the next tenant's day partitions (listed by
name, not globbed), so what a tick costs depends on one tenant's partitions and
not on how many tenants the node has. The tenant a pass last finished is kept in
the node's store (m:claim_sweep_cursor), so a restart resumes after it; while
tenants are left in the pass the next tick follows in 100 ms, and
ankusa_claim_check_sweep_tenants_left is how many there are. A pass holds the
tenant names in memory, one binary each. A tick deletes at most
claim_check.sweep_max_objects packs (default 10 000) and as many lease rows;
the names it did not examine in the partition it stopped in are
ankusa_claim_check_sweep_backlog, the expired partitions of that tenant it did
not reach ankusa_claim_check_sweep_partitions_left, and while either is
non-zero the next tick, on the same tenant, follows in 5 s. Listing a partition
is one readdir of that directory, so a single day of one tenant should stay
well under a million packs (key_layout: sharded spreads a tenant over 32
directories). A sweep whose lease lookups fail deletes nothing.
ankusa_claim_check_pruned_total counts packs deleted and
ankusa_claim_check_leases_pruned_total leases.
Leases live in the node's own store, so they protect the packs of the hooks this
node holds. A LocalFS root shared between nodes is swept by each of them
against its own leases: keep retention_days longer than any hook can wait, or
give every node its own root.
Object-store claims have no lease. A bucket lifecycle rule expires by age and
cannot see Ankusa's store, so its age is the real cutoff, and it has to outlast
the longest a claim can be needed: the retry horizon (the instance's
dispatch.retry max_elapsed_ms, 24 hours by default, or the longest
retry.max_elapsed_ms of a source that routes to a claim-checking sink; the
old 21-day figure assumed the 84-attempt policy that no longer exists), plus
queue.dlq.retention_days, plus claim_check.redeem_grace_ms, each rounded up
to whole days. Declare the rule's age in
claim_check.bucket_expiry_days: boot refuses a value below that sum
(1 + 30 + 1 = 32 days by default) and, left undeclared, logs the minimum. A
source written later through the admin API whose horizon would outlast the
declared rule is refused with 422 retry_exceeds_claim_expiry, and boot refuses
a stored one, so a source cannot quietly retry past the point its packs
expire. (Tagging leased objects so the rule skips them would need a
tag call in every provider's blob store and a lifecycle filter every provider
supports; it is not built.)
Reading claims from a data platform
A claim is read two ways, and both work without Ankusa code on the reading
side:
	Application services use the gateway (above).
	Databricks, Snowflake, BigQuery, Athena read the bucket directly under
their own governance: Unity Catalog external locations, Snowflake external
stages, BigQuery object tables. Pulling each claim through an HTTP call per
row from Spark executors is slow, and Databricks serverless compute needs
private connectivity set up to reach an internal endpoint at all.

Those platforms need three things:
	The key layout as a second, documented read contract: Hive-style folders,
no encoding.
	Hex digests. Spark and Snowflake sha2(x, 256), sha256sum, and
hashlib.hexdigest() all produce hex, so a reader compares directly.
	A flat claim string in the message whose claim id is also the claim's
entry name in its pack (Spark's binaryFile source plus Python's
zipfile in a UDF), and a manifest.json with each claim's offset and
length to slice with substring(content, offset + 1, length).

No connectors or per-platform guides ship with Ankusa; this is the contract they
read.
Not supported yet
	Presigned URLs. Every redeemed byte passes through the gateway.
	Bodies over max_body_bytes. No streaming or multipart.
	A write API. Ankusa's dispatch nodes are the only writers. A standalone
claim-check service with a PUT for other producers is possible, the
reference, layout, and read route already don't depend on the webhook
pipeline, but it's a separate piece of work.
	Listing or deleting claims over the API.

From Elixir
Embedding the library? Ankusa.ClaimCheck.check_in/4 checks a batch's claims in
for one tenant, check_in_batch/2 groups many tenants and splits packs, and
redeem/3 fetches a reference's bytes and runs the sha256 check for you:
{:ok, claims} = Ankusa.ClaimCheck.check_in(:default, "acme", [%{id: id, body: body}])
%{ref: ref, sha256: sha256} = claims[id]
{:ok, ^body} = Ankusa.ClaimCheck.redeem(:default, ref, sha256)
Config keys: configuration.md.
Callbacks, error reasons, and telemetry events: HexDocs.
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    Multi-tenancy and catch-URL routing

This is the seam that makes the framework fit three different products with
no code change: a single-tenant standalone gateway, a multi-tenant SaaS
where every customer gets their own catch URL, and a product minting opaque
per-integration URLs, in whatever shape it wants, at runtime.
The problem this solves
A webhook framework's URL scheme is not one thing. POST /webhooks/:source_id
is fine for a single operator with a handful of known providers. It's wrong
for a SaaS handing each of thousands of customers their own endpoint, and
wrong again for a product minting unguessable tokens on demand. Hardcoding
any one scheme into the router would force every other use case to fork the
router.
Ankusa.Route and Ankusa.RouteResolver
Ankusa.Route is the resolved identity of a request:
%Ankusa.Route{source_id: "stripe", tenant_id: "acme", params: %{}}
Ankusa.RouteResolver is the behaviour that produces one from a raw
Plug.Conn:
@callback resolve(instance :: atom(), conn :: Plug.Conn.t(), opts :: keyword()) ::
            {:ok, Ankusa.Route.t()} | :error
The router (Ankusa.Edge.Router) is a catch-all POST. In order it: runs the
route guard (when routes are enabled), calls the configured resolver, checks
Content-Length against max_body_bytes (413), looks the source up before
reading any body (404), checks header bytes (400 invalid_header), reads
the body within the bound, then hands the result to Ankusa.Edge.Ingest. A
resolver does URL-scheme work only: it never reads the body, verifies a
signature, or touches storage. It answers "which endpoint is this?" and
nothing else; policy (verify/sinks) still comes from Ankusa.SourceStore
keyed by the returned source_id.
Shipped resolvers
Ankusa.RouteResolver.Path (default) resolves POST /webhooks/:source_id.
tenant_id is left nil, so Ankusa.Edge.Ingest falls back to the resolved
source's own tenant_id (default "default"). This is the single-tenant
case: one operator, a handful of sources, tenancy doesn't vary by URL.
config :ankusa, route_resolver: {Ankusa.RouteResolver.Path, prefix: ["webhooks"]}  # prefix is the default
Ankusa.RouteResolver.TenantPath resolves POST /webhooks/:tenant_id/:source_id.
The tenant is carried in the URL and names the tenant a shared source (one
whose tenant_id is "default") stores the hook under: one instance serves
many tenants over one path scheme. A source that belongs to a tenant answers
only that tenant's URL; see binding.
config :ankusa,
  route_resolver: {Ankusa.RouteResolver.TenantPath, prefix: ["webhooks"]},
  rate_limits: %{default: %{rate: 50, burst: 100}}
The URL names the tenant, so a sender can invent as many tenants as it likes.
TenantPath therefore refuses to boot without a finite rate_limits.default:
every tenant the config does not list gets that limit rather than none. Give a
tenant that needs more its own entry, and add max_queue (and
max_queue_bytes) so that one tenant cannot fill the batchers for the others
(429 tenant_overload, not 503); see
configuration.md#rate-limits.
POST /webhooks/acme/stripe    →  %Route{tenant_id: "acme", source_id: "stripe"}
POST /webhooks/globex/stripe  →  %Route{tenant_id: "globex", source_id: "stripe"}
Writing your own scheme
This is the extension point for a real product's catch-URL story. An
opaque-token scheme (POST /webhooks/catch/:app_id/:token), a
host-routed scheme (https://<tenant>.hooks.example.com/:source), or
anything else. Implement the one callback:
defmodule MyApp.RouteResolver.OpaqueToken do
  @behaviour Ankusa.RouteResolver
  alias Ankusa.Route

  @impl true
  def resolve(_instance, conn, _opts) do
    case conn.path_info do
      ["webhooks", "catch", app_id, token] ->
        # look up `token` in your own endpoint table/cache here.
        # This is exactly where a control-plane-backed SourceStore.Ecto
        # would live too
        {:ok, %Route{source_id: token, params: %{app_id: app_id}}}

      _ ->
        :error
    end
  end
end
An unresolvable URL shape returns :error, which the router turns into a
404, the same response an unknown source_id gets, so a probe can't tell
"malformed URL" from "URL shape is fine but nothing's registered there."
Tenant scoping: what tenant_id actually does
tenant_id on a %Ankusa.Source{} (default "default") is the
storage/retention scope. It also travels with every delivery. Concretely:
	Storage: tenant_id is a field of Ankusa.Envelope, so it is inside
every stored hook and every segment's bytes. The store's segment catalogue is
keyed by seq and event-id range, not by tenant, so it cannot answer "which
segments hold tenant X" — a per-tenant retention rule has to read the
segments. Claim packs are the exception: their keys are tenant-prefixed
(claims/tenant=acme/...), so a tenant's claims are deletable by prefix.
	Delivery: tenant_id is in every Ankusa.Sink's ctx map
(ctx.tenant_id), so a sink can route, tag, or partition by it. For
example, Ankusa.Sink.RabbitMQ's default routing key doesn't include it, but a
custom :routing_key function easily can ("ankusa.#{env.tenant_id}.#{env.source_id}").
An HTTP sink can route by it too: Sink.Http's url, headers and secret
take a function of the envelope, so one shared source delivers each tenant's
hooks to that tenant's receiver (see
delivery.md).

Resolution order for a given request: route.tenant_id (if the resolver set
one) wins; otherwise source.tenant_id (if the source's config set one);
otherwise "default".
A tenant's source answers only its tenant. A source whose tenant_id is
anything but "default" is bound to that tenant: a route naming another
tenant (POST /webhooks/globex/acme-stripe for a source owned by acme) is
the same 404 as a source that does not exist, so one tenant cannot write
into another's storage scope and the URL reveals nothing about which sources
other tenants have. A "default" source is shared — the one stripe source
behind /webhooks/:tenant/stripe for every customer — and stores each hook
under the URL's tenant. ("default" is what a source gets when none is set,
which is why it means "shared" rather than "owned by a tenant called
default".)
A shared source trusts the URL's tenant: anyone who can post to
/webhooks/<victim>/stripe files hooks under <victim>'s storage scope and
spends its rate limit. Give a shared source a real verifier (the provider's
signature), so only the provider's hooks get in, or give each tenant a source
of its own, which the binding above then protects. A source created through
the admin API under the tenant default is shared the same way.
When the tenant comes from the request (any resolver but RouteResolver.Path),
a shared source with no verifier (verify: {type: none}, or
Ankusa.Verifier.None) has to say that it means it: trust_url_tenant: true,
the same key in YAML, an admin API spec and the Elixir source options.
Without it:
	a source in the config refuses to boot, and the image's check-config
exits 78, naming the source — on every node that reads that config,
whatever its roles;
	an admin API write (POST/PUT under /v1/tenants/default/sources) is
400 invalid_source with the same message;
	a source the store already held from before the rule (an API-managed one
written by an older node) keeps serving as it did, and the node logs a
warning naming it at boot. Saving it again needs the flag, or a verifier.

A source that sets the flag behaves exactly as an unflagged one did before:
the request's tenant is taken as given.
The rule does not cover a shared source that has a verifier but
on_verify_failure: accept_flag: a request that fails verification is still
committed, flagged, under whatever tenant the URL names. It spends the
source's quarantine bucket rather than that tenant's rate limit, but it lands
in the tenant's storage scope. Every delivery says so: the message's
verification.flagged is true and Sink.Http sends
x-ankusa-verification-flagged: true (see
delivery.md), so a consumer can refuse
or set aside a hook that was not verified, and the tenant it names with it.
Under tenant routing, give a shared source reject or quarantine instead if
nothing downstream checks the flag.
Routes are owned by a tenant and bound to a source
With route management on (routes.enabled), the route that admitted a request
is part of the answer, not only a gate in front of it. A route has a tenant_id
(default "default", the shared tenant) and an optional source_id
(configuration), and the edge holds them
against what the resolver and the source store say. A disagreement is the
404 an unknown source gets, so it tells the sender nothing:
	Route	Request	Result
	tenant_id: acme	resolves to a source owned by globex	404
	tenant_id: acme	TenantPath names globex	404
	tenant_id: acme	resolves to a shared (default) source, no tenant in the URL	201, stored under acme
	tenant_id: acme	resolves to a source owned by acme	201, stored under acme
	source_id: acme.billing	resolves to another source	404
	tenant_id: default, no source_id	anything	as without routes: the source and the URL decide

That makes a route the place a tenant is resolved for a shared source whose URL
carries none; where a per-tenant source and a shared source could both apply,
the per-tenant source's owner wins, and the route has to agree with it. A route
owned by a tenant is also what a tenant-scoped principal manages:
/v1/tenants/<tenant>/routes needs tenant:<tenant> and cannot see or change
another tenant's routes, and a route's lifecycle events and audit rows carry its
tenant, so a replay or an audit read filtered to one tenant sees its own route
changes.
Erasing a tenant
DELETE /v1/tenants/{tenant}?confirm={tenant} (scope tenants:write and
tenant:*: a token for one tenant cannot erase even its own) or
Ankusa.Tenant.delete/3 removes everything this node holds for one tenant, as
a resumable, audited background job. ?confirm is the tenant typed again, so a
wrong path in a script is a 400, not a deleted customer. The request answers
202 once the job's progress row (m:erase:<tenant>) is synced, 200 if one
is already running; GET /v1/tenants/{tenant}/erase reports the stage or the
erased_at time. default and a tenant that a configured (static or seeded)
source names are 409.
The tenant is closed first: its new hooks are 503 tenant_erasing, the
quarantine pen refuses them, dispatch stops claiming its rows, and the queue
stage waits (bounded, retried) until the tenant's inflight counter is 0, so
an attempt that is running cannot write a delivery row back after its row was
deleted. Then, in order and each recorded before the next: its sources and
routes (audited, each a deleted lifecycle event), its rate-limit override,
its pending, in-flight and dead rows and archive obligations (reclaiming the
hooks nobody else holds), its quarantine rows, every object under
claims/tenant=<tenant>/ in every claim store, its dedupe keys, and the
redacted entities its lifecycle events carry (after the publisher has
delivered those events). The last stage is one synced batch: the tombstone
m:erased:<tenant>, the tenant's ordinal and counters, and one tenant.delete
audit row, which is the lifecycle event io.ankusa.tenant.deleted. A kill
between stages resumes at the next boot; a kill inside the batch leaves either
all of it or none.
What stays: the audit rows (hashes, counts, names, never a body), the
multi-tenant segments in the archive until the bucket's lifecycle rule expires
them — Ankusa.Storage.fetch/2 answers {:error, :gone} (a 410 where it is
served) for every hook of the tenant received before the tombstone, and archive
replay skips them — and any backup that predates the erase (restore, then erase
again). A lifecycle replay after an erase emits the one tenant.deleted event
and nothing else of the tenant. Ordinals are never reused, so an erased tenant
still counts towards tenants.max. A tenant that sends again is a new tenant.
With rate_limits.scope: fleet the tenant's Redis rate-limit buckets are
deleted too; its fleet dedupe claims in Redis (dedupe.scope: fleet) are not
removed, they expire on their own TTL (Redis has no prefix delete to take them
by). The sources and routes of a Redis source or route store are erased,
because they go through the same store API. Proof:
test/ankusa/tenant_test.exs (erase leaves no trace, resumes after kill -9,
a running attempt cannot put a row back).
Dynamic sources
Everything above is a store decision, not a boot-time one: the router resolves
a source_id and asks the configured Ankusa.SourceStore for it, so a source
can appear at runtime with no redeploy. Core ships two stores, and
ankusa_redis a third (below):
	SourceStore.Static (the default) reads sources declared in config.exs
and nothing else. The admin API's write routes answer
409 source_store_read_only against it.
	SourceStore.Persistent (the image's source_store.type: persistent)
seeds the same sources: map and adds tenant-scoped ones through the admin
API: GET|POST /v1/tenants/{tenant}/sources and
GET|PUT|DELETE /v1/tenants/{tenant}/sources/{name}, with the same spec
validation as the YAML file. Each source is one synced key in the node's
store, so a created or updated source works immediately and survives a
restart. That is what makes a product minting per-customer catch URLs
possible without a redeploy: RouteResolver/Route gave you the URL shape,
this gives you the runtime endpoint. Deleting a source that still has
undelivered hooks on the node is 409 source_has_deliveries; add
?deliveries=dead_letter to dead-letter them first, so a source re-created
under the same name starts with an empty queue.

SourceStore.Persistent keeps its sources in this node's store, so it is
node-local like the rest of it: that node's admin API writes, that node's edge
reads. A fleet whose nodes all serve the source API uses
SourceStore.Redis (package ankusa_redis; the image's
source_store.type: redis with url, and optionally namespace and
tick_ms): the same API and validation, but API-managed sources live in
Redis, and every node configured with the same namespace serves them. Each
node reads from an in-memory mirror, never from Redis on the request path; a
write bumps a version and publishes it, and the other nodes reload within a
pub/sub round trip (or the tick_ms check, if they missed it). Seeds from
sources: stay this node's config and are never written to Redis. A node
that cannot reach Redis on its first boot refuses to start rather than run
with no sources; once running, an outage leaves the mirror serving hooks, and
source writes fail until Redis is back.
A stored source's secrets rest encrypted when secrets.kek is set (either
store): its verify.secret and its sinks' credentials are AES-256-GCM
encrypted before the row or the Redis entry is written, so a backup of the
store or a dump of Redis holds none of them in the clear, while the
source's type, topics and the like stay readable. The admin API and the
in-memory mirror still see the plain spec, and an update that omits the
secret keeps the stored one as before. A source no configured key opens
refuses the node's boot rather than 404ing its hooks; rotate with
secrets.kek_previous and rewrap. See
storage.md#encryption-at-rest.
One consequence for wal.type: none: every source needs at least one sink
whose :ok means durable (Ankusa.Sink.durable?/1). Boot enforces it for
sources in the config (Ankusa.Queue.validate_config!/1), and a source
write enforces it for the rest: the admin API refuses to create a source, or
update one, into a source with no durable sink (400 invalid_source), whichever
writable store holds it. A source that arrives without that check — stored
before it existed, or written to a shared Redis source store by a node that
runs wal.type: disk — is answered 503 at ingest until it is updated to have
a durable sink.
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    AsyncAPI and lifecycle events

A running Ankusa publishes delivered hooks to Kafka, RabbitMQ, NATS, Redis,
SQS, or Google Cloud Pub/Sub. It describes where, in
AsyncAPI 3.0,
so a consumer can ask the instance instead of reading its YAML. It can also
announce when a webhook endpoint or route is created, updated, or deleted, on a
channel the same document describes.
The document
With admin.enabled: true:
curl -s localhost:4002/asyncapi.json
# content-type: application/asyncapi+json

It is built from the configuration as it is now: a source created through the
admin API a second ago is in it. It carries no credentials: no URL userinfo, no
SASL password, no header value.
	AsyncAPI part	One per	Example
	server	distinct broker (protocol, host, pathname)	kafka at redpanda:9092
	channel	distinct address on a server	topic ankusa.hooks
	message	source publishing to the channel	stripe, with its tenant and Kafka record key
	operation	channel	send: Ankusa is the publisher

Every message's payload is SinkMessageV1: the Ankusa.Sink.Message
envelope (id, source_id, tenant_id, received_at, content_type, size,
sha256, dedupe_key, replay_id, idempotency_key, verification, headers,
instance, region, and body_base64 or claim), narrowed to the source. The
provider's own body is opaque bytes inside it; the document does not describe it.
instance is the name of the instance that publishes and region the one its
config sets (node.region; null when it sets none). An instance that sets a
region also says so once for the whole document, in its top-level x-ankusa-region
extension:
curl -s localhost:4002/asyncapi.json | jq '."x-ankusa-region"'   # "eu-west-1"

What a consumer learns per transport:
	Sink	Address	Bindings and headers
	kafka	the topic	record key (<tenant>/<source_id> unless key: is set), five always-present headers (ankusa_id, ankusa_source_id, ankusa_message_version, ankusa_idempotency_key, content_type), ankusa_tenant_id ("" without a tenant), plus optional ankusa_dedupe_key, ankusa_replay_id and ankusa_ordering_key
	rabbitmq	the routing key (ankusa.<source_id> unless routing_key: is set)	exchange name, type, vhost; the document advertises no headers, though the wire carries AMQP message_id and an ankusa_idempotency_key header (plus optional ankusa_dedupe_key, ankusa_replay_id and ankusa_ordering_key), which it does not describe
	nats	the subject	the same headers as Kafka, plus Nats-Msg-Id
	redis	the channel	none: pub/sub has no headers
	sqs	the queue name (hooks.fifo)	the sqs channel binding (queue.name, queue.fifoQueue); the Kafka header set as SQS message attributes, except that ankusa_tenant_id is absent when the hook has no tenant (SQS refuses an empty value)
	google_pubsub	projects/<project>/topics/<topic>	the googlepubsub channel binding, plus the orderingKey message binding when a static ordering_key is set; the Kafka header set as Pub/Sub message attributes, ankusa_tenant_id absent without a tenant

Kafka, NATS, SQS and Pub/Sub messages reference one header schema,
SinkMessageHeadersV1. It requires the names every one of them sends
(ankusa_id, ankusa_source_id, ankusa_message_version,
ankusa_idempotency_key, content_type) and lists ankusa_tenant_id as
optional, because the transports differ on it; a consumer that needs the tenant
reads tenant_id from the body. The http sink is not in the document: its
x-ankusa-* request headers (x-ankusa-id, x-ankusa-source,
x-ankusa-idempotency-key, x-ankusa-verification, x-ankusa-received-at,
x-ankusa-body-sha256, and the optional tenant, dedupe, replay, ordering and
trace headers) are described in integrations.md.
Kafka is one topic with the source in the record key, not a topic per source, so
two Kafka sources on one topic are one channel with two messages. When a
function (an embedding-only option) computes the address per hook, there is
nothing to advertise: the channel has no address and says so. log and http
sinks are not channels and are left out (an http sink's description says it
carries the provider's raw body, not the envelope this document describes).
Validate it with the AsyncAPI CLI:
curl -s localhost:4002/asyncapi.json -o asyncapi.json
docker run --rm -v "$PWD/asyncapi.json:/app/asyncapi.json" asyncapi/cli validate /app/asyncapi.json

AsyncAPI Studio and the AsyncAPI generators read the file as is: JSON is YAML 1.2.
Lifecycle events
Off by default. Give the instance sinks to deliver them to:
lifecycle:
  sinks:
    - {type: kafka, brokers: ["redpanda:9092"], topic: ankusa.lifecycle}
(config.lifecycle.sinks in Elixir: the same [{module, opts}] a source takes.)
Every change made through the admin API's source endpoints, the
route-management API, or Ankusa.SourceStore.put/5, delete/3 and
Ankusa.Routes becomes one event:
	type	When	subject
	io.ankusa.source.created / updated / deleted	a webhook endpoint (source) changes	<tenant>.<name>
	io.ankusa.route.created / updated / deleted	a route changes (PUT on a new id is created)	the route id
	io.ankusa.tenant.deleted	a tenant was erased (multi-tenancy.md), after the deleted event of each of its sources and routes; data is {"tenant": <id>}, no entity	the tenant id
	io.ankusa.instance.restored	the store was restored from a backup, before any new change	the instance name

The body is a CloudEvents 1.0 structured-mode event:
specversion, id, source (urn:ankusa:instance:<instance>), type,
subject, time (when the change committed), datacontenttype, and data:
the entity exactly as the admin API returns it, secrets redacted
("secret": "[REDACTED]"), as the change left it. For a deletion, data is
the whole entity as it was the moment before (a source's last view, the
route's definition). These attributes say which change an event is:
	attribute	
	id	derived from the change, never minted: the same event has the same id however often it is sent. A restored store re-issues sequence numbers the lost node already published, under different ids
	revision	the subject's change counter, 1 at creation; absent for a store that keeps none (the Redis source store)
	actor	the principal id that made the change (system for code)
	instance	the instance name
	sequence	the instance's audit sequence number, a decimal string: events of one instance are totally ordered by it
	replayid	only on an event a replay job re-sent

io.ankusa.instance.restored carries incarnation (the fresh id later event
ids are keyed with) and restored_sequence (the last sequence the restored
trail held) in data. sequence and per-subject revision restart after it:
a consumer that ignores updates whose revision is not above the highest it
has seen must reset that state for the instance when it receives this event.
The event travels as the body_base64 of an ordinary SinkMessageV1 (so the
content_type is application/cloudevents+json, and the document names the
decoded shape, LifecycleEventV1, under the message's x-ankusa-body):
rpk topic consume ankusa.lifecycle -n 1 -f '%v\n' | jq -r .body_base64 | base64 -d | jq .type
# "io.ankusa.source.created"

Lifecycle events are durable and ordered. They are not hooks and do not go
through dispatch; each one is the change's audit row
(Ankusa.Audit), flagged for publication and committed in
the same synced batch as the change, with the redacted entity beside it. A
supervised publisher, on every node that has the store, reads those rows in
commit order, keeps the last one that every lifecycle sink has dealt with in the
store (m:lifecycle_cursor, synced on every advance), and hands each row to
every lifecycle sink independently:
	A kill -9 right after the change returns loses neither: the event is
delivered after the restart. Delivery is at least once: a node killed
after a sink confirmed an event and before the cursor moved sends it again,
and so does a replay. Every send of one event carries the same id, so
dedupe on it.
	Events arrive in the order the changes committed, and each carries the
subject's revision: three rapid updates of one source arrive as revisions
n, n+1, n+2. A consumer that keeps the highest revision it has seen
per subject and ignores a lower one is never moved backwards by a late
duplicate.
	A failed delivery is retried with the dispatch.retry policy, exponential by
default. The cursor moves only once every sink confirmed the event or gave up
on it, so one failing sink holds back the events behind it, for every sink,
until it confirms or its retries run out. Then the event is dropped for that
sink, logged, and counted as ankusa_lifecycle_dropped_total (label
reason: gave_up, or unreadable for an audit row or entity that could not
be read). ankusa_lifecycle_delivered_total counts the rest. The caller
always gets the success of its change.
	POST /v1/replays with {"kind": "lifecycle", "since": <ms>, "until": <ms>, "tenant": "<tenant>"} (every key optional; route events belong to tenant
default) re-emits the events the trail held when the job started, over the
window of the changes' own time. It is how a sink that was down longer than
the retries wait, or lost events, catches up. A replayed event keeps its id
and adds replayid. The job runs on a node with the dispatch role and a
lifecycle sink, at rate events per second, and tries a sink three times
before it counts the delivery as dead.
	Turning lifecycle events on starts at the end of the trail: what changed
while they were off is not announced. The trail, and the entity of each
event, are kept for audit.retention_days; a sink that is offline for longer
than that loses the older events.
	A source in the Redis store and a route are a dual write (the change lives
outside the node's store). A node killed halfway leaves a pending audit row,
and the next boot settles it from the subject's present state, not by guess:
if the state is the one the change was heading to, it is announced; if it is
the one it started from, it is not; if it is neither (someone changed it
meanwhile) a state-refresh event, an updated (or deleted) one carrying
what is there now, is announced.
	The edge never resolves ankusa:lifecycle: POST /webhooks/ankusa:lifecycle
is a 404, and a configured source of that id is a boot error.
	The event is not listed by GET /v1/tenants/{tenant}/sources, never passes
through ingest (so the tenant rate limiter and the quarantine never see it and
ankusa_ingest_* does not count it), and is not archived. Source events carry
the source's tenant; route events carry the route's tenant (tenant_id, which
is default for a route that belongs to none), and a claim-checked body needs
a real tenant. An event over a sink's
inline_max_bytes goes through the claim check inside the sink, like a hook.

Only the node that served the change emits, so a route written on one node of a
Redis-backed fleet is announced once, from that node's trail.
Describing your own sink
A messaging sink advertises its channel by implementing the optional
Ankusa.Sink.describe/2 callback, returning an Ankusa.Sink.Description:
@impl true
def describe(%{source_id: source_id, tenant_id: _tenant}, opts) do
  %Ankusa.Sink.Description{
    protocol: "mqtt",
    host: "broker.internal:1883",
    address: "hooks/#{source_id}",
    ankusa_headers: false
  }
end
tenant_id is nil when the tenant varies per hook (a resolver that reads it
from the URL). A description must not carry credentials.
The library: async_api_spex
The document is built with async_api_spex,
a small, dependency-free library in this repo for any Elixir app: AsyncAPI 3.0
structs, use AsyncApiSpex.Schema and use AsyncApiSpex.Message to declare
payloads once and reference them by name (Schema can also derive a schema from
an existing struct), use AsyncApiSpex.Channel and use AsyncApiSpex.Spec to
declare a publishing module's topic and broker and assemble the document from
those modules, a validator, a Plug
(AsyncApiSpex.Plug.RenderSpec) that serves a document as
application/asyncapi+json, another (AsyncApiSpex.Plug.Viewer) that renders
it as a browsable HTML page, and mix async_api_spex.gen to write one to a file.
Its README shows an app declaring its channels.
Ankusa.AsyncApi.document/1 returns the %AsyncApiSpex.Document{} for an
instance; an embedder can serve it from their own router with
AsyncApiSpex.Plug.RenderSpec.send_spec/2, or extend it before encoding.
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    Packaging: why this is a mono-repo of separate Mix projects

The decision rule
Two questions, deliberately kept separate:
1. Should we depend on this at all? Judge it on merit: does the library do
the job better than the code we would otherwise own: more correct, better
tested, less surface for us to maintain and be wrong about? Then take it. Zero
dependencies is not a goal here; the goal is the least code we have to be right
about, and a well-maintained library replacing a hand-rolled protocol
implementation is usually the cheaper side of that trade.
2. Where should it live? That is the packaging question:
Split a package when, and only when, an adapter introduces an external
dependency the default deployment shouldn't compile. Everything else
stays in core. Role separation (edge/dispatch/storage) is runtime config,
not packaging.

A dependency every user benefits from belongs in ankusa core: no split, no
ceremony. A dependency only one adapter needs belongs in that adapter's package.
This isn't a stylistic preference. It's the direct consequence of the
project being library-first (embeds in an existing Phoenix/Bandit app) as
well as a deployable release. A library embedder pays for every dependency
their host app compiles, whether they use it or not. A laptop user running
mix deps.get on ankusa alone should never fetch amqp or brod
because they exist in the ecosystem, only because they were actually
configured.
Layout
packages/
  ankusa                      core. mix.exs runtime deps: {bandit, plug, cidr,
                              req, aws_signature, telemetry_metrics,
                              telemetry_metrics_prometheus_core, nebulex,
                              nebulex_local, rocksdb, async_api_spex}. No adapter
                              deps.
    lib/ankusa/…              behaviours, envelope, config, registry, telemetry,
                              edge/dispatch/storage machinery, the store
                              (Ankusa.Store, on erlang-rocksdb), and every
                              zero-external-dep default adapter
                              (BlobStore.{LocalFS,S3,GCS,Azure,OCI},
                              Codec.Raw, all Verifiers,
                              Sink.{Log,Http,SQS,GooglePubSub}, RetryPolicy.Exponential,
                              RouteResolver.{Path,TenantPath})
  ankusa_rabbitmq             path-dep on ankusa + amqp. Ankusa.Sink.RabbitMQ.
  ankusa_kafka                path-dep on ankusa + brod. Ankusa.Sink.Kafka and
                              Ankusa.Intake.Kafka (the wal.type: dual log).
  ankusa_nats                 path-dep on ankusa + gnat. Ankusa.Sink.NATS.
  ankusa_redis                path-dep on ankusa + redix.
                              Ankusa.Routes.Store.Redis (route definitions in
                              Redis, shared across edge nodes),
                              Ankusa.SourceStore.Redis, the fleet-scoped
                              rate-limit/dedupe store
                              (Ankusa.RateLimiter.Store.Redis), and
                              Ankusa.Sink.Redis (delivered hooks published to
                              a pub/sub channel).
  ankusa_server               the jamescarr/ankusa Docker image: core + every
                              adapter, configured by YAML. Not on Hex.
  async_api_spex              generic AsyncAPI 3.0 library: document structs,
                              `use AsyncApiSpex.Schema`/`Message`/`Channel`/`Spec`
                              (decorate an app's own structs and publishers), a
                              validator, a Plug, `mix async_api_spex.gen`. No
                              Ankusa code; core depends on it for
                              `Ankusa.AsyncApi`. Any Elixir app can use it on
                              its own.
  sdk-typescript              the `ankusa` npm client SDK.
  sdk-python                  the `ankusa` PyPI client SDK.
  sdk-rust                    the `ankusa` crates.io client SDK.
  sdk-ruby                    the `ankusa-sdk` RubyGems client SDK.
  sdk-php                     the `jamescarr/ankusa` Packagist client SDK,
                              published through the read-only mirror
                              jamescarr/ankusa-php (Packagist reads
                              composer.json at a repository root).
  sdk-elixir                  the `ankusa_sdk` Hex client SDK: a `Plug`
                              receiver for HTTP-sink deliveries and a decoder
                              for the queue-sink message format, plus clients
                              for the operator APIs. A pure HTTP client — it
                              never depends on `ankusa` core.
  sdk-java                    the `io.github.jamescarr:ankusa-sdk` Maven
                              Central client SDK, built with sbt 2 and
                              published as Java 17 bytecode. Pure Java on
                              the JDK's HttpClient plus Jackson 3 and the
                              JSpecify annotations; a pure HTTP client like
                              the other SDKs.
  sdk-clojure                 the `io.github.jamescarr/ankusa-clj` Clojars
                              client SDK, built with the Clojure CLI and
                              tools.build. Native Clojure on the JDK's
                              HttpClient plus `org.clojure/data.json`; a pure
                              HTTP client like the other SDKs. The `ankusa-clj`
                              name keeps it apart from the Java SDK's
                              `ankusa-sdk` on Maven Central.
examples/                     deployable demos; not published packages
tools/loadgen/                load generator for the examples
conformance/                  language-neutral SDK conformance vectors + checker
ankusa_rabbitmq, ankusa_kafka, ankusa_nats, and ankusa_redis each
depend on ankusa via {:ankusa, path: "../ankusa"} for local development,
and on the Hex package once published. Each ships its own
docker-compose.yml for local dev/test infra (packages/ankusa_rabbitmq/ →
RabbitMQ on :5673/:15673; packages/ankusa_kafka/ → Redpanda on :19092;
packages/ankusa_nats/ → NATS with JetStream on :4223/:8223;
packages/ankusa_redis/ → Redis on :6399), which mise run check:package <pkg> brings up and tears down around the suite. Every adapter package test
suite needs Ankusa.Registry running (started by ankusa's own Application);
none needs any config to get it, since Ankusa.Application's built-in default
instance is off (autostart: false) by default and only the core project's
own packages/ankusa/config/config.exs turns it on.
Core itself depends on async_api_spex the same way (path: in dev/test, the
Hex release otherwise). Mix loads a path dependency's mix.exs under :prod,
so a project that path-depends on core would resolve the Hex async_api_spex,
which is not published until a release. Each such project (the four adapters'
dev/test deps, ankusa_server, the example ingest apps) therefore also pins
{:async_api_spex, path: "../async_api_spex", override: true}, the same way
the examples pin :ankusa.
Why S3/GCS/Azure/OCI stayed in-tree but RabbitMQ/Kafka/NATS didn't
This is a dependency-weight split, not a position on hand-rolling.
Ankusa.BlobStore.{S3,GCS,Azure,OCI} are in core rather than in their own
packages because their dependencies are small and focused:
aws_signature (signing only) and Req (HTTP, with its own Finch pool).
Neither drags a credential stack or a framework along, so a LocalFS user's
deps.get stays cheap. GCS and Azure bundle nothing credential-shaped at all:
each takes a pre-obtained credential (:token_provider, or Azure's
:sas_token) and leaves acquisition (Goth, ADC, the Azure CLI) to the
deployment. OCI carries no dependency at all: its RSA-SHA256 Signature
version 1 signing is implemented with OTP's own :public_key, pinned against
OCI's reference vectors (see the ### Resolved note below for why that's an
exception to the no-hand-rolling rule, and test/ankusa/blob_store_oci_signing_test.exs
for the proof).
Resolved: the hand-rolled SigV4 signing is gone
Ankusa.BlobStore.S3 used to hand-roll canonical-request / string-to-sign /
HMAC-chain code, ~80 lines, security-sensitive, and covered only by
:integration-tagged tests. That is precisely the profile where a focused
library wins, so it now calls aws_signature (the implementation behind the
official aws-elixir SDK) through the same Req client the other adapters use.
Core shrank by ~50 lines, and the part we would most regret getting subtly wrong
is no longer ours to get wrong.
Worth knowing when reading the tests: floci does not validate SigV4, a
bogus signature, no signature at all, and a wrong-secret signature all return
200, so the integration suite could never have caught a signing bug.
test/ankusa/blob_store_s3_signing_test.exs does, from both ends: it
reproduces AWS's published reference signatures, and it reconstructs the
adapter's own signing call from a captured request to pin S3's "sign the path as
sent" rule.
The OCI exception: signing with no library to lean on
Ankusa.BlobStore.OCI signs its own requests, which looks like a regression
to the hand-rolling the S3 note above removed. It isn't the same call: OCI has
no mature, focused Elixir signing library to take (unlike aws_signature for
SigV4). ex_oci_sdk exists but is a whole SDK at v0.2 with ~700 downloads,
not the proven, single-purpose signing dependency aws_signature is, and OCI
offers no bearer/SAS shortcut an Object Storage adapter could ride instead. So
the rule becomes "hand-roll only when there is no library and no credential-free
path, and pin it against the provider's own reference vectors", which is what
test/ankusa/blob_store_oci_signing_test.exs does, reproducing the RSA-SHA256
signature of OCI's published test string (computed independently with OpenSSL)
and reconstructing the signing string from a captured request.
rocksdb is the one native dependency core takes on its own, and the rule
above says why: it is the node's store, not an adapter. Every role that reads
or writes hooks (edge, dispatch, storage) opens it, and so does a
writable source store; only a claim-check-only node runs without one. It is
compiled into every build either way, so there is no default deployment to
spare. It is built from source on mix deps.compile and needs cmake ≥ 3.12, a
C++20 compiler, and
the zstd and OpenSSL development headers (plus linux-headers on Alpine). The
ankusa_server image installs all of them and builds RocksDB in its own cached
layer, so a source change does not rebuild it; Ubuntu CI runners need
libzstd-dev.
The cost is paid per Mix project, not once: each adapter package,
ankusa_server, and every example app has its own _build, so each one
compiles its own copy of RocksDB (minutes, not seconds, on a cold cache) once
per checkout or lockfile change. CI caches deps and _build per package (and
once for all the examples), keyed on the lockfile and the pinned toolchain, so
a warm run skips it. An embedder that already has RocksDB installed can link
the NIF against it instead of building the bundled copy (the NIF itself still
compiles); deps/rocksdb/CUSTOMIZED_BUILDS.md in the Hex package lists the
options.
Ankusa.Sink.RabbitMQ needs amqp (which pulls amqp_client,
rabbit_common: real NIF/native-adjacent Erlang libraries).
Ankusa.Sink.Kafka needs brod, which pulls crc32cer: a C++ NIF that
compiles from source on every mix deps.compile, so that package carries its
own build-toolchain requirement (CMake ≥ 3.16 plus a C++ compiler) on top of
core's. The split is not "no native code"; it is "no native code a deployment
doesn't need": an HTTP-only deployment compiles rocksdb and not crc32cer.
Ankusa.Sink.NATS needs
gnat, which pulls jason, nkeys (+ ed25519/kcl), nimble_parsec, and
connection, pure Elixir, but four libraries nobody running an HTTP-,
Kafka-, or RabbitMQ-only deployment has any use for, which is the same test
with a lighter dependency. ankusa_redis carries redix for its two
adapters — the shared route store and Ankusa.Sink.Redis — so only a
deployment that configures one of them compiles it. Those are genuine
external dependencies the laptop/standalone user shouldn't pay to compile,
so each got its own package the moment it was built, not before.
What deliberately did not get split
The plan document that predates this codebase proposed separate
applications per role (hook_edge, hook_storage, hook_dispatch,
hook_dashboard). That didn't happen, on purpose: role separation is a
config concern (config.roles / ANKUSA_ROLES), not a dependency-weight
concern. Splitting them into packages would buy package-management overhead
(version matrix, release coordination) for zero dependency-isolation
benefit: every role's code uses the same dependencies core already pulls in
(the store included). One
release, many roles, config decides what boots. See
deployment.md.
Adding a new adapter package
	Decide whether it needs a dependency at all, on merit (question 1 above). If a
library is the right tool, take it, then put the adapter in its own package
so deployments that don't configure it never compile it. If no dependency is
warranted, the adapter belongs in ankusa core next to the dependency-free
ones (BlobStore.LocalFS, Codec.Raw, the verifiers), not
because hand-rolling is preferred, but because a dependency that buys nothing
is a liability.
	Scaffold it: mise run new:adapter <name> [--module Mod] creates
packages/ankusa_<name>/ (an Ankusa.Sink.<Mod> stub, its mix project
path-depending on ../ankusa, README, CHANGELOG, and one failing test),
picked up by mise run check, CI, and the release tasks with no further
wiring. Add the real dependency, and a docker-compose.yml if the adapter
needs live infra to test against. No config is needed to keep ankusa's
built-in demo instance from booting: autostart defaults to false.
	Implement the behaviour. A queue-style sink uses Ankusa.Sink.Messaging
and implements publish/4: the hook arrives already encoded as
Ankusa.Sink.Message, and Ankusa.Sink.Message.headers/2,
delivery_id/2 and fits/2 cover the shared metadata, dedupe id and
size gate. The message is already checked against
max_message_bytes/1 (default 1 MiB, the :max_message_bytes option;
override it for a transport with another limit) before publish/4 runs,
so publish/4 only gates what it adds (a key, attributes). The scaffold's Application starts the adapter's
Ankusa.Sink.Connections tree; Ankusa.Sink.Connections.ensure/5 finds
or starts a broker connection under it and keeps the idle reaper
informed. Register any supervised process (a connection pool, a channel)
through Ankusa.Registry/Ankusa.via/2 exactly like the framework's own
processes do: this is what lets the facade (Ankusa.Sink's deliver/3
call sites, for example) dispatch to your adapter without ankusa core
knowing your package exists.
	Verify against real infrastructure, not mocks. ankusa_rabbitmq,
ankusa_kafka, ankusa_nats, and ankusa_redis are tested against real
RabbitMQ/Redpanda/NATS/Redis containers: a protocol implementation (AMQP
publisher confirms, a Kafka produce path) that "looks right" is exactly
the kind of thing that's subtly wrong until proven against the real thing.
	Document it: a row in the behaviour table in
configuration.md, and a section in
storage.md or delivery.md depending on
which behaviour it implements.

Building an app against the path deps
Because ankusa_rabbitmq/ankusa_kafka/ankusa_nats are path-dependencies
during local development, a Dockerfile building an app that depends on them
needs a build context wide enough to see the whole slice, with the relative
paths preserved so the same mix.exs files resolve identically inside the
container as they do on disk:
# examples/rabbitmq-consumer/ingest_app/Dockerfile
WORKDIR /repo
COPY packages/ankusa ./packages/ankusa                   # ankusa core
COPY packages/async_api_spex ./packages/async_api_spex
COPY packages/ankusa_rabbitmq ./packages/ankusa_rabbitmq
COPY examples/rabbitmq-consumer/ingest_app ./examples/rabbitmq-consumer/ingest_app
WORKDIR /repo/examples/rabbitmq-consumer/ingest_app
RUN mix deps.get && mix compile
# docker-compose.yml
services:
  ingest:
    build:
      context: ../..                                            # repo root
      dockerfile: examples/rabbitmq-consumer/ingest_app/Dockerfile
Depending on ankusa directly and transitively through an adapter
package needs override: true. Each adapter package's own
mix.exs picks its Hex entry for :ankusa (~> 0.6 for every adapter) whenever Mix
evaluates it as a nested dependency: Mix builds dependencies under :prod
by default regardless of your project's Mix.env(), so the adapter
package's dev/test-only path-dep branch never gets hit there. A wrapper app
like ingest_app that depends on both ankusa (path) and
ankusa_rabbitmq (path, which transitively wants ankusa from Hex) hits a
real conflict: mix deps.get refuses with "the dependency ankusa in
mix.exs is overriding a child dependency." Fix: mark your direct entry
override: true so Mix uses it everywhere in the tree:
defp deps do
  [
    {:ankusa, path: "../../../packages/ankusa", override: true},
    {:async_api_spex, path: "../../../packages/async_api_spex", override: true},
    {:ankusa_rabbitmq, path: "../../../packages/ankusa_rabbitmq"}
  ]
end
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    Testing

Every package's test suite runs from its own directory under packages/;
there's no single test runner spanning them, because each has a genuinely
different infrastructure dependency (none, RabbitMQ, Redpanda, NATS, Redis).
mise run check:package <pkg> runs one package's full CI check (format,
warnings-as-errors, credo, dialyzer, sobelow, tests with a coverage floor,
docs), starting and stopping that package's own docker-compose.yml around the
suite; mise run check runs all of them. The
eight client SDKs are also checked against one shared, language-neutral vector
suite — mise run check:conformance, below.
Static analysis and coverage gates
check:package runs these on every Mix package (sobelow only on the two Plug
applications) between mix compile --warnings-as-errors and the tests:
	Gate	What fails it	Config
	mix credo --strict	any issue	.credo.exs: the default checks, except Design.AliasUsage is off and the nesting and cyclomatic-complexity ceilings sit at the worst function that exists today (5 and 20)
	mix dialyzer	any warning (a wrong @spec, an unreachable clause, a call that can never succeed)	PLTs live in _build/plts; CI caches _build keyed on the toolchain pins and mix.lock, so a PLT rebuilds only when one changes
	mix sobelow --exit --skip	any finding in ankusa core or ankusa_server	a deliberate finding is marked in the code with # sobelow_skip ["<Check>"] and a line saying why it is safe; --skip is what makes sobelow read those marks
	mix test --cover	line coverage under the package's test_coverage threshold	85 for ankusa core (shared test helpers excluded), 80 for every other package, in each mix.exs

The test run prints its ExUnit seed; in CI check:package also appends it to the
job's summary ($GITHUB_STEP_SUMMARY), so an order-dependent failure replays with
mix test --seed <n>. A new adapter scaffolded by mise run new:adapter ships
the same dependencies, PLT paths and coverage floor.
ankusa core: mix test
mise run check:package ankusa         # no external infra needed
mise run test:integration             # +22 tests against the floci emulators (see below)

test/ankusa/tracing_test.exs (OPS-1) is the proof that a hook is one trace: it
starts the OpenTelemetry SDK with the in-memory :otel_exporter_pid and asserts
one trace across stages (ingest, verify, commit and dispatch spans share the
provider's trace id, the attempt links to the ingest span, the delivered
traceparent is the ingest span's), and, with no SDK, that a traceparent reaches
the queue message and Sink.Http unchanged. It tears the SDK down, and the
tracers it parked in :persistent_term, so no other test sees it.
test/ankusa/admin/router_test.exs (OPS-2) has runtime level: PUT /v1/log-level
is 401 with no credential and 403 without config:write + tenant:*, 400
for a body that is not {"level": <level>}, changes Logger.level() at once and
answers the old level, leaves an audit row (log_level.put, the caller as the
actor), and changes nothing when the row cannot be written. The VM's log level is
global, so the test restores it. ankusa_server's test/ankusa_server/log_test.exs
is the proof of the JSON log: json line boots a wal.type: none edge whose sink
refuses every hook, sends a request with a traceparent, and parses the line the
refusal wrote with AnkusaServer.LogFormatter (source_id, tenant_id, hook_id,
sink, trace_id, instance, one line, a timestamp); it also covers the ids of
one request not leaking onto the next on the same connection process, a delivery
attempt's correlation, the fixed key order, and the redaction of
secret|token|password|authorization|cookie keys in metadata and reports.
The always-on tests cover:
	Stored-header policy (stored_headers_test.exs, edge_test.exs,
storage_test.exs): stored_headers_test.exs covers drop, hash, case
folding, the untouched fast path and the config and source validation;
edge_test.exs (stored-header policy) posts a signed hook carrying
authorization and cookie, checks it verifies and that neither the stored
hook, its raw store row, a sink message nor a quarantine entry holds them, a
source override, the dedupe key read before a header is dropped and the
dropped_headers telemetry count; storage_test.exs (segment has no authorization header) checks the archive segment and claim pack objects.
	Ingest dedupe and metrics (dedupe_test.exs, metrics_test.exs):
dedupe_test.exs covers a provider retry collapsing to the original id with
duplicate: true, a key past its TTL committing again, two entries sharing
a key in one batch, per-tenant keys and the writer's expiry sweep;
metrics_test.exs covers the scrape's bounded labels and series, and the
cardinality policy (metrics.detail, metrics.max_series_per_metric):
"bounded series under 10k sources" (10 000 sources, one request each: the
ingest counter keeps at most the ceiling, the rest is one other series that
still sums to 10 000, and a scrape takes under 100 ms), the series set under
detail: :none being identical for one tenant and for forty, tenant_id
present and source_id absent by default, the gauges dropping what the
ceiling refuses, and a concurrent test that admission never exceeds the
ceiling or leaks a slot.
The SLI series (OPS-3) are in metrics_test.exs too: "delivery latency
histogram" holds a delivery behind a gate sink for 250 ms and checks it in the
latency and attempt _sums and in the [:ankusa, :dispatch, :stop] and
:attempt measurements; "attempts are sampled by result" covers error,
timeout and a dead-lettered delivery; "direct mode samples the same …"
covers wal: :none; "delivery latency carries an identity only at detail:
:source" covers the cardinality; "compact, claim check and backup failures"
covers the three counters (the events themselves are asserted in
storage_test.exs and claim_check_test.exs); and "slo series present" reads
the SLO table in architecture.md and fails
if a metric it names is not on /metrics.
	Verifier hardening (verifier_test.exs "tolerance range and weak hashes",
metrics_test.exs, ankusa_server config_test.exs "tolerance range"):
tolerance 0–3600 validates and 3601, a negative or a non-integer is
:bad_tolerance from validate_opts/1 and every verify/2; a source
declared with 3601 refuses to boot and names itself; the YAML loader names
sources.<id>.verify.tolerance_seconds; no preset uses SHA-1; a sha1
inline scheme boots with one warning and a SHA-1 source (and no other)
appears on ankusa_verifier_weak_hash_total. mise run lint:pins is the
gate for action SHAs and image digests (what runs where:
releasing.md).
	Request-path allocations (verifier_test.exs "allocations per verify",
dedupe_test.exs "dedupe.max_json_bytes", edge_rate_limit_test.exs "the
bucket sweep", property/envelope_property_test.exs, core and ankusa_server
config_test.exs): verifying an 8 MiB body leaves no refc binary of its own
in the verifying process (a heap sized so no GC runs; the same measure on the
Regex.replace it replaced held a full 8 MiB copy); a template compiles to
literals, :body, :ts and lowercased header tokens; a JSON body past
dedupe.max_json_bytes has no key and is never decoded, a header source is
unaffected, and a retry of such a body is stored again until the cap is
raised; a million expired rate-limit rows sweep as 16 ticks of one shard,
each under 50 ms, leaving a live bucket alone; Envelope.header/2 still
folds exactly as String.downcase/1 does, Unicode and invalid UTF-8
included.
	Verifier breadth (verifier_test.exs "Asymmetric", "Token", "ClientCert"
and "validate_config!/1 for the asymmetric, token and client-certificate
verifiers", edge_test.exs "verifier breadth", instance_test.exs mutual
TLS, ankusa_server config_test.exs "type standard_webhooks_asym" through
"/v1/config shows where a credential travels", conformance/cases/signature.json
webhook.verify_signature.asymmetric): the Standard Webhooks v1a reference
message verifies under Verifier.Asymmetric (the same bytes are the
conformance case, which the suite reads), and a wrong key, a stale or future
timestamp, a tampered body or id and a signature of the wrong length fail; a
rotation list verifies with any key; at most 8 right-length signatures are
tried; RSA verifies under a PEM, a PKCS#1 PEM or a bare DER key and refuses a
1024-bit one; a token verifies in each of its four locations, rotates, never
matches an empty request and is never stored; a client-certificate source
accepts only a pinned fingerprint or subject, rejects a request with no
certificate, another CA-signed certificate, or a certificate header, and over
a real mutual-TLS listener takes the pinned client and refuses the rest; a
source with an unusable key, secret or pin, or a certificate source on a
listener that asks for no certificate, refuses to boot naming itself; the
YAML loader names the key; /v1/config hides every secret and public_key.
	Store and queue (store_test.exs, queue_test.exs): the RocksDB store
applies one batch across column families (puts, deletes, range deletes) and
refuses an unreadable or missing store with :store_unavailable rather than
reporting it empty; fold/6 is half-open, ordered and never yields a
sentinel; a corrupt blob or SST block fails the scan and the point read
instead of silently shortening results, and a damaged WAL record refuses to
open while a torn tail drops cleanly; reopen/1 republishes working handles
and keeps every committed key, a store left closed by a failed reopen opens
again by itself, and a reported write failure reopens the store at most once
per interval; a reported write failure emits [:store, :write_failed] with a
class from a fixed set (failure_class/1) that ready/1 and /ready name, a
store that cannot reopen emits [:store, :reopened] and [:store, :unavailable]
per try with the outage growing, retries on a doubling, jittered wait
(reopen backoff), and starts the backoff over once it opens
(metrics_test.exs scrapes ankusa_store_write_failures_total,
ankusa_store_reopen_total, ankusa_store_unavailable_seconds and
ankusa_store_wal_replay_seconds, and health_test.exs the reasons.store); the database opens with the recovery, blob and buffer
settings asked for (read back from the OPTIONS file RocksDB writes, since
RocksDB keeps its default for a value it cannot parse). The queue writer
assigns dense, strictly
increasing seqs (the hook's seq comes from its key); seqs never repeat after
every hook is delivered, reclaimed and the instance restarts; a commit while
the store is down is refused and recovers with a higher seq; and
[:commit, :stop] measures successful commits only. Encodings
(envelope_test.exs, queue_test.exs, dispatch_test.exs): a hook and a
delivery row read in the bare v0 form and in v1 ("AE"/"AD" + version
byte); a field a newer node added to an envelope decodes (the test splices
in a key whose atom this VM never interned, which binary_to_term(_, [:safe])
would reject) and an added row key survives a rewrite; an unknown version
is an error value, and the pipeline dead-letters such a hook or row with
that reason and lists it in the DLQ instead of raising.
	Backup and restore (store/backup_test.exs, lifecycle_test.exs): a
backup, a wiped data_dir and a restart bring back every acked hook;
retention keeps backup.keep backups and what they reference; a second node
on one prefix is refused. verify detects corruption flips a byte, shortens,
deletes a file and breaks a manifest, and sees each (Backup.verify/2 writes
nothing: no put), and the verify job reports every target on
[:ankusa, :backup, :verify] (ankusa_backup_verify_failed_total in
metrics_test.exs). manifest signature refuses an unsigned, mis-signed or
tampered manifest at restore (and accepts a rotated key list, and no key at
all with a warning); a backup of a newer store format is refused.
final checkpoint on stop stops an instance cleanly and restores
LATEST — newer than the last periodic backup — with every acked id; a final
backup slower than backup.final_timeout_ms is abandoned without holding the
stop. secondary restore loses the primary bucket and restores every acked
id from the secondary, falls back when the primary fails its checksum, and
refuses with the primary's reason when both do; a failing secondary fails the
run without making the primary upload again. /ready says backup: stale
past backup.max_age_ms and is 503 only with require_fresh. In
lifecycle_test.exs, opens a new incarnation restores a backup taken
before two published events and shows io.ankusa.instance.restored first,
and the re-issued sequence numbers under different event ids.
	Migration (store_migrate_test.exs): a 0.3 data dir imports once — only
what 0.3 had not finished (undelivered hooks deliver, unarchived hooks
archive), dead letters carry over and replay to the current sinks, the
quarantine pen (whose 0.3 entries a quarantine replay job still releases
under their original ids), API sources, rate-limit overrides and the segment
index all carry over, and the next seq clears everything imported. An artifact that
cannot be trusted stops the boot: damage in the middle of the 0.3 WAL with acked
frames after it, or a cursor file 0.3 did not write, refuses to start rather
than guess; a torn final frame imports every complete frame before it. An
artifact that shows up after the first boot is never imported over live
data, and under wal: :none the queue artifacts are left for a node that
has a queue.
	Store upgrade (store_upgrade_test.exs): current code boots every
checked-in fixture test/fixtures/store-v<n>.tar.zst (a store written at
format n, packed by mix ankusa.store.fixture <path> at the release that
introduced it) and finds its pending and dead-lettered hooks, quarantine pen,
API sources, archived hooks by id (Storage.fetch/2) and ingest dedupe keys.
A new format ships its migration in the store's migration registry and its
fixture in the same PR. An unversioned store is stamped format 1; a store
newer than the release refuses to open naming both versions (and so do
mix ankusa.store.migrate and its --dry-run); a migration killed after four
of ten batches resumes at the fifth, never repeating a committed batch; a
registry with a gap refuses rather than skip a format.
	Audit trail (test/ankusa/admin/audit_test.exs): every mutating route of
the admin and route-management APIs leaves exactly one row (actor, client
address, request id, keyed hashes, revision), and a request that changes
nothing leaves none; audit row survives kill runs
test/support/audit_harness.exs in a child BEAM that makes every kind of
change and is kill -9ed on the response to the last one, then reopens the
store alone; no secret in audit scans every stored and served row for the
secrets the changes carried; filters covers since/until/actor/
action/tenant/cursor/limit, tenant visibility and the 401/403 cases;
the audit process's own tests cover commit order under concurrency, the
pending row a crash leaves (recorded interrupted at the next boot), a
caller that dies mid-change, retention pruning, and row versions. The format
2 fixture (store-v2.tar.zst) carries audit rows, which
store_upgrade_test.exs reads back; the format 1 fixture, upgraded, gives
every source revision 1.
	Tenant key layout and counters (ADR 0001;
queue/deliveries_test.exs, store_upgrade_test.exs, metrics_test.exs,
dispatch_test.exs, admin/router_test.exs, loss_test.exs):
counters equal a fold after any sequence of transitions (a property test
over ingest, claim, retry, deliver, dead-letter, revive, recover, expand,
purge and archive settle) and concurrent writers do not lose counts pin the
per-tenant counters to the index; no due row without a marker and cleanup does not lose a marker to a concurrent enqueue pin the active-tenant index;
tenant ordinal is assigned once and never reused and the tenants.max
cases pin the ordinals; a source-grep test keeps the tenant-keyed constructors
inside queue/deliveries.ex. The format 3 fixture (store-v3.tar.zst, from
mix ankusa.store.fixture) is booted like the others, and the migration's own
cases cover the v2 → v3 upgrade with counters equal to a fold, a kill before
every step (rows and counters equal an uninterrupted run), each ordinal
allocated once, hooks with no tenant or envelope filed under default, a
format 2 release refusing a format 3 store, and a restored format 2 backup
migrating on boot. queue gauges read counters traces the store reads of
Gauges.measure/1 (no scan of a queue family) and tenant scoped dlq reads one range those of a tenant's DLQ listing (one range scan, a hook read only
for the returned page); the traces run the code in a traced child process,
because a process's calls to itself deliver no trace messages
(Ankusa.TestHelpers.store_calls/1). a tick visits only tenants with work
puts 1 000 tenants in the queue with 3 due and reads the scan's
active_tenants gauge. bench/gauges_bench.exs and
bench/dispatch_tick_bench.exs are self-asserting and run by bench:gate
(see Perf gate).
	HTTP adapters (outbound): the SigV4 signing BlobStore.S3 puts on the
wire, pinned against AWS's published reference signatures and against the
request Req.Test captures; the RSA-SHA256 Signature version 1 signing
BlobStore.OCI puts on the wire, pinned against OCI's published reference
signature (computed with OpenSSL) and reconstructed from captured requests;
the BlobStore.Azure request plumbing (Put Blob headers, SAS appending vs.
bearer :token_provider, get_range windows, list XML, :not_found); the
Ankusa.BlobStore.Azure.ManagedIdentity token provider (IMDS fetch shape,
caching, expiry-window refresh); Sink.Http forwarding, status mapping, the
signed-by-default rule (a sink with neither secret nor allow_unsigned: true
fails validate_opts!/1 with "requires secret", and a delivery for one that
skipped it is dead-lettered unsent), and the
rule that a redirect is reported rather than followed; the shared
Ankusa.HttpClient allowlist; the egress policy (Ankusa.HttpClient.Egress:
loopback, metadata, private ranges, mapped IPv6 and odd IPv4 spellings,
DNS rebinding including an answer that moves between attempts, allow_cidrs
and allow_hosts, and that an http delivery really connects to the checked
address over a socket) and TLS verification against a real https listener
with a private CA (untrusted, cacertfile, hostname mismatch,
allow_insecure_tls, verify_none refused), and computed per-tenant
destinations (computed url per tenant, computed url denied — a private
address fails closed on its own attempt, a rebinding name is re-checked per
attempt — per-tenant headers and secrets, and the bounded pool against a real
https listener: static sinks stay off it, an idle origin is reaped, a new
origin is refused at the ceiling).
	Secrets at rest (crypto_test.exs, source_store_persistent_test.exs,
secrets_rewrap_task_test.exs, blob_store_sse_test.exs): the
Ankusa.Crypto.Envelope value layout (a flipped bit in the IV, tag or
ciphertext, or a key id relabelled to another key's, is :tampered; every
encryption has its own IV), key parsing and rotation (kek_previous decrypts
and never encrypts; a failing or raising provider is an error value that does
not echo what it raised), and which fields of a source spec are encrypted
(exactly the ones Ankusa.Admin.Redact hides, a rotation list element by
element, identity and structure left readable). no plaintext at rest: the
stored row read raw, and every file under the data dir including the WAL,
hold none of a spec's secrets, and a restart decrypts; the same scan finds
them in a store with no KEK, so it is not vacuous. A row no key opens (no
KEK, a key it was not given, an altered ciphertext, a KEK provider that
fails) refuses the boot and names the source. rewrap: a rotation, a dry
run that writes nothing, 700 rows over three batches, then the old key
dropped and no longer opening the rows; mix ankusa.secrets.rewrap runs the
same runbook against a stopped node's data dir. sse on S3, GCS, Azure and
OCI is the header the adapter puts on the wire (Req.Test captures it; S3's
is in SignedHeaders), only on a PUT; a bad option is a boot error and
put/4 raises rather than writing an unencrypted object.
	Edge: accept/verify/quarantine/load-shed/oversize, shedding with
503 once the batcher's queue fills while a commit is in flight, pluggable
route resolvers (Path and TenantPath), and that the same body posted
twice is stored twice (two ids, two stored hooks). The quarantine bucket is
per source (429 quarantine_rate_limited with Retry-After on one source
leaves another's 202), and a full pen is 503 quarantine_full that evicts
nothing, frees room on a purge, and still counts its bytes after a restart.
A hook refused for room gives its token back, concurrent charges on one
source's bucket never pass its burst, and with the pen suspended 1 000
writes wait (pending) and the 1 001st is 503 overload that counts nothing,
after which every waiting write lands and the pen's byte count is the sum of
its entries' sizes. bench/quarantine_bench.exs (self-asserting, not in the
gate) paces 5 000 forged hooks/s over 500 sources for 10 s and exits 1 unless
their p99 ack latency is under 50 ms, a clean source's p99 beside them is
within 2× of its solo p99 (or under 25 ms), and the byte count is exact.
Admission (edge_rate_limit_test.exs): the per-address limit answers 429
over a real socket before a declared 1 000-byte body is read, an IPv6 address
is its /64, X-Forwarded-For counts only behind a trusted proxy, an address
refused there has not spent the node's bucket, the per-node and per-source
byte limits (declared lengths before the read, undeclared ones after it), a
tenant's byte quota spent by verified hooks only, its max_body_bytes as
413 before the read, and its queue share: with the writer suspended a
tenant past max_queue gets 429 tenant_overload (never 503) while
another tenant still gets 201, counters never go negative, and 200
concurrent charges admit exactly the share.
A commit is never
abandoned: a record still buffered at its deadline behind a stuck commit is
answered 503 and never stored, the writer refuses a batch whose deadline
passed before it could start, a commit stuck longer than the old 5 s writer
timeout is waited out and every 201 is stored, a commit task killed from
outside while its call waits for the writer fails only its own batch and
leaves nothing of it stored, and an :infinity timeout never expires while a
finite one beside it does. The batcher's status shows how many records it
holds, never their sinks. edge_direct_test.exs
covers the other ack path (wal: :none): the 201 body is exactly
{id, status}, a sink sees the envelope before the response, a refusing,
raising or bad-returning sink is 503 with Retry-After and is called
exactly once, no queue writer runs and no hook is stored, an oversized
body reaches the sink with ctx.claim, and a claim check whose blob store
exits or returns garbage is a 503 before any sink runs.
	Failure domains (instance_test.exs): a dispatch subtree that exhausts
its restart budget leaves the instance, edge supervisor, batcher and store
processes untouched, still acks hooks during the outage and delivers them
when the subtree comes back; a restart that fails is retried with a longer
delay while the manager stays up; a Registry partition crash rebuilds the
instance with every process registered again; the status
(:sys.get_status/1, what a crash report prints) of each process that holds
sink options shows none of them; and neither does the crash report of a
batcher or source store that dies handling a hook or a source write.
	Listeners (listener_test.exs, instance_test.exs, edge_test.exs,
config_test.exs): the limits listener sets reach Bandit and Thousand
Island (connection cap spread over acceptors, header limits, HTTP/2 off); a
raw socket that dribbles a request head or says nothing is closed after
read_timeout_ms; a body that has not arrived within request_deadline_ms
is a 408; a keep-alive connection closes after max_requests_per_connection;
a TLS edge with verify: :verify_peer serves the pinned client certificate
and refuses a client with none or one a different CA signed (the fixtures in
test/fixtures/tls/, regenerated by gen.sh); every other listener takes
its own tls block; the metrics listener serves only /metrics, /health
and /ready and answers 404 to the operator API's routes. The image
smoke drill (mise run docker:smoke) repeats the mutual-TLS check with
openssl s_client and curl against the built image.
The same smoke drill also stops a container under 200 throttled uploads
(docker stop, listener.drain_delay_ms: 2000) and asserts /ready flips to
503 draining, no upload is reset (curl exits 0 for every one, each answered
201 or 503), the container exits 0, and every 201's id is in the
store after docker start.
	Secret sources (source_store_static_test.exs in core;
ankusa_server/test/ankusa_server/secrets_test.exs): SourceStore.Static.publish/2
swaps a running instance's sources, names the ids that changed, and applies
nothing when one spec is refused; ${file:} and secret_file: read a file
(one trailing newline removed) and a missing, oversized, relative or
doubly-given file fails the load by dotted key, never with a value; ${sm:}
resolves through a loopback stub of Vault KV v2 and AWS GetSecretValue
(SigV4 header, token header, a JSON field, a binary secret) and a missing or
unreachable secret fails the boot naming the reference; a signed POST
verifies with the new secret after a file swap and a reload (AnkusaServer.Reload)
while the old one stays valid until it leaves the list; a manager outage or a
deleted file at reload keeps the last value and logs a warning; a reload that
cannot be applied changes nothing; an API-submitted spec cannot name a file.
	Config reload and config_version (ankusa/test/ankusa/reload_test.exs;
ankusa_server/test/ankusa_server/reload_test.exs, config_test.exs): core's
apply_config/3 applies the reloadable set to a running instance and keeps
every other field (a rate limit read on the next request, the dispatch
pipeline's limits, the gauge poller and metric definitions rebuilt, the seed's
difference through the routes API with API routes left alone, static sources),
refuses a config that would not boot with nothing applied and no audit row, and
records a seed route that collides with an API route as a failed row;
POST /v1/config/reload is 401 / 403 and maps each answer of the loader to
its status. The server suite boots an instance from a YAML file, edits the
file and reloads over the admin router: applies reloadable (log.level, a
tenant rate limit, a source secret, the seed and dispatch.concurrency all
change with no restart, one audit row names the keys), refuses non-reloadable
(a changed http.port is 409 naming it and nothing else in the file is
applied), a level set at runtime survives a reload that leaves log alone, a
file that no longer loads is 422, and a real SIGHUP reloads as the system.
config_test.exs covers config_version: absent is 1, a newer version or a
non-integer is refused naming the key, migrate!/3 runs each step.
	Dispatch (dispatch_test.exs): a hook reaches every sink of its source
exactly once; a failing sink is retried until it succeeds; a failing sink's
retries do not hold the slots a healthy source needs (D1); one dead row per
exhausted sink, with the failing sink named in the stored reason, and the
hook kept until every obligation clears; replay re-delivers a dead hook once
and then reclaims it (D5); a raising sink and a bad-returning sink are
dead-lettered, not fatal to dispatch; hooks whose source was deleted are
dead-lettered after a restart (D2); a claimed row is retried after a
restart while a delivered row is not (D7); a row that became visible below
the scan floor (a stalled commit) is delivered when its wake arrives; and a
window that drained is refilled even when housekeeping flushes the outcomes
first. Ordering is asserted only for ordered: true sinks (below). replay_test.exs covers
the replay jobs, including a quarantine job that leaves a hook failing the
current secret in the pen, releases it once the secret is rotated (past the
timestamp tolerance: the window is judged at receive time) with its original
id and the job's replay_id, and finds nothing left on a second run.
	Ordering lanes (DEL-1.b, ADR 0004) (dispatch/ordering_test.exs,
source_ordering_test.exs, queue/deliveries_test.exs,
store_upgrade_test.exs): ordered lane (100 hooks for one key with a
mid-stream retry arrive in order, one attempt of the lane in flight at a
time), other keys concurrent (a slow lane holds no slot, window room or
process), survives restart (a busy lane, a retrying head and their members),
dead head releases lane, replay respects lanes, keyless lane, key missing counter, racing writer (a member committed between a release's
read and its write is promoted by the sweep) and the lane invariant
property (random ingest, claim, retry, delivered, dead, revive and purge:
every ?O has an ?H or ?P, every ?H names one row of ?D/?F,
counters equal a fold). source_ordering_test.exs is the option grammar and
lane resolution; the 7 → 8 migration and the store-v8 fixture (a busy lane,
a lane whose head waits out a retry, a keyless lane) are in the upgrade test.
	Dispatch, retry horizon and error classes (DEL-2) (dispatch_test.exs,
retry_policy_exponential_test.exs, retry_policy_test.exs,
sink/{sqs,google_pubsub,http}_test.exs): a row 7 h in with 200 attempts
keeps retrying while one past max_elapsed_ms is dead-lettered by its next
failure; no retry is scheduled past the horizon (a property test over
generated policies and failure sequences); a real outage with
max_elapsed_ms: 1500 and no attempt limit dead-letters at the horizon, not
at an attempt count; a Retry-After is capped by dispatch.max_retry_after_ms
and the horizon; a per-source retry: is honoured across a restart of a
persistent source store, and the row's first_attempt_at survives one; a row
parked behind an open breaker is due by its horizon and dead-lettered past it;
a {:permanent, {:config, _}} failure emits
[:ankusa, :dispatch, :config_error] (and metrics_test.exs counts it); SQS
and Pub/Sub auth/queue/topic errors are config errors, throttles a jittered
{:retry_after, ms, _}; HTTP 409 is transient, 425 a pause, 451
permanent. claim_check_test.exs, admin/router_test.exs and
source_store_persistent_test.exs hold the horizon against
claim_check.bucket_expiry_days: boot refuses a configured or stored source
that outlasts it, and an admin write of one is 422 retry_exceeds_claim_expiry.
	Dispatch, per tenant (dispatch/isolation_test.exs, describe "per-tenant scheduling"): tenant fairness runs a tenant at 99 times another's load
behind a slow sink and asserts the light tenant's p99 delivery lag is within
2× of its solo p99 (floor 25 ms), the heavy tenant never holds more claimed
rows than its window and never runs more attempts than its concurrency; a
page is split across the active tenants instead of going to the one with the
oldest rows; a breaker, and sink_concurrency, are per tenant (one tenant's
failing or slow sink parks or holds nothing of another's); a tenant's own
dispatch.tenants window caps what it claims, and
ankusa_dispatch_tenant_inflight reports it and then reports 0. The new
keys' ranges are in config_test.exs. bench/tenant_fairness_bench.exs
(MIX_ENV=test mix run bench/tenant_fairness_bench.exs, not part of
bench:gate) runs the same 99:1 load through the edge and prints both
tenants' p99.
	Tenant erase (tenant_test.exs, tenant_s3_integration_test.exs):
erase leaves no trace fills a tenant and its neighbour with sources, routes,
an override, delivery rows in every state, held hooks, dedupe keys and claim
objects, erases one, and scans every column family, the claim store and the
edge's tables for its id and ordinal: nothing is left, the counters equal a
fold of the rows, and the neighbour is untouched. A lifecycle consumer is
told in order (deleted of each source and route, then tenant.deleted) and
a replay of the window emits nothing else of the tenant.
a running attempt cannot put a row back erases while a slow sink's attempts
are running and asserts no row, counter or marker remains, even after the
retry would have been due. A tenant being erased takes no hook (503 tenant_erasing, the quarantine pen too) and one that was erased is a new
tenant. a fetch of an erased hook is gone archives hooks, erases, and
asserts Storage.fetch/2 is {:error, :gone} for them and not for the
neighbour's, and that an archive replay skips them. resumes after kill -9
runs the erase in a child BEAM, kills it with kill -9 in the queue stage
while its sink never answers, reopens the store, and asserts the tenant is
still closed, the job runs to erased, one tenant.delete audit row and the
tenant.deleted event exist, and the neighbour's hooks are all still
stored. The request cases cover a wrong confirm, default, a bad name, a
configured source, and the admin routes (202, the status, the audit actor);
admin/router_auth_test.exs has the 401/403 cases, a token for the
tenant itself included. The S3 test puts claim objects for two tenants in
floci, erases one, and asserts its prefix is empty and the other's objects
remain.
	Filesystem durability (fsync_test.exs): the helpers return an error
for a path they cannot open, write or rename, never raise, and write_file
replaces content in one step and leaves no temp file. mkdir_p/2 fsyncs the
parent of every directory from the root down to the target on every call,
even when the directories already exist (traced, in order). The fsync order
on disk is checked by strace on Linux, not in the suite.
	Storage (storage_test.exs): compaction round-trips every hook
byte-for-byte with its seq, and a tick writes one segment plus one index
object; a hook survives one cleared obligation and is reclaimed once both
clear, in either order; without the :storage role a delivered hook is
reclaimed straight away (W5); roll_bytes caps a segment's size; a failing
blob store fails the tick without crashing it and the next tick retries; and
the catalogue lives in the store, so fetch survives an instance restart. The
segment format and archive layout (DUR-8): codec_test.exs holds golden
vectors of the segment (formats 0 and 1) and index (formats 0 and 1) objects
and refuses tampered, truncated, newer and hostile ones (versioned header,
safe idx: an index naming an atom the node never saw is refused, not
interned); storage_test.exs pins the archive/v1/dt=<day>/<node>/ layout and
its manifest, a segment or index altered on disk (not served), time roll (a
partial segment waits storage.roll_ms, a backlog of roll_bytes does not,
tick/1 flushes), storage.max_segments_per_tick, reconcile other node (a
second node serves the first's segments by day and reconciles them, never
settling its own obligations) and the legacy seg/ layout.
	Claim Check (test/ankusa/claim_check/, test/ankusa/dispatch/claim_check_test.exs):
reference parsing (URN grammar, tenant and ULID claim-id rejection, date
partitions from the pack id's timestamp, claim ids locating their pack and
position); pack building (index rows, ZIP offsets, manifest, standard-reader
round-trip); pack/redeem round-trips over LocalFS; tampered-object
integrity detection; 404 for a claim id past the end of its pack's index;
packing per tenant per batch with pack_max_bytes splitting and
failure isolation; check-in-once (a fat hook on two sinks and a failing
retry writes one object); validate_config!/1 boot-time rejections; the
:claim_check role's read-only HTTP API; the gateway's integrity check
(router_test.exs, "integrity": a flipped body byte or an unparsable
manifest is 502 integrity_mismatch, integrity_check: :off serves and
sends no digest, x-ankusa-sha256 on 200/206 only, 100 concurrent
HEADs of one claim cause one store read and 100 GETs three — index,
manifest, claim — and the manifest's digests in pack_test.exs); and the
LocalFS retention sweeper deleting whole dt= day partitions (sweeper_test.exs,
"bounded sweep": 10 000 partitions over 100 tenants, one tenant per tick, a
restart resuming after the persisted cursor, a tenant the budget cut short
staying the next tick's); a claim batch where an upload process dies or a store
raises answering unavailable for that pack's items only, and the pack limits
in split/3 (batch_test.exs, "batch exit handled"). The gateway,
sweep and archive series are in metrics_test.exs ("gateway metrics",
"archive metrics") and the compactor's failure and age events in
storage_test.exs.
	Property tests (test/ankusa/property/, StreamData,
5 000 runs per property by default; PROPERTY_RUNS=50000 mix test test/ankusa/property for a long soak; generators in
test/support/generators.ex). Each one states what a parser or codec must
hold for any input, not for the examples someone thought of: a claim ref
parses back to itself, and whatever Ref.parse/1 accepts is the canonical
spelling; a pack built from 1–600 claims of 0–1 MiB reads back byte for byte
by Pack.locate/2 and by a standard ZIP reader (and the 65 532-claim
ceiling builds, one more is refused); Envelope.from_binary/1 inverts
to_binary/1,2 field for field in both encodings and never raises on
arbitrary bytes; Ingest.check_headers/1 never raises and
agrees with the byte-class definition on raw bytes; Net.parse_cidr/1 is an
error or the exact range its prefix names, with the IPv4-mapped refusal;
the 0.3 import's frame scanner forgives a torn tail (every whole frame
imports), refuses the boot with a named error when an acked frame sits past
damage (bit flips in the payload, CRC, length, magic or version, zeroed
headers), and never raises on arbitrary bytes as a WAL, term log or
cursor/floor sidecar (a CRC-valid frame around a payload that is not an
envelope still raises, by design: Store turns that into a refused boot);
Verifier.Hmac never raises for any scheme, template, header list or
secret, verifies a request signed per its scheme under every key of a
rotation list, and refuses a tampered body, a wrong key and a stale
timestamp; Dedupe.key/2 never raises, clamps to 200 bytes, and follows a
JSON path to exactly the string or integer at its end. The corpus under
test/fixtures/corrupt_frames/ (see its README.md) is torn, bit-flipped and
zeroed 0.3 frames and unreadable sidecars, each of which has to make the
import return {:error, _}. A counterexample is fixed in the same change and
its shrunk case kept as an example test. The first runs found four:
hash: sha1 raising in :crypto.mac/4 and an invalid inline scheme raising
out of verify/2 (both pinned in verifier_test.exs), a pack of 65 535
entries that :zip cannot open (the ceiling test above), and a torn WAL
header zero-extended into a "frame" of length 0 (store_migrate_test.exs).
	Route management (test/ankusa/net_test.exs, net/client_ip_test.exs,
routes/matcher_test.exs, routes_test.exs, edge_route_guard_test.exs,
routes/router_test.exs): example-based (CIDR parsing is also covered by the
property tests above). cidr (the
dependency) does the prefix bit math, so net_test.exs pins the small surface
Ankusa keeps on top of :inet — address parsing, canonical rendering, the
IPv4-mapped-to-IPv4 normalization, and parse_cidr/1, where junk is an
:error rather than a raise and an IPv4-mapped range is rejected because a
normalized address could never match one.
net/client_ip_test.exs walks the forwarded chain entry by entry: the header
is read only from a trusted peer, every x-forwarded-for value is joined in
order, the chain is walked right to left, an entry with a port or IPv6 brackets
is read, an unreadable entry before the client denies the request, and no
header falls back to the peer. routes/matcher_test.exs covers the
path-pattern grammar and every negative case (%2F, ./.., a wildcard that
is not last). routes_test.exs covers the ETS store's cap, authorize/4's
decision matrix (including a route's own rules replacing the global list, and
a global deny beating them), the decision cache, the dry run's rule and scope
reporting, telemetry, and CRUD. edge_route_guard_test.exs drives the guard
with real requests and asserts its store effects (a rejected request writes
nothing); routes/router_test.exs drives the management API over both
Plug.Test.conn and a real socket, plus its 401/403 cases (admin/router_auth_test.exs
does the same for every Ankusa.Admin.Router route; admin/auth_test.exs covers
tokens, JWTs against a stub JWKS endpoint, and client certificates). routes/router_openapi_test.exs is the
contract test for that API: it drives every documented operation from the
examples in priv/openapi/admin.v1.yaml — path parameters, query parameters,
and request bodies included — and drives every documented error response with
a request that produces it, running each through the real router and checking
the status, schema, and field names against the document, plus the documented
method matrix, 404s for the near-misses of the documented surface, and every
example against its own schema, so the spec and the code cannot drift apart.
	A loss checker (loss_test.exs): the one test here that runs a separate
OS process. It starts a child BEAM that owns the same store as the test's
instance and ingests concurrently, waits for 500 printed acks, then
kill -9s the child — no clean shutdown, no flush beyond the sync: true
commit that preceded each ack — reopens only the store over the same data
dir and proves every acked id reads back. Zero tolerance: this is the test
that actually backs the wal.type: disk half of the core invariant claim in
architecture.md, not just
the description of it. The wal.type: none half is backed by
edge_direct_test.exs, which asserts the response really does wait for the
sink's confirm — and is a 503 when that confirm never comes. A full disk,
a failing disk and a power cut are the crash drill's, below.
loss_test.exs also runs the harness with TENANTS=4 (four sources, each
owned by a tenant and with a sink): after the kill -9, every hook has one
due row under its tenant's ordinal, pending_for_tenant/2 agrees, and the
stored per-tenant counters equal a fold of the index (counters equal the index after kill -9).
	A drain checker (drain_test.exs, OPS-4): like the loss checker, it runs a
separate OS process. A child BEAM (test/support/drain_harness.exs) runs
the real :ankusa application with one edge + dispatch instance and a slow
sink, and a STALL command suspends its queue writer so 200 POSTs sit in
the batchers. The test sends SIGTERM and asserts what the clients and the
store saw: /ready answers 503 with "status":"draining" within 100 ms of
the signal, every request is answered 201 or 503 with zero connection
resets, the child exits 0, and every 201's hook id is in the store
after a restart (it prints drain: ready flips in <n> ms; zero resets; …).
The in process tests cover Ankusa.Instance.Drain (it closes the ingress
listener, waits while a batcher still holds a record, and is a no-op for an
instance that never started) and Ankusa.Edge.Batcher.queued/2; the same
drill runs against the built image in mise run docker:smoke (see Listeners).
	Lifecycle events (lifecycle_test.exs, replay_test.exs): through a real
instance, a source's create/update/delete and a route's
create/replace/patch/delete each deliver one CloudEvent to the configured
sink, the source's secret arrives redacted, a refused change emits nothing,
and the store assigns no seq to an event (it is not a hook). The outbox:
survives kill runs test/support/lifecycle_harness.exs in a child BEAM
whose only sink never confirms, creates a source, and is kill -9ed the
moment SourceStore.put/6 returns; the reopened store delivers
source.created. ordered by revision puts three rapid updates through a
sink that is slower the lower the revision and sees them in order;
publishing the same row twice gives the same event id, body and
idempotency key (a replay adds replayid and nothing else); a publisher
killed before its cursor moved delivers again with the same id; the row
holds no entity (it sits beside it, redacted); what changed while lifecycle
was off is not announced. A pending row of a change nobody saw finish is
settled from the subject's state: applied is announced, not applied is not,
neither is announced as a state refresh, a deletion that was applied carries
the entity the row recorded, and a row left across a restart is settled at
the next boot. lifecycle replay re-emits a window (since/until/
tenant) under the job's id with the original event ids, an empty window
finishes, a node with no lifecycle sink refuses the job. A refusing sink is
retried until it confirms; when the retries run out the event is dropped
and counted but the change stands; a broken sink (one that raises, or
returns neither :ok nor an error) never keeps another from receiving the
event or crashes the publisher; with no lifecycle sinks there is no
publisher. ankusa:lifecycle is a 404 at ingest, an event over a sink's
inline threshold is claim-checked under a valid tenant and redeems to the
event, and each invalid lifecycle config is refused at boot. The Redis
route and source stores (ankusa_redis, redis_lifecycle_test.exs, needs
the package's compose Redis): a child BEAM leaves a pending row for each
place a kill -9 can land (change applied, not applied, state changed
elsewhere) and the reopened node announces the applied ones and the current
state, and nothing for the one that never happened.
	The AsyncAPI document (async_api_test.exs, plus GET /asyncapi.json in
admin/router_test.exs): sources on one address share a channel, sinks
without a channel are absent, a computed address is a channel of its own, the
tenant is fixed in a message only when the route resolver takes it from the
source, ids that collide once sanitized stay distinct, lifecycle sinks add a
channel naming the CloudEvent schema, and every document async_api_spex
validates. The adapters' *_describe_test.exs pin what each sink advertises
(and that no credential reaches it) without a broker.

The object-store transport has its own unit suites against Req.Test stubs, no
emulator needed: blob_store_retry_test.exs (full-jitter retries, Retry-After
honoured and {:throttled, seconds} when it does not fit, the one operation
deadline, the per-bucket breaker on failures and on p99 latency),
blob_store_conditional_test.exs (put_if_absent on every adapter),
blob_store_checksum_test.exs (digest headers on PUT, {:error, :integrity} on a
corrupted GET), blob_store_multipart_test.exs (a 16 MiB pack under a
1 MiB/s-link stub that times out any single request over 10 MiB, so only parts
get through), blob_store_credentials_test.exs (GCS metadata server, Azure
managed identity and OCI instance principal tokens refreshed on a 401),
blob_store_pool_test.exs (one Finch pool per endpoint, pool_size and
pool_timeout against a real slow endpoint, option ranges) and the "conditional
pack writes" cases of claim_check_test.exs (a collision gets a fresh id with the
original intact; Retry-After: 3600 returns inside the deadline).
The outbound connection pools (Ankusa.HttpClient.Pools) are tested against real
listeners in http_client_test.exs: pool reaped (an idle pool is closed by the
sweep, with its connections; one serving a request is not), http2 (ALPN against
a private-CA TLS listener, and protocols: [:http1] and a sink's pool: override
forcing HTTP/1.1), the two ceilings (max_pools closes the least recently used
idle pool; max_pools_per_tenant closes only the tenant's own), the refusal
({:unavailable, :pool_limit} with every pool serving a request, retryable), a
deleted source's pools, the sizes and ranges, and the boot warnings.
sink/http_test.exs proves the pinning on pooled connections: every connection a
pool opens goes to the address the egress check validated (a name that resolves
nowhere else still connects, verified against the name), and a name that turns
private between two deliveries through one pool is denied on the second, before
the pool is touched. bench/pools_bench.exs (MIX_ENV=test mix run bench/pools_bench.exs, under a minute; raise ulimit -n first, as it holds
about 2 100 descriptors at its peak) sends one request to each of 10⁵ origins at
the dispatch concurrency and checks that live pools never pass max_pools,
nothing is refused, and no pool or socket is left after the sweep (it prints the
peak pools, client sockets, file descriptors and RSS, and the same after the
sweep). It also compares the owned pool with Req's default at one origin
(median of five alternating rounds): the 100 ms sink must keep 90 % of the
default's requests per second; the zero-latency sink's ratio is printed and not
gated, since there it measures the pool's per-request bookkeeping alone.
The :integration-tagged tests (test/ankusa/blob_store_s3_test.exs,
blob_store_gcs_test.exs, blob_store_azure_integration_test.exs,
blob_store_oci_integration_test.exs) exercise BlobStore.{S3,GCS,Azure,OCI}
against real running emulators: put/get round-trip, get_range byte-slicing,
:not_found, list+delete, put_if_absent on an existing key, and a 16 MiB
multipart round-trip. store/backup_s3_integration_test.exs runs a
store backup and restore through floci S3, and sse header on put: a segment,
a backup and a claim PUT, recorded on their way to the emulator, all carry
x-amz-server-side-encryption. sink/sqs_integration_test.exs
delivers through Sink.SQS to floci's SQS and reads the queue back: the
Ankusa.Sink.Message body, the message attributes and FIFO group, one stored
message for a retried FIFO delivery and a second for a replay, a missing queue
as an {:sqs, 400, _, _} error, and a standard queue. Through the batcher:
sqs batch partial failure (ten FIFO deliveries in one SendMessageBatch, the
emulator refuses the entry without a group, exactly that delivery is permanent
and the other nine are stored), sqs batch order (one group's messages arrive
in the order they were admitted) and a standard queue's batch.
sink/google_pubsub_integration_test.exs publishes through
Sink.GooglePubSub to floci-gcp's Pub/Sub and pulls the subscription back:
the Ankusa.Sink.Message data and attributes, an ordering key, a missing
topic as a transient error, and pubsub batch: 50 deliveries are one publish
(one [:ankusa, :sink_batch, :flush] event) and all 50 arrive. The unit tests
(sink/google_pubsub_test.exs) hold the bisection: one invalid message among
999 good ones is one dead entry and 999 delivered, within 1 + 2·⌈log₂ 1000⌉
requests. Excluded by default
(test_helper.exs:ExUnit.start(exclude: [:integration])) because they
need live infra:
mise run test:integration

It starts packages/ankusa/docker-compose.integration.yml (floci S3 and SQS on
:4566, floci-gcp (GCS and Pub/Sub) on :4588, floci-az on :4577, floci-oci on :4599), waits for
the bucket/container bootstrap, runs mix test --only integration (the tagged tests alone; the rest is
check:package ankusa's) in
packages/ankusa, and tears the emulators down. CI runs it as the
core integration (floci) job.
Every floci emulator runs in persistent storage mode (the images default to
in-memory) with its state on a named Docker volume, so it survives an emulator
restart; the task's down -v removes those volumes, so each run starts empty.
The example compose files that use floci do the same.
async_api_spex: mix test
mise run check:package async_api_spex    # 62 tests + the standalone scaffold, no external infra needed

Covers: a document declared with use AsyncApiSpex.Schema / Message encoding
to the exact AsyncAPI 3.0 JSON (lowerCamel keys, no nulls, $refs into
components, x- extensions inlined), two modules claiming one component name
raising, each validator rule failing with one error that names its JSON path,
bad macro options raising at compile time, AsyncApiSpex.Plug.RenderSpec
answering application/asyncapi+json, AsyncApiSpex.Plug.Viewer answering an
HTML page that loads the document (with a </script> in its config unable to
close the page's script block), and mix async_api_spex.gen writing a
decodable file. The decorators (Schema fields:, use AsyncApiSpex.Channel,
use AsyncApiSpex.Spec) are covered by the README's shop example producing the
exact server, channel, operation, message, and schema JSON, otp_app: discovery,
server and message sharing and conflicts between channel modules, a struct
schema that references itself, channel options that fail only when the
document is built (a server host that evaluates to nil, colliding message
keys), and the main compile-time option errors.
After the suite, packages/async_api_spex/scripts/standalone.sh proves the
library outside this repo: it fails if lib/ mentions Ankusa, then scaffolds a
fresh mix new app depending on only the checkout (by path) and plug,
decorates a producer and a consumer that share a Kafka server, assembles the
document with otp_app:, and checks it validates, that RenderSpec and the
Viewer answer from a Plug.Router, and that mix async_api_spex.gen writes
it, all under mix compile --warnings-as-errors. KEEP=1 leaves the scaffold
in place.
ankusa_rabbitmq: mix test
Same pattern: every test needs live RabbitMQ (on :5673 AMQP, :15673
management UI):
mise run check:package ankusa_rabbitmq   # 11 tests

Seven tests are in rabbitmq_test.exs and four in rabbitmq_describe_test.exs.
Covers: inline-payload publish + decode, fat-payload claim check-in (message
carries a claim reference and its sha256, the claim round-trips through Ankusa.ClaimCheck.redeem/3
against a real BlobStore), routing key as both a static string and a
function, {:error, {:unroutable, key}} for a mandatory publish with no bound
queue, a broker-closed channel being reopened with the exchange re-declared,
{:error, :nacked}, and an unreachable broker asserting
{:error, :not_connected} (not :econnrefused, and not a hang).
ankusa_kafka: mix test
Same pattern, against Redpanda on :19092:
mise run check:package ankusa_kafka      # 10 tests

KAFKA_BROKERS (default localhost:19092) points the suite at another
broker. Each test creates its own topic in setup and deletes it in
on_exit, and records are read back with :brod.fetch/4, so no consumer
group is involved. Covers: inline record round-trip (value, key, headers,
event timestamp), fat record claim check-in plus redeem, :key as a static
string and as a function, an unknown topic being an error that is not
auto-created, and an unreachable broker failing within produce_timeout_ms
instead of hanging.
brod's crc32cer NIF compiles from source, so the first mix deps.compile
needs a C toolchain and CMake ≥ 3.16; .mise.toml pins CMake, so
mise install covers the second.
ankusa_nats: mix test
Same pattern, against NATS with JetStream enabled (on :4223 client, :8223
monitoring):
mise run check:package ankusa_nats       # 9 tests

NATS_SERVERS (default localhost:4223) points the suite at another server.
Each test creates its own stream with Gnat.Jetstream.API.Stream.create/2
(subjects: ["ankusa.test.<n>.>"], memory storage) and deletes it in
on_exit, so nothing depends on a stream being pre-provisioned. Covers:
	an inline message: the subject it landed on, the nine headers asserted in
nats_test.exs (nats-msg-id, ankusa_id, ankusa_source_id,
ankusa_tenant_id, ankusa_idempotency_key, ankusa_message_version,
content_type, ankusa_dedupe_key, ankusa_replay_id), the
Ankusa.Sink.Message body, and Gnat.Jetstream.API.Stream.info reporting
the message as stored, which is what proves the :ok came from JetStream's
publish ack rather than from a successful socket write;
	a fat payload checked in through ClaimCheck, the message carrying a
claim reference that redeems to the original bytes;
	:subject as a static string and as a 1-arity fun;
	a subject no stream covers being {:error, :no_stream}, with
Gnat.Jetstream.API.Stream.list confirming no stream was created for it:
the sink never creates one;
	a publish the stream itself refuses (max_msg_size exceeded) being an
error, not a stored hook. JetStream answers that with "seq": 0 and an
"error" in the same ack, so this test is the one that pins the sink's
error-first ack parsing;
	an unreachable server failing fast (:econnrefused, not a hang).

gnat is pure Elixir, so unlike ankusa_kafka this suite needs no C
toolchain.
ankusa_redis: mix test
Same pattern, against Redis on :6399:
mise run check:package ankusa_redis      # 29 tests

REDIS_URL (default redis://localhost:6399) points the suite at another
server. Two instances in one VM share one namespace, which is how the suite
tests multi-node behaviour without a cluster: CRUD round-trips through
Ankusa.Routes, the cap is enforced against the shared hash, a write on one
node reaches the other over pub/sub without waiting for a tick, a raw write
with no broadcast is still picked up by the tick, a Redis error on a write is
:store_unavailable and leaves the local mirror untouched, and a boot against a
Redis that is not there (or against a corrupted definition) fails instead of
starting a node that would deny everything. The suite deletes only the keys under
its own namespace (ankusa:routes:test) between tests — never FLUSHDB, which
would wipe a Redis you happen to share with it.
The Redis source store has its own suite
(test/ankusa/source_store/redis_test.exs). Its secrets-at-rest cases: with
secrets.kek the hash entry holds no plaintext secret while every node with
the key reads it (and an update that omits the secret merges the decrypted
copy); a node with no key for an entry refuses its first boot and the log names
the entry; a kek_provider that fails refuses it too; rewrap/1 moves
plaintext and previous-key entries to the current key, writes nothing and moves
no version when there is nothing to move, and a node with only the new key then
reads everything.
test/ankusa/rate_limiter/store/redis_test.exs (12 tests) covers the fleet store
(Ankusa.RateLimiter.Store.Redis, TEN-6) with two instances in one VM on one
namespace standing in for two edge nodes. fleet limiter: two nodes enforce
one tenant's 10 rps combined (the burst plus what refilled, where per-node
buckets would admit double), the byte bucket and a 429's Retry-After, and an
override change resetting the fleet bucket. fleet dedupe: the same event
key posted to each node is one stored hook (the second answers 201 duplicate
with the first's id); a claim whose commit failed (wal: none, refusing sink) is
released so the retry on the other node stores the hook; a claim still pending
is 409 dedupe_pending and stores nothing until it expires; a promoted key is
committed:<id> for the source's TTL. degrades without redis: Redis behind
a TCP forwarder that is killed mid-run, then restored — every answer is a 201 or
the node's own 429, never a 5xx, the breaker opens and
ankusa_fleet_limiter_degraded reads 1, and the half-open probe closes it; and
a forwarder that delays every reply 500 ms, where the ack p99 over 200 hooks
stays under 150 ms and the breaker is open. A flushed script cache is answered
with EVAL. The stub-store counterpart, which needs no Redis,
is core's edge_fleet_test.exs: one store call per hook, the two-phase claim,
the breaker's open, half-open and failed-probe transitions, and the fallback.
test/ankusa/sink/redis_test.exs (6 tests) covers Ankusa.Sink.Redis against
the same server, subscribing with Redix.PubSub in the test process: an inline
message arriving on the channel with the Ankusa.Sink.Message body, a fat
payload checked in through ClaimCheck and the message carrying a redeemable
claim, :channel as a static string and as a 1-arity fun, a publish to a
channel with no subscriber being {:error, :no_subscribers}, durable? pinned
— including Ankusa.Queue.validate_config! refusing a
wal: none source whose only sink is this one — and an unreachable server
failing fast (:econnrefused, not a hang). Every publish in the suite goes to
a per-test unique channel and instance, so tests never see each other's
messages.
Broker fault injection: toxiproxy (*_faults_test.exs)
Each broker adapter's suite has a fault suite beside its happy-path one
(ankusa_rabbitmq/test/ankusa/sink/rabbitmq_faults_test.exs,
ankusa_kafka/…/kafka_faults_test.exs, ankusa_nats/…/nats_faults_test.exs,
ankusa_redis/…/redis_faults_test.exs). The adapter's docker-compose.yml runs
a toxiproxy service beside the broker,
the sink under test is pointed at the proxy instead of the broker, and the test
adds latency, drops or a cut connection to the proxy through its HTTP API, or
docker compose kills the broker itself and starts it again. The test's own
reads (what did the broker retain?) go straight to the broker.
	Package	Proxy listens on	Toxiproxy API	Broker killed (docker compose kill)
	ankusa_rabbitmq	:5674 → rabbitmq:5672	:8475	rabbitmq
	ankusa_kafka	:19093 → redpanda:9093 (a proxied listener that advertises the proxy, so a client bootstrapped through it stays on it)	:8476	redpanda
	ankusa_nats	:4224 → nats:4222	:8477	nats (streams in the suite use file storage so they outlive it)
	ankusa_redis	:6400 → redis:6379	:8478	redis

TOXIPROXY_URL and the adapter's *_PROXY_* variable (named in each suite's
@moduledoc) point a suite at another toxiproxy. The shared harness
(Ankusa.Toxiproxy, Ankusa.BrokerFaults) is
packages/ankusa/test/support/broker_faults.exs; each adapter's
test_helper.exs loads it and core's suite never does.
The contract every suite asserts: deliver/3 answers :ok only for a message
the broker retained, every other answer is a transient error (never
{:permanent, _}), and a row dispatch retries lands once the broker is back.
An error does not mean "not stored" (a confirm that was lost, or arrived after
the caller's deadline, is a stored message: delivery is at-least-once), so each
suite also reads the broker to show that the message of a failed attempt is
there, and what the retry added. Four scenarios, each in every suite:
	the broker killed with a publish in flight. RabbitMQ: max_inflight
publishes (4) wait on their confirms, a fifth is {:error, :busy}, the broker
is killed; every answer is :ok (only for what the broker had kept across the
kill) or a retryable error, and the retries arrive. Kafka and NATS: the
acknowledgement is held in the proxy while the broker is killed; the delivery
fails retryably, the retry lands (NATS: the stream holds the message once,
Nats-Msg-Id). Redis: the PUBLISH is held in the proxy when the server
dies, so no subscriber ever receives it; the delivery fails retryably and the
retry reaches a fresh subscriber.
	the per-publish timeout expiring mid-flight (confirm_timeout_ms,
produce_timeout_ms, publish_timeout_ms): the reply is delayed past the
timeout, the answer is that timeout's error, and the broker holds the message
anyway.
	an acknowledgement lost with its connection (RabbitMQ's confirm, Kafka's
produce ack, JetStream's publish ack, Redis's PUBLISH reply): the broker
stores the message, the proxy drops the reply and cuts the connection; the
answer is a retryable error, the broker holds the message, and the retry is
answered :ok.
	latency above the attempt deadline. The sink runs inside a real dispatch
pipeline (dispatch.attempt_timeout_ms 1 s) against a reply delayed to 3 s:
the attempt is killed and counted as failed, the row is not dead-lettered
and stays due, and once the latency is gone dispatch delivers it (NATS: the
stream holds it once).

examples/fleet-e2e/run.sh's chaos phase adds the whole-fleet version: RabbitMQ
restarts at +36 s under the paced load, and the run still ends missing=0
(below).
SDK conformance: one harness across the SDKs
packages/sdk-python, packages/sdk-typescript, packages/sdk-rust,
packages/sdk-ruby, packages/sdk-go, packages/sdk-php,
packages/sdk-elixir, packages/sdk-java, and packages/sdk-clojure are the
nine client SDKs.
Rather than hand-write each one's edge-case tests, all nine are checked
against the same language-neutral vectors in conformance/: a feature manifest
(features.json), JSON cases (cases/*.json), and a native runner per SDK
(packages/sdk-python/tests/test_conformance.py,
packages/sdk-typescript/src/conformance/conformance.test.ts,
packages/sdk-rust/tests/conformance.rs,
packages/sdk-ruby/test/conformance_test.rb,
packages/sdk-go/conformance_test.go,
packages/sdk-php/tests/Conformance/ConformanceTest.php — the PHP runner
stands up PHP's built-in server on a free port to answer as the mock gateway —
packages/sdk-elixir/test/conformance_test.exs, whose runner hand-writes a
:gen_tcp gateway so it can abandon a delayed response mid-flight the way the
timeout vectors require,
packages/sdk-java/src/test/java/io/github/jamescarr/ankusa/conformance/ConformanceTest.java,
a JUnit Jupiter @TestFactory that starts the JDK's own
com.sun.net.httpserver.HttpServer for the mock gateway, and
packages/sdk-clojure/test/ankusa/sdk/conformance_test.clj, which registers
one clojure.test var per case and uses the same JDK HttpServer as the mock
gateway).
mise run check:conformance    # validate conformance/, check core's encoder, run every SDK

The checker (conformance/check.mjs) fails if a packages/sdk-* directory is
unregistered, a feature has no cases, or a case names an unknown feature or
operation; then it regenerates the producer vectors and runs each SDK's runner
in that package's directory. Each runner also runs inside its own
mise run check:package <pkg>. Adding a feature to features.json makes every
SDK fail until it implements the feature; the vector format and runner contract
are in conformance/README.md.
The vectors are decoder-only except one file. cases/producer.json
(message.producer) is generated by mix ankusa.conformance.gen from
Ankusa.Sink.Message.encode/3 (core's conformance_gen_test.exs asserts the
checked-in file is what the task writes), and check.mjs runs the same task
into a temporary file and fails when the two differ. So a field added to the
encoder without a vector update fails check:conformance, naming the message
keys that drifted, and once the vectors are regenerated every SDK has to decode
what the encoder now writes. message.versions and message.decode.v2_additive
pin the version range (1 and 2) every SDK accepts and that a v: 2 message is
decoded like a v: 1 one; lifecycle.decode covers decode_lifecycle.
webhook.require_signature (cases/receive.json) is the receiver half of
signed-by-default: every SDK's receive_delivery refuses an unsigned delivery
unless told allow_unsigned, verifies a signed one, and judges the signature
before the hook id. The Elixir Ankusa.SDK.Receiver plug is tested on top of it
(receiver_test.exs: it refuses to start without a secret, answers 401 to an
unsigned POST).
Verifying the worked example
examples/rabbitmq-consumer/ isn't a Mix
test suite. It's verified by actually running it:
cd examples/rabbitmq-consumer
docker compose up --build
curl -XPOST localhost:4000/webhooks/demo -H 'content-type: application/json' -d '{"id":"evt_1"}'
docker compose logs worker     # confirm the hook printed
docker compose down -v

examples/kafka-sqs-consumer/ is verified
the same way, plus its three failure drills (bridge down, worker down, poison
claim, each with its own docker compose commands and expected output in
that example's README). After it's up, one small and one fat hook exercise
both payload paths end to end:
cd examples/kafka-sqs-consumer
docker compose up --build -d --wait
curl -XPOST localhost:4000/webhooks/demo -H 'content-type: application/json' -d '{"id":"evt_1"}'
python3 -c "import json;print(json.dumps({'id':'evt_2','items':[{'n':i} for i in range(2000)]}))" \
  | curl -XPOST localhost:4000/webhooks/demo -H 'content-type: application/json' --data-binary @-
docker compose logs worker   # via=inline, then via=claim:<id>
docker compose down -v

examples/jetstream-k8s/
is a manual drill on a real kind cluster. CI only does what
mise run check:examples does for it: builds and typechecks the consumer,
compiles and format-checks the control panel, and runs helm lint /
helm template on the
chart. The cluster itself is brought up by hand, and the drills in that
example's README (autoscaling, the claim path, killing pods, cutting
connections with Istio AuthorizationPolicy, gateway faults) are the test:
examples/jetstream-k8s/run.sh
curl -i -XPOST localhost:8080/webhooks/demo -H 'content-type: application/json' \
  -H 'x-demo-event-id: v1' -d '{"id":"evt_1"}'     # 201 through the Envoy gateway
open http://localhost:8080/                          # the control panel
examples/jetstream-k8s/run.sh down

Follow ankusa_rabbitmq/ankusa_kafka/ankusa_nats/ankusa_redis: a
docker-compose.yml for the real
dependency, and tests that
hit the real thing. A mock proves your code calls a mock correctly; it
proves nothing about whether a hand-rolled protocol implementation (SQL,
AMQP, SigV4, whatever) is actually right. Every adapter in this repo that
talks to external infrastructure is tested against a real instance of that
infrastructure, not a stand-in for it. That standard applies to new
adapters too.
Crash-consistency drill: mise run test:crash
loss_test.exs proves the commit order against a kill -9. The drill proves
what that cannot: a full disk, a failing disk, and a power cut. It needs
docker, runs the same child-BEAM harness
(crash_harness.exs,
shared with loss_test.exs) in the elixir:<version>-alpine image the server
builds with, and prints one line:
mise run test:crash
# acked=14940 recovered=14940 missing=0 enospc_503=1 resumed=true

	ENOSPC (mise run test:crash, CI job crash): /data is a 192 MiB
tmpfs. The harness ingests RATE (default 1000) hooks/s of BODY_BYTES
(default 10 KiB) each; at +5 s a filler file takes every free byte. RocksDB
pre-allocates its WAL (about 70 MiB here), so the node keeps acking until
that is used up: the filler stays until a POST has answered
503 store_unavailable and /ready 503 (the store then reopens itself and
may serve again for a while, so the 503s come in bursts). Then the filler is
deleted, and a 201 and /ready 200 must come back on their own. The
instance is kill -9ed under load once it has served again for 5 s and at
least 20 s into the run, the store is reopened with Ankusa.Store alone,
and every id the harness printed as acked must read back (missing=0). The
volume is 192 MiB because the load (10 MB/s) refilled a 96 MiB one within
seconds of the resume, and a node killed on a full disk cannot open its store.
	EIO and power loss (scripts/drills/flakey.sh): /data is ext4 on a
device-mapper device over a loop device. Two 2 s windows (+5 s, +10 s) where
every I/O fails, with the same 503/resume assertions, then at +20 s a power
cut: the device fails every I/O, the instance is killed, the filesystem is
unmounted, repaired and remounted, so anything not fsynced is gone. A tmpfs
cannot show a missing fsync, because kill -9 loses nothing the kernel
already holds (with Queue.Writer patched to sync: false the tmpfs drill
still reports missing=0); this variant can: the same patch gives
acked=9344 recovered=5600 missing=3744 and exit status 1. It needs docker run --privileged with loop and device-mapper support in the Docker host's
kernel and exits 2 where it has neither. CI runs it as the job
crash-powerloss on every PR and every push to main (GitHub's
ubuntu-latest allows it; on a runner that does not, the job reports a
skip), and release:preflight reads that job's result line for the commit
being tagged before a core tag, instead of running the drill. When the job
skipped the drill, it is a manual pre-release step on a privileged Docker host.
The windows use device-mapper's error target rather than dm-flakey, a
module some kernels lack; the fault is the same, I/O errors for 2 s.
A window fails the file data area, not the whole device: the volume is made
with packed_meta_blocks, which puts the journal, bitmaps and inode tables
in one run at the start, and only the blocks after it get the error target
(the power cut still fails everything). With the whole device failing, the
journal's writes failed too, and a journal that cannot be written is aborted:
ext4 then remounts the volume read-only for good (Aborting journal on device, Remounting filesystem read-only, whatever errors= says), which
no application can reopen a store on, so the node did not resume depended
on whether a journal commit happened to land in a window. A drill that still
fails that way prints the kernel's filesystem lines and says the volume went
read-only.
The other half of the fix is in the store: a write failure asks for a reopen,
but the reopen (close, then an open whose recovery flushes the WAL to an SST)
now waits until a synced file write next to the database works
(ankusa_store_reopen_total{result="deferred"}). Without the wait, with the
fault limited to the data area, a reopen that started inside a window was
followed in one of two runs by a store no later open accepted (Corruption: missing start of fragmented record), and the node never resumed; with it,
eight consecutive runs passed.
	What the drills assert about the store's failure reporting. While the
fault is on, /ready answers 503 with a reasons.store (no_space for the
tmpfs, io_error/read_only for the device), and after the node resumed the
metrics listener (METRICS_PORT, 4001 in the drill) must show
ankusa_store_write_failures_total{class} and ankusa_store_reopen_total{result};
the drill prints every ankusa_store_* line, and on a failure the harness's
own log (LOG_LEVEL, stderr) and the kernel's filesystem lines.

RATE, BODY_BYTES, FAULT_AT and KILL_AT (seconds) tune a run. Compiled
deps are kept in .cache/crash, so only the first run builds RocksDB.
Core bench: bench/core_bench.exs
An in-process ingest → dispatch bench for core alone: no HTTP hop, no consumer,
no Kubernetes.
N=20000 CONCURRENCY=256 SINK_LATENCY_MS=5 mise run bench

It builds every request, body included, once before the clock starts, then
ingests N hooks through Ankusa.Edge.Ingest from CONCURRENCY long-lived
client processes that claim the next request off a shared counter (a closed
loop, as before), then waits for a sink that sleeps SINK_LATENCY_MS per
delivery to receive every acked envelope. The timed section holds the
ingest/2 call and nothing the bench itself would have to pay for per hook: an
earlier harness that built each body and started a Task per item spent about
60 µs of CPU per hook on it, which at 10 KB capped the cell at roughly 1.6× the
F1 code's rate however cheap ingest got. STUB_INGEST=1 answers each request
at once instead of calling ingest (and skips the drain): the rate the harness
itself can drive, which has to stay far above any ingest rate the cell is
asked to show. One JSON line plus a table; exit code is non-zero if anything
acked never arrived. It runs under MIX_ENV=test because core's
config/config.exs autostarts the default instance on :4000 outside :test.
The bench reports ingest_per_s, p50_ms, p99_ms (ingest latency),
end_to_end_per_s, drain_s and missing, and exits non-zero if anything
acked never arrived. The numbers are machine-dependent and move with the
pipeline, so run it on your own hardware rather than reading a figure here.
Dual commit: wal.type: dual
ADR 0002 lists every case; each half of the
commit is driven alone with Ankusa.Intake.Memory (a file-backed log with
injectable latency, per-call failures, a lost ack, a held publish) or by taking the
store down, and asserts on what a consumer sees (the 201, the stored hooks, the
sink's deliveries, the log's records):
	queue_dual_test.exs: no ack without intake confirm, the max-not-sum
latency, a log that fails after the local commit (one hook id per dedupe key,
one delivery, the retry is intake_pending until the reconciler completes
the hook and duplicate after), a store that fails after the publish, both
halves failing, a lost ack republished and applied once, the refusals before
either half (open breaker, pending ceilings, record too large), the breaker's
open / half-open / close cycle and that it never degrades to disk-only, the
router's 503s and Retry-After, the fleet claim staying pending, the
startup lines, the metric series.
	intake/reconciler_test.exs: the log half, the local half, a local half that
already landed is not reapplied, a stuck entry releases its claim, a permanent
failure is stuck and kept, hold against a finished entry, claims promote only
when both halves are confirmed.
	intake/recovery_test.exs: replay from m:intake_offset with the original seqs,
duplicate and reordered records, a seq collision re-sequenced, republishing the
local tail (disk to dual), unknown versions, kinds and sources, a truncated
log, a node id mismatch, Recovery.run_offline/2 (what mix ankusa.recover
runs) twice and with --dry-run, a clean stop leaving the offset at the log
head, and the offset staying below a record only the log holds.
	config_test.exs (every intake.* range and the cross-key rules, the
/v1/config redaction), health_test.exs (intake ok, failing as down, failing as recovering).
	health_test.exs (OPS-5): the readiness checks and their gating. A
direct-mode (wal: :none) instance whose sink fails is 503 with sinks: failing and ready again once the sink publishes (or after
listener.ready_sink_error_window_ms); a data dir under listener.ready_min_free_bytes is
503 with disk: failing (unmeasured without :os_mon); a backlog over
queue.max_oldest_due_ms is backlog: failing with a 200; a check that
reports draining gates and makes the body's status draining (and
Health.drain/1 adds the drain check that does), and one that raises is failing (reason error)
without crashing the probe. backup_test.exs covers backup ok/failing and
require_fresh; edge_test.exs the /ready body over HTTP;
admin/router_test.exs that /v1/config shows the new keys.

bench/intake_bench.exs (MIX_ENV=test mix run bench/intake_bench.exs, also run
by mise run bench:gate) compares wal: :dual with wal: :disk in one VM:
Ankusa.Intake.Memory confirms after 5 ms, one client measures the ack p50 over
200 requests with 1 KB bodies, 512 clients measure throughput over 6 000 (the best of three rounds), and the log's mean batch is printed. It passes only if the
dual p50 is within max(disk p50, 5 ms) + 5 ms (the parallel commit costs the
larger of fsync and confirm, not their sum), the dual throughput is at least
10 000 req/s (the plan's per-node ingest SLO, absolute, so a slow disk cannot pass a ratio at half of it) and at least 0.3 x the disk's (a regression guard;
ADR 0002 asked for 0.8 x, which the dual path cannot reach where fsync is near free: 512 clients in a closed loop with one
commit in flight per batcher partition make the mean batch about 128 and cap the
dual mode at clients / (2 x (confirm + overhead)), while the disk mode is
CPU-bound; the ADR's Amendments carry the measurement, and the group commit
of DUR-4 is what lifts the ceiling).
The Kafka adapter is tested against real brokers, in
packages/ankusa_kafka/test/ankusa/intake/kafka_test.exs
(the package's docker-compose.yml has a three-broker KRaft cluster beside Redpanda,
and the tests stop and restart brokers with docker compose): a publish is confirmed
at quorum and its position is the broker's offset; one broker down still confirms and
two down is unavailable; verify/1 refuses min.insync.replicas below 2, a
replication factor below 3, unclean leader election, a retention below twice
backup.max_age_ms and a max.message.bytes below max_record_bytes; the node's
partition survives a partition-count change; replay filters by node, skips unknown
kinds and versions and returns a duplicate record twice; broker error codes map to the four
classes. bench/partition_bench.exs measures what one partition carries.
mix ankusa.recover's option parsing and the --allow-gap audit row are in
intake/recovery_test.exs; the server's wal.type: dual and intake.* keys, the
ANKUSA_WAL_TYPE and ANKUSA_INTAKE_NODE_ID overrides and the credentials' redaction
are in ankusa_server's config_test.exs.
The fleet drill is the end-to-end proof:
examples/fleet-e2e/run.sh --wal dual --kill-node loses ankusa-a and its volume under
1 000 req/s with RabbitMQ paused (so the acked hooks are undelivered), starts a
replacement with the same node id, stops the three intake brokers (every request
503 intake_unavailable, none acked, /ready 503) and restores the node from the
secondary backup alone with recover: missing=0, duplicate_hooks=0.
--wal disk --kill-node runs the same host loss and must lose the hooks acked
since the last backup, so the drill proves the difference. See
examples/fleet-e2e/README.md.
Group commit
	queue_test.exs (group commit): calls queued behind a suspended writer are one
synced commit ([:ankusa, :commit, :stop] batch_size) with dense seqs and each
caller's replies in its own order; a call that would pass
batcher.group_commit_max_records or group_commit_max_bytes starts the next group.
	dedupe_test.exs (the same key on two batcher partitions): the same dedupe key
posted at once to two partitions, with the writer suspended so both read it as
absent, yields one hook, one delivery row and a duplicate with the first hook's
id, whether the two calls merge into one group or commit as two; a key the sweeper
deleted is not remembered as live. queue_dual_test.exs has the wal: :dual
case (the retry meets an unconfirmed original: intake_pending).
	queue_test.exs (the WAL fsync is pipelined): a group is in the store (a reader
sees it) and not acked, not durable (Syncer.durable_seq/1) and not due
(Syncer.visible/2) while its fsync runs; group N+1 is applied, with dense seqs,
while group N syncs; a failed fsync (the store taken away under it) answers the
group with an error, fences the writer, deletes the group's rows once the store is
back, and the provider's retry (same dedupe key) is stored once.
dispatch_test.exs (a group applied but not yet fsynced is not delivered) holds the
fsync with a telemetry handler on [:ankusa, :wal_sync, :start] and asserts the sink
gets nothing until it returns; queue_dual_test.exs (no ack before the local fsync, even once the log has confirmed) does the same under wal: :dual.

bench/store_commit.exs (MIX_ENV=test mix run bench/store_commit.exs) drives
Ankusa.Edge.Batcher.commit/4 with 10 KB bodies over 4 partitions and makes the
WAL fsync cost 1, 5 and 10 ms (a telemetry handler on [:ankusa, :wal_sync, :start]
sleeps in the syncer before its sync_wal). Throughput: 256 closed-loop clients,
grouped against ungrouped
(group_commit_max_records: 1, max_commits: 1, group_commit_delay_ms: 0: one write
per partition batch), printing records/s, groups applied/s, fsyncs/s, mean group,
groups per fsync, the writer's mean apply time and ack p50/p99. Burst: 1 000 req/s
open loop, the writer stalled for one second, then drained while arrivals continue.
It passes only if grouped is at least 1.5 x ungrouped at 5 ms, the writer applies at
least 1.2 groups per fsync at 5 ms (a writer that waits for each fsync cannot apply
more than one: the fsync is off its critical path), and the ack p99 of the requests
that arrived after the stall is at most 50 ms (the SLO; the group cap is what keeps a
backlog from becoming one 64 MiB commit).
Perf gate: mise run bench:gate
A hot-path change must not make ingest slower unnoticed, so
bench/gate.exs
runs the bench for BODY_BYTES 512 and 10240 (N=20000, CONCURRENCY=256,
SINK_LATENCY_MS=5) and for 512 bytes at CONCURRENCY=32, three runs each,
takes the median of every metric per cell (512B, 10240B, 512B-c32,
512B-ordered),
writes packages/ankusa/bench/last.json, and compares it with the checked-in
bench/baseline.json
({"512B": {"ingest_per_s", "p50_ms", "p99_ms", "end_to_end_per_s"}, "10240B": {...}, "512B-c32": {...}, "512B-ordered": {...}, "runner": "<class>"}). It prints a table with the
delta per metric and fails when a cell's p99_ms is above 1.2× the baseline or
its ingest_per_s below 0.8× it:
FAIL p99_ms 512B-c32: 45.10 > 1.2×21.60 (limit 25.92)
The -ordered cell is the 512B cell with the source's sink ordered: true
(ORDERED=1: 64 keys, so 64 lanes run at once; ADR 0004): the cost of the lane
key at ingest (ankusa_dispatch_lane*), the member put and the sweep. Measured on
one machine (BENCH_REBASELINE=1) it ran within 3 % of 512B on ingest_per_s
(27 596 vs 28 313) and no slower on p99_ms (15.4 vs 17.2 ms); its baseline
entry is measured like the others. An unordered source pays one counter read per
scan (lane_members == 0 gates the sweep): the three older cells did not move.
The -c32 cell exists because of Little's law. At 256 workers the pipeline is
throughput-bound and latency is simply 256 ÷ throughput, so a fixed delay in
the request path (say a Process.sleep(2) in Ingest.ingest/2) changes
neither gated number; the 256-worker cells catch CPU cost per hook as lost
ingest_per_s. At 32 workers latency is the service time, so the same delay
shows up in p99_ms.
A p99 over 20 000 samples is noisy on a shared machine, and noise only adds
latency and takes throughput away. A cell that is over a limit after its
three runs is therefore run three more times and judged on its best run of the
six (lowest p99_ms, highest ingest_per_s): a real regression raises every
run, noise rarely does. last.json and the table show those best-run numbers
for such a cell.
Numbers only compare on the machine that recorded them. Hosted CI runners of
one class differ by a factor of two in speed from job to job (the same code
ran at 23 000 and at 50 000 hooks/s on two ubuntu-latest runners), so the CI
job does not compare with baseline.json: it measures the pull request's base
commit on its own runner first (BENCH_REBASELINE=1 BENCH_BASELINE=<temp file> over the base's lib/, priv/ and config/, with this change's bench
scripts), then gates the change against that. When the pull request changes
mix.exs or mix.lock, the base's copies are checked out with its sources and
mix deps.get materialises the base's own dependency set before the
measurement (the branch's are restored afterwards), so a dependency change is
also measured base-against-branch on one runner rather than against a baseline
recorded on another one. It falls back to the checked-in baseline.json only
when there is no base commit to measure. A release tag skips the gate: its
commit was gated on its pull request and its push to main, and a new tag has
no base commit, so the fallback would judge a hosted runner against a laptop.
baseline.json is the reference for
local runs on a comparable machine; a run on another runner class prints a
WARN. The checked-in one was recorded (DUR-4.b.b.a, runner: local-darwin-aarch64) on an Apple-silicon laptop with the bench's data
directory on a RAM disk (TMPDIR=/Volumes/<ram disk>: hdiutil attach -nomount ram://8388608, then diskutil erasevolume HFS+ <name> <device>): an
fsync that costs nothing is the regime of a CI runner, whereas on this laptop's
disk (4.3 ms fsync) the 512B-c32 cell is fsync-bound and misses 0.8× the
baseline however the code is.
baseline.json also holds an f1_code block: the F1 baseline's code
(b25506f6, before DUR-4) measured with this harness, interleaved with
current main, in the session that recorded the cells around it; the gate
ignores it, a rebaseline run carries it over. It is the like-with-like
reference for the plan's "at least 2× the F1 baseline" at 10 KB. Judge a
change against it by measuring f1_code's commit again on the machine in
question, with this tree's bench/core_bench.exs (git worktree add --detach <dir> <commit>, copy the script over the old one, MIX_ENV=test N=20000 CONCURRENCY=256 BODY_BYTES=10240 mix run bench/core_bench.exs, median of
three), rather than against the recorded numbers: they are one machine's, and
two runs of one tree there differ by 20 %. STUB_INGEST=1 (above) is the
check that the harness itself is not what a cell measures: at 10 KB it drives
more than 100× the rate of the F1 code. Change the harness and the f1_code
block has to be measured again, in the same PR.
BENCH_RUNS, BENCH_CONFIRM, BENCH_RUNNER, BENCH_BASELINE and
BENCH_REBASELINE are documented in the script's header.
bench/tenant_fairness_bench.exs
is the fairness bench of TEN-3, run by hand: it prints a light tenant's p99
delivery lag alone and beside a tenant at 99 times its load whose sink is slow,
and the heavy tenant's peak claimed rows and running attempts, and exits 1 if
the light tenant's p99 is more than 2× its solo p99 (or over 25 ms) or the
heavy tenant passes its window.
bench/dedupe_bench.exs
is the DUR-3 bench, run by hand (KEYS=100000000 MIX_ENV=test mix run bench/dedupe_bench.exs, about 30 minutes and 13 GB of disk at 10⁸ keys; the
default KEYS is 10⁶): it fills a store with KEYS dedupe keys, once with the
settings from before DUR-3 (no bloom filter) and once with the defaults, and
prints the p50 and p99 of a multi_get of 256 fresh keys and of the
sync: true commit after it, each at the default block cache and at
CACHE_BYTES. It prints numbers and does not gate; the 10⁸-key results are in
storage.md. The settings
themselves are checked by store_test.exs (effective settings), which reads
them back from the OPTIONS-* file.
bench/dlq_page_bench.exs
is the DEL-6 proof, run by hand (MIX_ENV=test mix run bench/dlq_page_bench.exs,
about a minute and 3.3 GB of disk at the default ROWS=10000000): it writes
10⁷ dead-letter rows straight to the store over 4 tenants and 3 sinks, then
calls GET /v1/dlq through Ankusa.Admin.Router 30 times for the first page
and a mid-cursor page, with and without a tenant filter, and for the sink and
error_class predicates, and exits 1 unless every case's p99 is under 100 ms.
mise run bench:gate also runs four self-asserting scripts first, with no
baseline entry (the fourth, bench/intake_bench.exs, is under Dual commit):
bench/gauges_bench.exs
times Ankusa.Metrics.Gauges.measure/1 and
bench/dispatch_tick_bench.exs
times a dispatch scan (Deliveries.active_tenants/3 plus due_for_tenant/6
for each tenant named), each against 10³, 10⁴, 10⁵ and 10⁶ queued rows over 10
tenants and against 10, 10³ and 10⁵ tenants of which 8 have rows due, while a
process commits 3 000 batches of counter merges a second. A cell is the 10th
percentile of 1 000 ticks, the lowest of three rounds (a tick is a fraction of
a millisecond, so a median moves by a factor of two with whatever else the
machine does; noise only adds time, and a growth with the queue raises every
sample). A script exits 1 unless its slowest cell is within 2× of its fastest
(counted as at least 1 ms) and under 50 ms (ADR 0001,
as amended in TEN-1.b: a store a thousand times bigger costs a little more per
seek, on a CI runner the gauge tick went from 0.27 ms at 10⁵ rows to 0.59 ms at
10⁶, while a tick that grew with the queue would cost tens of milliseconds or
more at the top of either axis).
bench/routes_bench.exs
publishes 10⁶ routes over 10⁵ distinct first segments (10⁵ routes in the gate:
ROUTES_BENCH_N) and exits 1 unless the first publish and a reload each take
under 60 s (scaled below 10⁶), a request no route matches is decided in under
1 ms at p99 with the decision cache out of the picture (Routes.dry_run/2),
one create and one list page cost no more than 3× (plus 5 ms: a create is a
synced audit write) what they cost at 10³ routes, and a route costs no more
than the per-route estimate routes.memory_budget_bytes is checked with. Its
Redis half (boot and reload through HSCAN) is
packages/ankusa_redis/bench/routes_load_bench.exs. A rebaseline run
(BENCH_REBASELINE=1) skips them: it measures the
base commit's sources, which have neither the layout nor these APIs.
CI runs it as the perf gate job in ci.yml: on every push to main, and on
a pull request whose diff touches a hot-path file: anything under
packages/ankusa/lib/ankusa/{edge,queue,store,dispatch,verifier,routes}/,
store.ex, queue.ex, dedupe.ex, envelope.ex, http.ex,
route_resolver.ex, sink/message.ex, sink/http.ex, or the gate's own files
(packages/ankusa/bench/, .mise/tasks/bench/, ci.yml). The job always
reports a status (it can be a required check); on a PR that touches none of
those paths its steps are skipped. The run's last.json and the base
commit's numbers are attached as the bench-last artifact. If the gate goes
red on a change that touches no hot-path code, re-run the job once; a real
regression fails again.
A hot-path PR states before/after numbers in its description. The checked-in
baseline changes only in a pull request titled perf: rebaseline <reason>
that carries the before/after table: copy the bench-last artifact's cells
and runner into baseline.json, or run BENCH_REBASELINE=1 mise run bench:gate on the machine the baseline is for (the f1_code block stays).
Soak: mise run bench:soak
scripts/soak.sh
runs the built image (the baked demo source, a log sink) under
tools/loadgen
at RATE (200) req/s for DURATION (3600) seconds. Every SAMPLE_INTERVAL
(60) seconds it saves /metrics and the container's total RSS, then waits for
the queue to drain and fails when missing > 0 (accepted hooks minus
ankusa_dispatch_deliveries_total{result="ok"}) or when RSS grew by more than
5 %: the lowest sample in the last sixth of the run against the lowest in the
second sixth (the container's RSS is a sawtooth that climbs about 10 % and
drops back every few minutes; the floor is the live set a leak would raise).
It also fails when the largest /metrics scrape of the run holds more than
MAX_SERIES (10 000) lines (soak.json's metrics_lines): the per-node series
budget of the cardinality policy.
It also samples ankusa_dlq_rows and ankusa_claim_leases and fails when the
highest sample of the last sixth of the run is above the highest of the second
sixth: with a healthy sink both stay at zero, and a retention gap shows as growth
(soak.json's dlq_rows_early/dlq_rows_late, claim_leases_early/claim_leases_late).
The same property is proved without a container by the sink-down drill in
packages/ankusa/test/ankusa/queue/deliveries_test.exs (dlq reaper: the sink-down drill): a sink that never answers for DRILL_DAYS (6) days at DRILL_HOOKS (20)
hooks a day, each with a claim pack and a lease, then one retention tick; the
DLQ, hooks, leases, claim packs and segments left must equal those of a three-day
outage, whatever the outage length. The rate is scaled down: the drill proves the
footprint is bounded by retention, not the throughput of 6 h at 10 k/s.
A run shorter than about ten minutes is still in warm-up and fails this check;
MAX_RSS_GROWTH=1 turns it off for a quick smoke of the script. Samples,
scrapes, the loadgen report and soak.json land in
soak-out/. The nightly
soak.yml
runs it (and workflow_dispatch takes a shorter duration); locally,
DURATION=600 mise run bench:soak is a ten-minute check, and
DURATION=120 MAX_RSS_GROWTH=1 mise run bench:soak a smoke of the script.
Monitoring rules: mise run check:monitoring
The alert rules, their runbooks and the dashboard
(deploy/monitoring/,
docs/runbooks/)
are code the CI gate runs, in the lint job and in mise run check. The task
(promtool is pinned in .mise.toml) runs:
	promtool check rules on prometheus-rules.yaml: a rule that does not parse
fails;
	promtool test rules on prometheus-rules.test.yaml: every alert fires on a
series shaped like its failure (including the first event of a counter that
has no earlier sample) and stays quiet on a normal one, with its annotations
as rendered;
	the checks promtool cannot make: an alert has a severity, a summary and a
runbook_url that names a file in docs/runbooks/; each runbook has its
title, an Alerts: line and the sections Symptom, Metric, Action and
Verification, and the rules and its Alerts: line agree on which alerts it
covers; every row of the SLO table in
architecture.md has an alert whose slo
annotation repeats the row; the dashboard is JSON whose panels all query.

Prints rules: OK runbooks: OK. That the rules and the dashboard name only
series /metrics serves is a core test, since it needs the metric definitions:
mix test test/ankusa/metrics_test.exs (the alert rules, their unit tests and the dashboard name only series /metrics can serve). A new alert is a rule, a
unit-test case (AnkusaMetricsSeriesOverBudget is the one exception: it counts
10 000 series) and a line in a runbook's Alerts:.
Fleet end to end (compose, nightly)
examples/fleet-e2e/run.sh
is the automated multi-node proof: the whole path a provider's hook takes, with
more than one Ankusa node, in plain Docker Compose (no kind):
loadgen -> nginx (round robin) -> ankusa-a / ankusa-b -> RabbitMQ -> consumer -> Postgres
                                   |  (own store, own segment prefix)             |
                                   +-- Redis: routes, API-managed sources         |
                                   +-- MinIO bucket <- claim-check gateway <------+ (fat hooks)
Both nodes read their route definitions and sources from Redis (a path nobody
defined is a 404 on either), write segments under their own
storage.key_prefix of one bucket, and check fat bodies in to it. The
claim-check-role node is the only reader of that bucket; the consumer holds no
storage credentials. It records every hook in processed_webhooks, keyed by the
message's idempotency_key, which is the table mix loadgen.verify reads, so
the verifier is the one the kind drill uses.
examples/fleet-e2e/run.sh
# verify: missing=0 sha_mismatches=0 extra_deliveries=<n> claim_redeemed_cross_node=true duplicate_hooks=0

Phases: steady (paced, through the load balancer); fat hooks (a 20 KB
body POSTed to each node directly must reach the consumer through a claim, with
its sha256 intact: claim_redeemed_cross_node); chaos (the same load, with
ankusa-a killed at +10 s and started at +20 s, one event delivered to node b
and then retried on node a, the consumer killed at +30 s, and RabbitMQ
restarted at +36 s with the load still being acked, DEL-7: the nodes' publishes
in flight fail and are retried, and the consumer starts afresh once the broker
accepts connections); burst
(closed loop). Each phase is verified; the run fails on any missing,
sha_mismatches or duplicate_hooks.
--replay-drill adds a phase before the burst (DEL-6): RabbitMQ is stopped, so
the two drill sources (tenants acme and globex, one attempt, a one-second
horizon) dead-letter every hook on the node that took it: DRILL_N (60) of each
tenant on each node. With RabbitMQ and the consumer back,
docker-entrypoint replay --nodes ankusa-a:4002,ankusa-b:4002 --filter tenant=acme starts one job, with one job id, on both nodes (REPLAY_RATE, 10
rows per second per node), and ankusa-a is killed while it moves and started
again. The phase fails unless the command ends with both nodes done, acme's
DLQ is empty on both and globex's is untouched (the consumer saw none of it),
every acme hook reached the consumer under the id it was acked with, and none was
stored twice:
examples/fleet-e2e/run.sh --replay-drill
# replay drill: replayed=120 duplicates=0 redelivered=<n> untouched=120

duplicates is hook ids beyond the first per idempotency key, as
duplicate_hooks above, and must be 0; redelivered is receipts beyond the
first of one hook id, which the killed node's in-flight delivery can add and
at-least-once allows. The unit-level proofs are tenant filter, sink filter,
error_class filter and job_id in test/ankusa/replay_test.exs,
GET /v1/dlq cursor page and GET /v1/dlq is bounded in
test/ankusa/admin/router_test.exs, and test/ankusa_server/fleet_replay_test.exs
for the command.
extra_deliveries counts consumer receipts beyond the first per idempotency
key, and has two components. Duplicate hooks are one provider event stored as
two hooks (two ids): the example runs dedupe.scope: fleet, so the retry on node
a is answered with node b's hook id and none is created. duplicate_hooks
(distinct hook ids per idempotency key minus one, from the consumer table's
hook_ids) reports that component alone, and the run fails unless it is 0
(TEN-6 in
ANKUSA_HARDENING_PLAN.md).
Broker redeliveries are what RabbitMQ delivers again after the consumer kill:
the same hook, at-least-once, which ingest cannot remove and the chaos phase
exists to provoke. They stay in extra_deliveries, which is reported and
bounded by the delivery contract, not asserted to be zero.
CI: .github/workflows/e2e.yml
runs it nightly, on workflow_dispatch, on every release tag, and on a pull
request that touches the example, beside mise run e2e (the kind drills below).
The load generator's reports are uploaded as the fleet-e2e-reports artifact.
RATE, DURATION (at least 40), BURST_SECONDS, CONCURRENCY, KEEP=1 and
BUILD_ANKUSA=0 (use the image named by ANKUSA_IMAGE) tune a run.
The same fleet from the Helm chart, on kind
examples/fleet-e2e/kind.sh
(mise run e2e fleet) runs the compose fleet's disk drill from
deploy/helm/ankusa
on a kind cluster: two StatefulSet pods (a PVC each) and a claim-check gateway in a
namespace that enforces the restricted Pod Security Standard, and Redis, MinIO,
RabbitMQ, the consumer and Postgres in another. It asserts that the pods run as uid 100
on a read-only root file system, that a path nobody defined is a 404, then drives
steady load, six 20 KB hooks redeemed at the gateway, a chaos phase (ankusa-0 deleted
with the drain, ankusa-1 SIGKILLed with grace period 0, the consumer deleted) and a
burst, and prints verify: missing=0 sha_mismatches=0 extra_deliveries=<n> claim_redeemed=true duplicate_hooks=0. Knobs: the compose run's (RATE, DURATION,
BURST_SECONDS, CONCURRENCY, KEEP=1, BUILD_ANKUSA=0 with ANKUSA_IMAGE).
mise run check:examples renders the same values with kubeconform.
Load and end-to-end (kind + Oban)
examples/oban-consumer/run.sh
is the only test in this repo that proves zero loss on a real, multi-node
Kubernetes deployment rather than in-process. It stands up a kind cluster
(a 3-pod ankusa StatefulSet, each pod a self-contained all-role node with
its own store on a persistent volume, and a 2-replica consumer running Oban),
then drives tools/loadgen
through three phases against it:
	steady: a paced RATE req/s for DURATION seconds.
	chaos: the same load, with kubectl delete pod against ankusa-0,
ankusa-1, and one consumer pod at +10s/+20s/+30s.
	burst: closed-loop at CONCURRENCY workers, no rate cap, for
BURST_SECONDS; the drain time it reports is how long the pipeline needed
after ingest stopped, so it is the dispatch throughput ceiling referenced in
deployment.md.

mix loadgen.verify polls processed_webhooks (the consumer's ground truth,
written by the idempotent WebhookWorker.perform/1 upsert) until every acked
id shows up or its timeout expires, and fails the run on any missing > 0 or
sha_mismatches > 0.
Run it yourself: mise run e2e oban (needs docker; kind, kubectl, and
Elixir come from .mise.toml; plain mise run e2e also runs the
fleet from the Helm chart after it).
RATE defaults to 300; KEEP=1 keeps the cluster.
Results from RATE=60 and RATE=300 verification runs, kind cluster
otherwise idle (RATE=60 is the same load the pre-fix numbers below used, so
the two tables are directly comparable):
	Machine	RATE	Phase	accepted/s	p50	p95	p99	shed	errors	missing	extra deliveries	drain_s
	Apple M4 Pro, macOS, OrbStack	60	steady	56.0	5.3	9.6	13.5	0	0	0	0	0.04
	Apple M4 Pro, macOS, OrbStack	60	chaos	56.1	5.3	9.5	14.3	0	0	0	0	0.04
	Apple M4 Pro, macOS, OrbStack	60	burst (64 workers)	1496.5	39.0	69.7	89.7	0	0	0	0	0.05
	Apple M4 Pro, macOS, OrbStack	300	steady	283.5	3.8	9.2	34.5	0	0	0	0	0.08
	Apple M4 Pro, macOS, OrbStack	300	chaos	283.5	4.1	48.0	165.0	0	0	0	0	0.09
	Apple M4 Pro, macOS, OrbStack	300	burst (64 workers)	1236.5	43.0	88.7	282.8	0	0	0	0	0.09

(Latencies in ms. drain_s is the time from the end of ingest to the last ack
being visible in the consumer, measured on the verify poll; the burst generator
is closed-loop, so its accepted/s is what 64 workers and a 40 ms round trip
sustain, not a dispatch ceiling.) Every phase, including chaos, reports
missing: 0 and sha_mismatches: 0. This is the same machine every other
number in this doc was measured on, not a production-scale claim.
Re-verified after rebasing onto main (NATS JetStream adapter, HMAC verifier
engine): RATE=300 again reported missing: 0 and sha_mismatches: 0 in all
three phases: steady 284.0/s, chaos 284.0/s, burst 1360.2/s, shed: 0, and
drain_s 0.05–0.07 s.
drain_s in the tenths of a second with shed: 0 at both rates is what makes
RATE=300 the default: dispatch keeps up with ingest in real time, so the
paced phases never build a backlog for the burst phase to inherit.
The chaos-phase loss: root cause and fix
Historical note. This bug lived in the WAL.Postgres adapter, which has
since been removed, along with the ankusa_postgres package; Ankusa's queue
now commits to the RocksDB store, not to a log adapter. The write-up is kept
because the failure mode (a reader
losing a commit that landed out of seq order) is a real hazard for any log
adapter, and because the chaos phase below is still the proof that an
all-store node loses nothing under pod kills.

Killing an ankusa-worker pod used to drop ~0.5–1.5% of acked hooks
permanently. The mechanism was not in the dispatch pipeline: WAL.Postgres
allocated seq at INSERT time (BIGSERIAL) but a row only became visible at
COMMIT, so two writers could allocate 100 and 101 and commit in the opposite
order. A reader following the log with seq > cursor read 101, advanced its
cursor past it, and never saw 100 when it landed, and the compactor, whose
truncation is bounded by that same cursor, then deleted the row. The hook was
in ankusa_wal no longer, in no oban_jobs row, no processed_webhooks row,
no DLQ, exactly the observed signature, with the cursor already advanced. It
took killing the worker to reproduce because that bursts the catch-up load
onto the shared Postgres and widens the allocation→commit window.
WAL.Postgres.append/2 took a per-instance advisory lock
(pg_advisory_xact_lock) before allocating seqs and held it until COMMIT, so
seq order was commit order; fleet-wide serialized commits per instance was the
accepted cost. The regression test (ankusa_postgres) widened the window with a
sleeping statement trigger and, on the pre-fix code, failed with ~34 seqs a
cursor-following reader never saw. The chaos phase reported missing: 0.
Pre-fix code, same machine, same harness: RATE=60, POOL_SIZE=30, and the
fixed loadgen, so this isolates the core change:
	Phase	accepted/s	p50	p95	p99	missing	drain_s
	steady	56.3	11.1	13.5	15.6	0	0.04
	chaos	56.3	11.2	15.4	18.7	0	0.04
	burst (64 workers)	3168.1	18.0	31.7	40.7	0	320.6

The paced phases were fine: 60/s is far below the ~150/s the old
one-envelope-at-a-time dispatch could sustain. The burst phase is where the
ceiling shows: 47,632 accepted envelopes took 320.6 seconds to drain after
ingest stopped (≈149/s), against 0.05–0.09 s now.
That run's chaos phase came back clean, which is honest but not reassuring:
the old loss was a race, and it needs the allocation→commit window to be wide
enough at the exact moment a cursor reader passes the tail. The earlier
documented run of the same harness did lose 12 of 1581 acked hooks in chaos
(with a 301.7 s verify timeout), and the ankusa_postgres regression test
reproduced the mechanism deterministically rather than by luck.


  

  
    
    Releasing - ankusa v0.7.0
    
    

    


  
  

    Releasing

Every releasable artifact is a directory under packages/, versioned on its
own with its own CHANGELOG.md. Those changelogs are marked merge=union in
.gitattributes, so PRs that both append under ## [Unreleased] merge
without a textual conflict (GitHub's mergeability check does not run merge
drivers, so a PR may still read CONFLICTING until its branch merges main
locally and pushes). The directory name is the git tag prefix, and
the files in it decide where it publishes:
	Package	Kind	Tag	Published by
	ankusa, ankusa_rabbitmq, ankusa_kafka, ankusa_nats, ankusa_redis, async_api_spex	Hex (mix.exs)	<pkg>-vX.Y.Z	release.yml
	ankusa_server	Docker image jamescarr/ankusa (Dockerfile)	ankusa_server-vX.Y.Z	docker.yml
	sdk-typescript	npm package ankusa (package.json)	sdk-typescript-vX.Y.Z	release-npm.yml
	sdk-python	PyPI package ankusa (pyproject.toml)	sdk-python-vX.Y.Z	release-python.yml
	sdk-rust	crates.io crate ankusa (Cargo.toml)	sdk-rust-vX.Y.Z	release-crates.yml
	sdk-ruby	RubyGems gem ankusa-sdk (ankusa-sdk.gemspec)	sdk-ruby-vX.Y.Z	release-ruby.yml
	sdk-go	Go module github.com/jamescarr/ankusa/packages/sdk-go (go.mod)	sdk-go-vX.Y.Z, then packages/sdk-go/vX.Y.Z after CI	release-go.yml
	sdk-php	Packagist package jamescarr/ankusa (composer.json)	sdk-php-vX.Y.Z	release-php.yml
	sdk-elixir	Hex package ankusa_sdk (mix.exs)	sdk-elixir-vX.Y.Z	release.yml
	sdk-java	Maven Central io.github.jamescarr:ankusa-sdk (build.sbt)	sdk-java-vX.Y.Z	release-maven.yml
	sdk-clojure	Clojars io.github.jamescarr/ankusa-clj (deps.edn, build.clj)	sdk-clojure-vX.Y.Z	release-clojars.yml

The npm, PyPI, and crates.io packages are all named ankusa, the RubyGems gem
is ankusa-sdk because RubyGems' ankusa belongs to an unrelated project, the
Elixir SDK publishes as ankusa_sdk because Hex's ankusa is this repo's
core, the Java SDK publishes under the io.github.jamescarr group because
that is the namespace GitHub verifies for this account, and the Clojure SDK
is ankusa-clj because the Clojure CLI resolves from Maven Central and
Clojars together, so ankusa-sdk in the same group would collide with the Java
SDK's artifact; each one's tag prefix is its directory name, not the package
name, so none can be confused with the Hex core's ankusa-vX.Y.Z or with each
other.
The flow
The same for every kind:
mise run status                                   # version, last tag, published?, commits since
mise run release:prepare minor ankusa_nats        # patch|minor|major|X.Y.Z, one or more packages
# review and merge the PR it opens, then:
git switch main && git pull
mise run release:tag ankusa_nats
mise run release:watch ankusa_nats
mise run release:verify ankusa_nats

	release:prepare <bump> <pkgs>… refuses a dirty tree or a HEAD that
isn't origin/main, and refuses a package whose CHANGELOG.md has nothing
under [Unreleased]. For each package it sets the version (@version in
mix.exs, [package] version in Cargo.toml, VERSION in a gem's
lib/**/version.rb, const Version in a Go module's version.go,
npm version for npm, or uv version for Python),
opens a dated ## [X.Y.Z] heading
under [Unreleased], and points the footer compare links at the new tag.
It commits all of them on release/<tag>, pushes, and opens a PR whose
body is the release notes. --no-pr stops after the local commit.
	Merge the PR. CI runs on it like any other.
	release:tag <pkgs>… from the merged main runs release:preflight
first: clean tree, HEAD == origin/main, a ## [X.Y.Z] heading, the tag
free locally and on origin, the version not yet on its registry, and the
package's repo secrets present. Then it pushes one tag per package.
	The tag triggers the package's workflow. It verifies the tag against the
version and CHANGELOG rather than trusting it, runs the full test suite
(ci.yml
via workflow_call, so a core tag can't ship something that breaks an
adapter), publishes, and cuts a GitHub release from the CHANGELOG section
(mise run release:notes <pkg> [version] prints the same text).
	release:watch <pkg> follows that run; release:verify <pkgs>…
confirms the version is live on its registry.

Nobody runs the long drills locally to release
(AGENTS.md).
The pre-tag gate is a green ci.yml on the commit being tagged. e2e.yml (the
kind + Oban end-to-end proof, and the compose fleet drills) runs on every tag
push, and the latest nightly e2e.yml and soak.yml runs on main are read
before tagging, not rerun. Tagging ankusa checks the power-loss crash drill
(scripts/drills/flakey.sh, testing.md)
from release:preflight by reading the crash drill (power-loss cut, device-mapper) job of ci.yml's push run for HEAD: it fails when that run
is missing, red, or skipped the drill (a runner without device-mapper), and then
the drill is a manual step, run on a privileged Docker host before tagging.
Ordering: core first
Tag ankusa alone first, and wait for release:watch ankusa to finish
green before tagging any adapter. The adapters' :prod deps resolve ankusa
from Hex, not the path dep, so an adapter tag pushed before core is live
fails at MIX_ENV=prod mix deps.get. release:preflight enforces this: an
adapter's preflight fails until the core version in the tree is on Hex.
release:prepare can still bump core and adapters together in one PR.
async_api_spex comes before core: ankusa depends on it, and builds under
:prod resolve it from Hex, so a core tag pushed before async_api_spex is
live fails the same way. Tag async_api_spex alone first, wait for
release:watch async_api_spex, then continue as above;
release:preflight fails a core tag until the async_api_spex version in the
tree is on Hex.
The server image and the npm, Python, Rust, Ruby, and Go SDKs have no ordering
constraint: the image builds from this checkout, and none of the SDKs depends
on anything here. sdk-elixir is a Hex package but has no ankusa dependency
either, so release:preflight skips the core-first check for it (the check
applies only to packages whose mix.exs depends on ankusa).
The server image
Every push to main touching packages/ankusa*/**, packages/async_api_spex/**, .dockerignore, or the
docker/ci workflows publishes jamescarr/ankusa:edge and :sha-<short> for
linux/amd64 and linux/arm64. Pull requests touching the same paths build and
smoke-test the image without pushing.
The tag run builds both architectures natively, runs
packages/ankusa_server/scripts/smoke.sh
against the built image (the same script as mise run docker:smoke), and only
then publishes X.Y.Z, X.Y, latest (plus X from 1.0 on). A prerelease
version publishes its exact tag only, so nobody can pull latest and get an rc.
The same job pushes packages/ankusa_server/README.md as the Docker Hub
repository description. release:verify ankusa_server also checks latest
(for a non-prerelease) and that the tag carries both architectures.
The Helm chart (deploy/helm/ankusa)
runs jamescarr/ankusa:<appVersion> unless image.tag says otherwise: set its
appVersion in Chart.yaml to the new ankusa_server version in the release PR, and
bump the chart's own version when its templates or values changed.
Supply chain: pins, SBOM, provenance, signature
Nothing the image or its pipeline pulls is a moving name. mise run lint:pins
(in mise run check and the CI lint job) fails any GitHub action not pinned
to a 40-character commit SHA, the BuildKit and SBOM-scanner images docker.yml
builds with, and any FROM or # syntax= in
packages/ankusa_server/Dockerfile
not pinned by digest. The tag or version each pin came from is the trailing
comment; bump the SHA and the comment together (the header of
.mise/tasks/lint/pins has the commands).
A push to main or a server tag then does, in docker.yml:
	build pushes each architecture by digest with provenance: mode=max
(SLSA provenance) and an SPDX SBOM from the digest-pinned BuildKit Syft
scanner, both stored as attestation manifests next to the image.
	merge creates the tags, then refuses the index unless
docker buildx imagetools inspect … --format '{{json .SBOM}}' and .Provenance
each have linux/amd64 and linux/arm64; signs the index digest with
cosign sign --yes (keyless: the job's OIDC token, id-token: write, is the
identity); and runs smoke.sh against jamescarr/ankusa@sha256:<index>,
whose first step is cosign verify with the identity of this workflow on
main or a server tag. A failure leaves the job red and no GitHub release.

mise run docker:smoke builds locally and prints cosign verify: skipped (a
local build is unsigned); SMOKE_COSIGN_IMAGE=jamescarr/ankusa:X.Y.Z mise run docker:smoke, or smoke.sh jamescarr/ankusa@sha256:…, verifies a published one
(needs cosign). How a consumer verifies is in the image's
README.
Each CI package job also uploads mix hex.audit's report as the
hex-audit-<package> artifact.
Secrets
Repository secrets, under Settings → Secrets and variables → Actions.
release:preflight checks the ones the package needs before any tag exists.
	Hex: HEX_API_KEY, a Hex key scoped to api:write: generate one from
the Hex.pm dashboard (Keys).
	Docker Hub: DOCKERHUB_USERNAME, and DOCKERHUB_TOKEN: a Docker Hub
personal access token with Read & Write.
	npm: NPM_TOKEN, an npmjs.com Automation access token (Account →
Access Tokens → Generate New Token → Automation: this type bypasses
2FA-on-publish, which a personal "Publish" token does not), scoped to the
ankusa package once it exists, or unscoped for the first publish.
release-npm.yml also supports Trusted Publishing (OIDC): a trusted
publisher is already configured on npmjs.com (GitHub Actions, repo
jamescarr/ankusa, workflow release-npm.yml, main), but it can't be
switched on yet — npm's registry rejects this repo's immutable OIDC
subject claim with a misleading "package not found"
(npm/cli#9969, open,
untriaged). The repository variable NPM_AUTH (Settings → Secrets
and variables → Actions → Variables, not Secrets) picks the path: unset,
or anything other than oidc, uses NPM_TOKEN; set to oidc to drop
the token and publish via the trusted publisher instead. Flip it once
#9969 is fixed, confirm one release through it, then delete the
NPM_TOKEN secret.
	PyPI: no repository secret — publishing uses
Trusted Publishing (OIDC). The
one-time setup lives on PyPI, not here: see
Python SDK (PyPI) below.
	crates.io: CARGO_REGISTRY_TOKEN, a crates.io API token carrying the
publish-new and publish-update scopes, generated at
https://crates.io/settings/tokens (Account Settings → API Tokens). See
Rust SDK (crates.io) below for why it is a token
rather than OIDC.
	RubyGems: no repository secret — Trusted Publishing (OIDC); see
Ruby SDK (RubyGems) below.
	Go: no repository secret — the module proxy reads the pushed git tag:
see Go module (proxy.golang.org) below.
	Packagist (the PHP SDK): SDK_PHP_DEPLOY_KEY, an SSH deploy key with
write access to the read-only mirror jamescarr/ankusa-php;
PACKAGIST_USERNAME, the Packagist account name; and PACKAGIST_TOKEN, that
account's API token. Setup: see PHP SDK (Packagist)
below.
	Maven Central (the Java SDK): SONATYPE_USERNAME and
SONATYPE_PASSWORD, a Central Portal user token's two halves, plus
PGP_SECRET (base64 of the armored secret signing key) and
PGP_PASSPHRASE. The Central Portal has no OIDC trusted publishing, so all
four are repository secrets. Setup: see
Java SDK (Maven Central) below.
	Clojars (the Clojure SDK): CLOJARS_USERNAME, the Clojars account that
owns the group, and CLOJARS_PASSWORD, a deploy token for that account (not
its password). Clojars has no OIDC trusted publishing, so both are
repository secrets. Setup: see Clojure SDK (Clojars)
below.

Python SDK (PyPI)
sdk-python publishes as the ankusa project on PyPI. There is no token to
store or rotate: release-python.yml
authenticates with PyPI Trusted Publishing
(OIDC), so the only setup is on PyPI itself, and the only manual step in the
whole flow.
One-time PyPI setup
ankusa does not exist on PyPI yet, so register a pending trusted
publisher: the first successful publish creates the project and binds the
name to this repo. From the PyPI account that will own the package:
	Sign in at https://pypi.org/account/login/. PyPI requires 2FA before you
can manage publishers.

	Open https://pypi.org/manage/account/publishing/ (Publishing under
your account, not the project settings — there is no project yet).

	Under Add a new pending publisher, fill in exactly:
	Field	Value
	PyPI Project Name	ankusa
	Owner	jamescarr
	Repository name	ankusa
	Workflow name	release-python.yml
	Environment name	pypi


	Save. Nothing else on PyPI is needed: the pypi GitHub environment is
created on first use, and every later release publishes without further
PyPI changes.


The project name has to be free, and PyPI names are first-come. Check before
the first tag:
curl -s -o /dev/null -w '%{http_code}\n' https://pypi.org/pypi/ankusa/json   # 404 = available

If it is taken, change [project] name in
packages/sdk-python/pyproject.toml
(and this document) before tagging; release:preflight and
release:verify read that field, so nothing else changes.
Optionally add the pypi environment under Settings → Environments first if
you want to gate publishes behind a required reviewer; an environment with no
protection rules behaves like none.
Release commands
Same flow as every other package (above); only the package name
differs. With no ordering constraint against the Hex packages:
mise run status                            # version, last tag, published?, commits since
mise run release:prepare minor sdk-python  # or patch | major | 0.2.1
# review and merge the PR it opens, then:
git switch main && git pull
mise run release:tag sdk-python
mise run release:watch sdk-python          # the tag run builds and publishes
mise run release:verify sdk-python         # HTTP 200 for the version on PyPI

release:prepare runs uv version, which rewrites both pyproject.toml and
uv.lock (so the release PR keeps uv sync --locked passing);
release:tag's preflight confirms the version is still unpublished on PyPI
and the tag is free; the tag run builds the sdist and wheel with uv build,
publishes through the pending publisher, and cuts the GitHub release from the
CHANGELOG section.
Rust SDK (crates.io)
sdk-rust publishes as the ankusa crate on crates.io, from
release-crates.yml,
authenticated with the CARGO_REGISTRY_TOKEN repository secret.
One-time crates.io setup
The crate name has to be free, and crates.io names are first-come. Check
before the first tag:
curl -s -o /dev/null -w '%{http_code}\n' \
  -A 'ankusa-release (https://github.com/jamescarr/ankusa)' \
  https://crates.io/api/v1/crates/ankusa/0.1.0   # 404 = available

The -A is not optional: crates.io answers 403 to curl's own user agent.
pkg_registry_code in .mise/lib/pkg.sh (so mise run status,
release:preflight, and release:verify) sends the same one.
Then create the token at https://crates.io/settings/tokens (Account Settings
→ API Tokens) with two scopes. publish-new allows publishing a crate name
that does not exist yet, so it is needed for the first release only;
publish-update allows a new version of a crate you already own, so it covers
every release after that. Store it as the CARGO_REGISTRY_TOKEN secret.
This is a token rather than crates.io
Trusted Publishing because a
trusted publisher is configured on the crate's own settings page, so the crate
has to exist before the OIDC flow can be used — which is what the first
token-driven release creates. Switching to it afterwards is three changes, not
one:
	Register the publisher, on the crate's settings page, for workflow
release-crates.yml.
	Give the publish job id-token: write, and add a step that fetches the
short-lived token —
rust-lang/crates-io-auth-action@v1,
whose token output becomes CARGO_REGISTRY_TOKEN for the cargo publish
step.
	Drop cargo from pkg_secrets in .mise/lib/pkg.sh, or
release:preflight fails with "repo secret CARGO_REGISTRY_TOKEN is not
set".

If the name is taken before the first release, change [package] name in
packages/sdk-rust/Cargo.toml
(and this document) before tagging; the directory and the tag prefix stay
sdk-rust.
Release commands
Same flow as every other package (above); only the package name
differs. With no ordering constraint against the Hex packages:
mise run status                            # version, last tag, published?, commits since
mise run release:prepare minor sdk-rust    # or patch | major | 0.1.0
# review and merge the PR it opens, then:
git switch main && git pull
mise run release:tag sdk-rust
mise run release:watch sdk-rust            # the tag run builds and publishes
mise run release:verify sdk-rust           # HTTP 200 for the version on crates.io

release:prepare sets [package] version in Cargo.toml and refreshes
Cargo.lock with cargo update --workspace (the lock records the crate's own
version, so --locked fails without it); release:tag's preflight confirms
the version is still unpublished on crates.io and the tag is free; the tag run
publishes with cargo publish --locked on the same Rust toolchain
.mise/conf.d/sdk-rust.toml pins for check:package sdk-rust, and cuts the
GitHub release from the CHANGELOG section.
Ruby SDK (RubyGems)
sdk-ruby publishes as the ankusa-sdk gem on RubyGems (RubyGems' ankusa
belongs to an unrelated project). There is no token to store or rotate:
release-ruby.yml
authenticates with RubyGems Trusted Publishing
(OIDC), so the only setup is on RubyGems itself, and the only manual step in the
whole flow.
One-time RubyGems setup
ankusa-sdk does not exist on RubyGems yet, so register a pending trusted
publisher: the first successful publish creates the gem and binds the name to
this repo. From the RubyGems account that will own the gem:
	Sign in at https://rubygems.org/session/new.

	Open https://rubygems.org/profile/oidc/pending_trusted_publishers
(Trusted publishers under your profile).

	Under Pending trusted publishers, fill in exactly:
	Field	Value
	Gem name	ankusa-sdk
	Repository owner	jamescarr
	Repository name	ankusa
	Workflow filename	release-ruby.yml
	Environment	rubygems

Leave the Workflow Repository fields blank.

	Save. Nothing else on RubyGems is needed: the rubygems GitHub environment
is created on first use, and every later release publishes without further
RubyGems changes.


The gem name has to be free, and RubyGems names are first-come. Check before
the first tag:
curl -s -o /dev/null -w '%{http_code}\n' https://rubygems.org/api/v1/gems/ankusa-sdk.json   # 404 = available

If it is taken, change spec.name in
packages/sdk-ruby/ankusa-sdk.gemspec
(and this document) before tagging; release:preflight and release:verify
read that field, so nothing else changes.
Optionally add the rubygems environment under Settings → Environments first if
you want to gate publishes behind a required reviewer; an environment with no
protection rules behaves like none.
Release commands
Same flow as every other package (above); only the package name
differs. With no ordering constraint against the Hex packages:
mise run status                             # version, last tag, published?, commits since
mise run release:prepare minor sdk-ruby     # or patch | major | 0.2.1
# review and merge the PR it opens, then:
git switch main && git pull
mise run release:tag sdk-ruby
mise run release:watch sdk-ruby             # the tag run builds and publishes
mise run release:verify sdk-ruby            # HTTP 200 for the version on RubyGems

release:prepare rewrites lib/ankusa/sdk/version.rb (through
.mise/lib/release.exs)
and runs bundle lock, so the release PR keeps the frozen bundle install in
CI passing; release:tag's preflight confirms the version is still unpublished
on RubyGems and the tag is free; the tag run builds the gem with gem build,
pushes it through the trusted publisher, and cuts the GitHub release from the
CHANGELOG section.
Go module (proxy.golang.org)
sdk-go publishes as the Go module
github.com/jamescarr/ankusa/packages/sdk-go (package name ankusa), with no
token to store: the module proxy reads the pushed git tag. A module in a
subdirectory needs a second tag, packages/sdk-go/vX.Y.Z — that is the one
go get resolves, while sdk-go-vX.Y.Z is the repo convention. release-go.yml
pushes the module tag only after the full test suite passes, because a proxy
and checksum-database version is immutable: it must never point at a commit CI
has not run on. The workflow then waits for the proxy to serve the version,
which is also what lists the module on pkg.go.dev.
Same flow as every other package (above); only the package name
differs:
mise run status                            # version, last tag, published?, commits since
mise run release:prepare minor sdk-go      # or patch | major | 0.1.0
# review and merge the PR it opens, then:
git switch main && git pull
mise run release:tag sdk-go                # pushes sdk-go-vX.Y.Z
mise run release:watch sdk-go              # the tag run pushes packages/sdk-go/vX.Y.Z
mise run release:verify sdk-go             # HTTP 200 for the version on the proxy

release:prepare rewrites the const Version line in
packages/sdk-go/version.go;
release:tag's preflight also refuses a run whose
packages/sdk-go/vX.Y.Z module tag already exists on origin, and
release:verify asks proxy.golang.org for the version.
Two steps treat Go differently from the other kinds. Preflight does not ask the
proxy about the version, because a request made before the module tag exists
caches a miss there for up to about 30 minutes (the mirror does not re-check on
every request) — exactly the state a release starts in. It checks the module
tag on origin instead, which is the same fact, and release-go.yml waits up
to 40 minutes for the proxy to serve the version. release:verify does ask the
proxy, but only after that wait has passed.
The repository has to be public for the proxy to fetch it. If it is private,
the module tag is still pushed, but consumers need
GOPRIVATE=github.com/jamescarr/ankusa and pkg.go.dev never lists the module.
PHP SDK (Packagist)
sdk-php publishes as the jamescarr/ankusa package on
Packagist, which installs it with
composer require jamescarr/ankusa. Packagist reads composer.json at the
root of a repository, so it cannot be pointed at this monorepo —
release-php.yml
pushes the package to the read-only split mirror
jamescarr/ankusa-php (tagged
vX.Y.Z there; the monorepo tag stays sdk-php-vX.Y.Z) and then asks
Packagist to re-crawl it. Development happens in packages/sdk-php only;
anything committed to the mirror is overwritten by the next release.
One-time Packagist setup
Needed once, before the first release:tag sdk-php.
	Create the public repository jamescarr/ankusa-php ("Read-only mirror of
packages/sdk-php in jamescarr/ankusa"). Disable Issues, Wiki and Projects:
every question about the code belongs in the main repo.

	Give the release workflow write access to it:
ssh-keygen -t ed25519 -N '' -C ankusa-php-mirror -f ankusa-php-deploy

Add ankusa-php-deploy.pub as a deploy key with write access on
jamescarr/ankusa-php, then store the private half on this repo and delete
both files:
gh secret set SDK_PHP_DEPLOY_KEY < ankusa-php-deploy
rm ankusa-php-deploy ankusa-php-deploy.pub


	Seed the mirror, so Packagist has something to import:
git clone git@github.com:jamescarr/ankusa-php.git /tmp/ankusa-php
cp -R packages/sdk-php/. /tmp/ankusa-php/
(cd /tmp/ankusa-php && git add -A && git commit -m 'Seed from jamescarr/ankusa' && git push origin HEAD:main)


	Submit https://github.com/jamescarr/ankusa-php at
https://packagist.org/packages/submit. The package name comes from its
composer.json (jamescarr/ankusa), and Packagist verifies the repository
by reading that file.

	From Packagist → Profile → API token, set the two remaining secrets:
gh secret set PACKAGIST_USERNAME   # the Packagist account name
gh secret set PACKAGIST_TOKEN      # the API token

Use the account's Safe API token; if the update-package call in the
workflow answers 403, use the main API token instead.


Check the name is free before the first tag (Packagist names are
first-come):
curl -s -o /dev/null -w '%{http_code}\n' https://repo.packagist.org/p2/jamescarr/ankusa.json   # 404 = available

If jamescarr/ankusa is taken, change name in
packages/sdk-php/composer.json
(and this document) before tagging: release:preflight, release:verify and
the publish job all read that field, so nothing else changes.
Release commands
Same flow as every other package (above); only the package name
differs. With no ordering constraint against the Hex packages:
mise run status                          # version, last tag, published?, commits since
mise run release:prepare minor sdk-php   # or patch | major | 0.2.1
# review and merge the PR it opens, then:
git switch main && git pull
mise run release:tag sdk-php
mise run release:watch sdk-php           # the tag run pushes the mirror and updates Packagist
mise run release:verify sdk-php          # HTTP 200 for the version on Packagist

release:prepare rewrites public const string VERSION in
src/Version.php
(Composer locks don't record the root version, so nothing else needs
rewriting); release:tag's preflight confirms the version is still
unpublished on Packagist and the tag is free; the tag run pushes the mirror,
triggers a Packagist update, polls repo.packagist.org until the version
appears, and cuts the GitHub release from the CHANGELOG section. Because
Packagist installs from the mirror's GitHub zipball, the archive carries
whatever packages/sdk-php/.gitattributes does not mark export-ignore —
tests and dev configs stay out of what users download.
Elixir SDK (Hex)
sdk-elixir publishes as the ankusa_sdk package on Hex (Hex's ankusa is
this repo's core), from
packages/sdk-elixir/mix.exs,
using the same HEX_API_KEY secret as the core packages. It has no ordering
constraint against them: the SDK is a pure HTTP client and does not depend on
ankusa at all, so release:preflight does not wait for core to be live (and
its registry lookup reads the app name from mix.exs, since the Hex name and
the directory name differ).
The flow is the same as every other package (above):
mise run status                            # version, last tag, published?, commits since
mise run release:prepare minor sdk-elixir  # or patch | major | 0.4.0
# review and merge the PR it opens, then:
git switch main && git pull
mise run release:tag sdk-elixir
mise run release:watch sdk-elixir          # the tag run builds and publishes to Hex
mise run release:verify sdk-elixir         # HTTP 200 for the version on hex.pm

release:prepare rewrites @version in mix.exs; release:tag's preflight
confirms the tag is free and ankusa_sdk @version is still unpublished; the
tag run checks the tag against mix.exs, waits for the full CI suite, then
publishes with MIX_ENV=prod mix hex.publish and cuts the GitHub release from
the CHANGELOG section. mix.lock is committed so CI's
mix deps.get --check-locked gate pins CI to known versions, but it is not in
the package's files: Hex consumers resolve req ~> 0.7 and plug ~> 1.18
themselves. Because the SDK has no ankusa dependency, the publish job's
MIX_ENV=prod mix deps.get resolves everything from Hex, with no core-first
wait.
Java SDK (Maven Central)
sdk-java publishes as io.github.jamescarr:ankusa-sdk on Maven Central, from
packages/sdk-java/build.sbt,
whose organization, name and version are the coordinates — pkg_version
and pkg_registry_code read them with sed and
release:prepare rewrites version, exactly as they do for the other kinds.
The jar is built on JDK 25 but is Java 17 bytecode and Java 17 API
(javacOptions pins --release 17), carries
Automatic-Module-Name: io.github.jamescarr.ankusa in its manifest — sbt has no
JPMS descriptor support, so there is no module-info.java — and has no
_3 suffix or Scala dependency (crossPaths := false,
autoScalaLibrary := false), which mise run check:package sdk-java asserts
along with the staged bundle's shape.
Publishing goes through the Central
Portal, using sbt 2's built-in staging:
publishSigned stages the jar, sources, javadoc, POM and CycloneDX SBOM, each
with an armored .asc beside them, in
packages/sdk-java/target/sona-staging, and sonaRelease uploads that bundle
and waits for the portal to validate it. mise run check:package sdk-java runs
the unsigned publish and then checks the staged bundle, so the shape the
release signs is the shape CI gated on — including the SBOM, which sbt-sbom
attaches as the cyclonedx classifier artifact without any build.sbt setting.
Needed once, before the first release:tag sdk-java, all by the repository
owner:
	Sign in to https://central.sonatype.com/ with GitHub. That verifies
io.github.jamescarr for the account, so no DNS TXT record is needed for
this group id.

	Generate a user token (Account → Generate User Token) and store its halves as
the SONATYPE_USERNAME and SONATYPE_PASSWORD repository secrets. sbt 2
reads both names out of the environment and appends them as a credential for
central.sonatype.com; there is nothing to write to ~/.sbt.

	Create a PGP key pair, publish its public half to
keyserver.ubuntu.com, and store the base64 of the armored secret key as
PGP_SECRET and its passphrase as PGP_PASSPHRASE:
gpg --quick-generate-key 'jamescarr <james.r.carr@gmail.com>' rsa4096 sign never
gpg --keyserver keyserver.ubuntu.com --send-keys <key id>
gpg --export-secret-keys --armor <key id> | base64 | tr -d '\n' | gh secret set PGP_SECRET



The flow is the same as every other package (above):
mise run status                            # version, last tag, published?, commits since
mise run release:prepare minor sdk-java    # or patch | major | 0.3.0
# review and merge the PR it opens, then:
git switch main && git pull
mise run release:tag sdk-java
mise run release:watch sdk-java            # the tag run signs, uploads, and waits for repo1
mise run release:verify sdk-java           # HTTP 200 for the POM on repo1.maven.org

release:verify reads the POM at
https://repo1.maven.org/maven2/io/github/jamescarr/ankusa-sdk/<version>/ankusa-sdk-<version>.pom,
so it confirms the portal's publish reached the CDN, not just that the portal
accepted the bundle. The release workflow runs the same check in a loop for up
to an hour: the portal answers PUBLISHED before repo1 serves the POM.
sonaRelease cannot be exercised locally without the real token, so
release-maven.yml is only exercised by an actual tag.
Clojure SDK (Clojars)
sdk-clojure publishes as io.github.jamescarr/ankusa-clj on Clojars, from
packages/sdk-clojure/build.clj,
whose column-0 (def lib '...) and (def version "...") forms are the
coordinates — pkg_version and pkg_registry_code read them with sed and
release:prepare rewrites version, exactly as they do for the other kinds.
The artifact is ankusa-clj, not ankusa-sdk: the Clojure CLI resolves from
Maven Central and Clojars together, and Central already has
io.github.jamescarr:ankusa-sdk for the Java SDK.
The jar is built by tools.build (clojure -T:build jar) and holds only
ankusa/sdk/** sources plus META-INF; its POM lists org.clojure/clojure and
org.clojure/data.json and no build or test tool. mise run check:package sdk-clojure builds it and asserts both, so the shape the release uploads is the
shape CI gated on. The format, lint, and test tools are deps.edn
aliases (cljfmt, clj-kondo, the Cognitect test runner); mise has no entries for
them.
Publishing is clojure -T:build deploy, which uploads the jar jar already
built with deps-deploy and never rebuilds, so the jar the workflow attested is
the jar Clojars serves.
Needed once, before the first release:tag sdk-clojure, all by the repository
owner:
	Create a Clojars account and verify the io.github.jamescarr group through
GitHub (https://clojars.org/verify/group). That is what lets the account
deploy under the group.
	Generate a deploy token (Dashboard → Deploy Tokens) and store the account
name as the CLOJARS_USERNAME repository secret and the token as
CLOJARS_PASSWORD. deps-deploy reads both names out of the environment.

The flow is the same as every other package (above):
mise run status                              # version, last tag, published?, commits since
mise run release:prepare minor sdk-clojure   # or patch | major | 0.3.0
# review and merge the PR it opens, then:
git switch main && git pull
mise run release:tag sdk-clojure
mise run release:watch sdk-clojure           # the tag run builds, uploads, and waits for Clojars
mise run release:verify sdk-clojure          # HTTP 200 for the POM on repo.clojars.org

release:verify reads the POM at
https://repo.clojars.org/io/github/jamescarr/ankusa-clj/<version>/ankusa-clj-<version>.pom.
clojure -T:build deploy cannot be exercised locally without the real token,
so release-clojars.yml is only exercised by an actual tag.
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A loosely coupled, high-throughput webhook ingestion framework.
Core invariant
Never return 2xx until the hook is durably stored. The edge acks only after
the group-commit batcher's store commit returns.
Layers (all pluggable behaviours)
	Ankusa.Queue       — the durable hook queue: hooks, delivery rows, DLQ, replay.
	Ankusa.Verifier    — signature/timestamp checks (Standard Webhooks, Stripe…).
	Ankusa.SourceStore — per-source config, secrets, and failure policy.
	Ankusa.Sink        — what happens to a delivered hook.
	Ankusa.RetryPolicy — dispatch backoff and give-up rules.
	Ankusa.BlobStore / Ankusa.Codec — long-term segment storage.

Every process is instance-scoped through Ankusa.Registry, so two independent
instances can run in one VM. Read-mostly config lives in :persistent_term.
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        config(instance \\ :default)

      


        Fetch the instance config.



    


    
      
        fetch_config(instance)

      


        Fetch the instance config, or :error when the instance has none (it never started).



    


    
      
        put_config(config)

      


        Store the instance config in :persistent_term for read-mostly access.



    


    
      
        via(instance, key)

      


        Register/lookup name for an instance-scoped process.



    


    
      
        whereis(instance, key)

      


        Look up the running pid for an instance-scoped process, if any.
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          @spec config(atom()) :: Ankusa.Config.t()


      


Fetch the instance config.

  



  
    
      
    
    
      fetch_config(instance)



        
          
        

    

  


  

      

          @spec fetch_config(atom()) :: {:ok, Ankusa.Config.t()} | :error


      


Fetch the instance config, or :error when the instance has none (it never started).
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          @spec put_config(Ankusa.Config.t()) :: :ok


      


Store the instance config in :persistent_term for read-mostly access.

  



  
    
      
    
    
      via(instance, key)



        
          
        

    

  


  

      

          @spec via(atom(), term()) :: {:via, Registry, {module(), {atom(), term()}}}


      


Register/lookup name for an instance-scoped process.

  



  
    
      
    
    
      whereis(instance, key)



        
          
        

    

  


  

      

          @spec whereis(atom(), term()) :: pid() | nil


      


Look up the running pid for an instance-scoped process, if any.
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Ankusa.AWS.Credentials 
    



      
Where Ankusa.BlobStore.S3 and Ankusa.Sink.SQS get the credentials they
sign with, in the order the AWS SDKs look:
	opts: :access_key_id and :secret_access_key (plus an optional
:session_token).
	The environment: AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_KEY, and
AWS_SESSION_TOKEN when set.
	Web identity (EKS IRSA and similar): AWS_WEB_IDENTITY_TOKEN_FILE and
AWS_ROLE_ARN (AWS_ROLE_SESSION_NAME optional) exchanged at STS
(AssumeRoleWithWebIdentity, an unsigned call).
	The EC2 instance metadata service, IMDSv2 (a session token, then the
instance role's credentials), with a 1 s connect timeout so a node off
EC2 falls through quickly.

Temporary credentials (3 and 4) are cached per source in a public ETS table
until 5 minutes before they expire. Nothing here raises: no source at all is
{:error, :no_credentials}, which the caller returns like any failed
request.
The STS and IMDS endpoints can be overridden with :sts_endpoint and
:imds_endpoint, and the environment with :env (a map), for tests.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        get(opts)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{
  access_key_id: String.t(),
  secret_access_key: String.t(),
  session_token: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      get(opts)



        
          
        

    

  


  

      

          @spec get(keyword()) :: {:ok, t()} | {:error, :no_credentials | term()}
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Ankusa.Admin.Auth behaviour
    



      
Authentication and authorization for the three control planes: the admin API
(Ankusa.Admin.Router), the route-management API (Ankusa.Routes.Router)
and the claim-check gateway (Ankusa.ClaimCheck.Router).
Each router mounts this module as a plug ahead of :match. The plug
authenticates the request, assigns the Ankusa.Principal to
conn.assigns.principal and halts with 401 when there is none; each route
then calls authorize/3, authorize_tenant/4 or authorize_global/3 for
the scope it needs, which answers 403 otherwise. GET /health and
GET /ready are exempt: probes carry no credentials.
Modes
Each listener has its own auth block (admin.auth, routes.admin.auth,
claim_check.auth):
%{
  mode: :none | :token | :jwt | :mtls,
  allow_insecure: false,
  tokens: [%{id: "ci", sha256: "<64 hex>", scopes: ["dlq:read", "tenant:*"]}],
  jwt: %{issuer: ..., audience: ..., jwks_url: ..., keys: [...], ...},
  mtls: %{subject_map: %{"cn:ops-laptop" => ["dlq:read", "tenant:*"]}}
}
	:none (the default) authenticates nobody and hands every request the
all-powerful Ankusa.Principal.operator/1. It is only accepted when the
listener binds loopback: Ankusa.Config.new/1 refuses mode: :none on
any other address unless allow_insecure: true says the deployment is
protected by something else (a mesh, a proxy, a network policy). Even
tls.verify: :verify_peer does not count: it keeps strangers off the
port but does not say what a certificate may do; use mode: :mtls.
	:token — Ankusa.Admin.Auth.Token: static bearer tokens, stored as
SHA-256 hashes, each with its scopes. For development, CI and
machine-to-machine scripts.
	:jwt — Ankusa.Admin.Auth.JWT: OIDC/OAuth2 access tokens signed by
your identity provider, verified against its JWKS.
	:mtls — Ankusa.Admin.Auth.MTLS: the verified client certificate of a
tls.verify: :verify_peer listener, mapped to a principal by subject.
Requires that listener's tls block.

Further modes are modules implementing authenticate/2.
Responses
	401 {"error":"unauthenticated"} with www-authenticate: Bearer realm="ankusa" when no credential, or a bad one, was presented. The
response never says which.
	403 {"error":"forbidden","scope":"dlq:read"} when the principal lacks
the named scope. A tenant scope names tenant:<id>.


      


      
        Summary


  
    Types
  


    
      
        opts()

      


        What an implementation of authenticate/2 is given.



    


    
      
        section()

      


        Which control plane the plug guards.



    





  
    Callbacks
  


    
      
        authenticate(t, opts)

      


        Identify the caller of conn: a principal, or {:error, :unauthenticated}
for a missing, malformed, expired or unknown credential. opts.config is the
listener's normalised auth block.



    





  
    Functions
  


    
      
        auth_config(config, atom)

      


        The auth block of the control plane section.



    


    
      
        authorize(conn, scope, fun)

      


        Run fun when the principal holds scope (or every scope in a list), else
answer 403.



    


    
      
        authorize_global(conn, scope, fun)

      


        authorize/3 for a resource that spans tenants (the DLQ, the quarantine pen,
replay jobs, route definitions): the principal must also hold tenant:*.



    


    
      
        authorize_tenant(conn, scope, tenant, fun)

      


        authorize/3 for a resource that belongs to one tenant: the principal must
also hold tenant:<tenant> or tenant:*.



    


    
      
        authorize_tenants(conn, scope, requested, fun)

      


        authorize/3 for a resource that spans tenants but is filtered by tenant
(the DLQ, the quarantine pen, replay jobs, the rate-limit listing).



    


    
      
        bearer(conn)

      


        The bearer token of conn: exactly one Authorization: Bearer <token>
header, the scheme matched case-insensitively. A bare or oversized token, a
second header, or another scheme is :error.



    


    
      
        normalize!(auth, key, map, enabled?)

      


        Validate and normalise one auth block of a listener. key is its dotted
config name ("admin.auth") and listener the section it sits in (its ip
and tls are what mode: :none and mode: :mtls are checked against).
enabled? says whether this instance runs the listener: a listener that is
not started is not held to the loopback rule. Raises ArgumentError naming
the key.



    


    
      
        secure_compare(a, b)

      


        Constant-time comparison of two equal-length binaries.



    





      


      
        Types


        


  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: %{instance: atom(), section: section(), config: map()}


      


What an implementation of authenticate/2 is given.

  



  
    
      
    
    
      section()



        
          
        

    

  


  

      

          @type section() :: :admin | :routes_admin | :claim_check


      


Which control plane the plug guards.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      authenticate(t, opts)



        
          
        

    

  


  

      

          @callback authenticate(Plug.Conn.t(), opts()) ::
  {:ok, Ankusa.Principal.t()} | {:error, :unauthenticated}


      


Identify the caller of conn: a principal, or {:error, :unauthenticated}
for a missing, malformed, expired or unknown credential. opts.config is the
listener's normalised auth block.

  


        

      

      
        Functions


        


  
    
      
    
    
      auth_config(config, atom)



        
          
        

    

  


  

      

          @spec auth_config(Ankusa.Config.t(), section()) :: map()


      


The auth block of the control plane section.

  



  
    
      
    
    
      authorize(conn, scope, fun)



        
          
        

    

  


  

      

          @spec authorize(Plug.Conn.t(), String.t() | [String.t()], (Plug.Conn.t() ->
                                                       Plug.Conn.t())) ::
  Plug.Conn.t()


      


Run fun when the principal holds scope (or every scope in a list), else
answer 403.

  



  
    
      
    
    
      authorize_global(conn, scope, fun)



        
          
        

    

  


  

      

          @spec authorize_global(Plug.Conn.t(), String.t() | [String.t()], (Plug.Conn.t() ->
                                                              Plug.Conn.t())) ::
  Plug.Conn.t()


      


authorize/3 for a resource that spans tenants (the DLQ, the quarantine pen,
replay jobs, route definitions): the principal must also hold tenant:*.

  



  
    
      
    
    
      authorize_tenant(conn, scope, tenant, fun)



        
          
        

    

  


  

      

          @spec authorize_tenant(
  Plug.Conn.t(),
  String.t() | [String.t()],
  term(),
  (Plug.Conn.t() ->
     Plug.Conn.t())
) ::
  Plug.Conn.t()


      


authorize/3 for a resource that belongs to one tenant: the principal must
also hold tenant:<tenant> or tenant:*.

  



  
    
      
    
    
      authorize_tenants(conn, scope, requested, fun)



        
          
        

    

  


  

      

          @spec authorize_tenants(
  Plug.Conn.t(),
  String.t() | [String.t()],
  String.t() | nil,
  (Plug.Conn.t(),
   [String.t()]
   | nil ->
     Plug.Conn.t())
) ::
  Plug.Conn.t()


      


authorize/3 for a resource that spans tenants but is filtered by tenant
(the DLQ, the quarantine pen, replay jobs, the rate-limit listing).
requested is the tenant the request names (nil for none). fun receives
the conn and the tenants the rows must be limited to, forced server-side:
	requested set: the principal must hold tenant:<requested> (or
tenant:*), else 403; fun gets [requested].
	requested unset and the principal holds tenant:*: fun gets nil,
meaning unfiltered.
	requested unset and the principal holds some tenant:<id> scopes:
fun gets exactly those ids.
	a principal with no tenant at all is 403 naming tenant:*.


  



  
    
      
    
    
      bearer(conn)



        
          
        

    

  


  

      

          @spec bearer(Plug.Conn.t()) :: {:ok, binary()} | :error


      


The bearer token of conn: exactly one Authorization: Bearer <token>
header, the scheme matched case-insensitively. A bare or oversized token, a
second header, or another scheme is :error.

  



  
    
      
    
    
      normalize!(auth, key, map, enabled?)



        
          
        

    

  


  

      

          @spec normalize!(
  term(),
  String.t(),
  %{:ip => term(), :tls => map() | nil, optional(atom()) => term()},
  boolean()
) :: map()


      


Validate and normalise one auth block of a listener. key is its dotted
config name ("admin.auth") and listener the section it sits in (its ip
and tls are what mode: :none and mode: :mtls are checked against).
enabled? says whether this instance runs the listener: a listener that is
not started is not held to the loopback rule. Raises ArgumentError naming
the key.

  



  
    
      
    
    
      secure_compare(a, b)



        
          
        

    

  


  

      

          @spec secure_compare(binary(), binary()) :: boolean()


      


Constant-time comparison of two equal-length binaries.
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Ankusa.Admin.Auth.JWT 
    



      
OIDC / OAuth2 bearer tokens (mode: :jwt): the control planes accept the
access tokens your identity provider issues, so operators sign in with SSO
and revocation is the provider's.
jwt: %{
  issuer: "https://login.example.com/",
  audience: "ankusa-admin",
  jwks_url: "https://login.example.com/.well-known/jwks.json"
}
A token is accepted when all of these hold:
	it is a JWS signed with an asymmetric algorithm (RS*, PS*, ES*,
EdDSA) by a key of the configured set. none and the HS* family are
never accepted, so a token cannot be forged by presenting a public key
as an HMAC secret;
	iss equals jwt.issuer and aud is, or contains, jwt.audience (or
one of its entries, when that is a list);
	exp is present and not past, and nbf, when present, is not ahead,
each with jwt.leeway_s seconds of clock-skew leeway;
	sub names the caller (it becomes the principal's id).

The principal's scopes come from the jwt.scope_claim claim (default
scope: a space-delimited string as in RFC 9068, or a list), and its tenants
from jwt.tenants_claim (default ankusa_tenants: a list of tenant ids, or
["*"]) together with any tenant:<id> scopes. Scopes this system does not
define (openid, email) are ignored.
Keys come from jwt.keys (public JWKs or PEMs), from jwt.jwks_url, or
both; see Ankusa.Admin.Auth.JWT.Keys for how the JWKS is cached and
refreshed. With no key loaded every token is 401.
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Ankusa.Admin.Auth.JWT.Keys 
    



      
The signing keys Ankusa.Admin.Auth.JWT verifies against, for every control
plane of an instance that runs mode: :jwt. Started with the instance (only
when some listener needs it).
Each listener's keys are the jwt.keys it was configured with, loaded at
start, plus the keys of its jwt.jwks_url:
	fetched right after start, without delaying it, and again every
jwt.refresh_ms;
	refetched early, at most once per jwt.min_refresh_ms, when a token names
a kid that is not in the set (the provider rotated its keys);
	kept, not dropped, when a refetch fails: a provider outage must not lock
operators out of a running node. The failure is a warning and the next
attempt comes sooner. Until the first fetch succeeds there are no keys and
every token is refused.

Only public RSA, EC and OKP keys are kept; a JWKS entry for encryption
(use: "enc"), a shared key or a private key is skipped. The set is read from
an ETS table by the request, never through this process.

      


      
        Summary


  
    Functions
  


    
      
        candidates(instance, section, kid)

      


        The keys that may have signed a token with this kid (nil: the token has
none): the keys with that id and the keys with no id. [] while nothing is
loaded.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        refresh(instance, section)

      


        Ask for the JWKS of section to be fetched again, unless it was fetched less
than jwt.min_refresh_ms ago. Never blocks.



    


    
      
        reload(instance, section)

      


        Fetch the JWKS of section now, whatever jwt.min_refresh_ms says.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      candidates(instance, section, kid)



        
          
        

    

  


  

      

          @spec candidates(atom(), Ankusa.Admin.Auth.section(), String.t() | nil) :: [
  JOSE.JWK.t()
]


      


The keys that may have signed a token with this kid (nil: the token has
none): the keys with that id and the keys with no id. [] while nothing is
loaded.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      refresh(instance, section)



        
          
        

    

  


  

      

          @spec refresh(atom(), Ankusa.Admin.Auth.section()) :: :ok


      


Ask for the JWKS of section to be fetched again, unless it was fetched less
than jwt.min_refresh_ms ago. Never blocks.

  



  
    
      
    
    
      reload(instance, section)



        
          
        

    

  


  

      

          @spec reload(atom(), Ankusa.Admin.Auth.section()) :: :ok | {:error, term()}


      


Fetch the JWKS of section now, whatever jwt.min_refresh_ms says.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()
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Ankusa.Admin.Auth.MTLS 
    



      
Mutual TLS (mode: :mtls): the identity is the client certificate the
listener's tls: %{verify: :verify_peer} handshake accepted
(Ankusa.Listener), so a request with no certificate or one from another CA
never reaches this module. What the certificate may do is configured:
mtls: %{
  subject_map: %{
    "cn:ops-laptop" => ["dlq:read", "replays:write", "tenant:*"],
    "uri:spiffe://prod/ns/billing/sa/exporter" => ["metrics:read"]
  }
}
A certificate offers identities of five forms, looked up in this order: its
subject alternative names (dns:<name>, email:<address>, uri:<uri>,
ip:<address>), then its subject common name (cn:<name>). The first one
in the map is the principal, named by that identity. A valid certificate none
of whose identities is mapped is 401: the CA vouches for who it is, not for
what it may do.

      


      
        Summary


  
    Functions
  


    
      
        identities(der)

      


        The identities a DER certificate offers, in lookup order: subject alternative
names, then the common name. [] for a certificate that cannot be parsed.



    





      


      
        Functions


        


  
    
      
    
    
      identities(der)



        
          
        

    

  


  

      

          @spec identities(binary()) :: [String.t()]


      


The identities a DER certificate offers, in lookup order: subject alternative
names, then the common name. [] for a certificate that cannot be parsed.
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Ankusa.Admin.Auth.Token 
    



      
Static bearer tokens (mode: :token), for development, CI and scripts. Use
Ankusa.Admin.Auth.JWT or Ankusa.Admin.Auth.MTLS for people and for
anything that must be revocable.
The configuration holds each token's SHA-256, never the token:
tokens: [
  %{id: "ci", sha256: "<hex of sha256(token)>", scopes: ["dlq:read", "tenant:*"]}
]
Generate one with openssl rand -hex 32 and hash it with
printf %s "$TOKEN" | shasum -a 256. A token is as strong as its entropy:
hash a random 32-byte value, not a password. The presented token is hashed
and compared with every configured hash in constant time, so neither which
entry matched nor how many exist shows in the response time.

      


      
        Summary


  
    Functions
  


    
      
        hash(token)

      


        The lowercase hex SHA-256 of token: what sha256: in the configuration holds.



    





      


      
        Functions


        


  
    
      
    
    
      hash(token)



        
          
        

    

  


  

      

          @spec hash(binary()) :: String.t()


      


The lowercase hex SHA-256 of token: what sha256: in the configuration holds.
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Ankusa.Admin.Redact 
    



      
Turn a %Ankusa.Config{} into a JSON-encodable map safe to hand to anyone
who can reach the admin API.
Adapter options are an open vocabulary (every adapter, and every third-party
adapter, names its own credentials), so redaction is an allowlist, not a
blocklist. There are two modes.
Open covers %Ankusa.Config{}'s own fields and a source entry's own
fields (tenant, name, source_id, ingest_path, on_verify_failure,
trust_url_tenant):
none of them holds a secret, so values are converted as they are. Maps and
keyword lists become string-keyed maps, atoms become strings (module atoms
via inspect/1), numbers, booleans, nil and binaries stay, functions
become "#Function", and any other term goes through inspect/1. A value
shaped like a {module, opts} pair (an atom head, an Erlang module included,
with list or map opts), or a list of them, is never converted as it is: its
opts switch to closed mode.
Closed covers everything inside a {module, opts} pair (sinks,
verifiers, source store, blob store, codec, retry policy, route resolver,
routes store, lifecycle sinks) and a source's stored JSON spec. For each
key/value, the first matching rule wins:
	under headers, names stay and values become "[REDACTED]";
	a {module, opts} pair (or a list of them) becomes
%{"module" => "Ankusa.Sink.Log", "opts" => %{}}, its opts closed;
	a {module, fun, args} callback becomes "Module.fun/arity", never its
args (a static GCS token is a bare arg);
	numbers, booleans, nil and atoms stay; functions become "#Function";
	structs, maps and non-empty keyword lists become closed maps;
	a list made only of such maps, keyword lists and pairs is converted
element by element;
	under url, endpoint or resource a binary is shown with the
password of user:pass@ userinfo hidden, a lone token@ userinfo
hidden, and every query value hidden (names stay);
	a value under a key on the shown-key allowlist (ids, names, regions,
topics and other non-secret identifiers) is shown;
	anything else, strings and charlists included, is "[REDACTED]".

A new adapter option is therefore hidden until its key is added to
@shown_keys. Path and host of a URL are shown, so a capability URL whose
secret sits in the path is not protected.

      


      
        Summary


  
    Functions
  


    
      
        config(config)

      


        A redacted, JSON-encodable view of the whole config.



    


    
      
        map_hidden(spec, fun)

      


        reduce_hidden/3 without an accumulator: replace every hidden string by fun.(string).



    


    
      
        reduce_hidden(spec, acc, fun)

      


        Walk a stored source spec (string keys, plain JSON values) and hand every
string the closed-mode rules would hide to fun, threading an accumulator.
Everything else comes back as it was.



    


    
      
        source_entry(stored)

      


        A redacted, JSON-encodable view of one tenant-scoped source, built from the
Ankusa.SourceStore.stored() map: the shape the admin API's source routes
return and the data of a source lifecycle event.



    





      


      
        Functions


        


  
    
      
    
    
      config(config)



        
          
        

    

  


  

      

          @spec config(Ankusa.Config.t()) :: map()


      


A redacted, JSON-encodable view of the whole config.

  



  
    
      
    
    
      map_hidden(spec, fun)



        
          
        

    

  


  

      

          @spec map_hidden(map(), (String.t() -> String.t())) :: map()


      


reduce_hidden/3 without an accumulator: replace every hidden string by fun.(string).

  



  
    
      
    
    
      reduce_hidden(spec, acc, fun)



        
          
        

    

  


  

      

          @spec reduce_hidden(map(), acc, (String.t(), acc -> {String.t(), acc})) ::
  {map(), acc}
when acc: term()


      


Walk a stored source spec (string keys, plain JSON values) and hand every
string the closed-mode rules would hide to fun, threading an accumulator.
Everything else comes back as it was.
This is the inverse of the allowlist above, and it is what decides which
fields of a spec are encrypted at rest (Ankusa.Crypto.Envelope.seal/2):
header values, every string under a key that is not on the shown-key
allowlist (secret included, in a list too), and a url/endpoint/
resource that carries credentials. A new adapter option is hidden, and so
encrypted, until its key is added to @shown_keys.

  



  
    
      
    
    
      source_entry(stored)



        
          
        

    

  


  

      

          @spec source_entry(Ankusa.SourceStore.stored()) :: map()


      


A redacted, JSON-encodable view of one tenant-scoped source, built from the
Ankusa.SourceStore.stored() map: the shape the admin API's source routes
return and the data of a source lifecycle event.
The stored spec is plain JSON (string keys, plus strings, numbers, maps, and
lists), so its verify and sinks take the closed-mode rules of the module
doc.
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Ankusa.Admin.Router 
    



      
The operator HTTP API: health, Prometheus metrics, the redacted config, the
AsyncAPI document of the channels this instance publishes to, the
dead-letter queue, replay jobs, and this node's quarantine pen (list and
purge).
It exists so operating Ankusa does not require an Elixir shell. Everything
here had an IEx-only affordance before (Ankusa.Dispatch.replay/2,
Ankusa.Edge.Quarantine.recent/2, :sys.get_state/1-style poking); this is
the same surface over HTTP.
Authentication and scopes
Every route but GET /health and GET /ready needs a credential
(admin.auth, see Ankusa.Admin.Auth): 401 without one, 403 when the
caller's scopes (Ankusa.Principal) do not cover the route. Scopes are
checked before anything else, so a caller without them learns nothing about
this node's roles or data.
	Route	Scope
	GET /metrics, GET /v1/wal	metrics:read
	GET /v1/config, GET /asyncapi.json	config:read
	PUT /v1/log-level	config:write + tenant:*
	POST /v1/config/reload	config:write + tenant:*
	GET /v1/dlq, DELETE /v1/dlq	dlq:read / dlq:write + a tenant (filtered)
	POST /v1/replays	replays:write + a tenant (filtered), and dlq:write / quarantine:write for those kinds
	GET /v1/replays[/:id]	replays:read + a tenant (filtered)
	PATCH /v1/replays/:id	replays:write + a tenant (filtered)
	GET /v1/quarantine, DELETE /v1/quarantine	quarantine:read / quarantine:write + a tenant (filtered)
	GET /v1/tenants/:tenant/sources[/:name]	sources:read + tenant:<tenant>
	POST/PUT/DELETE /v1/tenants/:tenant/sources[/:name]	sources:write + tenant:<tenant>
	GET /v1/rate-limits	rate_limits:read + a tenant (filtered)
	GET/PUT/DELETE /v1/tenants/:tenant/rate-limit	rate_limits:read / rate_limits:write + tenant:<tenant>
	DELETE /v1/tenants/:tenant?confirm=<tenant>, GET /v1/tenants/:tenant/erase	tenants:write + tenant:*

The DLQ, the quarantine pen, replay jobs and the rate-limit listing hold every
tenant's rows, so they are filtered by tenant (Auth.authorize_tenants/4).
A caller limited to some tenant:<id> scopes gets only those tenants' rows,
whatever it asks: the filter is forced server-side. ?tenant=<id> (the body
key tenant of POST /v1/replays) narrows the answer to one tenant, and
naming a tenant the caller does not hold is 403. Only tenant:* reads or
changes them unfiltered. A quarantine purge deletes, and a replay touches,
only the caller's tenants' rows; a replay job is visible to (and steerable
by) a limited caller only when it is scoped to tenants that caller holds.
/v1/config is still redacted, because many people may hold config:read.
Node-local by design
A route that needs a role this node does not run returns
409 role_not_enabled rather than an empty success: the DLQ is the dispatch
node's store, the quarantine list is the edge node's, so a wrong-node
answer must be distinguishable from "nothing there". GET /v1/wal is the
same kind of answer: it describes this node's own store, and under
wal.type: none there is no queue to describe (409 wal_disabled).
Aggregating across nodes is the operator's job (scrape every admin port).
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        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.
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Callback implementation for Plug.init/1.
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Ankusa.AsyncApi 
    



      
The AsyncAPI 3.0 document for a running instance: every messaging channel it
publishes to, built from what is configured right now.
Served by the admin API at GET /asyncapi.json (application/asyncapi+json).
A consumer fetches it to learn which topic, routing key, subject, or channel
carries which source, and what the message looks like.
What it is built from
Each source in Ankusa.SourceStore contributes one entry per sink that
implements Ankusa.Sink.describe/2: the Kafka, RabbitMQ, NATS, Redis, SQS,
and Google Pub/Sub
sinks. Ankusa.Sink.Log has no channel to advertise, and Ankusa.Sink.Http
describes a destination that carries the provider's raw body (payload: :body), not the envelope this document describes: both are left out. When
lifecycle events are on (Ankusa.Lifecycle), their
sinks contribute entries too, carrying LifecycleEventV1.
Entries become document parts like so:
	a server per distinct broker (protocol, host, pathname);
	a channel per distinct address on a server. Two sources publishing to
one Kafka topic share one channel and have one message each, told apart by
the record key. A sink whose address a configured function computes per
hook has no address to advertise: it gets a channel of its own with a null
address, and a description saying so;
	a message per source in its channel, whose payload is SinkMessageV1
narrowed to that source (and its tenant, when the route resolver fixes it);
	an operation per channel, send: Ankusa is the publisher.

The document describes the envelope, not the hook: the provider's own body is
opaque bytes inside body_base64.
Headers by transport
Beside the JSON body every transport carries the same identity in its own
metadata, so a consumer can dedupe or route without decoding the body. A
message whose sink carries the ankusa_* set (Ankusa.Sink.Description's
ankusa_headers) references SinkMessageHeadersV1; the others have no
headers object.
	Transport	Metadata	ankusa_tenant_id without a tenant
	Kafka, NATS	record / message headers, Ankusa.Sink.Message.headers/2 (NATS adds Nats-Msg-Id)	""
	SQS, Google Pub/Sub	message attributes, Ankusa.Sink.Message.attributes/2	absent (both refuse an empty value)
	RabbitMQ	AMQP message_id and the ankusa_idempotency_key, ankusa_dedupe_key, ankusa_replay_id, ankusa_ordering_key headers; not described by the schema	not sent
	Redis pub/sub	none: the body is all there is	not sent
	HTTP	x-ankusa-* request headers (Ankusa.Sink.Http); not in this document, the body is the provider's	x-ankusa-tenant absent

SinkMessageHeadersV1 requires only the names every described transport
sends (ankusa_id, ankusa_source_id, ankusa_message_version,
ankusa_idempotency_key, content_type); ankusa_tenant_id is optional, so a
consumer reads tenant_id from the body when the header is missing or empty.
An instance that sets region (YAML node.region) says so in the document's
x-ankusa-region extension; each message's region and instance fields say
the same per message.
Nothing in the document is secret. Descriptions carry no userinfo and no
credentials (Ankusa.Sink.Description).
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        document(instance)

      


        Build the document for instance from its current configuration.
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          @spec document(atom()) :: AsyncApiSpex.Document.t()


      


Build the document for instance from its current configuration.
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Ankusa.AsyncApi.LifecycleEvent 
    



      
A lifecycle event (Ankusa.Lifecycle): a CloudEvents 1.0 structured-mode
event. It is the decoded body_base64 of a lifecycle channel's SinkMessageV1.

      


      
        Summary


  
    Functions
  


    
      
        __async_api_schema__()

      


        Returns {name, schema} for AsyncApiSpex.resolve/1.



    


    
      
        schema()

      


        Returns the declared AsyncAPI Schema Object.
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Returns {name, schema} for AsyncApiSpex.resolve/1.
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Returns the declared AsyncAPI Schema Object.
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Ankusa.AsyncApi.SinkMessage 
    



      
The JSON body every queue-style sink publishes: Ankusa.Sink.Message version 1,
as an AsyncAPI schema. Declared once; Ankusa.AsyncApi refers to it from every
message.
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    Functions
  


    
      
        __async_api_schema__()

      


        Returns {name, schema} for AsyncApiSpex.resolve/1.



    


    
      
        schema()

      


        Returns the declared AsyncAPI Schema Object.
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Returns {name, schema} for AsyncApiSpex.resolve/1.
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Returns the declared AsyncAPI Schema Object.
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Ankusa.AsyncApi.SinkMessageHeaders 
    



      
The application headers a sink with transport headers carries beside a
SinkMessageV1 body: Kafka record headers, NATS headers, and the message
attributes of SQS and Google Pub/Sub. They are Ankusa.Sink.Message.headers/2
(Kafka, NATS) or Ankusa.Sink.Message.attributes/2 (SQS, Pub/Sub), which
differ in one name: ankusa_tenant_id is "" on Kafka and NATS and absent on
SQS and Pub/Sub (both refuse an empty value), so it is not required, and a
consumer reads the tenant from the message body's tenant_id when the
header is missing. Redis carries none; RabbitMQ sends only
ankusa_idempotency_key and the optional dedupe, replay and ordering keys as
AMQP headers, which this schema does not describe for it. The document's
description of each channel (Ankusa.AsyncApi) says which set it carries.
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        __async_api_schema__()

      


        Returns {name, schema} for AsyncApiSpex.resolve/1.



    


    
      
        schema()

      


        Returns the declared AsyncAPI Schema Object.
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Returns {name, schema} for AsyncApiSpex.resolve/1.
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Returns the declared AsyncAPI Schema Object.
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The audit trail: one row for every change an operator (or code) makes to the
node's configuration or operational state, written with the change.
What is recorded
A row says who (actor, remote_ip, request_id, from Ankusa.Audit.Context),
what (action, tenant, resource, detail), and what it did to the
subject: before_hash and after_hash, an HMAC-SHA256 of the subject before
and after, revision (the subject's own change counter, where it has one) and
result. A row never holds a secret or a spec: a hash is keyed with a
random per-store key (m:audit_key), so it shows that a source's secret
changed without giving anyone with audit:read a way to test a guess
against it, and detail carries only what the caller puts there (counts,
filters, a rate).
	action	change
	source.create, source.update, source.delete	an API-managed source
	rate_limit.put, rate_limit.delete	a tenant's rate-limit override
	quarantine.purge	held hooks deleted
	replay.create, replay.update, replay.cancel	a replay job
	route.create, route.update, route.delete	a route definition
	tenant.delete	a tenant erase (Ankusa.Tenant): one row, with what each stage removed as its detail; the erase's own source, route and rate-limit deletions are rows of their own
	ip_rules.put	the global IP rules
	log_level.put	the node's log level (PUT /v1/log-level): detail has the new level and the previous one
	config.reload	a config reload (POST /v1/config/reload, SIGHUP; Ankusa.Reload): detail.keys lists the dotted keys that changed, result is ok or failed; a refused reload writes none

A request that changes nothing (a validation error, a missing subject) writes
no row; one that is refused by the store writes none either.
Order and durability
Rows live in the store's audit column family under
<<?a, seq::64, at::64>>. This process hands out seq and commits the
batch, so key order is commit order whatever the wall clock does, and a
reader that remembers the last seq it saw (SEC-2.b's lifecycle outbox) can
never miss a row that lands later with a smaller key.
There are two ways in:
	commit/4 is for a change that lives in this node's Ankusa.Store
(API-managed sources, rate-limit overrides, quarantine, replay jobs): the
change's own ops and the audit row go in one sync: true batch.
Either both survive a kill -9 or neither does.

	begin/3 + finish/3 (or record/4) is for a change that lives
somewhere else (route definitions, whose store is pluggable: ETS, or
Redis shared by a fleet; the Redis source store). That is a dual write,
and there is no transaction across the two. The row is written first, as
a pending row (<<?p, seq::64>>, synced) that says what is about to
happen; the change is applied; finish/3 then moves it into the trail
with the outcome, in one batch. A crash in between leaves the pending row,
and the next boot (or the caller dying, while this node runs) settles it
as result: "interrupted": the change may or may not have been
applied; after_hash is the hash of what was about to be written. For a
source or route, Ankusa.Lifecycle.reconcile/2 does better than that: it
reads the subject's present state and compares its hash to the row's
after_hash (the change was applied: "ok") and before_hash (it was
not: "failed"); a state that is neither (someone else changed it
meanwhile) stays "interrupted" and is flagged for a state-refresh
event. A boot has to wait for the subject's store to load, so such rows
are settled by a tick (every second, for a minute, then as
"interrupted"). The trail never loses a change that was applied; it can
show one that was not only as "interrupted".


A change whose audit row cannot be written is not made: the caller gets
{:error, :store_unavailable}.
The lifecycle outbox
When lifecycle events are on (Ankusa.Lifecycle), the row of a source or
route change that took effect is flagged publish: true, and the redacted
entity its event carries is written beside it at <<?o, seq::64>> in the
same batch. The entity is not in the row: a row never holds a spec, and even
redacted an entity is one. Ankusa.Lifecycle.Publisher reads the flagged
rows in seq order with page/3 and keeps its place in m:lifecycle_cursor.
Restores and event identity
A store that came back from a backup (Ankusa.Store leaves
m:incarnation_pending) re-issues the seq numbers of every change the lost
one made after the backup, and some of those were already published. So the
first thing this process does on such a boot is open a new incarnation:
one history entry {from seq, fresh id} in m:incarnation, written with an
instance.restore row (event io.ankusa.instance.restored, carrying the
incarnation and the restored seq) in one synced batch, before any change is
taken. incarnation/2 tells Ankusa.Lifecycle which id a row's event id is
keyed with: rows of the restored trail keep the ids they were published
under, every row from the new incarnation on gets a different one.
Retention
audit.retention_days (default 365). An hourly sweep deletes rows (and the
lifecycle entities beside them) older than that, oldest first, in bounded
batches, and emits [:ankusa, :audit, :pruned]. While lifecycle.sinks is
set it never deletes a row at or above m:lifecycle_cursor, however old: a
lifecycle sink that is down longer than the retention keeps the events it has
not seen. The expired rows it holds back are emitted as blocked_by_cursor on
[:ankusa, :audit, :retention] after every sweep. Every committed row emits
[:ankusa, :audit].
Ceilings
The trail is bounded in audit.max_rows and audit.max_bytes, from counters
kept in every batch (m:audit_usage; recounted at boot when it does not match
the trail). Before a change is accepted the trail is pruned to them, oldest
first and never past m:lifecycle_cursor; a trail that is still over a ceiling,
or a lifecycle outbox holding audit.outbox_max_backlog or more events no sink
has confirmed (m:audit_seq minus the cursor), refuses the new change with
{:error, :audit_backlog} (503 audit_backlog, Retry-After: 60 on the admin
APIs). An unpublished row is never dropped to make room, and a change already
begun is always recorded. A change the node makes itself (Context.system/0) is
not refused.

      


      
        Summary


  
    Types
  


    
      
        attrs()

      


        What a caller says about its change. action is required.



    


    
      
        row()

      


    





  
    Functions
  


    
      
        begin(instance, context, attrs)

      


        Write the pending row of a change that is about to be made elsewhere. Returns
the handle finish/3 takes. The caller is monitored: if it dies first, the
row is finished as "interrupted".



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        commit(instance, context, attrs, ops)

      


        Commit ops (the change, for the node's own Ankusa.Store) and its audit row
in one synced batch.



    


    
      
        digest(instance, term)

      


        The keyed hash of term an audit row carries (nil for nil). Computed by
the caller from the key in an ETS table, so a secret never travels to this
process in a message that a crash report could print.



    


    
      
        discard(instance, pending)

      


        Drop a pending row whose change turned out to be no change at all (the store
rejected the request): no row reaches the trail.



    


    
      
        entity(instance, seq)

      


        The redacted entity of the row seq (a row flagged publish: true), or
:not_found when it was pruned.



    


    
      
        finish(instance, pending, update)

      


        Move a pending row into the trail. update may set :result ("ok",
"failed"), :after_hash, :before_hash, :revision, :detail, :tenant
and :resource; the row keeps what begin/3 recorded for anything left out.



    


    
      
        incarnation(instance, seq)

      


        The incarnation the audit row seq was written in: the id of the newest
restore at or before it, nil for a store that was never restored from a
backup (and for the rows before its first restore).



    


    
      
        last_seq(instance)

      


        The last seq the trail handed out (0 for an empty trail).



    


    
      
        list(instance, opts \\ [])

      


        The trail, newest first.



    


    
      
        page(instance, after_seq, max_rows)

      


        Rows after after_seq, oldest first: at most max_rows of them, as
{seq, {:ok, row} | {:error, reason}} (a row that cannot be decoded is
reported, not skipped, so the reader decides). The lifecycle outbox
(Ankusa.Lifecycle.Publisher) and its replay read the trail this way: seq
is commit order, so a reader that keeps the last one it handled cannot miss
a row.



    


    
      
        prune(instance)

      


        Delete the rows older than audit.retention_days, oldest first. Runs on the
hourly tick; callable on its own. {:ok, deleted}.



    


    
      
        record(instance, context, attrs, fun)

      


        Run fun, the change itself, between a pending row and its finish. fun
returns {reply, update} (see finish/3), or {reply, :discard} when it
changed nothing (see discard/2); record/4 returns reply, or
{:error, :store_unavailable} without running fun when the pending row
could not be written. A fun that raises, throws or exits leaves the row
"interrupted".



    


    
      
        refusing?(instance)

      


        Whether a control-plane change is refused right now (503 audit_backlog,
Retry-After: 60): the trail holds more than audit.max_rows rows or
audit.max_bytes bytes (and pruning it to its ceilings, which the trail is then
asked to do, may not pass the lifecycle cursor), or the lifecycle outbox holds
audit.outbox_max_backlog events or more that no sink has confirmed. Read
from counters, never a scan; false where no trail runs.



    


    
      
        start_link(opts)

      


    


    
      
        stats(instance)

      


        The trail's size and the lifecycle outbox's lag, from counters: rows,
bytes, and outbox_backlog, the audit seqs the lifecycle publisher has not
yet confirmed (nil without lifecycle sinks, or before the publisher wrote
its cursor). All zero where no trail runs.



    


    
      
        to_json(row)

      


        The JSON view of a row, as GET /v1/audit returns it.
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      attrs()



        
          
        

    

  


  

      

          @type attrs() :: %{
  :action => String.t(),
  optional(:tenant) => String.t() | nil,
  optional(:resource) => String.t() | nil,
  optional(:before_hash) => String.t() | nil,
  optional(:after_hash) => String.t() | nil,
  optional(:revision) => pos_integer() | nil,
  optional(:detail) => map() | nil,
  optional(:result) => String.t(),
  optional(:entity) => map() | nil
}


      


What a caller says about its change. action is required.

  



  
    
      
    
    
      row()



        
          
        

    

  


  

      

          @type row() :: %{required(atom()) => term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      begin(instance, context, attrs)



        
          
        

    

  


  

      

          @spec begin(atom(), Ankusa.Audit.Context.t(), attrs()) ::
  {:ok, pos_integer()} | {:error, :store_unavailable | :audit_backlog}


      


Write the pending row of a change that is about to be made elsewhere. Returns
the handle finish/3 takes. The caller is monitored: if it dies first, the
row is finished as "interrupted".

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      commit(instance, context, attrs, ops)



        
          
        

    

  


  

      

          @spec commit(atom(), Ankusa.Audit.Context.t(), attrs(), [Ankusa.Store.op()]) ::
  :ok | {:error, :store_unavailable | :audit_backlog}


      


Commit ops (the change, for the node's own Ankusa.Store) and its audit row
in one synced batch.

  



  
    
      
    
    
      digest(instance, term)



        
          
        

    

  


  

      

          @spec digest(atom(), term()) :: String.t() | nil


      


The keyed hash of term an audit row carries (nil for nil). Computed by
the caller from the key in an ETS table, so a secret never travels to this
process in a message that a crash report could print.

  



  
    
      
    
    
      discard(instance, pending)



        
          
        

    

  


  

      

          @spec discard(atom(), pos_integer()) :: :ok | {:error, term()}


      


Drop a pending row whose change turned out to be no change at all (the store
rejected the request): no row reaches the trail.

  



  
    
      
    
    
      entity(instance, seq)



        
          
        

    

  


  

      

          @spec entity(atom(), pos_integer()) :: {:ok, map()} | :not_found | {:error, term()}


      


The redacted entity of the row seq (a row flagged publish: true), or
:not_found when it was pruned.

  



  
    
      
    
    
      finish(instance, pending, update)



        
          
        

    

  


  

      

          @spec finish(atom(), pos_integer(), map()) :: :ok | {:error, term()}


      


Move a pending row into the trail. update may set :result ("ok",
"failed"), :after_hash, :before_hash, :revision, :detail, :tenant
and :resource; the row keeps what begin/3 recorded for anything left out.

  



  
    
      
    
    
      incarnation(instance, seq)



        
          
        

    

  


  

      

          @spec incarnation(atom(), pos_integer()) :: String.t() | nil


      


The incarnation the audit row seq was written in: the id of the newest
restore at or before it, nil for a store that was never restored from a
backup (and for the rows before its first restore).

  



  
    
      
    
    
      last_seq(instance)



        
          
        

    

  


  

      

          @spec last_seq(atom()) :: {:ok, non_neg_integer()} | {:error, term()}


      


The last seq the trail handed out (0 for an empty trail).

  



    

  
    
      
    
    
      list(instance, opts \\ [])



        
          
        

    

  


  

      

          @spec list(atom(), keyword()) ::
  {:ok, %{entries: [row()], next_cursor: String.t() | nil}} | {:error, term()}


      


The trail, newest first.
Options: :since / :until (inclusive bounds on at, ms), :actor,
:action, :tenant (exact matches), :tenants (:all, or the tenants the
reader may see: rows with no tenant need :all), :cursor (the
next_cursor of the previous page) and :limit (default 100, at most 1000).
next_cursor is nil on the last page; a page can be short when
the scan budget (10 000 rows) ran out, and next_cursor says to go on.

  



  
    
      
    
    
      page(instance, after_seq, max_rows)



        
          
        

    

  


  

      

          @spec page(atom(), non_neg_integer(), pos_integer()) ::
  {:ok, [{pos_integer(), {:ok, row()} | {:error, term()}}]} | {:error, term()}


      


Rows after after_seq, oldest first: at most max_rows of them, as
{seq, {:ok, row} | {:error, reason}} (a row that cannot be decoded is
reported, not skipped, so the reader decides). The lifecycle outbox
(Ankusa.Lifecycle.Publisher) and its replay read the trail this way: seq
is commit order, so a reader that keeps the last one it handled cannot miss
a row.

  



  
    
      
    
    
      prune(instance)



        
          
        

    

  


  

      

          @spec prune(atom()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Delete the rows older than audit.retention_days, oldest first. Runs on the
hourly tick; callable on its own. {:ok, deleted}.

  



  
    
      
    
    
      record(instance, context, attrs, fun)



        
          
        

    

  


  

      

          @spec record(atom(), Ankusa.Audit.Context.t(), attrs(), (-> {reply, map() | :discard})) ::
  reply | {:error, :store_unavailable | :audit_backlog}
when reply: term()


      


Run fun, the change itself, between a pending row and its finish. fun
returns {reply, update} (see finish/3), or {reply, :discard} when it
changed nothing (see discard/2); record/4 returns reply, or
{:error, :store_unavailable} without running fun when the pending row
could not be written. A fun that raises, throws or exits leaves the row
"interrupted".

  



  
    
      
    
    
      refusing?(instance)



        
          
        

    

  


  

      

          @spec refusing?(atom()) :: boolean()


      


Whether a control-plane change is refused right now (503 audit_backlog,
Retry-After: 60): the trail holds more than audit.max_rows rows or
audit.max_bytes bytes (and pruning it to its ceilings, which the trail is then
asked to do, may not pass the lifecycle cursor), or the lifecycle outbox holds
audit.outbox_max_backlog events or more that no sink has confirmed. Read
from counters, never a scan; false where no trail runs.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      stats(instance)



        
          
        

    

  


  

      

          @spec stats(atom()) :: %{
  rows: non_neg_integer(),
  bytes: non_neg_integer(),
  outbox_backlog: non_neg_integer() | nil
}


      


The trail's size and the lifecycle outbox's lag, from counters: rows,
bytes, and outbox_backlog, the audit seqs the lifecycle publisher has not
yet confirmed (nil without lifecycle sinks, or before the publisher wrote
its cursor). All zero where no trail runs.

  



  
    
      
    
    
      to_json(row)



        
          
        

    

  


  

      

          @spec to_json(row()) :: map()


      


The JSON view of a row, as GET /v1/audit returns it.

  


        

      


  

  
    
    Ankusa.Audit.Context - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Audit.Context 
    



      
Who is making a change, from where, and under which request: the part of an
audit row (Ankusa.Audit) that the mutation itself does not know.
Mounted as a plug behind Ankusa.Admin.Auth on the admin and route-management
APIs, it builds the context from the authenticated Ankusa.Principal
(actor), Ankusa.Net.ClientIP (remote_ip, with routes.trusted_proxies
deciding whose X-Forwarded-For is believed) and the caller's X-Request-Id
(a fresh UUIDv7 when absent or not a plain token), and answers the request id
in the x-request-id response header. A change made from code, with no
request, is system/0.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_conn(conn)

      


        The context carried by conn, system/0 when the plug did not run.



    


    
      
        from_opts(opts)

      


        The context in opts[:audit], system/0 when the caller gave none.



    


    
      
        system()

      


        The context of a change that no request made.
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      t()



        
          
        

    

  


  

      

          @type t() :: %Ankusa.Audit.Context{
  actor: String.t(),
  remote_ip: String.t() | nil,
  request_id: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_conn(conn)



        
          
        

    

  


  

      

          @spec from_conn(Plug.Conn.t()) :: t()


      


The context carried by conn, system/0 when the plug did not run.

  



  
    
      
    
    
      from_opts(opts)



        
          
        

    

  


  

      

          @spec from_opts(keyword()) :: t()


      


The context in opts[:audit], system/0 when the caller gave none.

  



  
    
      
    
    
      system()



        
          
        

    

  


  

      

          @spec system() :: t()


      


The context of a change that no request made.

  


        

      


  

  
    
    Ankusa.BlobStore - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.BlobStore behaviour
    



      
Object storage: PUT whole immutable objects, range GET one record,
DELETE for retention, LIST by prefix. The default is the local
filesystem; S3, GCS, Azure Blob and OCI are drop-in adapters.
This module is both the behaviour and the instance-scoped facade. Every call
names a scope:
	:segments — compacted hook segments (Ankusa.Storage): the
storage.blob_store, with every new key under storage.key_prefix.
Nodes that share one bucket give themselves distinct prefixes
("node-a/"), because a segment key (seg/<first>-<last>) is only
unique per node.
	:backup — store backups (Ankusa.Store.Backup): the
backup.blob_store when set, else the segment store, with
storage.key_prefix. A backup belongs to one node's store, like its
segments.

Claim packs do not go through this facade: Ankusa.ClaimCheck.Stores
writes and reads them across claim_check.blob_stores, never prefixed.
The prefix is applied once, when a new object is named (object_key/3);
the full key is what the archive catalogue records, and put/get/
get_range/delete take full keys verbatim. Changing storage.key_prefix
therefore moves only new segments, never strands written ones.
Encryption at rest
The object-store adapters take an :sse option (Ankusa.BlobStore.SSE) that
asks the provider to encrypt every object a put/4 writes, with a KMS key or
the provider's own. It is per store, so it covers the segment store, the
backup store and every claim store as each is configured.
Transport
The HTTP adapters share their transport options (Ankusa.BlobStore.Options):
one deadline per operation, jittered retries that honour Retry-After
(Ankusa.BlobStore.Retry), a breaker per bucket (Ankusa.BlobStore.Breaker),
multipart uploads above a size, integrity checksums
(Ankusa.BlobStore.Checksum) and a connection pool per endpoint
(Ankusa.BlobStore.Pool).

      


      
        Summary


  
    Types
  


    
      
        scope()

      


    





  
    Callbacks
  


    
      
        delete(instance, key, opts)

      


    


    
      
        get(instance, key, opts)

      


    


    
      
        get_range(instance, key, offset, length, opts)

      


    


    
      
        list(instance, prefix, opts)

      


        Every key under prefix, sorted, across all of the store's result pages. A
page that fails fails the call: a partial listing is never presented as the
whole.



    


    
      
        put(instance, key, data, opts)

      


    


    
      
        put_if_absent(instance, key, data, opts)

      


        put/4, but only if no object exists under key: {:error, :already_exists}
when one does, with that object left exactly as it was. The adapters use the
store's own precondition (S3 and Azure If-None-Match: *, GCS
ifGenerationMatch=0, OCI if-none-match: *), so the check and the write are
one atomic request. Ankusa.ClaimCheck writes every pack with it: a reused
or colliding pack id then refuses instead of overwriting claims that are
already referenced.



    





  
    Functions
  


    
      
        delete(instance, scope, key)

      


    


    
      
        get(instance, scope, key)

      


    


    
      
        get_range(instance, scope, key, offset, length)

      


    


    
      
        list(instance, scope, prefix)

      


        Every key of this node's objects in scope under prefix (behind storage.key_prefix for :segments and :backup), as full keys.



    


    
      
        object_key(instance, scope, key)

      


        The full key a new object in scope is written under: key behind
storage.key_prefix. The compactor names each segment with it and records
the result in the archive catalogue, so a later prefix change only moves new
segments; the ones already written are read back under the key they were
written with.



    


    
      
        put(instance, scope, key, data)

      


    


    
      
        put_if_absent(instance, scope, key, data)

      


    


    
      
        same_object(mod, instance, key, data, opts)

      


        Settle an :already_exists: :ok when key already holds exactly data (a
conditional PUT that landed, whose answer was lost and which was then sent
again, finds its own object), else {:error, :already_exists}. A store that
cannot be read back is {:error, :already_exists} too: the caller mints a new
key rather than assume.



    


    
      
        secondary_config(config)

      


        The second object store backups are also written to (backup.secondary),
under the same storage.key_prefix; nil when none is configured.



    


    
      
        store(instance, scope)

      


        The {module, opts} a scope resolves to on instance.



    


    
      
        validate_config!(config)

      


        Check the :sse option and the transport options (Ankusa.BlobStore.Options)
of every blob store the config names (storage.blob_store,
backup.blob_store, backup.secondary, claim_check.blob_stores).



    





      


      
        Types


        


  
    
      
    
    
      scope()



        
          
        

    

  


  

      

          @type scope() :: :segments | :backup


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      delete(instance, key, opts)



        
          
        

    

  


  

      

          @callback delete(instance :: atom(), key :: String.t(), opts :: keyword()) :: :ok


      



  



  
    
      
    
    
      get(instance, key, opts)



        
          
        

    

  


  

      

          @callback get(instance :: atom(), key :: String.t(), opts :: keyword()) ::
  {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      get_range(instance, key, offset, length, opts)



        
          
        

    

  


  

      

          @callback get_range(
  instance :: atom(),
  key :: String.t(),
  offset :: non_neg_integer(),
  length :: pos_integer(),
  opts :: keyword()
) :: {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      list(instance, prefix, opts)



        
          
        

    

  


  

      

          @callback list(instance :: atom(), prefix :: String.t(), opts :: keyword()) ::
  {:ok, [String.t()]} | {:error, term()}


      


Every key under prefix, sorted, across all of the store's result pages. A
page that fails fails the call: a partial listing is never presented as the
whole.

  



  
    
      
    
    
      put(instance, key, data, opts)



        
          
        

    

  


  

      

          @callback put(instance :: atom(), key :: String.t(), data :: iodata(), opts :: keyword()) ::
  :ok | {:error, term()}


      



  



  
    
      
    
    
      put_if_absent(instance, key, data, opts)



        
          
        

    

  


  

      

          @callback put_if_absent(
  instance :: atom(),
  key :: String.t(),
  data :: iodata(),
  opts :: keyword()
) ::
  :ok | {:error, :already_exists} | {:error, term()}


      


put/4, but only if no object exists under key: {:error, :already_exists}
when one does, with that object left exactly as it was. The adapters use the
store's own precondition (S3 and Azure If-None-Match: *, GCS
ifGenerationMatch=0, OCI if-none-match: *), so the check and the write are
one atomic request. Ankusa.ClaimCheck writes every pack with it: a reused
or colliding pack id then refuses instead of overwriting claims that are
already referenced.
An object that exists with exactly the bytes being written is :ok
(same_object/5): a retried request whose first attempt landed is not a
collision with another writer.

  


        

      

      
        Functions


        


  
    
      
    
    
      delete(instance, scope, key)



        
          
        

    

  


  

      

          @spec delete(atom(), scope(), String.t()) :: :ok


      



  



  
    
      
    
    
      get(instance, scope, key)



        
          
        

    

  


  

      

          @spec get(atom(), scope(), String.t()) :: {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      get_range(instance, scope, key, offset, length)



        
          
        

    

  


  

      

          @spec get_range(atom(), scope(), String.t(), non_neg_integer(), pos_integer()) ::
  {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      list(instance, scope, prefix)



        
          
        

    

  


  

      

          @spec list(atom(), scope(), String.t()) :: {:ok, [String.t()]} | {:error, term()}


      


Every key of this node's objects in scope under prefix (behind storage.key_prefix for :segments and :backup), as full keys.

  



  
    
      
    
    
      object_key(instance, scope, key)



        
          
        

    

  


  

      

          @spec object_key(atom(), scope(), String.t()) :: String.t()


      


The full key a new object in scope is written under: key behind
storage.key_prefix. The compactor names each segment with it and records
the result in the archive catalogue, so a later prefix change only moves new
segments; the ones already written are read back under the key they were
written with.

  



  
    
      
    
    
      put(instance, scope, key, data)



        
          
        

    

  


  

      

          @spec put(atom(), scope(), String.t(), iodata()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      put_if_absent(instance, scope, key, data)



        
          
        

    

  


  

      

          @spec put_if_absent(atom(), scope(), String.t(), iodata()) ::
  :ok | {:error, :already_exists} | {:error, term()}


      



  



  
    
      
    
    
      same_object(mod, instance, key, data, opts)



        
          
        

    

  


  

      

          @spec same_object(module(), atom(), String.t(), iodata(), keyword()) ::
  :ok | {:error, :already_exists}


      


Settle an :already_exists: :ok when key already holds exactly data (a
conditional PUT that landed, whose answer was lost and which was then sent
again, finds its own object), else {:error, :already_exists}. A store that
cannot be read back is {:error, :already_exists} too: the caller mints a new
key rather than assume.

  



  
    
      
    
    
      secondary_config(config)



        
          
        

    

  


  

      

          @spec secondary_config(Ankusa.Config.t()) :: {module(), keyword(), String.t()} | nil


      


The second object store backups are also written to (backup.secondary),
under the same storage.key_prefix; nil when none is configured.

  



  
    
      
    
    
      store(instance, scope)



        
          
        

    

  


  

      

          @spec store(atom(), scope()) :: {module(), keyword()}


      


The {module, opts} a scope resolves to on instance.

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Check the :sse option and the transport options (Ankusa.BlobStore.Options)
of every blob store the config names (storage.blob_store,
backup.blob_store, backup.secondary, claim_check.blob_stores).

  


        

      


  

  
    
    Ankusa.BlobStore.Azure - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.BlobStore.Azure 
    



      
Ankusa.BlobStore backed by Azure Blob Storage, via
Req. Works against real Azure or the
Azurite
emulator.
This adapter deliberately carries no credential dependency — the same
stance as Ankusa.BlobStore.GCS. It accepts a credential you already have,
in either of the two forms Azure supports without the account key:
	:sas_token — a Shared Access Signature query string (no leading ?),
generated out-of-band with the Azure CLI, SDK, or portal. The adapter
appends it to every request and never sees the account key.
	:token_provider — {module, fun, args}, applied per request, must
return {:ok, bearer_token} | :error. For a service running on Azure,
use the built-in Ankusa.BlobStore.Azure.ManagedIdentity (system- or
user-assigned) rather than wiring your own Entra ID token source. On a
401 the adapter calls the module's invalidate/n (same arguments) when
it exports one, and sends the request once more with the fresh token.

Shared Key signing (the Authorization: SharedKey ... HMAC) is deliberately
not implemented — it is the kind of security-sensitive canonicalization this
project does not hand-roll, and a SAS token is the least-privilege credential
Azure recommends anyway.
opts:
	:account_name   — required, e.g. "myaccount"
	:container      — required; Azure's name for the bucket
	:sas_token      — optional; a SAS query string (no leading ?)
	:token_provider — optional; {module, fun, args} returning a bearer token
	:endpoint       — default "https://#{account_name}.blob.core.windows.net";                 point at `"http://127.0.0.1:10000/#{account_name}"` for Azurite

	:timeout_ms     — default 10_000, for both connect and response of                 one request that carries at most 1 MiB

	:upload_timeout_ms, :op_deadline_ms, :multipart_threshold_bytes,
:multipart_part_bytes, :breaker_*, :pool_* — one deadline per                 operation, a block-list upload above a size, a
                 breaker per container and a connection pool per
                 endpoint. See `Ankusa.BlobStore.Options`

	:req_options    — transport options for the HTTP client, e.g. a custom                 Finch pool, a proxy, or `plug:` for `Req.Test` in
                 tests. See `Ankusa.HttpClient` for the accepted keys

	:retries        — default 2: extra attempts after a transport error                 or a `408`/`429`/`5xx`. See `Ankusa.BlobStore.Retry`

	:sse            — %{type: :kms, key_id: encryption_scope}: every blob is                 written under that encryption scope
                 (`x-ms-encryption-scope`). Blob Storage encrypts
                 everything at rest anyway; this picks the key. See
                 `Ankusa.BlobStore.SSE`


put_if_absent/4 sends If-None-Match: * (a 409/412 is :already_exists);
every PUT carries Content-MD5 (validated by Azure) and
x-ms-blob-content-md5 (stored), and a GET verifies the Content-MD5 it is
sent (Ankusa.BlobStore.Checksum); a body over multipart_threshold_bytes is
Put Block per multipart_part_bytes and a Put Block List.
Local dev
config :ankusa,
  storage: %{
    blob_store:
      {Ankusa.BlobStore.Azure,
       account_name: "devstoreaccount1",
       container: "ankusa-segments-dev",
       endpoint: "http://127.0.0.1:10000/devstoreaccount1",
       sas_token: System.get_env("AZURE_BLOB_SAS")}
  }
docker compose -f docker-compose.integration.yml up -d azurite azure-bootstrap brings up
the emulator and creates the container.

      




  

  
    
    Ankusa.BlobStore.Azure.ManagedIdentity - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.BlobStore.Azure.ManagedIdentity 
    



      
Azure AD access tokens from the Instance Metadata Service (IMDS) — Azure's
managed identity, the best credential for a service running on Azure: no
secret to store or rotate, short-lived tokens, and least privilege via a
role assignment (Storage Blob Data Contributor) on the identity rather
than an account key.
Used as the :token_provider for Ankusa.BlobStore.Azure:
# system-assigned identity — no config at all
{Ankusa.BlobStore.Azure.ManagedIdentity, :token, []}

# user-assigned identity
{Ankusa.BlobStore.Azure.ManagedIdentity,
 :token, [client_id: System.get_env("AZURE_CLIENT_ID")]}
The token is fetched from http://169.254.169.254/metadata/identity/oauth2/token
(only reachable from inside Azure) with the required Metadata: true header.
It is cached and refreshed five minutes before expiry, so the adapter's
per-request :token_provider call is an ETS read, not an IMDS round-trip.
opts:
	:client_id — a user-assigned managed identity's client id; omit for the            system-assigned identity

	:resource  — default "https://storage.azure.com" (Blob Storage)
	:endpoint  — default the IMDS token URL; override in tests
	:timeout_ms — default 10_000
	:req_options — transport options, e.g. plug: for Req.Test


      


      
        Summary


  
    Functions
  


    
      
        invalidate(opts \\ [])

      


        Drop the cached token for opts: the next token/1 asks IMDS for a new one.
Ankusa.BlobStore.Azure calls it (with the provider's arguments) on a 401.



    





      


      
        Functions


        


    

  
    
      
    
    
      invalidate(opts \\ [])



        
          
        

    

  


  

      

          @spec invalidate(keyword()) :: :ok


      


Drop the cached token for opts: the next token/1 asks IMDS for a new one.
Ankusa.BlobStore.Azure calls it (with the provider's arguments) on a 401.

  


        

      


  

  
    
    Ankusa.BlobStore.Breaker - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.BlobStore.Breaker 
    



      
A circuit breaker per {endpoint, bucket} for the HTTP object stores, shared
by every instance and every store on the node that talks to that bucket.
It opens on either of two signals:
	failures: breaker_failures (default 5) consecutive requests that
could not be answered (a transport error, 408, 500, 502, 504).
A throttled answer (429, 503) is an answer from a reachable store: it
resets the count and is Ankusa.BlobStore.Retry's to back off from.
	latency: the p99 of the last 100 metadata-sized requests
(breaker_slow_ms, default 5 s) once at least 20 are known. A bucket
that still answers, but slowly, would otherwise hold every caller's
connection for the full timeout until the pool is spent.

Open, it answers {:error, :breaker_open} without sending anything, for
breaker_open_ms (default 30 s). Then one request goes through as a probe:
an answer closes the breaker, a failure opens it again. Each transition emits
[:ankusa, :blob_store, :breaker] (see Ankusa.Telemetry).
The state is one ETS row per {endpoint, bucket}, in a table
the application owns. Concurrent requests update it without a lock: the
worst a race does is lose a latency sample or let a second probe through.
breaker_failures: 0 turns the breaker off, the latency trip with it.

      


      
        Summary


  
    Types
  


    
      
        config()

      


    


    
      
        outcome()

      


    


    
      
        scope()

      


    





  
    Functions
  


    
      
        allow?(scope, map)

      


        May a request to scope be sent? An open breaker past its time lets one probe through.



    


    
      
        config(opts)

      


        The breaker settings of a store's options.



    


    
      
        record(instance, scope, cfg, outcome, latency)

      


        Record the outcome of one request to scope: :ok (answered, latency_ms
a sample unless nil), :answered (a throttle: reachable, no sample) or
:failure.



    





      


      
        Types


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: %{
  failures: non_neg_integer(),
  open_ms: pos_integer(),
  slow_ms: pos_integer()
}


      



  



  
    
      
    
    
      outcome()



        
          
        

    

  


  

      

          @type outcome() :: :ok | :answered | :failure


      



  



  
    
      
    
    
      scope()



        
          
        

    

  


  

      

          @type scope() :: {endpoint :: String.t(), bucket :: String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      allow?(scope, map)



        
          
        

    

  


  

      

          @spec allow?(scope(), config()) :: boolean()


      


May a request to scope be sent? An open breaker past its time lets one probe through.

  



  
    
      
    
    
      config(opts)



        
          
        

    

  


  

      

          @spec config(keyword()) :: config()


      


The breaker settings of a store's options.

  



  
    
      
    
    
      record(instance, scope, cfg, outcome, latency)



        
          
        

    

  


  

      

          @spec record(atom(), scope(), config(), outcome(), non_neg_integer() | nil) :: :ok


      


Record the outcome of one request to scope: :ok (answered, latency_ms
a sample unless nil), :answered (a throttle: reachable, no sample) or
:failure.

  


        

      


  

  
    
    Ankusa.BlobStore.Checksum - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.BlobStore.Checksum 
    



      
The integrity headers the HTTP object stores take on a PUT, and the check of
the digest they send back on a GET.
	Adapter	On PUT	Verified on GET
	S3	x-amz-checksum-sha256 (and Content-MD5 on each multipart part)	x-amz-checksum-sha256, requested with x-amz-checksum-mode: ENABLED
	GCS	x-goog-hash: md5=…	x-goog-hash
	Azure	Content-MD5 and x-ms-blob-content-md5	Content-MD5
	OCI	Content-MD5 (and x-content-sha256, which the signature covers)	opc-content-md5

The store validates the digest it was sent, so bytes damaged on the way up are
refused with a 4xx; a digest the store sends back is compared with the bytes
received, so bytes damaged on the way down are {:error, :integrity}. A
response without the header (the store never kept one, a composite multipart
digest, an emulator) is not checked: absence is not corruption.

      


      
        Summary


  
    Functions
  


    
      
        check_response(headers, body, algorithm, names)

      


        Check a GET response's body against the digest header names the store
puts on it (the first of names that is present); :sha256 or :md5.
{:ok, body} or {:error, :integrity}.



    


    
      
        first(headers, name)

      


        The first value of response header name, or nil.



    


    
      
        goog_md5(headers)

      


        The md5 a x-goog-hash header (crc32c=…,md5=…, possibly several headers) carries.



    


    
      
        md5_base64(data)

      


        Base64 MD5 of data.



    


    
      
        sha256_base64(data)

      


        Base64 SHA-256 of data.



    


    
      
        verify(algorithm, body, expected)

      


        :ok unless expected (the base64 digest a response header carried) is not
the algorithm (:sha256 or :md5) digest of body. A nil or empty
expected is :ok.



    





      


      
        Functions


        


  
    
      
    
    
      check_response(headers, body, algorithm, names)



        
          
        

    

  


  

      

          @spec check_response(
  %{required(String.t()) => [String.t()]},
  binary(),
  :sha256 | :md5,
  [String.t()]
) ::
  {:ok, binary()} | {:error, :integrity}


      


Check a GET response's body against the digest header names the store
puts on it (the first of names that is present); :sha256 or :md5.
{:ok, body} or {:error, :integrity}.

  



  
    
      
    
    
      first(headers, name)



        
          
        

    

  


  

      

          @spec first(%{required(String.t()) => [String.t()]}, String.t()) :: String.t() | nil


      


The first value of response header name, or nil.

  



  
    
      
    
    
      goog_md5(headers)



        
          
        

    

  


  

      

          @spec goog_md5(%{required(String.t()) => [String.t()]}) :: String.t() | nil


      


The md5 a x-goog-hash header (crc32c=…,md5=…, possibly several headers) carries.

  



  
    
      
    
    
      md5_base64(data)



        
          
        

    

  


  

      

          @spec md5_base64(iodata()) :: String.t()


      


Base64 MD5 of data.

  



  
    
      
    
    
      sha256_base64(data)



        
          
        

    

  


  

      

          @spec sha256_base64(iodata()) :: String.t()


      


Base64 SHA-256 of data.

  



  
    
      
    
    
      verify(algorithm, body, expected)



        
          
        

    

  


  

      

          @spec verify(:sha256 | :md5, iodata(), String.t() | nil) :: :ok | {:error, :integrity}


      


:ok unless expected (the base64 digest a response header carried) is not
the algorithm (:sha256 or :md5) digest of body. A nil or empty
expected is :ok.

  


        

      


  

  
    
    Ankusa.BlobStore.GCS - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.BlobStore.GCS 
    



      
Ankusa.BlobStore backed by Google Cloud Storage's JSON API, via
Req. Works against real GCS or the
floci-gcp emulator in docker-compose.integration.yml.
This adapter deliberately carries no OAuth2 dependency: :token_provider
is a callback you point at whatever your deployment already uses (Goth, ADC),
rather than a bundled OAuth2 client. On GCE/GKE the built-in
Ankusa.BlobStore.GCS.MetadataServer needs no configuration.
opts:
	:bucket         — required
	:endpoint       — default "https://storage.googleapis.com"; point                 at `http://localhost:4588` for floci-gcp

	:token_provider — {module, fun, args}, applied per request, must                 return `{:ok, bearer_token} | :error`. Omit for the
                 emulator (unauthenticated). **Required against real
                 GCS**: `{Ankusa.BlobStore.GCS.MetadataServer, :token, []}`
                 on GCE/GKE, or your own source (Goth, ADC). On a
                 `401` the adapter calls the module's `invalidate/n`
                 (same arguments) when it exports one and sends the
                 request once more with the fresh token

	:timeout_ms     — default 10_000, for both connect and response of                 one request that carries at most 1 MiB

	:upload_timeout_ms, :op_deadline_ms, :multipart_threshold_bytes,
:multipart_part_bytes, :breaker_*, :pool_* — one deadline per                 operation, resumable upload above a size, a breaker
                 per bucket and a connection pool per endpoint. See
                 `Ankusa.BlobStore.Options`

	:req_options    — transport options for the HTTP client, e.g. a custom                 Finch pool, a proxy, or `plug:` for `Req.Test` in
                 tests. See `Ankusa.HttpClient` for the accepted keys

	:retries        — default 2: extra attempts after a transport error                 or a `408`/`429`/`5xx`, each with a fresh token from
                 `:token_provider`. See `Ankusa.BlobStore.Retry`

	:sse            — %{type: :kms, key_id: key_resource_name}: every upload                 names the Cloud KMS key that encrypts the object
                 (`x-goog-encryption-kms-key-name` and `kmsKeyName`).
                 GCS encrypts everything at rest anyway; this picks
                 the key. See `Ankusa.BlobStore.SSE`


put_if_absent/4 is ifGenerationMatch=0 (a 412 is :already_exists);
every upload carries x-goog-hash: md5=… and a GET verifies the
x-goog-hash md5 it is sent (Ankusa.BlobStore.Checksum); a body over
multipart_threshold_bytes is a resumable upload in multipart_part_bytes
chunks.
Local dev
config :ankusa,
  storage: %{
    blob_store:
      {Ankusa.BlobStore.GCS, bucket: "ankusa-segments-dev", endpoint: "http://localhost:4588"}
  }
docker compose -f docker-compose.integration.yml up -d floci-gcp gcs-bootstrap brings up
the emulator and creates the bucket.
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Access tokens for Ankusa.BlobStore.GCS from the GCE/GKE metadata server: the
best credential for a service running on Google Cloud, with no key to store or
rotate (the node's service account, granted roles/storage.objectAdmin on the
bucket).
{Ankusa.BlobStore.GCS,
 bucket: "ankusa-segments",
 token_provider: {Ankusa.BlobStore.GCS.MetadataServer, :token, []}}
The token comes from
http://metadata.google.internal/computeMetadata/v1/instance/service-accounts/<account>/token
(the Metadata-Flavor: Google header is required; the address only answers
inside Google Cloud). It is cached node-wide until a minute before it expires, so
the adapter's per-request call is an ETS read, and refreshed on demand: a 401
makes the adapter call invalidate/1, and its retry fetches a new token.
Arguments (a keyword list, the one optional argument of token/1 and
invalidate/1):
	:service_account — default "default"
	:endpoint — default the metadata server's token URL (override in tests)
	:timeout_ms — default 5_000
	:req_options — transport options, e.g. plug: for Req.Test


      


      
        Summary


  
    Functions
  


    
      
        invalidate(opts \\ [])

      


        Drop the cached token: the next token/1 fetches a new one.



    


    
      
        token(opts \\ [])

      


        {:ok, bearer_token}, or :error when the metadata server did not give one.



    





      


      
        Functions


        


    

  
    
      
    
    
      invalidate(opts \\ [])



        
          
        

    

  


  

      

          @spec invalidate(keyword()) :: :ok


      


Drop the cached token: the next token/1 fetches a new one.

  



    

  
    
      
    
    
      token(opts \\ [])



        
          
        

    

  


  

      

          @spec token(keyword()) :: {:ok, String.t()} | :error


      


{:ok, bearer_token}, or :error when the metadata server did not give one.
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Default Ankusa.BlobStore: immutable objects on the local filesystem.
Objects live under opts[:root] (an absolute path), by default
Config.path(config, "segments"). A dedicated claim store
(claim_check.blob_stores: [{LocalFS, root: "/shared/claims"}]) points it
elsewhere — at a directory every node and the gateway mount, say.
Writes are atomic (temp file + rename) and durable (file and directory
fsyncs), so a reader never sees a half-written object and a committed one
survives power loss. Reads use :file.pread/3 for a single-record range
GET without slurping the whole object into memory.

      


      
        Summary


  
    Functions
  


    
      
        root(instance, opts)

      


        The directory objects live under: opts[:root], else the instance's segments dir.



    





      


      
        Functions


        


  
    
      
    
    
      root(instance, opts)



        
          
        

    

  


  

      

          @spec root(atom(), keyword()) :: String.t()


      


The directory objects live under: opts[:root], else the instance's segments dir.
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Ankusa.BlobStore backed by Oracle Cloud Infrastructure Object Storage, via
Req.
OCI has no bearer-token or pre-signed-URL shortcut that covers arbitrary
PUT/GET/DELETE/list against a bucket, so this adapter signs its own
requests the way every OCI SDK does: Signature version 1, an RSA-SHA256
signature over the request's (request-target), date, and host headers
(plus content-length/content-type/x-content-sha256 on PUT). The
signing is implemented with OTP's :public_key — no dependency — and pinned
against OCI's own test keys in
test/ankusa/blob_store_oci_signing_test.exs.
opts:
	:region          — required, e.g. "us-ashburn-1"
	:namespace       — required; the OCI namespace (see the tenancy page)
	:bucket          — required
	:key_id          — optional; overrides the tenancy/user/fingerprint key                 id the API-key opts derive. Instance principals and
                 session tokens sign with a `ST$<token>` key id — pass
                 that here alongside `:private_key`.

	:tenancy_ocid    — required for API-key auth
	:user_ocid       — required for API-key auth
	:key_fingerprint — required for API-key auth; the signing key fingerprint
	:private_key     — required unless :key_provider is set; the PEM private key                 (PKCS#1 or PKCS#8)

	:key_provider    — {module, fun, args} returning {:ok, %{key_id: key_id, private_key: pem}} | :error, applied per request, in place of                 `:key_id`/`:private_key`: the identity of an instance principal
                 (`{Ankusa.BlobStore.OCI.InstancePrincipal, :credentials, [[region: …]]}`).
                 On a `401` the adapter calls the module's `invalidate/n` (same
                 arguments) and sends the request once more with fresh credentials

	:endpoint        — default "https://objectstorage.#{region}.oraclecloud.com"
	:timeout_ms      — default 10_000, for both connect and response of                 one request that carries at most 1 MiB

	:upload_timeout_ms, :op_deadline_ms, :multipart_threshold_bytes,
:multipart_part_bytes, :breaker_*, :pool_* — one deadline per                 operation, multipart above a size, a breaker per
                 bucket and a connection pool per endpoint. See
                 `Ankusa.BlobStore.Options`

	:req_options     — transport options for the HTTP client. See                 `Ankusa.HttpClient` for the accepted keys

	:retries         — default 2: extra attempts after a transport error                 or a `408`/`429`/`5xx`, each re-signed with a fresh
                 `date`. See `Ankusa.BlobStore.Retry`

	:sse             — %{type: :kms, key_id: vault_key_ocid}: every object is                 encrypted with that Vault key (`opc-sse-kms-key-id`).
                 Object Storage encrypts everything at rest anyway;
                 this picks the key. See `Ankusa.BlobStore.SSE`


Identity
Two credential shapes:
	API key — :tenancy_ocid/:user_ocid/:key_fingerprint/:private_key,
the default. The right shape off-OCI (CI, laptops, another cloud).
	Instance principal — on OCI compute or OKE, the best credential is the
instance's own identity: key_provider: {Ankusa.BlobStore.OCI.InstancePrincipal, :credentials, [[region: "us-ashburn-1"]]} runs the certificate federation
(IMDS leaf cert → auth.<region>.oraclecloud.com/v1/x509 → a short-lived
ST$ session token plus a session key), caches it and refreshes it before
it expires and on a 401. A session token from another source (the OCI SDK,
a sidecar) still works as key_id: "ST$<token>" with its session key as
:private_key; it is the caller's to renew.

put_if_absent/4 sends if-none-match: * (a 412 is :already_exists); every
PUT carries Content-MD5 and a GET verifies opc-content-md5
(Ankusa.BlobStore.Checksum); a body over multipart_threshold_bytes is a
multipart upload (create, parts each with Content-MD5, commit, abort on
failure).
Local dev
config :ankusa,
  storage: %{
    blob_store:
      {Ankusa.BlobStore.OCI,
       region: "us-ashburn-1",
       namespace: System.get_env("OCI_NAMESPACE"),
       bucket: "ankusa-segments",
       tenancy_ocid: System.get_env("OCI_TENANCY"),
       user_ocid: System.get_env("OCI_USER"),
       key_fingerprint: System.get_env("OCI_KEY_FINGERPRINT"),
       private_key: File.read!(System.fetch_env!("OCI_KEY_FILE"))}
  }
The floci-oci emulator in docker-compose.integration.yml (:4599) parses
but never verifies the signature, so local integration testing works with any
locally generated key; the signing itself is proven by the reference vectors in
test/ankusa/blob_store_oci_signing_test.exs.
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Session credentials for Ankusa.BlobStore.OCI from the instance's own
identity, for a node on OCI compute or OKE: no API key to store or rotate.
{Ankusa.BlobStore.OCI,
 region: "us-ashburn-1",
 namespace: "…",
 bucket: "ankusa-segments",
 key_provider:
   {Ankusa.BlobStore.OCI.InstancePrincipal, :credentials, [[region: "us-ashburn-1"]]}}
The federation the OCI SDKs perform, in four steps:
	the instance metadata service (http://169.254.169.254/opc/v2, header
Authorization: Bearer Oracle) gives the instance's leaf certificate, its
private key and the intermediate certificates;
	a fresh RSA session key pair is generated;
	POST https://auth.<region>.oraclecloud.com/v1/x509 sends the leaf
certificate, the intermediates and the session public key, signed with the
leaf key (keyId <tenancy>/fed-x509-sha256/<sha256 fingerprint>, the
tenancy read from the certificate's opc-tenant: organizational unit);
	the answer is a short-lived ST$<token> session token; objects are then
signed with the session private key under key_id: "ST$<token>".

The credentials are cached node-wide until five minutes before the token's own
exp, so the adapter's per-request call is an ETS read; a 401 makes the
adapter call invalidate/1, and its retry federates again.
Arguments (a keyword list, the one optional argument of credentials/1 and
invalidate/1):
	:region — required, e.g. "us-ashburn-1"; picks the auth service
	:tenancy_ocid — override the tenancy read from the certificate
	:imds_endpoint — default "http://169.254.169.254/opc/v2"
	:auth_endpoint — default "https://auth.<region>.oraclecloud.com"
	:timeout_ms — default 10_000
	:req_options — transport options, e.g. plug: for Req.Test


      


      
        Summary


  
    Functions
  


    
      
        credentials(opts \\ [])

      


        {:ok, %{key_id: "ST$…", private_key: pem}}, or :error when federation failed.



    


    
      
        invalidate(opts \\ [])

      


        Drop the cached session: the next credentials/1 federates again.



    





      


      
        Functions


        


    

  
    
      
    
    
      credentials(opts \\ [])



        
          
        

    

  


  

      

          @spec credentials(keyword()) ::
  {:ok, %{key_id: String.t(), private_key: String.t()}} | :error


      


{:ok, %{key_id: "ST$…", private_key: pem}}, or :error when federation failed.

  



    

  
    
      
    
    
      invalidate(opts \\ [])



        
          
        

    

  


  

      

          @spec invalidate(keyword()) :: :ok


      


Drop the cached session: the next credentials/1 federates again.
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The transport options every HTTP object store takes (Ankusa.BlobStore.S3,
GCS, Azure, OCI), their defaults and their ranges. They are adapter
options, like :timeout_ms and :retries: Elixir config, and the s3/gcs
sections of the YAML.
	Option	Default	What
	:timeout_ms	10_000	One metadata-sized request (GET, DELETE, LIST, a body up to 1 MiB): connect and response
	:upload_timeout_ms	60_000	One request that carries a large body: a bigger single PUT, or one multipart part
	:op_deadline_ms	120_000	One absolute deadline per blob operation, covering every attempt, every multipart part and (for Ankusa.ClaimCheck.check_in/4) every pack-id retry together. Nothing sleeps or sends past it
	:multipart_threshold_bytes	8_388_608	A put of more bytes goes up as a multipart (S3, OCI), block-list (Azure) or resumable (GCS) upload
	:multipart_part_bytes	8_388_608	The size of each part or chunk (a multiple of 256 KiB, at least 5 MiB)
	:retries	2	Extra attempts after a transient failure (Ankusa.BlobStore.Retry)
	:breaker_failures	5	Consecutive failures of a {endpoint, bucket} that open its breaker; 0 turns the breaker off, the latency trip with it
	:breaker_open_ms	30_000	How long an open breaker answers {:error, :breaker_open} before it lets one request through
	:breaker_slow_ms	5_000	The breaker also opens when the p99 of the last 100 metadata-sized requests passes this
	:pool_size, :pool_count	32, 1	Connections per pool and pools, of the Finch pool the instance starts for this store's endpoint (Ankusa.BlobStore.Pool)
	:pool_timeout	5_000	How long a request waits for a free connection of that pool

Every bound is checked when the config is validated (validate!/3), so a bad
value is a boot error and never a request that waits an hour.

      


      
        Summary


  
    Functions
  


    
      
        default(key)

      


        The option's default.



    


    
      
        get(opts, key)

      


        opts[key], else the default.



    


    
      
        kind(size)

      


        :small for a request that carries at most 1 MiB, :bulk for one that
carries more: which timeout it runs under, and whether its latency is a
breaker sample.



    


    
      
        remaining(opts)

      


        Milliseconds left to opts[:deadline] (negative when passed).



    


    
      
        validate!(module, opts, where)

      


        Raise ArgumentError naming where unless every transport option opts
sets is an integer inside its range, and the part size is a multiple of
256 KiB. Stores that are not an HTTP object store are not checked.



    


    
      
        with_deadline(opts)

      


        opts with :deadline (an absolute System.monotonic_time(:millisecond))
set to op_deadline_ms from now, or to the deadline the caller already
passed when that is sooner. Every adapter entry point calls it once, so every
request the operation makes shares one deadline.



    





      


      
        Functions


        


  
    
      
    
    
      default(key)



        
          
        

    

  


  

      

          @spec default(atom()) :: pos_integer() | non_neg_integer()


      


The option's default.

  



  
    
      
    
    
      get(opts, key)



        
          
        

    

  


  

      

          @spec get(keyword(), atom()) :: non_neg_integer()


      


opts[key], else the default.

  



  
    
      
    
    
      kind(size)



        
          
        

    

  


  

      

          @spec kind(non_neg_integer()) :: :small | :bulk


      


:small for a request that carries at most 1 MiB, :bulk for one that
carries more: which timeout it runs under, and whether its latency is a
breaker sample.

  



  
    
      
    
    
      remaining(opts)



        
          
        

    

  


  

      

          @spec remaining(keyword()) :: integer()


      


Milliseconds left to opts[:deadline] (negative when passed).

  



  
    
      
    
    
      validate!(module, opts, where)



        
          
        

    

  


  

      

          @spec validate!(module(), keyword(), String.t()) :: :ok


      


Raise ArgumentError naming where unless every transport option opts
sets is an integer inside its range, and the part size is a multiple of
256 KiB. Stores that are not an HTTP object store are not checked.

  



  
    
      
    
    
      with_deadline(opts)



        
          
        

    

  


  

      

          @spec with_deadline(keyword()) :: keyword()


      


opts with :deadline (an absolute System.monotonic_time(:millisecond))
set to op_deadline_ms from now, or to the deadline the caller already
passed when that is sooner. Every adapter entry point calls it once, so every
request the operation makes shares one deadline.
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The connection pool of each HTTP object store's endpoint, owned by the
instance (Ankusa.Instance starts one Finch
per distinct endpoint of storage.blob_store, backup.blob_store,
backup.secondary and claim_check.blob_stores).
Req's default pool is one shared Finch with 50 connections for every origin
the VM talks to: under claim-check load it is the throughput ceiling, and a slow
bucket takes connections from every other client. A pool per endpoint is sized
by the store's options (pool_size connections, pool_count pools,
pool_timeout ms to check one out; see Ankusa.BlobStore.Options), so a
slow bucket exhausts its own pool and no other. Stores that share an endpoint
share the pool, sized by the largest of them.
The pool carries the transport: TLS peer verification (TLS 1.2/1.3, the system
trust store, or the store's req_options cacertfile), the connect timeout
(timeout_ms) and the store's connect_options. A store that names its own
transport (req_options: [finch: [name: MyFinch]], or plug: in tests) gets no pool.

      


      
        Summary


  
    Functions
  


    
      
        child_specs(config)

      


        Child specs of the pools config's stores need, one per distinct endpoint.



    


    
      
        name(instance, endpoint)

      


        The name of instance's pool for endpoint.



    


    
      
        req_options(instance, endpoint, opts)

      


        The :req_options a request to endpoint is sent with: the store's own, plus
finch: this instance's pool for the endpoint (and pool_timeout) when that
pool is running. A store that names its own transport is left alone.



    





      


      
        Functions


        


  
    
      
    
    
      child_specs(config)



        
          
        

    

  


  

      

          @spec child_specs(Ankusa.Config.t()) :: [Supervisor.child_spec()]


      


Child specs of the pools config's stores need, one per distinct endpoint.

  



  
    
      
    
    
      name(instance, endpoint)



        
          
        

    

  


  

      

          @spec name(atom(), String.t()) :: atom()


      


The name of instance's pool for endpoint.

  



  
    
      
    
    
      req_options(instance, endpoint, opts)



        
          
        

    

  


  

      

          @spec req_options(atom(), String.t(), keyword()) :: keyword()


      


The :req_options a request to endpoint is sent with: the store's own, plus
finch: this instance's pool for the endpoint (and pool_timeout) when that
pool is running. A store that names its own transport is left alone.
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Retries one object-store request after a transient failure, for the HTTP
blob stores (Ankusa.BlobStore.S3, GCS, Azure, OCI), under one
deadline and a per-{endpoint, bucket} breaker (Ankusa.BlobStore.Breaker).
A transient failure is a transport error (refused, reset, timed out) or a
408, 429, 500, 502, 503 or 504. Anything else — success, 404, a
403 — is returned at once. The adapter option :retries (default 2) is
the number of extra attempts, 0 for a single attempt. Each retry waits a
full-jitter delay: a uniformly random time between 0 and 200 ms, then 1 s,
then 5 s for every later one, so nodes throttled together do not retry in
lockstep. Each retry emits [:ankusa, :blob_store, :retry] (see
Ankusa.Telemetry).
One deadline
opts[:deadline] (an absolute System.monotonic_time(:millisecond); see
Ankusa.BlobStore.Options.with_deadline/1) bounds the whole operation. Each
attempt runs under the smaller of its timeout (:timeout_ms for a :small
request, :upload_timeout_ms for a :bulk one) and the time left; nothing
is sent, and no retry is slept, once it has passed ({:error, :deadline}), and
a retry whose wait would not fit returns the last answer instead.
Retry-After
A 429 or 503 with a Retry-After (seconds, or an HTTP date) makes the
next wait at least that long, if it fits in the time left. If it does not,
nothing sleeps: the call returns {:error, {:throttled, seconds}} at once, for
the caller (dispatch, which has its own retry and backoff) to schedule. The
same is returned when the attempts are spent and the last answer was such a
throttle. A throttle with no Retry-After is an ordinary {:status, 429 | 503, body}.
Breaker
An open breaker answers {:error, :breaker_open} without a request, and is
not retried; every answered or failed attempt is recorded in it. A failure of
this node (the connection pool gone, or out of free connections) is retried but
not recorded: it says nothing about the bucket.
Every object-store call is idempotent (a PUT writes the same bytes to the
same key; a conditional one is settled by Ankusa.BlobStore.same_object/5),
so a timed-out request that did land is safe to send again. The adapters
build and sign the request inside fun, so each attempt carries a fresh date
and signature. Ankusa.HttpClient itself never retries (retry: false): the
sinks' retries are the dispatch pipeline's.

      


      
        Summary


  
    Types
  


    
      
        http_result()

      


    





  
    Functions
  


    
      
        run(instance, opts, scope, kind, fun)

      


        Run fun — one Ankusa.HttpClient.request_with_headers/6, given the timeout
of this attempt — for instance against the breaker scope
({endpoint, bucket}), retrying it per opts[:retries]. kind is :small
or :bulk (see Ankusa.BlobStore.Options.kind/1). Raises ArgumentError on
a :retries that is not a non-negative integer.



    





      


      
        Types


        


  
    
      
    
    
      http_result()



        
          
        

    

  


  

      

          @type http_result() ::
  {:ok, non_neg_integer(), %{required(String.t()) => [String.t()]}, term()}
  | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      run(instance, opts, scope, kind, fun)



        
          
        

    

  


  

      

          @spec run(
  atom(),
  keyword(),
  Ankusa.BlobStore.Breaker.scope(),
  :small | :bulk,
  (pos_integer() ->
     http_result())
) ::
  http_result()
  | {:error, :deadline | :breaker_open | {:throttled, non_neg_integer()}}


      


Run fun — one Ankusa.HttpClient.request_with_headers/6, given the timeout
of this attempt — for instance against the breaker scope
({endpoint, bucket}), retrying it per opts[:retries]. kind is :small
or :bulk (see Ankusa.BlobStore.Options.kind/1). Raises ArgumentError on
a :retries that is not a non-negative integer.
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Ankusa.BlobStore backed by S3 or any S3-compatible endpoint (MinIO,
Cloudflare R2, or the floci emulator in docker-compose.integration.yml).
Requests are signed with
aws_signature — the SigV4
implementation behind the official aws-elixir SDK — and sent with
Req. Signing is exactly the kind of code not
to hand-roll: a canonicalization bug is invisible until it fails in
production, and the failure mode is a signature mismatch on someone else's
infrastructure.
opts:
	:bucket            — required
	:region            — required, e.g. "us-east-1"
	:access_key_id, :secret_access_key, :session_token — static                    credentials. Without them the chain in
                    `Ankusa.AWS.Credentials` runs: the
                    `AWS_*` environment, web identity (IRSA), then
                    the EC2 instance role (IMDSv2)

	:endpoint          — default "https://s3.#{region}.amazonaws.com";                    point at `http://localhost:4566` for floci/MinIO

	:timeout_ms        — default 10_000, for both connect and response of one                    request that carries at most 1 MiB

	:upload_timeout_ms, :op_deadline_ms, :multipart_threshold_bytes,
:multipart_part_bytes, :breaker_*, :pool_* — one deadline per                    operation, multipart above a size, a breaker per
                    bucket and a connection pool per endpoint. See
                    `Ankusa.BlobStore.Options`

	:req_options       — transport options for the HTTP client, e.g. a                    custom Finch pool (`finch: [name: MyFinch]`), a
                    proxy (via `:connect_options`), or `plug:` for
                    `Req.Test` in tests. See `Ankusa.HttpClient` —
                    an allowlist, because a redirected or re-tuned
                    request would no longer match its signature.

	:retries           — default 2: extra attempts after a transport                    error or a `408`/`429`/`5xx`, each re-signed,
                    jittered, `Retry-After` honoured. See
                    `Ankusa.BlobStore.Retry`

	:sse               — %{type: :aes256} or %{type: :kms, key_id: arn}:                    server-side encryption, sent (and signed) as
                    `x-amz-server-side-encryption` on every `put/4`.
                    See `Ankusa.BlobStore.SSE`


put_if_absent/4 sends If-None-Match: * (a 412/409 is :already_exists);
every PUT carries x-amz-checksum-sha256 and a GET verifies it
(Ankusa.BlobStore.Checksum); a body over multipart_threshold_bytes is a
multipart upload (create, parts each with Content-MD5, complete, abort on
failure).
Addressing is always path-style ({endpoint}/{bucket}/{key}) — the one
scheme every target (AWS, MinIO, R2, floci) accepts unambiguously.
Local dev
config :ankusa,
  storage: %{
    blob_store:
      {Ankusa.BlobStore.S3,
       bucket: "ankusa-segments-dev",
       region: "us-east-1",
       endpoint: "http://localhost:4566",
       access_key_id: "test",
       secret_access_key: "test"}
  }
docker compose -f docker-compose.integration.yml up -d floci s3-bootstrap brings up
the emulator and creates the bucket.
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Server-side encryption for the objects an Ankusa.BlobStore writes: the
:sse option of Ankusa.BlobStore.S3, GCS, Azure and OCI.
sse: %{type: :aes256}
sse: %{type: :kms, key_id: "arn:aws:kms:us-east-1:111122223333:key/…"}
It is sent on every put/4 of the store it is set on: segments, backups
(backup/…) and claim packs alike, because they all reach the object store
through the adapter's put/4 with that store's options. Reads and deletes
carry nothing: the provider decrypts transparently.
	Adapter	type: :aes256	type: :kms
	S3	x-amz-server-side-encryption: AES256	x-amz-server-side-encryption: aws:kms, plus x-amz-server-side-encryption-aws-kms-key-id when key_id is set (without it S3 uses the bucket's default KMS key)
	GCS	nothing: GCS encrypts every object	x-goog-encryption-kms-key-name, and the kmsKeyName upload parameter; key_id is the key's resource name and is required
	Azure	nothing: Blob Storage encrypts every blob	x-ms-encryption-scope; key_id is the encryption scope's name and is required
	OCI	nothing: Object Storage encrypts every object	opc-sse-kms-key-id; key_id is the Vault key's OCID and is required

type: :aes256 on GCS, Azure and OCI is accepted and sends nothing, so one
config can say "encrypted" for every provider; only :kms changes the key.
The S3 headers are signed with the rest of the request. A local store
(Ankusa.BlobStore.LocalFS) refuses the option: its files rest on the
node's volume.
A misspelled option is a boot error (validate!/3), not an unencrypted
object.

      


      
        Summary


  
    Types
  


    
      
        adapter()

      


    





  
    Functions
  


    
      
        headers(opts, adapter)

      


        The request headers opts[:sse] asks adapter to send on a PUT.



    


    
      
        query(opts, arg2)

      


        The query parameters opts[:sse] adds to a GCS upload (kmsKeyName).



    


    
      
        validate!(module, opts, where)

      


        Check a blob store's :sse option and raise ArgumentError naming where
("storage.blob_store") when it cannot do what it says. Stores without the
option, and modules this package does not know, pass.



    





      


      
        Types


        


  
    
      
    
    
      adapter()



        
          
        

    

  


  

      

          @type adapter() :: :s3 | :gcs | :azure | :oci


      



  


        

      

      
        Functions


        


  
    
      
    
    
      headers(opts, adapter)



        
          
        

    

  


  

      

          @spec headers(keyword(), adapter()) :: [{String.t(), String.t()}]


      


The request headers opts[:sse] asks adapter to send on a PUT.

  



  
    
      
    
    
      query(opts, arg2)



        
          
        

    

  


  

      

          @spec query(keyword(), adapter()) :: [{String.t(), String.t()}]


      


The query parameters opts[:sse] adds to a GCS upload (kmsKeyName).

  



  
    
      
    
    
      validate!(module, opts, where)



        
          
        

    

  


  

      

          @spec validate!(module(), term(), String.t()) :: :ok


      


Check a blob store's :sse option and raise ArgumentError naming where
("storage.blob_store") when it cannot do what it says. Stores without the
option, and modules this package does not know, pass.

  


        

      


  

  
    
    Ankusa.ClaimCheck - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.ClaimCheck 
    



      
Claim check: store payloads too large to ride inline in a queue message, and
hand each one back by reference.
Ankusa's dispatch pipeline is the only writer. It writes directly to the
instance's claim stores (Ankusa.ClaimCheck.Stores: one or more object
stores, with failover between them), packing every claim a WAL read batch
needs for one tenant into one object (Ankusa.ClaimCheck.Pack), so one
PUT covers many claims. Each claim gets an Ankusa.ClaimCheck.Ref (a URN
naming its tenant and claim id — and, with claim_check.ref_signing_keys,
an expiry and an HMAC over both) and the sha256 of its bytes, which travel
together as a claim/0.
Readers either call redeem/3 in-process, fetch
GET /v1/claims/<tenant>/<claim_id> from a :claim_check-role node
(Ankusa.ClaimCheck.Router), or read the objects straight from the bucket.
The gateway authenticates and authorizes every request (claim_check.auth,
claim_check.authorize) and holds the ref to verify_ref/2; read/4,
locate/4 and read_bytes/5 below do neither, so code calling them has
already decided who may read what.
Objects are written once under a freshly minted id and never rewritten, so
every read is safe to cache forever.
The gateway checks what it serves against the pack's manifest
(claim_check.integrity_check: :manifest, the default): see digest/3.
Permanent errors (:not_found, :integrity_mismatch, :invalid_ref,
:invalid_tenant, :invalid_id, :unsigned_ref, :bad_signature,
:ref_expired, :too_large) mean retrying won't help — callers should dead-letter.
{:unavailable, reason} is transient, and so is :forbidden (the object
store refused this node's credential: a configuration fault to fix, not a
reason to drop the claim).

      


      
        Summary


  
    Types
  


    
      
        claim()

      


        A checked-in claim: its ref, and the lowercase hex sha256 of its bytes.



    


    
      
        item()

      


    


    
      
        location()

      


        A located claim: its tenant, pack and index in the pack, the index of the
claim store the pack was found in, its object key there, and the claim's
offset and length in it; and how many claims the pack holds (nil if its
index does not say) and the offset where its last claim ends, when the index
bytes read have that row (nil otherwise).



    


    
      
        reason()

      


    





  
    Functions
  


    
      
        check_in(instance, tenant_id, items, opts \\ [])

      


        Store items for one tenant as a single pack object, with one conditional
PUT (Ankusa.BlobStore.put_if_absent/4): a claim store that already holds
an object under the pack's key refuses, and check_in/4 writes the pack
under a fresh pack id (at most 3 attempts), so a reused or colliding id
can never overwrite claims that are already referenced. The refs it returns
name the id the pack was written under.



    


    
      
        check_in_batch(instance, items)

      


        Store many items, possibly for many tenants: group them by tenant, split each
group into packs of at most claim_check.pack_max_bytes, and upload the
packs concurrently. A body larger than the cap gets a pack of its own.



    


    
      
        check_retry_horizon(config, source)

      


        Refuse a source whose retry horizon outlasts the bucket's lifecycle rule:
{:error, message} when the source routes to a claim-checking sink, claims
are in an object store, claim_check.bucket_expiry_days is declared, and
max(dispatch.retry horizon, the source's) + queue.dlq.retention_days + claim_check.redeem_grace_ms (in days) exceeds it. A pack the rule deleted
mid-retry would be a silent loss, so this runs on every source write
(Ankusa.SourceStore.put/6 answers 422 retry_exceeds_claim_expiry) and
over the stored sources at boot (validate_stored_horizons!/2).



    


    
      
        deadline(instance)

      


        The :deadline of a read starting now: claim_check.read_deadline_ms from
now, as an absolute System.monotonic_time(:millisecond).



    


    
      
        digest(instance, location, opts \\ [])

      


        The lowercase hex sha256 of a located claim, as its pack's manifest records
it (claim_check.integrity_check: :manifest, the gateway's check).



    


    
      
        locate(instance, tenant_id, claim_id, opts \\ [])

      


        Find a claim without reading it: its pack's index, from
Ankusa.ClaimCheck.Cache, else one ranged read of the index's first
8 231 bytes (the first 1 024 claims' rows), or up to the claim's row when
that is further, searching every claim store under both key layouts
(Ankusa.ClaimCheck.Stores.read_range/6). A claim id past the end of the
index, or a pack no store has, is :not_found; a pack not found while some
store could not answer is that store's error.



    


    
      
        read(instance, tenant_id, claim_id, opts \\ [])

      


        Read a claim's bytes, with no digest check: locate/4, then read_bytes/5
over the whole claim, both under one :deadline (default deadline/1). A
claim id past the end of its pack's index, a missing pack, or a pack that
ends before the claim does is :not_found.



    


    
      
        read_bytes(instance, location, first, length, opts \\ [])

      


        length bytes of a located claim, starting first bytes into it: the
whole claim from Ankusa.ClaimCheck.Cache when it is there, else one ranged
read, through Ankusa.ClaimCheck.Reader on a :claim_check node (see
locate/4 for opts[:deadline]). A whole claim of at most
claim_check.read_cache_max_entry_bytes is cached; a range never is. The
caller keeps the range inside the claim's length; a pack that ends before
the range does is :not_found, and forgets the cached pack (it was swept).



    


    
      
        redeem(instance, urn, sha256)

      


        Redeem a ref (a %Ref{} or its URN) for its bytes and check them against
sha256, the lowercase hex digest the queue message carried with the ref.
Integrity is never trusted from the store. The ref is held to the node's
policy first (verify_ref/2): a forged, expired or (when refused) unsigned
ref reads nothing.



    


    
      
        retry_horizon_ms(config, sources)

      


        The longest, in milliseconds, a hook can keep retrying: the instance's
dispatch.retry horizon (max_elapsed_ms), or a longer one of any of
sources that routes to a sink using the claim check. The first term of how
long a claim in an object store is needed (then queue.dlq.retention_days and
claim_check.redeem_grace_ms); the 24-hour default is what the bucket rule
has to outlast, not the 21 days the old 84-attempt policy was assumed to take.



    


    
      
        validate_config!(config)

      


        Validate config.claim_check at boot. Raises rather than surfacing a
misconfiguration at runtime



    


    
      
        validate_stored_horizons!(config, sources)

      


        check_retry_horizon/2 over the sources a writable store loaded at boot:
raises ArgumentError naming the first source whose horizon outlasts the
bucket rule, as validate_config!/1 does for the configured ones.



    


    
      
        verify_ref(instance, ref)

      


        Check a ref against this node's policy, as the gateway does before it reads
anything



    





      


      
        Types


        


  
    
      
    
    
      claim()



        
          
        

    

  


  

      

          @type claim() :: %{ref: Ankusa.ClaimCheck.Ref.t(), sha256: String.t()}


      


A checked-in claim: its ref, and the lowercase hex sha256 of its bytes.

  



  
    
      
    
    
      item()



        
          
        

    

  


  

      

          @type item() :: %{
  :id => String.t(),
  :body => binary(),
  optional(:tenant_id) => String.t(),
  optional(:content_type) => String.t() | nil,
  optional(:received_at) => integer() | nil
}


      



  



  
    
      
    
    
      location()



        
          
        

    

  


  

      

          @type location() :: %{
  tenant_id: String.t(),
  pack_id: String.t(),
  index: non_neg_integer(),
  store: non_neg_integer(),
  key: String.t(),
  offset: non_neg_integer(),
  length: non_neg_integer(),
  claims: pos_integer() | nil,
  claims_end: non_neg_integer() | nil
}


      


A located claim: its tenant, pack and index in the pack, the index of the
claim store the pack was found in, its object key there, and the claim's
offset and length in it; and how many claims the pack holds (nil if its
index does not say) and the offset where its last claim ends, when the index
bytes read have that row (nil otherwise).

  



  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() ::
  :invalid_ref
  | :invalid_tenant
  | :invalid_id
  | :not_found
  | :integrity_mismatch
  | :unsigned_ref
  | :bad_signature
  | :ref_expired
  | :forbidden
  | :too_large
  | {:unavailable, term()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      check_in(instance, tenant_id, items, opts \\ [])



        
          
        

    

  


  

      

          @spec check_in(atom(), String.t(), [item()], keyword()) ::
  {:ok, %{required(String.t()) => claim()}} | {:error, reason()}


      


Store items for one tenant as a single pack object, with one conditional
PUT (Ankusa.BlobStore.put_if_absent/4): a claim store that already holds
an object under the pack's key refuses, and check_in/4 writes the pack
under a fresh pack id (at most 3 attempts), so a reused or colliding id
can never overwrite claims that are already referenced. The refs it returns
name the id the pack was written under.
Returns a claim/0 per item id once the write is durable in one of the
claim stores (Ankusa.ClaimCheck.Stores.write/6). The whole call, every
store tried, every attempt and multipart part, and every pack-id retry,
shares one deadline (Ankusa.ClaimCheck.Stores.write_deadline/1, the largest
claim store op_deadline_ms): past it the call returns an error rather than
keep a dispatch task and its connections busy. A store that throttles with a
Retry-After that does not fit is {:error, {:unavailable, {:throttled, seconds}}} at once, for dispatch's own backoff to schedule. Items that no
single pack can hold (more than 65 000 claims, or about 4 GiB of them) are
{:error, :too_large} before anything is built; check_in_batch/2 splits
its packs inside both limits. opts:
	:pack_id — the first pack id tried (Ankusa.ClaimCheck.Ref.pack_id/2);
default a freshly minted one (Ref.new_pack_id/0: now plus 64 random bits).


  



  
    
      
    
    
      check_in_batch(instance, items)



        
          
        

    

  


  

      

          @spec check_in_batch(atom(), [item()]) :: %{
  required(String.t()) => {:ok, claim()} | {:error, reason()}
}


      


Store many items, possibly for many tenants: group them by tenant, split each
group into packs of at most claim_check.pack_max_bytes, and upload the
packs concurrently. A body larger than the cap gets a pack of its own.
Returns a result per item id. A failed pack fails only its own items: a store
that raises, or an upload process that dies, is {:error, {:unavailable, reason}} for that pack's items and never takes the caller down. An item no
pack can hold (over ZIP's 4 GiB) is {:error, :too_large}.

  



  
    
      
    
    
      check_retry_horizon(config, source)



        
          
        

    

  


  

      

          @spec check_retry_horizon(Ankusa.Config.t(), Ankusa.Source.t()) ::
  :ok | {:error, String.t()}


      


Refuse a source whose retry horizon outlasts the bucket's lifecycle rule:
{:error, message} when the source routes to a claim-checking sink, claims
are in an object store, claim_check.bucket_expiry_days is declared, and
max(dispatch.retry horizon, the source's) + queue.dlq.retention_days + claim_check.redeem_grace_ms (in days) exceeds it. A pack the rule deleted
mid-retry would be a silent loss, so this runs on every source write
(Ankusa.SourceStore.put/6 answers 422 retry_exceeds_claim_expiry) and
over the stored sources at boot (validate_stored_horizons!/2).

  



  
    
      
    
    
      deadline(instance)



        
          
        

    

  


  

      

          @spec deadline(atom() | Ankusa.Config.t()) :: integer()


      


The :deadline of a read starting now: claim_check.read_deadline_ms from
now, as an absolute System.monotonic_time(:millisecond).

  



    

  
    
      
    
    
      digest(instance, location, opts \\ [])



        
          
        

    

  


  

      

          @spec digest(atom(), location(), keyword()) :: {:ok, String.t()} | {:error, reason()}


      


The lowercase hex sha256 of a located claim, as its pack's manifest records
it (claim_check.integrity_check: :manifest, the gateway's check).
The pack's digests come from Ankusa.ClaimCheck.Cache (inside the pack's
entry, so under claim_check.read_cache_bytes and aged with it), else from
one ranged read of the manifest where the last claim ends (a second one for
a manifest longer than the first guessed), shared by every concurrent caller
through Ankusa.ClaimCheck.Reader like any other read. A manifest that does
not parse, or does not list exactly this pack's claims, is
{:error, :integrity_mismatch}; a pack that ends before its manifest does is
:not_found. opts[:deadline] is as for locate/4.

  



    

  
    
      
    
    
      locate(instance, tenant_id, claim_id, opts \\ [])



        
          
        

    

  


  

      

          @spec locate(atom(), String.t(), String.t(), keyword()) ::
  {:ok, location()} | {:error, reason()}


      


Find a claim without reading it: its pack's index, from
Ankusa.ClaimCheck.Cache, else one ranged read of the index's first
8 231 bytes (the first 1 024 claims' rows), or up to the claim's row when
that is further, searching every claim store under both key layouts
(Ankusa.ClaimCheck.Stores.read_range/6). A claim id past the end of the
index, or a pack no store has, is :not_found; a pack not found while some
store could not answer is that store's error.
On a :claim_check node the read goes through Ankusa.ClaimCheck.Reader,
and gives up with {:unavailable, :deadline} at opts[:deadline] (default
deadline/1); elsewhere it goes straight to the store.

  



    

  
    
      
    
    
      read(instance, tenant_id, claim_id, opts \\ [])



        
          
        

    

  


  

      

          @spec read(atom(), String.t(), String.t(), keyword()) ::
  {:ok, binary()} | {:error, reason()}


      


Read a claim's bytes, with no digest check: locate/4, then read_bytes/5
over the whole claim, both under one :deadline (default deadline/1). A
claim id past the end of its pack's index, a missing pack, or a pack that
ends before the claim does is :not_found.

  



    

  
    
      
    
    
      read_bytes(instance, location, first, length, opts \\ [])



        
          
        

    

  


  

      

          @spec read_bytes(atom(), location(), non_neg_integer(), non_neg_integer(), keyword()) ::
  {:ok, binary()} | {:error, reason()}


      


length bytes of a located claim, starting first bytes into it: the
whole claim from Ankusa.ClaimCheck.Cache when it is there, else one ranged
read, through Ankusa.ClaimCheck.Reader on a :claim_check node (see
locate/4 for opts[:deadline]). A whole claim of at most
claim_check.read_cache_max_entry_bytes is cached; a range never is. The
caller keeps the range inside the claim's length; a pack that ends before
the range does is :not_found, and forgets the cached pack (it was swept).

  



  
    
      
    
    
      redeem(instance, urn, sha256)



        
          
        

    

  


  

      

          @spec redeem(atom(), Ankusa.ClaimCheck.Ref.t() | String.t(), String.t()) ::
  {:ok, binary()} | {:error, reason()}


      


Redeem a ref (a %Ref{} or its URN) for its bytes and check them against
sha256, the lowercase hex digest the queue message carried with the ref.
Integrity is never trusted from the store. The ref is held to the node's
policy first (verify_ref/2): a forged, expired or (when refused) unsigned
ref reads nothing.

  



  
    
      
    
    
      retry_horizon_ms(config, sources)



        
          
        

    

  


  

      

          @spec retry_horizon_ms(Ankusa.Config.t(), [Ankusa.Source.t()]) :: pos_integer()


      


The longest, in milliseconds, a hook can keep retrying: the instance's
dispatch.retry horizon (max_elapsed_ms), or a longer one of any of
sources that routes to a sink using the claim check. The first term of how
long a claim in an object store is needed (then queue.dlq.retention_days and
claim_check.redeem_grace_ms); the 24-hour default is what the bucket rule
has to outlast, not the 21 days the old 84-attempt policy was assumed to take.

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Validate config.claim_check at boot. Raises rather than surfacing a
misconfiguration at runtime:
	claim_check.pack_max_bytes must be a positive integer
	claim_check.retention_days must be nil or an integer >= 1, and
claim_check.sweep_interval_ms an integer >= 1
	claim_check.blob_stores must be nil or a non-empty list of
{module, opts}; claim_check.placement :ordered or :hash;
claim_check.key_layout :flat or :sharded
	claim_check.retention_days set with any non-LocalFS claim store (the
sweeper only ever covers LocalFS; S3/GCS need a bucket lifecycle rule)
	claim_check.bucket_expiry_days declared with an object-store claim store
shorter than the longest a claim can be needed: the retry horizon (the
instance's dispatch.retry max_elapsed_ms, 24 hours by default, or the
longest retry.max_elapsed_ms of a configured source that uses the claim
check) + queue.dlq.retention_days + claim_check.redeem_grace_ms, each
rounded up to days. A bucket lifecycle rule cannot see claim leases, so
the declared age is the real cutoff; undeclared, boot warns with the
minimum. Sources written later are held to it too
(check_retry_horizon/2)
	max_body_bytes of 4 GiB or more: a pack can't hold a body that large
	claim_check.ref_signing_keys must be a list of strings of at least 16
bytes, and not empty while claim_check.accept_unsigned_refs is false
	claim_check.authorize must be nil or a {module, fun, args} the
module exports with arity length(args) + 1

A :claim_check-only node with a LocalFS claim store boots with a
warning: the gateway reads its own disk, and other nodes' claims are only
there if that directory is shared with them.

  



  
    
      
    
    
      validate_stored_horizons!(config, sources)



        
          
        

    

  


  

      

          @spec validate_stored_horizons!(Ankusa.Config.t(), [Ankusa.Source.t()]) :: :ok


      


check_retry_horizon/2 over the sources a writable store loaded at boot:
raises ArgumentError naming the first source whose horizon outlasts the
bucket rule, as validate_config!/1 does for the configured ones.

  



  
    
      
    
    
      verify_ref(instance, ref)



        
          
        

    

  


  

      

          @spec verify_ref(atom() | Ankusa.Config.t(), Ankusa.ClaimCheck.Ref.t()) ::
  :ok | {:error, :unsigned_ref | :bad_signature | :ref_expired}


      


Check a ref against this node's policy, as the gateway does before it reads
anything:
	a v2 ref must carry a signature some claim_check.ref_signing_keys entry
produced ({:error, :bad_signature} otherwise) and must not be past its
expiry ({:error, :ref_expired})
	a v1 ref is {:error, :unsigned_ref} unless claim_check.accept_unsigned_refs
is true (the default only while ref_signing_keys is empty)


  


        

      


  

  
    
    Ankusa.ClaimCheck.Cache - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.ClaimCheck.Cache 
    



      
The claim gateway's memory of what it has read: pack indexes, pack digests
and whole claim bodies, so a repeat read never reaches the object store.
What is cached
	a pack — the store and key it was found under, and its first bytes
(Ankusa.ClaimCheck.Pack's index), with how many bytes were asked for
(read), so a short prefix (a small pack) is told apart from one that
was never asked for that far. Every later claim of the pack is located
without a store read. Once the gateway has checked a claim of the pack
(claim_check.integrity_check: :manifest) the entry also holds the
sha256 of every claim in it, 32 bytes each, taken from the pack's
manifest: the rest of the pack's claims are checked without a store
read. Kept 10 minutes.
	a claim's whole bytes, when they are at most
claim_check.read_cache_max_entry_bytes; larger claims are served and
never inserted, and ranged reads are never cached. Kept 2 minutes.

Packs and claims are written once and never rewritten, so an entry is never
wrong while its pack exists. The only staleness is a pack swept by
retention: a cached index answers HEAD 200 for up to 10 minutes after
the sweep, a cached claim is served for up to 2, and a GET whose bytes
read answers :not_found forgets the pack (Ankusa.ClaimCheck.read_bytes/5).
Memory
claim_check.read_cache_bytes bounds what is held, counted as each entry's
bytes plus a fixed per-entry overhead. The entries live in two generations,
each an ETS table: inserts go to the newer one, and when it holds half the
budget it becomes the older one and the previous older one is dropped whole.
A hit in the older generation is copied into the newer one (and counted
again), so an entry that keeps being read outlives the generation it was
written in, up to its own TTL. Every 10 minutes the generations turn over
regardless, so an idle cache empties within 20.
An insert reserves its bytes before it lands, and one that finds the newer
generation already full is dropped (the next read goes to the store), so a
generation never holds more than half the budget plus the one entry that
filled it; an entry larger than half the budget on its own is never
inserted. The insert that fills a generation asks this process for the
turnover, and this process also checks every second, in case that insert's
caller died first; inserts dropped until the turnover is handled are what
keeps the bound while it is pending.
Ankusa.Routes.Cache uses Nebulex; this cache can't. Nebulex bounds memory
by :ets.info(tab, :memory), which counts a binary longer than 64 bytes as
the few words of its reference, never its bytes (a thousand cached 50 KiB
claims measure about 140 KB), and every claim and pack index here is such a
binary.
Instance-scoped: this process registers under
Ankusa.via(instance, :claim_cache) and owns the tables. When it isn't
running (no :claim_check role, or read_cache_bytes: 0) every lookup
misses and every insert is dropped.

      


      
        Summary


  
    Types
  


    
      
        pack()

      


        A located pack: the claim store it was found in, its key there, its first
bytes, and how many bytes were asked for (prefix is shorter only when the
object is); digests once its manifest has been read
(Ankusa.ClaimCheck.Pack.digests/3).



    





  
    Functions
  


    
      
        body(instance, tenant_id, pack_id, index)

      


        The cached whole bytes of the claim at index of pack pack_id, if any.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        digests(instance, tenant_id, pack_id)

      


        The sha256 of every claim of a cached pack (Ankusa.ClaimCheck.Pack.digests/3), if known.



    


    
      
        forget_pack(instance, tenant_id, pack_id)

      


        Forget a pack (one that turned out to be gone), if it was cached.



    


    
      
        pack(instance, tenant_id, pack_id)

      


        The cached pack pack_id of tenant_id, if any.



    


    
      
        put_body(instance, tenant_id, pack_id, index, bin)

      


        Cache a claim's whole bytes, or do nothing if the cache isn't running. The
caller keeps them under claim_check.read_cache_max_entry_bytes.



    


    
      
        put_digests(instance, tenant_id, pack_id, digests)

      


        Add a pack's digests to its cached entry, counted against the same budget as
the entry itself. Nothing happens when the pack is not cached (the next read
of it reads the index again, and its manifest after it).



    


    
      
        put_pack(instance, tenant_id, pack_id, pack)

      


        Cache a located pack, or do nothing if the cache isn't running.



    


    
      
        start_link(opts)

      


    





      


      
        Types


        


  
    
      
    
    
      pack()



        
          
        

    

  


  

      

          @type pack() :: %{
  :store => non_neg_integer(),
  :key => String.t(),
  :prefix => binary(),
  :read => pos_integer(),
  optional(:digests) => binary()
}


      


A located pack: the claim store it was found in, its key there, its first
bytes, and how many bytes were asked for (prefix is shorter only when the
object is); digests once its manifest has been read
(Ankusa.ClaimCheck.Pack.digests/3).

  


        

      

      
        Functions


        


  
    
      
    
    
      body(instance, tenant_id, pack_id, index)



        
          
        

    

  


  

      

          @spec body(atom(), String.t(), String.t(), non_neg_integer()) ::
  {:ok, binary()} | :error


      


The cached whole bytes of the claim at index of pack pack_id, if any.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      digests(instance, tenant_id, pack_id)



        
          
        

    

  


  

      

          @spec digests(atom(), String.t(), String.t()) :: {:ok, binary()} | :error


      


The sha256 of every claim of a cached pack (Ankusa.ClaimCheck.Pack.digests/3), if known.

  



  
    
      
    
    
      forget_pack(instance, tenant_id, pack_id)



        
          
        

    

  


  

      

          @spec forget_pack(atom(), String.t(), String.t()) :: :ok


      


Forget a pack (one that turned out to be gone), if it was cached.

  



  
    
      
    
    
      pack(instance, tenant_id, pack_id)



        
          
        

    

  


  

      

          @spec pack(atom(), String.t(), String.t()) :: {:ok, pack()} | :error


      


The cached pack pack_id of tenant_id, if any.

  



  
    
      
    
    
      put_body(instance, tenant_id, pack_id, index, bin)



        
          
        

    

  


  

      

          @spec put_body(atom(), String.t(), String.t(), non_neg_integer(), binary()) :: :ok


      


Cache a claim's whole bytes, or do nothing if the cache isn't running. The
caller keeps them under claim_check.read_cache_max_entry_bytes.

  



  
    
      
    
    
      put_digests(instance, tenant_id, pack_id, digests)



        
          
        

    

  


  

      

          @spec put_digests(atom(), String.t(), String.t(), binary()) :: :ok


      


Add a pack's digests to its cached entry, counted against the same budget as
the entry itself. Nothing happens when the pack is not cached (the next read
of it reads the index again, and its manifest after it).

  



  
    
      
    
    
      put_pack(instance, tenant_id, pack_id, pack)



        
          
        

    

  


  

      

          @spec put_pack(atom(), String.t(), String.t(), pack()) :: :ok


      


Cache a located pack, or do nothing if the cache isn't running.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()
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Ankusa.ClaimCheck.Pack 
    



      
Builds and indexes a claim-check pack: a standard ZIP archive with every
entry stored uncompressed, laid out as
	index.bin — one 8-byte row per claim, in claim order: the offset of
the claim's bytes in the pack and their length, each a big-endian
unsigned 32-bit integer
	one entry per claim, named by its claim id
	manifest.json — each claim's claim id, hook id, offset, length,
digest, content type, and receive time

The index sits first so a reader holding only a claim id finds its bytes
without knowing the pack's size: read the index entry's header and rows
up to the claim's position (index_prefix_bytes/1, locate/2), then read
the claim's range. Stored entries are what make that range the claim's raw
bytes. The central directory at the end is what any ZIP reader (unzip,
Python zipfile, java.util.zip, Erlang :zip) uses to list the pack with
no Ankusa code.
No ZIP64: a pack must stay under 65,535 entries and 4 GiB. Callers split
well below that (claim_check.pack_max_bytes); build/1 raises if asked to
exceed it rather than write an archive no reader could open.
Output is deterministic for the same claims: fixed timestamps (1980-01-01,
the DOS epoch) and no extra fields.

      


      
        Summary


  
    Types
  


    
      
        claim()

      


    


    
      
        placement()

      


    





  
    Functions
  


    
      
        build(claims)

      


        Build a pack. Returns the archive as iodata (no copy of the bodies) and where
each claim's bytes landed, in input order.



    


    
      
        count(prefix)

      


        How many claims a pack holds, from its first bytes (the index entry's header
is enough). :error when the bytes don't start with a pack's index.



    


    
      
        digest(digests, index)

      


        The digest of the claim at index, from digests/3's bytes.



    


    
      
        digests(json, pack_id, count)

      


        The sha256 of every claim of pack pack_id, from its manifest's JSON: the
raw 32-byte digests concatenated in claim order (digest/2 takes one out).
:error unless the manifest lists exactly count claims, in order, each
under the claim id Ankusa.ClaimCheck.Ref.claim_id/2 gives it and with a
lowercase hex sha256.



    


    
      
        entry_overhead()

      


        Bytes a pack adds for one claim, excluding the manifest: its index row,
local header, and central-directory record. Used to size packs up front.



    


    
      
        index_prefix_bytes(index)

      


        How many bytes, from the start of a pack, locate/2 needs to find the
claim at index: the index entry's header and its rows up to that claim.



    


    
      
        locate(prefix, index)

      


        Where the claim at index sits, from a pack's first
index_prefix_bytes(index) bytes (a shorter read, when the object is
smaller, is fine). :error when the bytes don't start with a pack's index
or the pack holds fewer claims.



    


    
      
        manifest_header_bytes()

      


        Bytes of the manifest entry's local header: where its JSON starts, from the
entry's offset. The entry follows the last claim, so its offset is that
claim's offset plus length.



    


    
      
        manifest_size(header)

      


        The manifest's JSON size, from the entry's local header
(manifest_header_bytes/0 bytes read where the last claim ends). :error
when those bytes are not the manifest's header, or claim an absurd size.



    





      


      
        Types


        


  
    
      
    
    
      claim()



        
          
        

    

  


  

      

          @type claim() :: %{
  :claim_id => String.t(),
  :id => String.t(),
  :body => binary(),
  :sha256 => String.t(),
  optional(:content_type) => String.t() | nil,
  optional(:received_at) => integer() | nil
}


      



  



  
    
      
    
    
      placement()



        
          
        

    

  


  

      

          @type placement() :: %{
  claim_id: String.t(),
  offset: non_neg_integer(),
  length: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build(claims)



        
          
        

    

  


  

      

          @spec build([claim()]) :: {iodata(), [placement()]}


      


Build a pack. Returns the archive as iodata (no copy of the bodies) and where
each claim's bytes landed, in input order.

  



  
    
      
    
    
      count(prefix)



        
          
        

    

  


  

      

          @spec count(binary()) :: {:ok, pos_integer()} | :error


      


How many claims a pack holds, from its first bytes (the index entry's header
is enough). :error when the bytes don't start with a pack's index.

  



  
    
      
    
    
      digest(digests, index)



        
          
        

    

  


  

      

          @spec digest(binary(), non_neg_integer()) :: {:ok, binary()} | :error


      


The digest of the claim at index, from digests/3's bytes.

  



  
    
      
    
    
      digests(json, pack_id, count)



        
          
        

    

  


  

      

          @spec digests(binary(), String.t(), pos_integer()) :: {:ok, binary()} | :error


      


The sha256 of every claim of pack pack_id, from its manifest's JSON: the
raw 32-byte digests concatenated in claim order (digest/2 takes one out).
:error unless the manifest lists exactly count claims, in order, each
under the claim id Ankusa.ClaimCheck.Ref.claim_id/2 gives it and with a
lowercase hex sha256.

  



  
    
      
    
    
      entry_overhead()



        
          
        

    

  


  

      

          @spec entry_overhead() :: pos_integer()


      


Bytes a pack adds for one claim, excluding the manifest: its index row,
local header, and central-directory record. Used to size packs up front.

  



  
    
      
    
    
      index_prefix_bytes(index)



        
          
        

    

  


  

      

          @spec index_prefix_bytes(non_neg_integer()) :: pos_integer()


      


How many bytes, from the start of a pack, locate/2 needs to find the
claim at index: the index entry's header and its rows up to that claim.

  



  
    
      
    
    
      locate(prefix, index)



        
          
        

    

  


  

      

          @spec locate(binary(), non_neg_integer()) ::
  {:ok, non_neg_integer(), non_neg_integer()} | :error


      


Where the claim at index sits, from a pack's first
index_prefix_bytes(index) bytes (a shorter read, when the object is
smaller, is fine). :error when the bytes don't start with a pack's index
or the pack holds fewer claims.

  



  
    
      
    
    
      manifest_header_bytes()



        
          
        

    

  


  

      

          @spec manifest_header_bytes() :: pos_integer()


      


Bytes of the manifest entry's local header: where its JSON starts, from the
entry's offset. The entry follows the last claim, so its offset is that
claim's offset plus length.

  



  
    
      
    
    
      manifest_size(header)



        
          
        

    

  


  

      

          @spec manifest_size(binary()) :: {:ok, non_neg_integer()} | :error


      


The manifest's JSON size, from the entry's local header
(manifest_header_bytes/0 bytes read where the last claim ends). :error
when those bytes are not the manifest's header, or claim an absurd size.
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Ankusa.ClaimCheck.Reader 
    



      
The one process every store read of a :claim_check node passes through,
so the gateway stays fast while an object store throttles or hangs:
	Coalescing — concurrent reads of one key (a pack's index, a claim's
bytes, one range of them) share one store request, and every caller
gets its answer.
	An adaptive limit — per store, at most limit store requests run
at once. It starts at claim_check.read_max_inflight, halves when the
store throttles (429, 503) or cannot answer — at most once per
100 ms, so a wave of requests failing together halves it once — and
grows by one after limit successes, back up to that ceiling (AIMD).
A missing key is a success; a 403 changes nothing.
	A bounded queue — a read that finds no free slot waits for one, up
to claim_check.read_queue_max reads per store; past that it is shed at
once with {:unavailable, :overloaded}.
	A deadline — every caller passes one (claim_check.read_deadline_ms
after its request started) and gets {:unavailable, :deadline} once it
passes; a queued read whose deadline passed is dropped without a store
request. A store request that outlives its callers still runs to the
end and fills Ankusa.ClaimCheck.Cache, so the client's retry finds it.
	A node-wide request gate — admit/2 and release/1 bound how many
gateway requests the node serves at once (claim_check.max_concurrent_reads),
cache hits included, so a flood of cheap reads can't starve the node.
The gateway answers 503 + Retry-After past it, before it locates
anything.

The limit is per store, not per key prefix. S3 throttles per prefix, and
claim_check.key_layout: :sharded is what spreads a tenant's packs over
more of them; this bounds what one node sends a store as a whole. Every
answer is charged to the store a fetch was addressed to: an index fetch
searches every store (Ankusa.ClaimCheck.Stores.read_range/6) but is
charged to the pack's home (Ankusa.ClaimCheck.Stores.home/2).
Only a :claim_check node runs it, beside the gateway. A read anywhere
else — a dispatch node calling Ankusa.ClaimCheck.redeem/3 — goes straight
to the store, bounded only by the store's read timeout.
Emits [:ankusa, :claim_check, :read] once per caller (see fetch/5),
[:ankusa, :claim_check, :read_limit] on every change of a store's limit,
and [:ankusa, :claim_check, :read_state] every second per store it has
read from (see Ankusa.Telemetry).

      


      
        Summary


  
    Types
  


    
      
        key()

      


        What a fetch reads: coalescing is by key.



    


    
      
        stats()

      


    





  
    Functions
  


    
      
        admit(instance, max)

      


        Count the calling process as one of the gateway's requests in flight, unless
max already are (:shed; the caller answers 503 and does not release/1).
max is claim_check.max_concurrent_reads; 0 admits everything, and so
does a node whose reader is not running, which has no gate to count at.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        fetch(instance, key, store, fun, deadline)

      


        Run fun — one read of key from claim store store — under the store's
limit, or join a fetch of key already running. deadline is an absolute
System.monotonic_time(:millisecond): past it the caller gets
{:unavailable, :deadline}, whatever the fetch is doing; the fetch it
started or joined still runs to the end and fills the cache.



    


    
      
        release(instance)

      


        Give back the slot admit/2 counted for the calling process.



    


    
      
        start_link(opts)

      


    


    
      
        stats(instance)

      


        Each store's limit, store requests running, and reads queued.



    





      


      
        Types


        


  
    
      
    
    
      key()



        
          
        

    

  


  

      

          @type key() ::
  {:index, tenant_id :: String.t(), pack_id :: String.t()}
  | {:manifest, String.t(), String.t()}
  | {:bytes, String.t(), String.t(), index :: non_neg_integer()}
  | {:range, String.t(), String.t(), non_neg_integer(),
     first :: non_neg_integer(), length :: pos_integer()}


      


What a fetch reads: coalescing is by key.

  



  
    
      
    
    
      stats()



        
          
        

    

  


  

      

          @type stats() :: %{
  required(non_neg_integer()) => %{
    limit: pos_integer(),
    inflight: non_neg_integer(),
    queued: non_neg_integer()
  }
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      admit(instance, max)



        
          
        

    

  


  

      

          @spec admit(atom(), non_neg_integer()) :: :ok | :shed


      


Count the calling process as one of the gateway's requests in flight, unless
max already are (:shed; the caller answers 503 and does not release/1).
max is claim_check.max_concurrent_reads; 0 admits everything, and so
does a node whose reader is not running, which has no gate to count at.
The gate is a set of request processes, not a counter, so a request process
that is killed before it releases is dropped by the reader's next tick
instead of leaking a slot for good.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      fetch(instance, key, store, fun, deadline)



        
          
        

    

  


  

      

          @spec fetch(atom(), key(), non_neg_integer(), (-> result), integer()) ::
  result | {:error, {:unavailable, :overloaded | :deadline | {:exit, term()}}}
when result: {:ok, term()} | {:error, term()}


      


Run fun — one read of key from claim store store — under the store's
limit, or join a fetch of key already running. deadline is an absolute
System.monotonic_time(:millisecond): past it the caller gets
{:unavailable, :deadline}, whatever the fetch is doing; the fetch it
started or joined still runs to the end and fills the cache.
Every caller is counted once on [:ankusa, :claim_check, :read]: the
reader counts the caller whose fetch went to the store (:store, when the
fetch finishes, whether or not that caller is still waiting); every other
caller counts itself, as :coalesced when it got the fetch's answer and
:shed when it got none (the queue was full, its deadline passed, or the
reader is down).

  



  
    
      
    
    
      release(instance)



        
          
        

    

  


  

      

          @spec release(atom()) :: :ok


      


Give back the slot admit/2 counted for the calling process.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      stats(instance)



        
          
        

    

  


  

      

          @spec stats(atom()) :: stats()


      


Each store's limit, store requests running, and reads queued.
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A claim-check reference: one string that names a claim's bytes.
urn:ankusa:claim:v1:<tenant>:<claim_id>
urn:ankusa:claim:v2:<tenant>:<claim_id>:<exp_unix>:<signature>
	tenant — [A-Za-z0-9_-]{1,64}; the same string in the URN, the gateway
path, and the storage key, with no encoding anywhere
	claim_id — a canonical (uppercase) Ankusa.ULID. Its first 48 bits
are the pack's creation time and pick the pack's dt= folder; its next
5 bits (the id's eleventh character) pick the pack's shard= folder
under the :sharded layout (object_key/3); its last 16 bits are the
claim's position in the pack. The pack's own id is the claim id with
those 16 bits zeroed, so the ref locates the pack without an index
lookup.
	exp_unix (v2) — the Unix second after which the gateway refuses the
ref (410), decimal, no leading zero.
	signature (v2) — the unpadded base64url (43 characters) HMAC-SHA256,
under one of claim_check.ref_signing_keys, of the URN up to and
excluding the last colon: urn:ankusa:claim:v2:<tenant>:<claim_id>:<exp_unix>.

A v1 ref is an unexpiring bearer string; v2 binds the tenant, the claim and
an expiry to a key only the operator holds, so a leaked queue message stops
granting reads when it expires and a guessed claim id grants nothing. This
module parses and verifies the grammar; Ankusa.ClaimCheck.verify_ref/2
applies the node's policy (which keys, whether a v1 ref is still accepted).
The digest isn't part of the ref: a queue message carries it next to the
ref, as sha256, and the reader checks it.
A ref maps to a gateway path by dropping the prefix:
GET /v1/claims/<tenant>/<claim_id> for v1, and the same path with
?exp=<exp_unix>&sig=<signature> for v2 — see path/1.

      


      
        Summary


  
    Types
  


    
      
        layout()

      


        How a pack's storage key is laid out: :flat is
claims/tenant=<t>/dt=<d>/<pack>, :sharded adds shard=<c>/ between the
tenant and the date — see object_key/3.



    


    
      
        t()

      


    





  
    Functions
  


    
      
        claim_id(pack_id, index)

      


        The id of the claim at index in pack pack_id.



    


    
      
        claims_prefix()

      


        The fixed storage prefix every claim object lives under.



    


    
      
        key(ref, layout)

      


        The storage key, under layout, of the pack this ref points into.



    


    
      
        locate(claim_id)

      


        Split a claim id into its pack's id and its position in that pack.



    


    
      
        new_pack_id()

      


        A fresh pack id, stamped with the current time.



    


    
      
        object_key(tenant_id, pack_id, atom)

      


        The storage key for a pack: Hive-style partition folders, so Spark,
BigQuery, and Athena discover tenant and dt as columns. dt is the UTC
date of the pack id's timestamp, so the key is a pure function of the ref.
Only call this with a validated tenant and pack id.



    


    
      
        object_keys(tenant_id, pack_id, atom)

      


        Both storage keys a pack may live under, preferred's first: a reader tries
the configured layout, then the other one, so a pack written before the
layout changed is still found.



    


    
      
        pack_id(ms, arg)

      


        The pack id for a Unix millisecond timestamp and 64 bits of entropy: the
timestamp, the entropy, and 16 zero bits that each claim's id fills with
its position in the pack.



    


    
      
        parse(arg1)

      


        Parse a URN. Rejects anything that isn't exactly the v1 or the v2 grammar.
The signature of a v2 ref is checked for shape only; verify/3 checks it.



    


    
      
        path(ref)

      


        The gateway path that serves this ref's bytes: with ?exp=<exp_unix>&sig=<signature>
when the ref is signed. Neither value needs encoding.



    


    
      
        shard(id)

      


        The pack's shard under the :sharded layout: the id's eleventh character,
i.e. the first five of its 64 random bits (the first ten characters are the
48-bit timestamp), one of the 32 Crockford characters. Every claim id of a
pack shares it, so a reader computes the key from a claim id as is.



    


    
      
        sign(ref, key, expires_at)

      


        ref as a v2 ref that expires at the Unix second expires_at, signed with key.



    


    
      
        signed(tenant, claim_id, exp, signature)

      


        A v2 ref from its four parts as strings (the gateway's path segments and its
exp and sig query parameters), checked for shape only. {:error, :invalid_tenant | :invalid_id} for a bad tenant or claim id, {:error, :bad_signature} for an exp or sig that is not in the grammar.



    


    
      
        to_string(ref)

      


        The URN form: v2 when the ref is signed, else v1.



    


    
      
        valid_tenant?(tenant_id)

      


        Is tenant_id a valid tenant name?



    


    
      
        validate_pack_id(pack_id)

      


        :ok if pack_id is a ULID whose position bits are all zero.



    


    
      
        validate_tenant(tenant_id)

      


        :ok if tenant_id is a valid tenant name.



    


    
      
        verify(ref, keys, now)

      


        Check a ref against the signing keys, current first. A ref signed with any of
them is :ok; now is a Unix second.



    





      


      
        Types


        


  
    
      
    
    
      layout()



        
          
        

    

  


  

      

          @type layout() :: :flat | :sharded


      


How a pack's storage key is laid out: :flat is
claims/tenant=<t>/dt=<d>/<pack>, :sharded adds shard=<c>/ between the
tenant and the date — see object_key/3.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ankusa.ClaimCheck.Ref{
  claim_id: String.t(),
  expires_at: pos_integer() | nil,
  signature: String.t() | nil,
  tenant_id: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      claim_id(pack_id, index)



        
          
        

    

  


  

      

          @spec claim_id(String.t(), non_neg_integer()) :: String.t()


      


The id of the claim at index in pack pack_id.

  



  
    
      
    
    
      claims_prefix()



        
          
        

    

  


  

      

          @spec claims_prefix() :: String.t()


      


The fixed storage prefix every claim object lives under.

  



  
    
      
    
    
      key(ref, layout)



        
          
        

    

  


  

      

          @spec key(t(), layout()) :: String.t()


      


The storage key, under layout, of the pack this ref points into.

  



  
    
      
    
    
      locate(claim_id)



        
          
        

    

  


  

      

          @spec locate(term()) :: {:ok, String.t(), non_neg_integer()} | {:error, :invalid_id}


      


Split a claim id into its pack's id and its position in that pack.

  



  
    
      
    
    
      new_pack_id()



        
          
        

    

  


  

      

          @spec new_pack_id() :: String.t()


      


A fresh pack id, stamped with the current time.

  



  
    
      
    
    
      object_key(tenant_id, pack_id, atom)



        
          
        

    

  


  

      

          @spec object_key(String.t(), String.t(), layout()) :: String.t()


      


The storage key for a pack: Hive-style partition folders, so Spark,
BigQuery, and Athena discover tenant and dt as columns. dt is the UTC
date of the pack id's timestamp, so the key is a pure function of the ref.
Only call this with a validated tenant and pack id.
	:flat — claims/tenant=<t>/dt=<yyyy-mm-dd>/<pack_id>.
	:sharded — claims/tenant=<t>/shard=<c>/dt=<yyyy-mm-dd>/<pack_id>,
c being shard/1 of the pack id: one of 32 prefixes per tenant, so a
busy tenant's writes spread over 32 object-store partitions instead of
landing on the tail of one. shard= sits above dt= so a partition
formed on a shard stays warm across days, and below tenant= so one
tenant is still one prefix to delete.


  



  
    
      
    
    
      object_keys(tenant_id, pack_id, atom)



        
          
        

    

  


  

      

          @spec object_keys(String.t(), String.t(), layout()) :: [String.t()]


      


Both storage keys a pack may live under, preferred's first: a reader tries
the configured layout, then the other one, so a pack written before the
layout changed is still found.

  



  
    
      
    
    
      pack_id(ms, arg)



        
          
        

    

  


  

      

          @spec pack_id(non_neg_integer(), <<_::64>>) :: String.t()


      


The pack id for a Unix millisecond timestamp and 64 bits of entropy: the
timestamp, the entropy, and 16 zero bits that each claim's id fills with
its position in the pack.

  



  
    
      
    
    
      parse(arg1)



        
          
        

    

  


  

      

          @spec parse(String.t()) :: {:ok, t()} | {:error, :invalid_ref}


      


Parse a URN. Rejects anything that isn't exactly the v1 or the v2 grammar.
The signature of a v2 ref is checked for shape only; verify/3 checks it.

  



  
    
      
    
    
      path(ref)



        
          
        

    

  


  

      

          @spec path(t()) :: String.t()


      


The gateway path that serves this ref's bytes: with ?exp=<exp_unix>&sig=<signature>
when the ref is signed. Neither value needs encoding.

  



  
    
      
    
    
      shard(id)



        
          
        

    

  


  

      

          @spec shard(String.t()) :: String.t()


      


The pack's shard under the :sharded layout: the id's eleventh character,
i.e. the first five of its 64 random bits (the first ten characters are the
48-bit timestamp), one of the 32 Crockford characters. Every claim id of a
pack shares it, so a reader computes the key from a claim id as is.

  



  
    
      
    
    
      sign(ref, key, expires_at)



        
          
        

    

  


  

      

          @spec sign(t(), binary(), pos_integer()) :: t()


      


ref as a v2 ref that expires at the Unix second expires_at, signed with key.

  



  
    
      
    
    
      signed(tenant, claim_id, exp, signature)



        
          
        

    

  


  

      

          @spec signed(term(), term(), term(), term()) ::
  {:ok, t()} | {:error, :invalid_tenant | :invalid_id | :bad_signature}


      


A v2 ref from its four parts as strings (the gateway's path segments and its
exp and sig query parameters), checked for shape only. {:error, :invalid_tenant | :invalid_id} for a bad tenant or claim id, {:error, :bad_signature} for an exp or sig that is not in the grammar.

  



  
    
      
    
    
      to_string(ref)



        
          
        

    

  


  

      

          @spec to_string(t()) :: String.t()


      


The URN form: v2 when the ref is signed, else v1.

  



  
    
      
    
    
      valid_tenant?(tenant_id)



        
          
        

    

  


  

      

          @spec valid_tenant?(term()) :: boolean()


      


Is tenant_id a valid tenant name?

  



  
    
      
    
    
      validate_pack_id(pack_id)



        
          
        

    

  


  

      

          @spec validate_pack_id(term()) :: :ok | {:error, :invalid_id}


      


:ok if pack_id is a ULID whose position bits are all zero.

  



  
    
      
    
    
      validate_tenant(tenant_id)



        
          
        

    

  


  

      

          @spec validate_tenant(term()) :: :ok | {:error, :invalid_tenant}


      


:ok if tenant_id is a valid tenant name.

  



  
    
      
    
    
      verify(ref, keys, now)



        
          
        

    

  


  

      

          @spec verify(t(), [binary()], integer()) ::
  :ok | {:error, :unsigned_ref | :bad_signature | :ref_expired}


      


Check a ref against the signing keys, current first. A ref signed with any of
them is :ok; now is a Unix second.
	{:error, :unsigned_ref} — a v1 ref: it carries nothing to check
	{:error, :bad_signature} — no key produced this signature; checked
before the expiry, so a forged expiry is never reported as a real one
	{:error, :ref_expired} — signed, and now is past expires_at


  


        

      


  

  
    
    Ankusa.ClaimCheck.Stores - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.ClaimCheck.Stores 
    



      
The object stores claim packs live in — claim_check.blob_stores, else
[storage.blob_store] — and which of them a pack is written to and read
from. Stores are named by their index in that list. Claim keys are never
prefixed, so one gateway reads every node's claims.
Placement
claim_check.placement picks a new pack's home store:
	:ordered — the first store; the others take packs only while it is
down.
	:hash — the pack id's 64 random bits modulo the number of stores, so
packs spread evenly over every store; the next stores in list order
take over while a pack's home is down.

A write tries the home store, then each next one in list order, wrapping
around, and stops at the first that takes the pack. The store a pack landed
in is not recorded anywhere: a ref names only a tenant and a claim id.
Breaker
A store whose write or read fails (could not answer: not a 403, not a
missing key) is skipped by later writes, and searched last by later reads,
for claim_check.store_cooldown_ms, then tried again; any answer from it
closes it. When every store is down, every store is tried anyway — a write
is never refused untried. The cooldown is fixed: the stores back each other
up, and the dispatch retry policy backs the whole write. Each open and close
emits [:ankusa, :claim_check, :store_breaker]. Breakers live in an ETS
table this process owns; a restart closes them all. A throttled answer
(429, 503) is a reachable store: it never opens the breaker;
Ankusa.ClaimCheck.Reader's per-store limit is what backs off.
Reads
A read searches every store at the configured claim_check.key_layout,
then every store again at the other layout — so a pack a failover put
elsewhere, or one written before key_layout or placement changed, is
still found. Stores whose breaker is open are searched after every healthy
store has been asked at both layouts, never skipped: a read that cannot
reach a store opens its breaker too, so on a gateway that never writes, a
hung store costs one read its timeout and later reads go to the healthy
stores first; an answer from a store (found or not) closes it. A store that
could not answer is not asked again within the same read, at the other
layout: that would cost a hung store's timeout twice, and double the
requests to one that throttles.
A 403 is asked again (a credential without s3:ListBucket answers 403
for a missing key). A miss is reported as :not_found only when every
store answered; if any store could not, the read is {:unavailable, reason} (or :forbidden), the first such error, so a claim is never
declared gone while it may be in a store that did not answer.
Adding a store moves :hash homes (the search still finds older packs).
Removing a store makes the packs in it unreadable: remove one only after
its packs have aged out of retention.

      


      
        Summary


  
    Types
  


    
      
        read_error()

      


    


    
      
        store()

      


        A claim store: its index in claim_check.blob_stores, module and options.



    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get_range(instance, config, index, key, offset, length)

      


        length bytes at offset of key in store index: one ranged read. A
store index past the end of the list (one removed since the claim was
located) is :not_found.



    


    
      
        home(config, pack_id)

      


        The index of the store a new pack pack_id goes to first (see Placement).



    


    
      
        list(config)

      


        The claim stores, indexed in config order.



    


    
      
        read_range(instance, config, pack_id, keys, offset, length)

      


        Find pack pack_id under the first of keys any store has, and read
length bytes of it at offset: each key in turn, across every store in
the pack's write order, healthy stores first (see Reads). Returns the bytes
with the store index and key they came from.



    


    
      
        start_link(opts)

      


    


    
      
        throttled?(arg1)

      


        Whether a read error is the store throttling this node (429, 503, or the
adapter's {:throttled, seconds} for one that carried a Retry-After): a
reachable store asking for less load, not one that is down.



    


    
      
        write(instance, config, pack_id, key, data, write_opts \\ [])

      


        Write a pack's bytes under key, only if nothing is there
(Ankusa.BlobStore.put_if_absent/4): the home store first, then the next ones,
skipping stores whose breaker is open (unless all are). Returns the index of
the store that took it. A store that already holds an object under key is
{:error, :already_exists} at once, with no failover: the pack id collides,
and the caller mints a fresh one. When every attempt fails:
{:unavailable, reason} after a single attempt, else
{:unavailable, [{index, reason}, ...]} in attempt order; a store that
throttled ({:throttled, seconds}) is a reachable store and does not open
its breaker.



    


    
      
        write_deadline(config)

      


        The absolute deadline (System.monotonic_time(:millisecond)) of one check-in:
the largest op_deadline_ms among the claim stores
(Ankusa.BlobStore.Options) from now. It covers every store tried, every
attempt and multipart part of each, and every pack-id retry of
Ankusa.ClaimCheck.check_in/4 together.



    





      


      
        Types


        


  
    
      
    
    
      read_error()



        
          
        

    

  


  

      

          @type read_error() :: :not_found | :forbidden | {:unavailable, term()}


      



  



  
    
      
    
    
      store()



        
          
        

    

  


  

      

          @type store() :: {index :: non_neg_integer(), module(), keyword()}


      


A claim store: its index in claim_check.blob_stores, module and options.

  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      get_range(instance, config, index, key, offset, length)



        
          
        

    

  


  

      

          @spec get_range(
  atom(),
  Ankusa.Config.t(),
  non_neg_integer(),
  String.t(),
  non_neg_integer(),
  pos_integer()
) :: {:ok, binary()} | {:error, read_error()}


      


length bytes at offset of key in store index: one ranged read. A
store index past the end of the list (one removed since the claim was
located) is :not_found.

  



  
    
      
    
    
      home(config, pack_id)



        
          
        

    

  


  

      

          @spec home(Ankusa.Config.t(), String.t()) :: non_neg_integer()


      


The index of the store a new pack pack_id goes to first (see Placement).

  



  
    
      
    
    
      list(config)



        
          
        

    

  


  

      

          @spec list(Ankusa.Config.t()) :: [store()]


      


The claim stores, indexed in config order.

  



  
    
      
    
    
      read_range(instance, config, pack_id, keys, offset, length)



        
          
        

    

  


  

      

          @spec read_range(
  atom(),
  Ankusa.Config.t(),
  String.t(),
  [String.t()],
  non_neg_integer(),
  pos_integer()
) ::
  {:ok, binary(), non_neg_integer(), String.t()} | {:error, read_error()}


      


Find pack pack_id under the first of keys any store has, and read
length bytes of it at offset: each key in turn, across every store in
the pack's write order, healthy stores first (see Reads). Returns the bytes
with the store index and key they came from.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      throttled?(arg1)



        
          
        

    

  


  

      

          @spec throttled?(term()) :: boolean()


      


Whether a read error is the store throttling this node (429, 503, or the
adapter's {:throttled, seconds} for one that carried a Retry-After): a
reachable store asking for less load, not one that is down.

  



    

  
    
      
    
    
      write(instance, config, pack_id, key, data, write_opts \\ [])



        
          
        

    

  


  

      

          @spec write(atom(), Ankusa.Config.t(), String.t(), String.t(), iodata(), keyword()) ::
  {:ok, non_neg_integer()} | {:error, :already_exists | {:unavailable, term()}}


      


Write a pack's bytes under key, only if nothing is there
(Ankusa.BlobStore.put_if_absent/4): the home store first, then the next ones,
skipping stores whose breaker is open (unless all are). Returns the index of
the store that took it. A store that already holds an object under key is
{:error, :already_exists} at once, with no failover: the pack id collides,
and the caller mints a fresh one. When every attempt fails:
{:unavailable, reason} after a single attempt, else
{:unavailable, [{index, reason}, ...]} in attempt order; a store that
throttled ({:throttled, seconds}) is a reachable store and does not open
its breaker.
opts: :deadline, the absolute deadline every store's operation stays under
(see write_deadline/1).

  



  
    
      
    
    
      write_deadline(config)



        
          
        

    

  


  

      

          @spec write_deadline(Ankusa.Config.t()) :: integer()


      


The absolute deadline (System.monotonic_time(:millisecond)) of one check-in:
the largest op_deadline_ms among the claim stores
(Ankusa.BlobStore.Options) from now. It covers every store tried, every
attempt and multipart part of each, and every pack-id retry of
Ankusa.ClaimCheck.check_in/4 together.

  


        

      


  

  
    
    Ankusa.Codec - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Codec behaviour
    



      
Segment record framing. encode/1 packs many records into one immutable
segment binary and returns a per-record index (byte offset + length within the
segment). A single range GET on the blob store then reads exactly one record,
which decode_record/1 validates and unframes.
Ankusa.Storage.Segment wraps what encode/1 returns in the segment header
and sha256 trailer, and shifts the offsets past the header; a codec only frames
records. It may export id/0, the one-byte id the header records for it (1 is
Ankusa.Codec.Raw); without one the header says 0 and the catalogue row names
the module.

      


      
        Summary


  
    Types
  


    
      
        index_entry()

      


    


    
      
        segment_record()

      


    





  
    Callbacks
  


    
      
        decode_record(binary)

      


    


    
      
        encode(list)

      


    


    
      
        id()

      


    





      


      
        Types


        


  
    
      
    
    
      index_entry()



        
          
        

    

  


  

      

          @type index_entry() :: %{
  key: String.t(),
  offset: non_neg_integer(),
  length: pos_integer()
}


      



  



  
    
      
    
    
      segment_record()



        
          
        

    

  


  

      

          @type segment_record() :: %{key: String.t(), payload: binary()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      decode_record(binary)



        
          
        

    

  


  

      

          @callback decode_record(binary()) :: {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      encode(list)



        
          
        

    

  


  

      

          @callback encode([segment_record()]) :: {segment :: binary(), index :: [index_entry()]}


      



  



  
    
      
    
    
      id()


        (optional)


        
          
        

    

  


  

      

          @callback id() :: 1..255


      



  


        

      


  

  
    
    Ankusa.Codec.Raw - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Codec.Raw 
    



      
Default Ankusa.Codec: length-prefixed, CRC-checked framing with no
compression.
Each record is framed as:
<<len::32, crc32::32, payload::binary>>
where crc32 = :erlang.crc32(payload) covers the payload only. encode/1
concatenates the frames into one segment binary and returns a per-record index
of {key, offset, length} — offset is the frame start byte within the
segment and length is the full frame length (payload plus the 8-byte header),
exactly the byte range Ankusa.BlobStore.get_range/5 must fetch for
decode_record/1. The offsets are relative to the first frame; the segment
header (Ankusa.Storage.Segment) shifts them when it wraps the frames.

      




  

  
    
    Ankusa.Config - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Config 
    



      
The configuration struct passed down the supervision tree at start. No
Application.get_env/2 buried in call sites — instance-scoped config falls
out of this for free.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        listen_ip!(ip, key)

      


        The address a listener binds: a strict IPv4/IPv6 literal string, or an :inet address tuple.



    


    
      
        new(opts \\ [])

      


        Build a %Ankusa.Config{} from a keyword list, deep-merging the map-valued
sections (:listener, :batcher, :dispatch, :storage, :claim_check,
:backup, :admin, :metrics, :routes, :rate_limits, :dedupe, :fleet,
:quarantine, :tenants, :lifecycle, :egress, :secrets) over the defaults (egress.pools is merged one level down). Every tls block (listener.tls,
admin.tls, routes.admin.tls, claim_check.tls, metrics.tls) is
validated and normalised by Ankusa.Listener.normalize_tls!/2, and
listener.num_acceptors: nil becomes two per scheduler.



    


    
      
        parse_roles!(value)

      


        Parse a comma-separated ANKUSA_ROLES-shaped string into role atoms.
Never calls String.to_atom/1 — each part must name one of the fixed
roles (edge, dispatch, storage, claim_check).



    


    
      
        path(config, sub)

      


        Absolute path for an instance-scoped data sub-directory.



    


    
      
        role?(config, role)

      


        Is a role enabled for this node?



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ankusa.Config{
  admin: term(),
  archive: term(),
  audit: term(),
  backup: term(),
  batcher: term(),
  claim_check: term(),
  data_dir: term(),
  dedupe: term(),
  direct_publish_timeout_ms: term(),
  dispatch: term(),
  egress: term(),
  fleet: term(),
  instance: term(),
  intake: term(),
  lifecycle: %{sinks: [{module(), keyword()}]},
  listener: term(),
  max_body_bytes: term(),
  metrics: term(),
  port: term(),
  quarantine: term(),
  queue: term(),
  rate_limits: term(),
  roles: term(),
  route_resolver: term(),
  routes: term(),
  secrets: term(),
  source_store: term(),
  storage: term(),
  store_headers: term(),
  tenants: term(),
  wal: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      listen_ip!(ip, key)



        
          
        

    

  


  

      

          @spec listen_ip!(term(), String.t()) :: :inet.ip_address()


      


The address a listener binds: a strict IPv4/IPv6 literal string, or an :inet address tuple.

  



    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Build a %Ankusa.Config{} from a keyword list, deep-merging the map-valued
sections (:listener, :batcher, :dispatch, :storage, :claim_check,
:backup, :admin, :metrics, :routes, :rate_limits, :dedupe, :fleet,
:quarantine, :tenants, :lifecycle, :egress, :secrets) over the defaults (egress.pools is merged one level down). Every tls block (listener.tls,
admin.tls, routes.admin.tls, claim_check.tls, metrics.tls) is
validated and normalised by Ankusa.Listener.normalize_tls!/2, and
listener.num_acceptors: nil becomes two per scheduler.
:routes is nested one level deeper than the rest (:routes has its own
:cache, :ip_rules, and :admin sections), so put_routes/2 merges those
too — routes.cache.max_size keeps the other cache keys.
wal: :none is normalized last: the roles are settled before normalize_wal/1
drops the queue's readers (:dispatch, :storage) from them.

  



  
    
      
    
    
      parse_roles!(value)



        
          
        

    

  


  

      

          @spec parse_roles!(String.t()) :: [atom()]


      


Parse a comma-separated ANKUSA_ROLES-shaped string into role atoms.
Never calls String.to_atom/1 — each part must name one of the fixed
roles (edge, dispatch, storage, claim_check).

  



  
    
      
    
    
      path(config, sub)



        
          
        

    

  


  

      

          @spec path(t(), Path.t()) :: Path.t()


      


Absolute path for an instance-scoped data sub-directory.

  



  
    
      
    
    
      role?(config, role)



        
          
        

    

  


  

      

          @spec role?(t(), atom()) :: boolean()


      


Is a role enabled for this node?

  


        

      


  

  
    
    Ankusa.Crypto.Envelope - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Crypto.Envelope 
    



      
Envelope encryption for the secrets Ankusa stores: a source's verify.secret
and its sinks' credentials (URLs with a password, header values, tokens, keys),
which Ankusa.SourceStore.Persistent keeps in this node's RocksDB store (and
so in every backup of it) and Ankusa.SourceStore.Redis keeps in Redis.
Value format
One encrypted value is
<<"AENC", 1::8, key_id_len::8, key_id::binary, iv::96, tag::128, ciphertext::binary>>
AES-256-GCM (:crypto.crypto_one_time_aead/7) under the key-encryption key
(KEK) named key_id, with a fresh random 96-bit IV per value. The bytes up to
and including key_id are the authenticated data, so a value cannot be
re-labelled with another key's id. In a stored JSON spec each hidden string is
replaced by "AENC:" <> Base.encode64(value).
Which fields
The fields Ankusa.Admin.Redact hides from the admin API are the fields this
module encrypts (Ankusa.Admin.Redact.reduce_hidden/3): one allowlist decides
both what the API may show and what may rest in the clear. Identity and
structure (type, tenant, signature_header, topics, regions, …) stay
readable, so a stored spec can still be inspected and diffed.
Keys
Ankusa.Config's secrets section:
	:kek — the current key: 32 random bytes, base64 (openssl rand -base64 32), optionally "<id>:<base64>". The id names the key in every value it
encrypts; without one it is the first eight hex characters of the key's
SHA-256.
	:kek_provider — {module, fun, args} instead of :kek, called once when
a store starts, returning {:ok, [kek | previous]}: each element is a
:kek string or an {id, 32-byte key} pair, the first one current.
	:kek_previous — keys that may still decrypt, never encrypt, so a rotation
can be rolled out node by node and rows rewritten with
mix ankusa.secrets.rewrap.

With no KEK new rows are stored as plain JSON, as before; rows written earlier
under a KEK are then refused at boot rather than served as ciphertext.

      


      
        Summary


  
    Types
  


    
      
        keyring()

      


    


    
      
        reason()

      


        Why a value could not be read or a keyring built. Never carries key bytes.



    





  
    Functions
  


    
      
        configured?(keyring)

      


        Is there a key to encrypt with?



    


    
      
        current_key_id(keyring)

      


        The id of the key new values are encrypted under, or nil with no KEK.



    


    
      
        decrypt(keyring, arg2)

      


        Decrypt a value encrypt/2 produced, under whichever of the keyring's keys named it.



    


    
      
        describe(config)

      


        One line for the startup log: how the secrets rest. Does not call
:kek_provider, so it names the provider, not its key.



    


    
      
        encrypt(keyring, plaintext)

      


        Encrypt plaintext under the current key. Raises with no KEK.



    


    
      
        encrypted?(arg1)

      


        Is this binary an encrypted value (by its magic)?



    


    
      
        keyring(secrets)

      


        Resolve a config's secrets section into a keyring. Calls :kek_provider
once, if there is one.



    


    
      
        rewrap_spec(ring, spec)

      


        The spec to store when a row is moved to the current key: {:ok, sealed}
when it holds a plaintext hidden field or a value under another key, :current
when there is nothing to do.



    


    
      
        seal(ring, spec)

      


        Encrypt every hidden field of a source spec (see the module doc). With no KEK
the spec is returned as it is.



    


    
      
        unseal(ring, spec)

      


        Decrypt every encrypted string of a stored spec. A plain spec comes back
unchanged; an encrypted one that no key of the keyring opens is an error
(:no_kek, {:unknown_key, id}, :tampered), never half-decrypted.



    


    
      
        validate_config!(config)

      


        Check the secrets section's shape. Never calls :kek_provider (that is
I/O, and happens once when a store starts), and never prints a key.



    





      


      
        Types


        


  
    
      
    
    
      keyring()



        
          
        

    

  


  

      

          @type keyring() :: Ankusa.Crypto.Envelope.Keyring.t()


      



  



  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() ::
  :no_kek
  | :not_encrypted
  | :malformed
  | :tampered
  | {:unknown_key, String.t()}
  | {:unsupported_version, non_neg_integer()}
  | {:bad_kek, :not_base64 | :wrong_size | :bad_id | :not_a_key | :duplicate_id}
  | {:kek_provider, term()}


      


Why a value could not be read or a keyring built. Never carries key bytes.

  


        

      

      
        Functions


        


  
    
      
    
    
      configured?(keyring)



        
          
        

    

  


  

      

          @spec configured?(keyring()) :: boolean()


      


Is there a key to encrypt with?

  



  
    
      
    
    
      current_key_id(keyring)



        
          
        

    

  


  

      

          @spec current_key_id(keyring()) :: String.t() | nil


      


The id of the key new values are encrypted under, or nil with no KEK.

  



  
    
      
    
    
      decrypt(keyring, arg2)



        
          
        

    

  


  

      

          @spec decrypt(keyring(), binary()) :: {:ok, binary()} | {:error, reason()}


      


Decrypt a value encrypt/2 produced, under whichever of the keyring's keys named it.

  



  
    
      
    
    
      describe(config)



        
          
        

    

  


  

      

          @spec describe(Ankusa.Config.t()) :: String.t()


      


One line for the startup log: how the secrets rest. Does not call
:kek_provider, so it names the provider, not its key.

  



  
    
      
    
    
      encrypt(keyring, plaintext)



        
          
        

    

  


  

      

          @spec encrypt(keyring(), iodata()) :: binary()


      


Encrypt plaintext under the current key. Raises with no KEK.

  



  
    
      
    
    
      encrypted?(arg1)



        
          
        

    

  


  

      

          @spec encrypted?(binary()) :: boolean()


      


Is this binary an encrypted value (by its magic)?

  



  
    
      
    
    
      keyring(secrets)



        
          
        

    

  


  

      

          @spec keyring(map()) :: {:ok, keyring()} | {:error, reason()}


      


Resolve a config's secrets section into a keyring. Calls :kek_provider
once, if there is one.

  



  
    
      
    
    
      rewrap_spec(ring, spec)



        
          
        

    

  


  

      

          @spec rewrap_spec(keyring(), map()) :: {:ok, map()} | :current | {:error, reason()}


      


The spec to store when a row is moved to the current key: {:ok, sealed}
when it holds a plaintext hidden field or a value under another key, :current
when there is nothing to do.

  



  
    
      
    
    
      seal(ring, spec)



        
          
        

    

  


  

      

          @spec seal(keyring(), map()) :: map()


      


Encrypt every hidden field of a source spec (see the module doc). With no KEK
the spec is returned as it is.

  



  
    
      
    
    
      unseal(ring, spec)



        
          
        

    

  


  

      

          @spec unseal(keyring(), map()) :: {:ok, map()} | {:error, reason()}


      


Decrypt every encrypted string of a stored spec. A plain spec comes back
unchanged; an encrypted one that no key of the keyring opens is an error
(:no_kek, {:unknown_key, id}, :tampered), never half-decrypted.

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Check the secrets section's shape. Never calls :kek_provider (that is
I/O, and happens once when a store starts), and never prints a key.

  


        

      


  

  
    
    Ankusa.Crypto.Envelope.Keyring - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Crypto.Envelope.Keyring 
    



      
The keys resolved from a secrets section (Ankusa.Crypto.Envelope.keyring/1):
the current key and the id it is named by, and every key that may decrypt.
inspect/1 shows the current key's id only, so a crash report that prints a
store's state never prints a key.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ankusa.Crypto.Envelope.Keyring{
  current: binary() | nil,
  current_id: String.t() | nil,
  keys: %{required(String.t()) => binary()}
}
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Per-source provider event keys.
Providers retry a webhook until they see a 2xx, so a retry can arrive on
any node of a fleet. Every provider stamps its deliveries with an event id —
a delivery header (GitHub's x-github-delivery, Svix's svix-id) or a JSON
field in the body (Stripe's "id"). key/2 extracts that stamp from an
envelope, and the queue writer collapses envelopes that share one within the
TTL window.
The TTL bounds the memory a provider retry storm can occupy: after it
expires, the same event commits again (and consumers dedupe on the
idempotency_key the message carries). 259200000 ms (72 h) covers
Stripe's 3-day and Shopify's 48-hour retry schedules.
The window is per tenant and source: the same key under two tenants (one
tenant_path source serves many) is two events.
Sources
	{:header, name} — the value of a request header (case-insensitive).
	{:json, ["a", "b"]} — walk a → b through the decoded JSON body;
only map keys are followed. A string value is the key; an integer value
becomes its decimal string. Anything else yields nil. A body past
dedupe.max_json_bytes (1 MiB by default) is not decoded: no key.

Salesforce
The :salesforce preset is {:json, ["id"]}, and that is a convention, not a
Salesforce-documented delivery id. Salesforce stamps no delivery-id header on
any outbound mechanism. Outbound Messages are SOAP/XML (their per-notification
Notification/Id is not reachable by a JSON path), and Flow/Apex HTTP callouts
and Data 360 webhook targets send a body the org builds. The preset therefore
reads the top-level "id" of a JSON body, which the callout has to set to a
value that is the same on every retry of one event (the record id plus a
change stamp, a platform event's EventUuid). A body with no "id" is never
deduplicated: pick header: or json: for a body shaped otherwise.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        key(dedupe, env, decoded \\ :skip, max_json_bytes \\ 1_048_576)

      


        Extract the provider event key from an envelope, or nil when the stamp is
missing or the body does not decode.



    


    
      
        max_json_bytes(instance)

      


        The dedupe.max_json_bytes of instance: what key/4 is handed. The default
(1048576) where no instance runs.



    


    
      
        new!(preset)

      


        Build a dedupe spec from config. Accepts



    


    
      
        undeduped_sources(config)

      


        The ids, sorted, of the sources config.source_store declares (its :sources
option, as Ankusa.SourceStore.Static reads it) that set no dedupe.



    


    
      
        warn_undeduped(config)

      


        Log one boot warning per source undeduped_sources/1 names. Dedupe is opt-in,
and a source without it is the one setting where a provider's retry is
indistinguishable from a new event, so boot says so.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ankusa.Dedupe{
  from: {:header, String.t()} | {:json, [String.t()]},
  ttl_ms: pos_integer()
}


      



  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      key(dedupe, env, decoded \\ :skip, max_json_bytes \\ 1_048_576)



        
          
        

    

  


  

      

          @spec key(
  t() | nil,
  Ankusa.Envelope.t(),
  {:ok, term()} | {:error, term()} | :skip,
  pos_integer()
) ::
  String.t() | nil


      


Extract the provider event key from an envelope, or nil when the stamp is
missing or the body does not decode.
A key longer than 200 bytes is replaced by its lowercase hex
SHA-256, prefixed "sha256:".
decoded is the body's JSON when the caller has decoded it already
({:ok, term} or {:error, reason}: Ankusa.Ordering shares one decode between
an ordering key and a dedupe: json); :skip decodes it here.
A json source reads no body of more than max_json_bytes bytes
(dedupe.max_json_bytes, 1048576 by default; see
max_json_bytes/1): it answers nil before any decode, so a body of
megabytes is never decoded on the request process, and the hook is stored with
no key. A header source is not affected.

  



  
    
      
    
    
      max_json_bytes(instance)



        
          
        

    

  


  

      

          @spec max_json_bytes(atom()) :: pos_integer()


      


The dedupe.max_json_bytes of instance: what key/4 is handed. The default
(1048576) where no instance runs.

  



  
    
      
    
    
      new!(preset)



        
          
        

    

  


  

      

          @spec new!(nil | atom() | keyword() | map()) :: t() | nil


      


Build a dedupe spec from config. Accepts:
	nil — no dedupe.
	a preset atom (github, standard_webhooks, svix, shopify, stripe, salesforce).
	a keyword list / map with exactly one of :preset (atom), :header
(string, stored lowercased) or :json (a dot path: every segment
non-empty), plus an optional :ttl_ms (positive integer).

Anything else raises ArgumentError with a "dedupe: " message.

  



  
    
      
    
    
      undeduped_sources(config)



        
          
        

    

  


  

      

          @spec undeduped_sources(Ankusa.Config.t()) :: [String.t()]


      


The ids, sorted, of the sources config.source_store declares (its :sources
option, as Ankusa.SourceStore.Static reads it) that set no dedupe.
Such a source stores a provider retry as a new hook with a new
idempotency_key. A walk over the declared specs, no store read: the gauge
ankusa_sources_without_dedupe reports its length. Sources a writable store
holds are not counted: they are not known at boot.

  



  
    
      
    
    
      warn_undeduped(config)



        
          
        

    

  


  

      

          @spec warn_undeduped(Ankusa.Config.t()) :: :ok


      


Log one boot warning per source undeduped_sources/1 names. Dedupe is opt-in,
and a source without it is the one setting where a provider's retry is
indistinguishable from a new event, so boot says so.
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Ankusa.Dedupe.Store behaviour
    



      
The second phase of a fleet dedupe claim (dedupe.scope: :fleet).
Ankusa.RateLimiter.Store.hit/4 claims a provider event key as pending,
ahead of the queue writer's own check. What happens after the hook's commit
settles it, here, in batches, off the request path (Ankusa.Edge.Fleet):
	{:promote, claim, hook_id} — the hook is durable on its node: the key
becomes committed for the source's dedupe TTL, with hook_id as the id
every later retry is answered with. It applies to a key still pending under
this claim, or one that expired meanwhile; it never overwrites another
node's claim.
	{:release, claim} — the commit failed, or the node answered something
that stored nothing: the key is deleted if, and only if, it is still this
claim's pending entry, so the provider's retry (here or on another node)
claims it afresh.

A settle that is lost (the store is down, the node died) costs a duplicate or
a delay, never a hook: a pending key expires after fleet.pending_ttl_ms, and
until it does another node answers 409 dedupe_pending, not a 2xx. The
node's own dedupe index, written in the commit's batch, still collapses the
retry on the node that stored the hook.

      


      
        Summary


  
    Types
  


    
      
        op()

      


    





  
    Callbacks
  


    
      
        settle(instance, ops, timeout_ms)

      


        Apply ops in one pipelined call that returns within timeout_ms.



    





      


      
        Types


        


  
    
      
    
    
      op()



        
          
        

    

  


  

      

          @type op() ::
  {:promote, Ankusa.RateLimiter.Store.claim(), hook_id :: String.t()}
  | {:release, Ankusa.RateLimiter.Store.claim()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      settle(instance, ops, timeout_ms)



        
          
        

    

  


  

      

          @callback settle(instance :: atom(), ops :: [op()], timeout_ms :: pos_integer()) ::
  :ok | {:error, term()}


      


Apply ops in one pipelined call that returns within timeout_ms.
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Ankusa.Dispatch.Replayer 
    



      
Durable, paced replay jobs over the delivery rows.
A job (Ankusa.Replay) re-sends either dead rows (kind: :dlq) or archived
hooks (kind: :archive), or releases hooks held in the quarantine pen that
now pass verification (kind: :quarantine), or re-emits lifecycle events from
the audit trail (kind: :lifecycle; those go to the lifecycle sinks through
Ankusa.Lifecycle.Publisher, and the job moves its cursor when the publisher
reports a page delivered). It never bulk-flips rows: once
a tick it drips up to rate rows into the existing due index, and only while
the Pipeline's oldest-due lag is at most the job's max_lag_ms and its
in-flight window is not full — so a replay only uses dispatch capacity live
traffic leaves free, and inherits retries, the DLQ, claim check and
at-least-once bookkeeping from the Pipeline untouched.
Every job is durable: its record (id, filter, rate, state, cursor, counters)
lives in the store, and the cursor is written in the same batch as the rows
it moved, so a restart resumes from the last committed page and no row is
skipped or doubled by the engine itself (a crash between dispatch claims and
their outcomes redelivers, which at-least-once allows).
Started in the :dispatch failure domain next to the Pipeline
(Ankusa.Instance), registered as Ankusa.via(instance, :replayer).

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)
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Ankusa.Edge.Fleet 
    



      
Fleet-scoped admission: the tenant quota (rate_limits.scope: :fleet) and the
provider event claim (dedupe.scope: :fleet), counted in fleet.store so N
edge nodes enforce one limit and one dedupe window instead of N.
admit/3 is the request path's one entry: with both scopes :node (the
default) it is the node's own Ankusa.Edge.RateLimiter.hit/3 and nothing
else. With a fleet scope it makes one store call for the hook — the
tenant's charges and the dedupe claim together
(Ankusa.RateLimiter.Store.hit/4) — ahead of the queue writer's local dedupe
check, which still runs.
A limiter outage never refuses a hook
Every fleet call has a hard budget, fleet.timeout_ms, so a slow store costs
at most that per hook, not Redis's own timeout multiplied by the request rate.
A call that fails or times out is answered from this node alone (its own
buckets, its writer's dedupe index) and counted
([:ankusa, :fleet, :fallback]). A breaker watches the call outcomes: when
fleet.breaker_failure_rate of at least fleet.breaker_min_calls calls in a
fleet.breaker_window_ms window failed, it opens and every hook is answered
node-local with no store call at all, for fleet.breaker_open_ms; then one
probe call decides whether it closes. The breaker and its window are atomics:
the request path takes no lock and sends no message.
ankusa_fleet_limiter_degraded{kind} is 1 while a kind (rate_limit,
dedupe) is answered node-local — breaker open, or the last call failed — and
a warning is logged at most once a minute while it is.
Settling claims
A claimed event key is pending until the hook is durable
(Ankusa.Dedupe.Store). settle/3 queues the outcome in an ETS table; a
process drains it in pipelined batches every few milliseconds, so promoting or
releasing a claim is never on the 2xx's critical path and costs one round
trip per batch, not per hook. The queue holds at most 50000 operations; one
more is dropped and counted ([:ankusa, :fleet, :settle_dropped]): a dropped
promote is a pending key that expires (a possible duplicate later), a dropped
release is a key that stays pending until fleet.pending_ttl_ms (the sender is
told to retry meanwhile). Neither loses a hook.

      


      
        Summary


  
    Types
  


    
      
        admitted()

      


    





  
    Functions
  


    
      
        admit(instance, source, env)

      


        Charge the tenant's quota and claim the hook's event key, in whatever scope the
config says. {:ok, claim} admits the hook (claim is nil when nothing was
claimed: pass it to settle/3 either way); {:duplicate, hook_id} is a hook
another node already stored; {:error, {:rate_limited, ms}} and
{:error, {:dedupe_pending, ms}} are refusals the sender retries.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        degraded?(instance)

      


        Whether hooks are being answered from this node alone right now.



    


    
      
        promote(instance, claim, id)

      


        Promote a claim to committed under hook_id: the hook is in every place its
durability mode promises. Ankusa.Intake.Reconciler calls it for a hook
carried to completion.



    


    
      
        release(instance, claim)

      


        Release a claim: nothing exists for its key.



    


    
      
        reset_tenant(instance, tenant)

      


        Forget tenant's fleet buckets (its limit changed). Best effort.



    


    
      
        settle(instance, claim, arg3)

      


        Queue the outcome of the commit that followed admit/3's claim: the hook is
durable ({:ok, env}, or {:duplicate, env} — this node's own index knew it)
and the key is promoted to committed under that hook's id; anything else stored
nothing, and the claim is released. nil (nothing was claimed) is a no-op.



    


    
      
        start_link(opts)

      


    


    
      
        state(instance)

      


        The breaker's state: :closed, :open, or :probing (one call is testing the store).



    





      


      
        Types


        


  
    
      
    
    
      admitted()



        
          
        

    

  


  

      

          @type admitted() ::
  {:ok, Ankusa.RateLimiter.Store.claim() | nil}
  | {:duplicate, String.t()}
  | {:error, {:rate_limited, pos_integer()} | {:dedupe_pending, pos_integer()}}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      admit(instance, source, env)



        
          
        

    

  


  

      

          @spec admit(atom(), Ankusa.Source.t(), Ankusa.Envelope.t()) :: admitted()


      


Charge the tenant's quota and claim the hook's event key, in whatever scope the
config says. {:ok, claim} admits the hook (claim is nil when nothing was
claimed: pass it to settle/3 either way); {:duplicate, hook_id} is a hook
another node already stored; {:error, {:rate_limited, ms}} and
{:error, {:dedupe_pending, ms}} are refusals the sender retries.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      degraded?(instance)



        
          
        

    

  


  

      

          @spec degraded?(atom()) :: boolean()


      


Whether hooks are being answered from this node alone right now.

  



  
    
      
    
    
      promote(instance, claim, id)



        
          
        

    

  


  

      

          @spec promote(atom(), Ankusa.RateLimiter.Store.claim() | nil, String.t()) :: :ok


      


Promote a claim to committed under hook_id: the hook is in every place its
durability mode promises. Ankusa.Intake.Reconciler calls it for a hook
carried to completion.

  



  
    
      
    
    
      release(instance, claim)



        
          
        

    

  


  

      

          @spec release(atom(), Ankusa.RateLimiter.Store.claim() | nil) :: :ok


      


Release a claim: nothing exists for its key.

  



  
    
      
    
    
      reset_tenant(instance, tenant)



        
          
        

    

  


  

      

          @spec reset_tenant(atom(), String.t()) :: :ok


      


Forget tenant's fleet buckets (its limit changed). Best effort.

  



  
    
      
    
    
      settle(instance, claim, arg3)



        
          
        

    

  


  

      

          @spec settle(atom(), Ankusa.RateLimiter.Store.claim() | nil, tuple()) :: :ok


      


Queue the outcome of the commit that followed admit/3's claim: the hook is
durable ({:ok, env}, or {:duplicate, env} — this node's own index knew it)
and the key is promoted to committed under that hook's id; anything else stored
nothing, and the claim is released. nil (nothing was claimed) is a no-op.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      state(instance)



        
          
        

    

  


  

      

          @spec state(atom()) :: :closed | :open | :probing | :down


      


The breaker's state: :closed, :open, or :probing (one call is testing the store).
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The wal: :none ack path: publish one verified envelope to every sink its
source declares, in the request process, and answer only once each has
confirmed.
All sinks publish concurrently, and the whole set runs under one deadline,
direct_publish_timeout_ms (default 8 000 ms, under the provider's own
timeout). A sink that fails, crashes, or misses the deadline is a 503 with
Retry-After, and the provider retries. Sinks that already confirmed keep
their copy, so the retry is a second hook with a second id — the same
at-least-once contract a provider retry after a lost ack has always had
here, and the reason consumers dedupe on the idempotency key.
There is no retry policy and no dead-letter queue in this mode: the provider
is the retry, and the broker is the durable store.

      


      
        Summary


  
    Functions
  


    
      
        publish(instance, source, env)

      


    





      


      
        Functions


        


  
    
      
    
    
      publish(instance, source, env)



        
          
        

    

  


  

      

          @spec publish(atom(), Ankusa.Source.t(), Ankusa.Envelope.t()) ::
  {:ok, Ankusa.Envelope.t()} | {:error, :store_unavailable}
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Ingest admission, enforced in this node's memory. Two layers, in the order a
request meets them:
Before the body is read: CPU protection
Charged by Ankusa.Edge.Router after the source is looked up and before a
byte of the body is read, so none of them depends on verification and a forged
flood is refused cheaply. They protect this node, they are not a quota.
	rate_limits.per_ip — hooks per second per client address
(hit_ip/2). The address is Ankusa.Net.ClientIP's, with
routes.trusted_proxies deciding whose X-Forwarded-For is believed; an
IPv6 address counts as its /64. Addresses hash into a fixed 2^20 buckets
with a per-boot salt, so the table has a hard ceiling however many
addresses a flood invents.
	rate_limits.node — hooks per second for the whole node (hit_node/1).
	rate_limits.sources.default.bytes_per_second — a body-bytes-per-second
ceiling per source (hit_source_bytes/3), 100 MB/s unless changed. It is
charged with the declared Content-Length; a body with no declared length
is charged when it has been read.

A denial is 429 with Retry-After; pre_read/4 says which one answered.
After verification: the tenant's quota
A limit is %{rate: number, burst: pos_integer}: rate is hooks per second
(fractions are allowed — 0.5 means one every two seconds) and burst is the
most hooks admitted back to back. It may also carry:
	bytes_per_second, burst_bytes — body bytes, charged with the hook
(burst_bytes defaults to one second's worth and needs
bytes_per_second). A body bigger than burst_bytes is admitted only
into a full bucket and empties it.
	max_body_bytes — the biggest body this tenant may send, at most the
instance's max_body_bytes (body_limit/2; the router answers 413).
	max_queue, max_queue_bytes — how many hooks and body bytes the tenant
may hold in this node's batchers at once, buffered and in flight
(acquire_queue/3, release_queue/2). Past either is
429 tenant_overload, never the global 503 overload, so one tenant
filling its share cannot starve the rest.

Limits come from three places, in precedence order (the first one found
applies whole; its keys do not merge with the next's):
	a runtime override set through the admin API (PUT /v1/tenants/:tenant/rate-limit), persisted to this node's Ankusa.Store
and node-local, exactly like Ankusa.SourceStore.Persistent's sources;
	rate_limits.tenants[tenant];
	rate_limits.default.

No limit at all (default: nil with no tenant entry, the default config)
means unlimited. There is no "unlimited" value — exempt a single tenant from a
default by giving it a high limit. A tenant-carrying URL scheme
(Ankusa.RouteResolver.TenantPath) lets the sender name the tenant, so
validate_config!/1 refuses it without a default.
A hook that clears the hook bucket and is then denied on bytes has spent its
hook token; a forged request spends none of these, because the tenant charge
comes after verification.
Enforcement
One ETS row per bucket holds its GCRA theoretical arrival time, and hit/3
and friends update it with a compare-and-swap (:ets.select_replace/2), so
concurrent requests on one bucket can never overshoot the limit. A denial
writes nothing. The rows are spread over 16 tables, a bucket in the one its
key hashes to (:erlang.phash2(tenant, 16); a tenant's hook and byte buckets
share one). Rows whose TAT has passed are a full bucket — identical to having
no row — so a periodic sweep deletes them, which also bounds memory when the
route resolver lets senders mint tenant ids. Each tick sweeps one shard, in
turn, every 3.75 s, so a table of a million rows is never scanned whole in
one tick.
Queue occupancy is two counters per tenant (:ets.update_counter/4: charge,
compare, undo on refusal), held only while records are in flight and deleted
at zero, so the table is bounded by the batchers' own caps.
The tables live on the edge node and nowhere else: with the default
rate_limits.scope: :node a fleet of N edge nodes admits up to N × the limit,
and an override set against one node's admin port is that node's alone.
rate_limits.scope: :fleet moves the tenant's buckets (hooks and bytes) into
fleet.store (Ankusa.Edge.Fleet, fleet_charges/3), so the fleet admits one
limit; this node's buckets then only answer when the store cannot. The override
is still read from this node (set it on every node), and per_ip, node and
sources stay per node under either scope: they protect this node's CPU, they
are not a quota. Per-tenant queue limits cover the group-commit batcher
(wal: disk); wal: none publishes inside the request and has no queue.

      


      
        Summary


  
    Types
  


    
      
        denied()

      


    


    
      
        lease()

      


        What acquire_queue/3 hands back: pass it to release_queue/2. nil is nothing counted.



    


    
      
        limit()

      


    


    
      
        source()

      


    





  
    Functions
  


    
      
        acquire_queue(instance, tenant_id, bytes)

      


        Count one hook of bytes body bytes against tenant_id's queue share, when
its limit sets max_queue or max_queue_bytes. Returns a lease to hand back
to release_queue/2 once the batcher has answered, or
{:error, {:tenant_overload, retry_after_ms}} with nothing counted.



    


    
      
        body_limit(instance, tenant_id)

      


        The biggest body tenant_id may send, when its limit sets max_body_bytes
(otherwise nil: the instance's max_body_bytes alone applies).



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        delete_override(instance, tenant_id, opts \\ [])

      


        Remove tenant_id's runtime override, so the config's limit applies again.
Resets the buckets too, for the same reason a put does. Options: audit:.



    


    
      
        effective(instance, tenant_id)

      


        The limit that applies to tenant_id on this node, with where it came from.
{nil, :none} means unlimited.



    


    
      
        fleet_charges(instance, tenant_id, bytes)

      


        The buckets hit/3 would charge for one hook of bytes body bytes, as
Ankusa.RateLimiter.Store charges (GCRA increment and capacity in
microseconds) — [] when the tenant has no limit. Reads the effective limit
on this node and charges nothing.



    


    
      
        hit(instance, tenant_id, bytes \\ 0)

      


        Charge one hook of bytes body bytes to tenant_id's buckets. :ok admits
it; a denial carries how long the client should wait, in milliseconds. The
byte bucket is charged only when the limit has bytes_per_second; bytes
defaults to 0 (a hook-count charge only).



    


    
      
        hit_ip(instance, conn)

      


        Charge one hook to the client address's bucket (rate_limits.per_ip).



    


    
      
        hit_node(instance)

      


        Charge one hook to the node's bucket (rate_limits.node).



    


    
      
        hit_source_bytes(instance, source_id, bytes)

      


        Charge bytes of body to source_id's bucket
(rate_limits.sources.default.bytes_per_second).



    


    
      
        list(instance)

      


        Every limit this node knows: the config's tenants unioned with the runtime
overrides, sorted by tenant id, plus the configured default.



    


    
      
        parse_limit(attrs, max_body_bytes)

      


        Parse a limit from JSON-shaped attrs (%{"rate" => …, "burst" => …} plus any
of the optional keys, atom keys accepted). rate and burst are required;
neither is inferred. max_body_bytes is the instance's, the ceiling a
tenant's max_body_bytes may not pass.



    


    
      
        pre_read(instance, conn, source_id, declared)

      


        The checks that run before a request's body is read: the client's address
(rate_limits.per_ip), then the node (rate_limits.node), then the source's
declared bytes (rate_limits.sources; nil is a body with no declared
length, charged later with hit_source_bytes/3). The first to refuse answers,
with the scope that did and how long to wait in milliseconds. An address
refused here has not touched the node's bucket.



    


    
      
        put_override(instance, tenant_id, attrs, opts \\ [])

      


        Set tenant_id's runtime override, resetting its buckets on success: without
the reset a raised limit would stay blocked until the old limit's accumulated
debt drained. The override replaces the tenant's limit whole, optional keys
included. Options: audit:, the Ankusa.Audit.Context of the change.



    


    
      
        release_queue(instance, arg2)

      


        Give back what acquire_queue/3 counted. Safe to call with nil.



    


    
      
        start_link(opts)

      


    


    
      
        validate_config!(config)

      


        Validate the rate_limits section of a config, raising ArgumentError on the
first problem. Called on every node and role at boot, so a typo fails the
boot rather than the first limited hook.



    





      


      
        Types


        


  
    
      
    
    
      denied()



        
          
        

    

  


  

      

          @type denied() :: {:error, {:rate_limited, pos_integer()}}


      



  



  
    
      
    
    
      lease()



        
          
        

    

  


  

      

          @type lease() :: {String.t(), non_neg_integer()} | nil


      


What acquire_queue/3 hands back: pass it to release_queue/2. nil is nothing counted.

  



  
    
      
    
    
      limit()



        
          
        

    

  


  

      

          @type limit() :: %{
  :rate => number(),
  :burst => pos_integer(),
  optional(:bytes_per_second) => number(),
  optional(:burst_bytes) => pos_integer(),
  optional(:max_body_bytes) => pos_integer(),
  optional(:max_queue) => pos_integer(),
  optional(:max_queue_bytes) => pos_integer()
}


      



  



  
    
      
    
    
      source()



        
          
        

    

  


  

      

          @type source() :: :override | :config | :default


      



  


        

      

      
        Functions


        


  
    
      
    
    
      acquire_queue(instance, tenant_id, bytes)



        
          
        

    

  


  

      

          @spec acquire_queue(atom(), String.t(), non_neg_integer()) ::
  {:ok, lease()} | {:error, {:tenant_overload, pos_integer()}}


      


Count one hook of bytes body bytes against tenant_id's queue share, when
its limit sets max_queue or max_queue_bytes. Returns a lease to hand back
to release_queue/2 once the batcher has answered, or
{:error, {:tenant_overload, retry_after_ms}} with nothing counted.
As in the batcher itself, a hook bigger than max_queue_bytes on its own is
admitted when the tenant holds nothing else.

  



  
    
      
    
    
      body_limit(instance, tenant_id)



        
          
        

    

  


  

      

          @spec body_limit(atom(), String.t()) :: pos_integer() | nil


      


The biggest body tenant_id may send, when its limit sets max_body_bytes
(otherwise nil: the instance's max_body_bytes alone applies).

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      delete_override(instance, tenant_id, opts \\ [])



        
          
        

    

  


  

      

          @spec delete_override(atom(), term(), keyword()) ::
  :ok | {:error, :not_found} | {:error, :store_unavailable}


      


Remove tenant_id's runtime override, so the config's limit applies again.
Resets the buckets too, for the same reason a put does. Options: audit:.

  



  
    
      
    
    
      effective(instance, tenant_id)



        
          
        

    

  


  

      

          @spec effective(atom(), String.t()) :: {limit(), source()} | {nil, :none}


      


The limit that applies to tenant_id on this node, with where it came from.
{nil, :none} means unlimited.

  



  
    
      
    
    
      fleet_charges(instance, tenant_id, bytes)



        
          
        

    

  


  

      

          @spec fleet_charges(atom(), String.t(), non_neg_integer()) :: [
  Ankusa.RateLimiter.Store.charge()
]


      


The buckets hit/3 would charge for one hook of bytes body bytes, as
Ankusa.RateLimiter.Store charges (GCRA increment and capacity in
microseconds) — [] when the tenant has no limit. Reads the effective limit
on this node and charges nothing.

  



    

  
    
      
    
    
      hit(instance, tenant_id, bytes \\ 0)



        
          
        

    

  


  

      

          @spec hit(atom(), String.t(), non_neg_integer()) :: :ok | denied()


      


Charge one hook of bytes body bytes to tenant_id's buckets. :ok admits
it; a denial carries how long the client should wait, in milliseconds. The
byte bucket is charged only when the limit has bytes_per_second; bytes
defaults to 0 (a hook-count charge only).

  



  
    
      
    
    
      hit_ip(instance, conn)



        
          
        

    

  


  

      

          @spec hit_ip(atom(), Plug.Conn.t()) :: :ok | denied()


      


Charge one hook to the client address's bucket (rate_limits.per_ip).

  



  
    
      
    
    
      hit_node(instance)



        
          
        

    

  


  

      

          @spec hit_node(atom()) :: :ok | denied()


      


Charge one hook to the node's bucket (rate_limits.node).

  



  
    
      
    
    
      hit_source_bytes(instance, source_id, bytes)



        
          
        

    

  


  

      

          @spec hit_source_bytes(atom(), String.t(), non_neg_integer()) :: :ok | denied()


      


Charge bytes of body to source_id's bucket
(rate_limits.sources.default.bytes_per_second).

  



  
    
      
    
    
      list(instance)



        
          
        

    

  


  

      

          @spec list(atom()) :: %{
  default: limit() | nil,
  tenants: [{String.t(), limit(), :override | :config}]
}


      


Every limit this node knows: the config's tenants unioned with the runtime
overrides, sorted by tenant id, plus the configured default.

  



  
    
      
    
    
      parse_limit(attrs, max_body_bytes)



        
          
        

    

  


  

      

          @spec parse_limit(term(), pos_integer()) ::
  {:ok, limit()} | {:error, :invalid, String.t()}


      


Parse a limit from JSON-shaped attrs (%{"rate" => …, "burst" => …} plus any
of the optional keys, atom keys accepted). rate and burst are required;
neither is inferred. max_body_bytes is the instance's, the ceiling a
tenant's max_body_bytes may not pass.

  



  
    
      
    
    
      pre_read(instance, conn, source_id, declared)



        
          
        

    

  


  

      

          @spec pre_read(atom(), Plug.Conn.t(), String.t(), non_neg_integer() | nil) ::
  :ok | {:error, {:ip | :node | :source, pos_integer()}}


      


The checks that run before a request's body is read: the client's address
(rate_limits.per_ip), then the node (rate_limits.node), then the source's
declared bytes (rate_limits.sources; nil is a body with no declared
length, charged later with hit_source_bytes/3). The first to refuse answers,
with the scope that did and how long to wait in milliseconds. An address
refused here has not touched the node's bucket.

  



    

  
    
      
    
    
      put_override(instance, tenant_id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec put_override(atom(), term(), term(), keyword()) ::
  {:ok, limit()} | {:error, :invalid, String.t()} | {:error, :store_unavailable}


      


Set tenant_id's runtime override, resetting its buckets on success: without
the reset a raised limit would stay blocked until the old limit's accumulated
debt drained. The override replaces the tenant's limit whole, optional keys
included. Options: audit:, the Ankusa.Audit.Context of the change.

  



  
    
      
    
    
      release_queue(instance, arg2)



        
          
        

    

  


  

      

          @spec release_queue(atom(), lease()) :: :ok


      


Give back what acquire_queue/3 counted. Safe to call with nil.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Validate the rate_limits section of a config, raising ArgumentError on the
first problem. Called on every node and role at boot, so a typo fails the
boot rather than the first limited hook.
A config whose route resolver is Ankusa.RouteResolver.TenantPath must set a
rate_limits.default: the URL names the tenant, so without one every tenant
the config does not list is unlimited.

  


        

      


  

  
    
    Ankusa.Edge.RouteGuard - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Edge.RouteGuard 
    



      
The ingress gate: with routes enabled, a POST is captured only if it passes
the IP rules and matches an enabled route.
Ankusa.Edge.Router calls this before anything else on the capture path, so a
rejected request is never read, never verified, and never written to the store —
it cannot become a record, a dispatch, or a delivery. It is also a plain
Plug, so an embedder that owns its own Bandit pipeline can put it in front of
whatever it already has.
Responses
	Situation	Status	Body
	No route matches	404	{"error": "not_found"}
	Path matches, method does not	404	{"error": "not_found"}
	IP rules deny	403	{"error": "forbidden"}
	IP rules deny, routes.ip_denied_status: 404	404	{"error": "not_found"}

A method rejection is a 404 like a path rejection, so a probe cannot learn
which paths exist by comparing status codes. No www-authenticate or
retry-after header is sent: there is nothing for the sender to do.
One exception is the operator's to make. A sender denied by a route's own
ip_rules gets routes.ip_denied_status (403 by default) while an unknown path
gets 404, so with the default it can tell that the path it hit is a route. A
global IP denial answers every path alike and leaks nothing. Set
routes.ip_denied_status: 404 when that distinction matters.
Senders retry on 4xx
Some providers retry any non-2xx, some give up, some disable the endpoint after
enough failures. Ankusa does not retry a rejected hook — it never accepted
it — so the provider's own policy decides what happens next, and 403/404
are the only signals it gets. Dry-run a route change
(POST /admin/routes/test) before rolling it out.
Failing closed
Routes enabled with no snapshot loaded (a store that never published one) is a
rejection, not a pass: the alternative is capturing everything exactly when the
allowlist is broken. The same goes for a conn whose peer address is nil —
there is no address to match rules against, so there is nothing to allow.
What a match assigns
A captured request carries the route that admitted it as
conn.assigns.ankusa_route, an Ankusa.Routes.Route. Ankusa.Edge.Router
hands it to Ankusa.Edge.Ingest.lookup/3, which holds the route's tenant_id
and source_id against what the resolver said: a route owned by one tenant
admits nothing into another tenant's source, and a route bound to a source
admits nothing for another. A mismatch is the 404 an unknown source gets.
Telemetry
	[:ankusa, :routes, :match] — metadata
%{instance:, route_id:, cached:, cacheable:}. :cached is true when the
decision came from Ankusa.Routes.Cache. :cacheable is false when the
request path is past the cache's key bound (Ankusa.Routes.Cache.cacheable?/1),
so every request for it is matched by a scan of the route table and none is
ever a cached: true: the way to tell "a legitimate path that is too long
to cache" from an ordinary miss.
	[:ankusa, :routes, :reject] — metadata
%{instance:, reason:, method:, path:} with :reason one of :no_route,
:method, :ip_denied.

Rejections are also logged at :debug, sampled at routes.log_sample (0
disables it): a scanner hitting random paths must not fill a disk, but an
operator debugging "why is this one provider failing" needs a line. The warning
for a node with no route table loaded is sampled the same way, so a store that
is slow to come up does not write one line per rejected hook.

      




  

  
    
    Ankusa.Edge.StoredHeaders - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Edge.StoredHeaders 
    



      
Which provider request headers a hook is stored with.
Every header a provider sends used to be written verbatim into the hook, then
archived into segments and claim packs and carried to every sink. Credentials
(Authorization, Cookie, an API key) have no business in any of those, so a
policy decides, per header name, what survives:
	drop — the header is removed;
	hash — the header is kept, its value replaced by "sha256:<hex>" of the
original value (a consumer can still tell two requests carried the same
value, and nobody can read it).

A name in both lists is dropped. Names are matched case-insensitively.
The policy is applied by Ankusa.Edge.Ingest after verification: the
verifier reads the request's complete header list, so a scheme that signs a
header (or a source that dedupes on one) is unaffected. Only what is stored,
archived, claim-checked and forwarded loses the header. A quarantined hook is
stored with the policy applied too, so a quarantine replay re-verifies against
the stored list: do not drop a header a verifier of that source needs.
The instance policy is Ankusa.Config's store_headers; a source's own
store_headers overrides it key by key (an absent drop or hash inherits
the instance's list).

      


      
        Summary


  
    Types
  


    
      
        override()

      


    


    
      
        policy()

      


    





  
    Functions
  


    
      
        default()

      


        The instance default: the credential-bearing headers dropped, nothing hashed.



    


    
      
        normalize!(value, key)

      


        Validate and normalise an instance policy (key names it in the error): a map
or keyword list with optional :drop and :hash lists of non-empty header
names, lowercased. An absent key keeps the default's list.



    


    
      
        normalize_override!(value, key)

      


        Validate and normalise a source's override: nil stays nil; otherwise
normalize!/2's shape, with an absent key left nil (inherit).



    


    
      
        resolve(arg1, policy)

      


        The policy a source runs under: its override laid over the instance's.



    


    
      
        strip(headers, map)

      


        Apply policy to a header list: {headers, dropped}, dropped counting the
headers removed. A list nothing matched is returned as it came, with no
allocation: the common request carries none of the named headers.



    





      


      
        Types


        


  
    
      
    
    
      override()



        
          
        

    

  


  

      

          @type override() :: %{drop: [String.t()] | nil, hash: [String.t()] | nil}


      



  



  
    
      
    
    
      policy()



        
          
        

    

  


  

      

          @type policy() :: %{drop: [String.t()], hash: [String.t()]}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      default()



        
          
        

    

  


  

      

          @spec default() :: policy()


      


The instance default: the credential-bearing headers dropped, nothing hashed.

  



  
    
      
    
    
      normalize!(value, key)



        
          
        

    

  


  

      

          @spec normalize!(term(), String.t()) :: policy()


      


Validate and normalise an instance policy (key names it in the error): a map
or keyword list with optional :drop and :hash lists of non-empty header
names, lowercased. An absent key keeps the default's list.

  



  
    
      
    
    
      normalize_override!(value, key)



        
          
        

    

  


  

      

          @spec normalize_override!(term(), String.t()) :: override() | nil


      


Validate and normalise a source's override: nil stays nil; otherwise
normalize!/2's shape, with an absent key left nil (inherit).

  



  
    
      
    
    
      resolve(arg1, policy)



        
          
        

    

  


  

      

          @spec resolve(override() | nil, policy()) :: policy()


      


The policy a source runs under: its override laid over the instance's.

  



  
    
      
    
    
      strip(headers, map)



        
          
        

    

  


  

      

          @spec strip([{String.t(), String.t()}], policy()) ::
  {[{String.t(), String.t()}], non_neg_integer()}


      


Apply policy to a header list: {headers, dropped}, dropped counting the
headers removed. A list nothing matched is returned as it came, with no
allocation: the common request carries none of the named headers.
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Ankusa.Envelope 
    



      
The claim-checked record that flows through every layer.
The envelope is the only thing components share. Compaction, dispatch, and
the dashboard read committed envelopes from the store; they never call the edge.
body is the exact raw bytes as received — signature checks need it verbatim.
Keep it as a refcounted binary and pass it by reference.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_binary(bin)

      


        Inverse of to_binary/1,2: reads the unprefixed legacy form (v0) and v1.



    


    
      
        header(envelope, name)

      


        Fetch the first value of a request header (case-insensitive).



    


    
      
        header_downcased(envelope, name)

      


        header/2 for a name that is already lowercase (String.downcase/1): a
compiled signature template, a dedupe or ordering spec, which lower the name
once when they are built, not on every request.



    


    
      
        idempotency_key(env)

      


        The tenant-scoped key a consumer dedupes this hook on; see docs/delivery.md.



    


    
      
        to_binary(env, opts \\ [])

      


        Serialize an envelope to a compact binary for the store.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ankusa.Envelope{
  body: binary(),
  content_type: String.t() | nil,
  dedupe_key: String.t() | nil,
  headers: [{String.t(), String.t()}],
  id: String.t(),
  method: String.t(),
  path: String.t(),
  received_at: integer(),
  seq: non_neg_integer() | nil,
  size: non_neg_integer(),
  source_id: String.t(),
  tenant_id: String.t() | nil,
  trace: Ankusa.Trace.t() | nil,
  verification: Ankusa.Verification.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_binary(bin)



        
          
        

    

  


  

      

          @spec from_binary(binary()) ::
  {:ok, t()} | {:error, :unsupported_envelope_version | :undecodable}


      


Inverse of to_binary/1,2: reads the unprefixed legacy form (v0) and v1.
Keys the struct does not know (a field added by a newer node) are ignored,
so a row written by N+1 decodes on N. A version this node does not know is
{:error, :unsupported_envelope_version}; bytes that are no envelope at all
are {:error, :undecodable}. Never raises: callers dead-letter or log.

  



  
    
      
    
    
      header(envelope, name)



        
          
        

    

  


  

      

          @spec header(t(), String.t()) :: String.t() | nil


      


Fetch the first value of a request header (case-insensitive).

  



  
    
      
    
    
      header_downcased(envelope, name)



        
          
        

    

  


  

      

          @spec header_downcased(t(), String.t()) :: String.t() | nil


      


header/2 for a name that is already lowercase (String.downcase/1): a
compiled signature template, a dedupe or ordering spec, which lower the name
once when they are built, not on every request.

  



  
    
      
    
    
      idempotency_key(env)



        
          
        

    

  


  

      

          @spec idempotency_key(t()) :: String.t()


      


The tenant-scoped key a consumer dedupes this hook on; see docs/delivery.md.

  



    

  
    
      
    
    
      to_binary(env, opts \\ [])



        
          
        

    

  


  

      

          @spec to_binary(t(), keyword()) :: binary()


      


Serialize an envelope to a compact binary for the store.
body is kept verbatim; the term is :erlang.term_to_binary/2 with
:deterministic so re-encoding a replayed record is byte-stable.
Versions
	0 (default): the bare term, as every release up to 0.6 wrote it.
	1 (version: 1): <<"AE", 1, term::binary>>. Nothing writes it by
default yet: this release reads both, the next one flips the default, so a
rollback from this release to the previous one still reads every row it
wrote (see docs/deployment.md, "Rolling back a minor").
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Ankusa.Health 
    



      
Readiness, as GET /ready on the ingress, admin and metrics listeners answers
it.
GET /health is liveness: the listener answers, nothing more. /ready asks
whether this node can ack a hook right now, by running every
Ankusa.Health.Check that applies to its config and listing each one's state
in the body:
{"status": "ready", "instance": "default",
 "store": "ok", "backlog": "failing", "reasons": {"backlog": "over_threshold"}}
A check's state is "ok", "failing" or "draining". A check that does not
apply to the node (no store, no threshold set, another wal mode) has no key.
reasons appears only while some check is not "ok" and names why, one atom
string per check from a fixed set (never an error term):
	store: the failure class ("no_space", "io_error", "read_only",
"corruption", "busy", "timeout", "not_running", "other"; see
Ankusa.Store.failure_class/1). A full disk, a store that is closed or
reopening, or one that does not answer fails it; it passes again on its
own once writes succeed.
	intake (wal: :dual): "down" or "recovering".
	sinks (wal: :none): "publish_failed", a sink failed its last publish
within listener.ready_sink_error_window_ms.
	disk (listener.ready_min_free_bytes): "below_floor" or "unmeasured".
	backlog (queue.max_oldest_due_ms): "over_threshold" or "unavailable".
	backup (backup.max_age_ms): "stale".
	drain (only while the node is being stopped): "shutting_down".

A stop is announced first: drain/1 adds a drain key ("draining", reason
"shutting_down") to every body, so a probe sees the flip before the
listener closes (Ankusa.Health.Check.Drain). The answer is 503 with
status: "draining" while it lasts, and 503 with status: "unavailable"
when any other check that gates is not ok: store, intake, sinks and
disk always, backup with backup.require_fresh. backlog never does: it
is a label, so a node that is behind stays in the load balancer and the
alert, not the probe, says so. A node with none of these checks (one that
runs only the claim check gateway, so no store) is ready while it runs.

      


      
        Summary


  
    Types
  


    
      
        body()

      


    


    
      
        state()

      


    





  
    Functions
  


    
      
        drain(instance)

      


        Start answering /ready with 503 and status: "draining": this node is
being stopped (Ankusa.Instance.Drain), so a load balancer should send it
nothing new. It stays that way until the instance starts again (its supervisor
clears it when it initialises).



    


    
      
        draining?(instance)

      


        Whether drain/1 has been called for instance since it last started.



    


    
      
        ready(instance)

      


    





      


      
        Types


        


  
    
      
    
    
      body()



        
          
        

    

  


  

      

          @type body() :: %{
  :status => String.t(),
  :instance => String.t(),
  optional(:reasons) => %{required(atom()) => String.t()},
  optional(atom()) => state() | String.t() | %{required(atom()) => String.t()}
}


      



  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: String.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      drain(instance)



        
          
        

    

  


  

      

          @spec drain(atom()) :: :ok


      


Start answering /ready with 503 and status: "draining": this node is
being stopped (Ankusa.Instance.Drain), so a load balancer should send it
nothing new. It stays that way until the instance starts again (its supervisor
clears it when it initialises).

  



  
    
      
    
    
      draining?(instance)



        
          
        

    

  


  

      

          @spec draining?(atom()) :: boolean()


      


Whether drain/1 has been called for instance since it last started.

  



  
    
      
    
    
      ready(instance)



        
          
        

    

  


  

      

          @spec ready(atom()) :: {:ok, body()} | {:error, body()}
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Ankusa.Health.Check behaviour
    



      
One thing GET /ready asks about (Ankusa.Health).
A check says whether it applies?/1 to this node's config (a node with no
store has no store check, a threshold left nil switches its check off),
whether a failure of it makes the node unready (gates?/1), and run/1s
itself. all/0 is the registry, in the order the body lists them:
	Ankusa.Health.Check.Drain: the node is being stopped
(Ankusa.Health.drain/1). Only present while it is; reports draining. Gates.
	Ankusa.Health.Check.Store: the store takes a synced write. Gates.
	Ankusa.Health.Check.Intake: the wal: :dual intake log answers. Gates.
	Ankusa.Health.Check.Sinks: under wal: :none, no sink failed its last
publish within listener.ready_sink_error_window_ms. Gates.
	Ankusa.Health.Check.Disk: listener.ready_min_free_bytes of data_dir's file
system are free. Gates.
	Ankusa.Health.Check.Backlog: the oldest due row has waited no longer than
queue.max_oldest_due_ms. A label: never makes the node unready.
	Ankusa.Health.Check.Backup: the last backup is younger than
backup.max_age_ms. Gates only with backup.require_fresh.

run/1 answers :ok, {:failing, reason} or {:draining, reason}, the
reason an atom from a fixed set per check (it reaches the /ready body, so
it never carries an error term). A check must not hold a request longer than a
readiness probe waits: bound every call it makes.

      


      
        Summary


  
    Types
  


    
      
        result()

      


    





  
    Callbacks
  


    
      
        applies?(t)

      


        Whether this node's config has the check run at all.



    


    
      
        gates?(t)

      


        Whether a check that is not :ok makes the node unready (503).



    


    
      
        name()

      


        The key the check's state has in the /ready body.



    


    
      
        run(t)

      


    





  
    Functions
  


    
      
        all()

      


        Every check, in body order.



    


    
      
        run(check, config)

      


        Run check. A check that raises, exits or throws is failing with reason
:error: readiness never crashes the probe, and a check that cannot answer
must not read as healthy.



    





      


      
        Types


        


  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: :ok | {:failing, atom()} | {:draining, atom()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      applies?(t)



        
          
        

    

  


  

      

          @callback applies?(Ankusa.Config.t()) :: boolean()


      


Whether this node's config has the check run at all.

  



  
    
      
    
    
      gates?(t)



        
          
        

    

  


  

      

          @callback gates?(Ankusa.Config.t()) :: boolean()


      


Whether a check that is not :ok makes the node unready (503).

  



  
    
      
    
    
      name()



        
          
        

    

  


  

      

          @callback name() :: atom()


      


The key the check's state has in the /ready body.

  



  
    
      
    
    
      run(t)



        
          
        

    

  


  

      

          @callback run(Ankusa.Config.t()) :: result()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      all()



        
          
        

    

  


  

      

          @spec all() :: [module()]


      


Every check, in body order.

  



  
    
      
    
    
      run(check, config)



        
          
        

    

  


  

      

          @spec run(module(), Ankusa.Config.t()) :: result()


      


Run check. A check that raises, exits or throws is failing with reason
:error: readiness never crashes the probe, and a check that cannot answer
must not read as healthy.
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Ankusa.Health.Check.Backlog 
    



      
backlog, with queue.max_oldest_due_ms set: the oldest due delivery row has
waited no longer than that (the figure ankusa_queue_oldest_due_age_seconds
reports, from the same read). Over it the reason is over_threshold.
A label, never a reason to be unready: a node with a backlog still takes
hooks, and taking it out of the load balancer would only move the load. A
store that does not answer is unavailable (the store check is what
gates).
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Ankusa.Health.Check.Backup 
    



      
backup, with backup.enabled and backup.max_age_ms: the last successful
backup is no older than max_age_ms. Failing (reason stale) when it is
older, or when the uploader is not running. Gates only with
backup.require_fresh; otherwise it is a label on a node that stays ready.
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Ankusa.Health.Check.Disk 
    



      
disk, with listener.ready_min_free_bytes set (YAML node.min_free_bytes): the file
system holding data_dir has at least that many bytes free. Below it the
reason is below_floor, and the node is unready before the store hits
ENOSPC, which is what lets the load balancer drain it while the operator
still has room to act.
Free space comes from :disksup (:os_mon), which core does not start and
the server image does. A floor with no :disksup running, an answer that is
not a disk entry, or one that takes longer than @timeout_ms (a hung mount)
is reason unmeasured: a configured floor that cannot be checked fails, it
is never silently skipped.
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Ankusa.Health.Check.Drain 
    



      
drain, only while the node is being stopped (Ankusa.Health.drain/1, which
Ankusa.Instance.Drain calls first when the VM is told to stop): the state is
draining, reason shutting_down, and /ready answers 503 with
status: "draining". A node that is not stopping has no drain key.
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Ankusa.Health.Check.Intake 
    



      
intake, under wal: :dual only: the intake log answers. The reason is
down (the breaker is open and the log is not answering: the load balancer
drains the node) or recovering (boot replay is running).
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Ankusa.Health.Check.Sinks 
    



      
sinks, under wal: :none (the direct ack path) only: no sink failed its
last publish within listener.ready_sink_error_window_ms. Reason publish_failed.
In that mode the broker is the durable store and the provider is the retry, so
a node whose sinks refuse every publish answers every hook 503; unready tells
the load balancer to send them elsewhere. A sink that publishes again clears
its own entry (Ankusa.Health.SinkErrors), so the node is ready the moment the
broker is back. Under wal: :disk and :dual the queue retries a failing
sink, and the hook is acked regardless: there is nothing to report here.
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Ankusa.Health.Check.Store 
    



      
store: on a node that runs the local store, whether it takes a synced write
and no write failed in the last 5 s (Ankusa.Store.ready/1). The reason is
the store's failure class (Ankusa.Store.failure_class/1: no_space,
io_error, read_only, corruption, busy, other, plus timeout and
not_running when it does not answer).
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Ankusa.Health.SinkErrors 
    



      
The last failed publish of every sink under wal: :none, for
Ankusa.Health.Check.Sinks.
The direct ack path (Ankusa.Edge.Publish) has no queue and no retry, so a
broker that refuses every publish shows nowhere but in the 503s. It calls
record/3 with each sink's outcome: a failure stores the monotonic time under
the sink's identity (its module and options, hashed), a success removes the
entry, so a sink that came back reads healthy at once instead of after the
window. Both are one ETS write in the request process, no message to a
singleton.
One process per instance owns the table and sweeps entries older than
listener.ready_sink_error_window_ms every window, so the table holds at most the
sinks that failed within it. It is also capped at @max_entries: a failure of
a sink beyond the cap is not recorded (a node with that many failing sinks is
unready already, and the sweep makes room as they age out).

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        failing(instance, window_ms)

      


        How many sinks failed their last publish within window_ms.



    


    
      
        record(instance, sink, outcome)

      


        Note that the sink {mod, opts} just published with outcome (:ok or
:error). :ok when no tracker runs (an instance that is not wal: :none).



    


    
      
        start_link(opts)

      


    


    
      
        table(instance)

      


        The table of one instance (the instance name is operator config, never request input).



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      failing(instance, window_ms)



        
          
        

    

  


  

      

          @spec failing(atom(), pos_integer()) :: non_neg_integer()


      


How many sinks failed their last publish within window_ms.

  



  
    
      
    
    
      record(instance, sink, outcome)



        
          
        

    

  


  

      

          @spec record(atom(), {module(), keyword()}, :ok | :error) :: :ok


      


Note that the sink {mod, opts} just published with outcome (:ok or
:error). :ok when no tracker runs (an instance that is not wal: :none).

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      table(instance)



        
          
        

    

  


  

      

          @spec table(atom()) :: atom()


      


The table of one instance (the instance name is operator config, never request input).
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Ankusa.HttpClient.Egress 
    



      
The egress policy: which URLs Ankusa may send a hook to (CWE-918).
An HTTP sink forwards the raw webhook body to a URL somebody configured — an
operator in YAML, or a tenant through the admin API. Without a policy that URL
may be http://127.0.0.1:4003/... (Ankusa's own admin listener), the cloud
metadata service (http://169.254.169.254/...), or any service on the
private network. Ankusa.Sink.Http therefore calls validate_target/3 (via
pin/3) on every attempt, so a name that resolves somewhere else on the
next retry is checked again, and a deny is a permanent failure.
The policy
Ankusa.Config's egress section (YAML egress:):
	:allow_insecure_http — false: only https URLs. true also allows
http, which carries the hook in the clear
	:deny_cidrs — an address inside any of these is refused. Default:
loopback, RFC 1918, carrier-grade NAT, link-local (the metadata service),
unique-local and link-local IPv6, and the unspecified addresses
	:allow_cidrs — a deny exception: an address inside one of these passes
even when a deny CIDR also holds it (["10.20.0.0/16"] for the one
internal network sinks live on)
	:allow_hosts — hostnames exempt from the CIDR check, for sinks reached
by service name (["worker"]). The name is still resolved and pinned
	:deny_hosts — hostnames refused before any lookup; wins over
:allow_hosts. Default: ["metadata.google.internal"]

A name is resolved for both address families with the OTP resolver
(:inet.getaddrs), and the
target is refused when any of its addresses is denied and not allowed: a
name with one public and one private record is a rebinding setup, not a
multi-homed service. IPv4-mapped IPv6 addresses (::ffff:127.0.0.1) are
matched as the IPv4 address they stand for.
Pinning
pin/3 returns what to send instead of the URL it was given: the URL names the
checked IP address and a host header carries the name, so the connection
cannot go anywhere the check did not look and nothing is left to rebind. For
https the connection options also carry hostname: name, which Mint uses for
SNI and for the certificate check, so the peer must still present a certificate
valid for the name (peer verification cannot be switched off without
allow_insecure_tls, see Ankusa.HttpClient).
Every connection a pool opens to the pinned URL goes to that address:
Ankusa.HttpClient.Pools keeps one pool per pinned address and hostname, and
pin/3 runs again, resolving the name afresh, before every request. A name that
later resolves to a denied address is refused on that request, before any pool
is touched; one that resolves to another public address gets a pool of its own,
and the old one is swept once idle.
Reasons in {:error, {:egress_denied, reason}} carry the host and the
offending address, never the URL: it may hold credentials.

      


      
        Summary


  
    Types
  


    
      
        pinned()

      


        What to send: url, extra request headers, and connect_options for the client.



    


    
      
        policy()

      


    


    
      
        reason()

      


    


    
      
        resolver()

      


    





  
    Functions
  


    
      
        default_policy()

      


        The default policy: https only, every private, loopback and link-local range denied.



    


    
      
        pin(url, policy, opts \\ [])

      


        validate_target/3, returning what to send: see "Pinning".



    


    
      
        validate_config!(config)

      


        Raise ArgumentError, naming the key, unless config.egress is a well-formed
policy (Ankusa.Config calls it, and so does the instance at boot), and unless
every Ankusa.Sink.Http the config names — lifecycle sinks and the static
sources — passes Ankusa.Sink.Http.validate_opts!/1.



    


    
      
        validate_policy!(policy)

      


        Raise ArgumentError unless policy is a well-formed policy map. See validate_config!/1.



    


    
      
        validate_target(url, policy, opts \\ [])

      


        Check url against policy: :ok, or {:error, {:egress_denied, reason}}.



    





      


      
        Types


        


  
    
      
    
    
      pinned()



        
          
        

    

  


  

      

          @type pinned() :: %{
  url: String.t(),
  headers: [{String.t(), String.t()}],
  connect_options: keyword()
}


      


What to send: url, extra request headers, and connect_options for the client.

  



  
    
      
    
    
      policy()



        
          
        

    

  


  

      

          @type policy() :: %{
  optional(atom()) => term(),
  allow_insecure_http: boolean(),
  deny_cidrs: [String.t()],
  allow_cidrs: [String.t()],
  allow_hosts: [String.t()],
  deny_hosts: [String.t()]
}


      



  



  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() ::
  {:url, String.t()}
  | {:scheme, String.t()}
  | {:host, String.t()}
  | {:address, String.t(), String.t()}
  | {:resolve, String.t(), term()}
  | {:policy, String.t()}


      



  



  
    
      
    
    
      resolver()



        
          
        

    

  


  

      

          @type resolver() :: (charlist(), :inet | :inet6 ->
                 {:ok, [:inet.ip_address()]} | {:error, term()})


      



  


        

      

      
        Functions


        


  
    
      
    
    
      default_policy()



        
          
        

    

  


  

      

          @spec default_policy() :: policy()


      


The default policy: https only, every private, loopback and link-local range denied.

  



    

  
    
      
    
    
      pin(url, policy, opts \\ [])



        
          
        

    

  


  

      

          @spec pin(String.t(), policy(), keyword()) ::
  {:ok, pinned()} | {:error, {:egress_denied, reason()}}


      


validate_target/3, returning what to send: see "Pinning".
Takes validate_target/3's options.

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Raise ArgumentError, naming the key, unless config.egress is a well-formed
policy (Ankusa.Config calls it, and so does the instance at boot), and unless
every Ankusa.Sink.Http the config names — lifecycle sinks and the static
sources — passes Ankusa.Sink.Http.validate_opts!/1.

  



  
    
      
    
    
      validate_policy!(policy)



        
          
        

    

  


  

      

          @spec validate_policy!(term()) :: :ok


      


Raise ArgumentError unless policy is a well-formed policy map. See validate_config!/1.

  



    

  
    
      
    
    
      validate_target(url, policy, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_target(String.t(), policy(), keyword()) ::
  :ok | {:error, {:egress_denied, reason()}}


      


Check url against policy: :ok, or {:error, {:egress_denied, reason}}.
Options: :resolver (a (charlist, family -> {:ok, [ip]} | {:error, reason}
function, default :inet.getaddrs with the timeout) and :timeout (the lookup deadline in
milliseconds, default 5000).
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Ankusa.HttpClient.Pools 
    



      
The outbound HTTP connection pools: one Finch
for the node (Ankusa.HttpClient.Finch, started with the application) that
every Ankusa.HttpClient request without a transport of its own goes through,
and the bookkeeping that keeps its pools bounded.
Req's default Finch gives each origin a pool of 50 connections that is never
closed (pool_max_idle_time: :infinity) and is HTTP/1 only. A node delivering
to one origin per tenant (Ankusa.Sink.Http's computed URLs) would hold 10⁵
pools and their sockets until it ran out of file descriptors. Here every pool
is started on demand, sized, counted and swept by this module:
	Pool: one per origin and connection profile (the connection options
a request needs: connect timeout, TLS, the hostname a pinned address is
verified against) and per instance. pool_size HTTP/1 connections
(pool_count shards) each, from the instance's egress.pools config or a
sink's pool: override; a request that cannot check one out within
pool_timeout fails that attempt as a transport error.
	Sweep: every 30 s a pool with no request in flight and none for
pool_max_idle_ms is stopped and its connections closed (the mirror of
Ankusa.Sink.Reaper); a connection idle for conn_max_idle_ms is not
reused. A row whose pool died on its own is dropped.
	Ceilings: max_pools live pools per instance and
max_pools_per_tenant per tenant (the tenant whose delivery opened the
pool). At a ceiling the least recently used idle pool (of that tenant for
its own ceiling, so a tenant with a thousand origins only ever churns its
own pools) is closed to make room; when every pool in scope has a request in
flight the request is refused as {:error, {:unavailable, :pool_limit}},
which the retry policy retries after its backoff.
	Source delete: close_source/3 stops the idle pools a deleted source's
deliveries last used.
	Metrics: gauge ankusa_http_pools ([:ankusa, :http, :state], :pools),
from count/1; counters ankusa_http_pool_closed_total{reason} and
ankusa_http_pool_refused_total{scope}.

The race it accepts
A request counts itself in (:ets.update_counter/3 on the pool's row) before it
touches the pool, and a sweep deletes a row only while that count is zero, so a
pool is never stopped under a request that found it. A request that arrives
after the row was deleted asks this process to open the pool again, which is
serialised behind the sweep.
A pool is created from pool_opts/1 with its connection options in the pool
itself, so every connection it opens uses them: for a pinned destination that
is the address Ankusa.HttpClient.Egress validated, with the original name as
the TLS hostname (SNI and certificate check). Nothing in a pool resolves a
name on its own.

      


      
        Summary


  
    Types
  


    
      
        request()

      


        What run/2 needs to find or open the pool for one request.



    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        close_source(instance, tenant, source)

      


        Stop the idle pools the deliveries of source source of tenant last used.
Called when the source is deleted; a pool with a request in flight is left to the
idle sweep. Asynchronous.



    


    
      
        count(instance)

      


        How many pools instance has open: a read of the maintained rows, no Finch call.



    


    
      
        create_table()

      


        Create the row table. The application calls it, so the rows outlive a restart
of this process: the pools it opened are still running.



    


    
      
        finch()

      


        The name of the node's Finch.



    


    
      
        finch_child_spec()

      


        Child spec of the node's Finch. Its default pool is only what Finch falls back
to for a pool nobody started through run/2: the bounds the plan names (8
connections, idle pool 60 s, idle connection 30 s, HTTP/1 and HTTP/2), and TLS
verification on, so a stray pool fails closed.



    


    
      
        run(request, fun)

      


        Run fun with the Finch options (name, pool_tag, pool_timeout) of the pool
request belongs to, opening it if need be, and release it afterwards.



    


    
      
        validate_config!(config)

      


        Log what the instance's pool settings cannot do: a pool smaller than the
dispatch concurrency that can reach one origin (several sinks posting to one
receiver would queue on checkout, silently capping throughput), and a ceiling
whose worst case is more connections than the process may open. Returns :ok;
the ranges themselves are Ankusa.Config's.



    


    
      
        validate_override!(pool)

      


        Raise ArgumentError unless pool is a usable per-sink :pool override: a
keyword list of :pool_size (1 to 1024), :pool_count (1 to 64),
:pool_timeout (1 to 600000 ms) and :protocols (:http1, :http2).



    





      


      
        Types


        


  
    
      
    
    
      request()



        
          
        

    

  


  

      

          @type request() :: %{
  :url => String.t(),
  :connect_options => keyword(),
  optional(:instance) => atom() | nil,
  optional(:tenant) => String.t() | nil,
  optional(:source) => term(),
  optional(:pool) => keyword(),
  optional(:pool_timeout) => timeout() | nil
}


      


What run/2 needs to find or open the pool for one request.

  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      close_source(instance, tenant, source)



        
          
        

    

  


  

      

          @spec close_source(atom(), String.t() | nil, String.t()) :: :ok


      


Stop the idle pools the deliveries of source source of tenant last used.
Called when the source is deleted; a pool with a request in flight is left to the
idle sweep. Asynchronous.

  



  
    
      
    
    
      count(instance)



        
          
        

    

  


  

      

          @spec count(atom() | nil) :: non_neg_integer()


      


How many pools instance has open: a read of the maintained rows, no Finch call.

  



  
    
      
    
    
      create_table()



        
          
        

    

  


  

      

          @spec create_table() :: :ok


      


Create the row table. The application calls it, so the rows outlive a restart
of this process: the pools it opened are still running.

  



  
    
      
    
    
      finch()



        
          
        

    

  


  

      

          @spec finch() :: atom()


      


The name of the node's Finch.

  



  
    
      
    
    
      finch_child_spec()



        
          
        

    

  


  

      

          @spec finch_child_spec() :: {module(), keyword()}


      


Child spec of the node's Finch. Its default pool is only what Finch falls back
to for a pool nobody started through run/2: the bounds the plan names (8
connections, idle pool 60 s, idle connection 30 s, HTTP/1 and HTTP/2), and TLS
verification on, so a stray pool fails closed.

  



  
    
      
    
    
      run(request, fun)



        
          
        

    

  


  

      

          @spec run(request(), (keyword() -> result)) ::
  result | {:error, {:unavailable, atom()}}
when result: term()


      


Run fun with the Finch options (name, pool_tag, pool_timeout) of the pool
request belongs to, opening it if need be, and release it afterwards.
Returns {:error, {:unavailable, :pool_limit}} without calling fun when a
ceiling is reached and nothing can be closed, and {:error, {:unavailable, :pools_down}} when this process cannot be reached.

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Log what the instance's pool settings cannot do: a pool smaller than the
dispatch concurrency that can reach one origin (several sinks posting to one
receiver would queue on checkout, silently capping throughput), and a ceiling
whose worst case is more connections than the process may open. Returns :ok;
the ranges themselves are Ankusa.Config's.

  



  
    
      
    
    
      validate_override!(pool)



        
          
        

    

  


  

      

          @spec validate_override!(term()) :: :ok


      


Raise ArgumentError unless pool is a usable per-sink :pool override: a
keyword list of :pool_size (1 to 1024), :pool_count (1 to 64),
:pool_timeout (1 to 600000 ms) and :protocols (:http1, :http2).
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Ankusa.Instance 
    



      
Supervises one instance of the framework from a %Ankusa.Config{}. Only the
children for configured roles boot, so the same code runs any role set. The
boundaries between components are durable state (this node's store), not
function calls. The store is node-local, so every role that reads or writes
hooks has to run on the node that holds it.
Failure domains
The tree is :rest_for_one, and what the instance does when a part of it
fails depends on which part:
	The core — the claim stores' breaker table
(Ankusa.ClaimCheck.Stores), the store, the source store and the edge
subtree (routes, queue writer, quarantine, rate limiter, batchers,
ingress listener) — is
what acks hooks. A crash there restarts whatever depends on it: the edge
restarts with the store it writes to, and everything started after it
restarts with the edge. A core that keeps crashing exhausts this
supervisor's budget and the instance stops, for its parent to restart.
	Every other domain — dispatch, archive/storage, store backup,
lifecycle events, metrics, and the admin, route-admin, claim-check and
metrics listeners — runs under Ankusa.Instance.Isolated. It has its own
restart budget, and when that is exhausted it is restarted later with
backoff instead of taking the instance down. A broken sink, a port
someone else took or a full object store stops that domain, not the edge
acking hooks; the hooks wait in the store and are dispatched when the
domain returns.
	The registry — a restart of Ankusa.Registry forgets every name an
instance process registered. Ankusa.Instance.RegistryWatch notices and
stops the instance, so whatever supervises it starts it again, every
process registered anew.

Stopping
A stop that should not reset a request in flight runs
Ankusa.Instance.Drain.run/1 first (both applications do, from prep_stop/1):
/ready flips to draining, the edge's ingress listener (the :ingress child
of the edge subtree) closes after the requests it is serving, and the
batchers empty. Then this tree stops in reverse start order: dispatch writes
its outcomes, the backup takes its final checkpoint, the store closes.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        The child spec for the instance config describes. Building it stores the
config (Ankusa.put_config/1), so the parent's spec, its supervisor reports
and :sys.get_status/1 name only the instance, and every (re)start reads the
config back. Build it only for an instance you are about to start: it
replaces that name's stored config.



    


    
      
        start_link(config)

      


    


    
      
        store?(config)

      


        Whether this instance runs the node-local store (Ankusa.Store) and the audit
trail written into it (Ankusa.Audit): any of the :edge, :dispatch or
:storage roles, the admin API (every change it makes is audited), or a
source store that accepts writes.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

The child spec for the instance config describes. Building it stores the
config (Ankusa.put_config/1), so the parent's spec, its supervisor reports
and :sys.get_status/1 name only the instance, and every (re)start reads the
config back. Build it only for an instance you are about to start: it
replaces that name's stored config.

  



  
    
      
    
    
      start_link(config)



        
          
        

    

  


  

      

          @spec start_link(Ankusa.Config.t() | atom()) :: Supervisor.on_start()


      



  



  
    
      
    
    
      store?(config)



        
          
        

    

  


  

      

          @spec store?(Ankusa.Config.t()) :: boolean()


      


Whether this instance runs the node-local store (Ankusa.Store) and the audit
trail written into it (Ankusa.Audit): any of the :edge, :dispatch or
:storage roles, the admin API (every change it makes is audited), or a
source store that accepts writes.

  


        

      


  

  
    
    Ankusa.Instance.Drain - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Instance.Drain 
    



      
What a node does before its supervision tree stops, so a stop never turns a
request that is being answered, or a hook that is being committed, into a
connection reset. Both applications run it from prep_stop/1 (core's for every
instance in its own tree, AnkusaServer.Application's for the one it owns),
which the VM calls when it is told to stop: SIGTERM, which is what docker stop
and a Kubernetes pod deletion send.
In order:
	Ankusa.Health.drain/1: /ready answers 503 with "status": "draining"
from this moment, so a load balancer stops choosing the node.
	Wait listener.drain_delay_ms (5 s by default), still serving: a load
balancer needs a probe interval or two to notice, and a request it already
routed must find the listener open.
	On a node with the :edge role, stop the ingress listener alone. It stops
accepting, then waits Ankusa.Listener.ingress_shutdown_timeout_ms/1 (the
batcher's record deadline, the store commit and a margin) for the requests
it is serving, so a commit that starts late is not killed mid-fsync, and
closes what is left.
	Wait until every batcher holds nothing (Ankusa.Edge.Batcher.queued/2),
bounded by listener.drain_timeout_ms (30 s) from the end of the delay.
Under wal: :none there are no batchers: a request waits for its sinks
inside the listener's own wait.

It returns, and the tree stops in its own order: dispatch writes the outcomes it
still holds when it terminates, the backup takes its final
checkpoint (Ankusa.Store.Backup, bounded by backup.final_timeout_ms), and the
store closes last. A node's grace period therefore has to cover the delay, the
drain timeout and the stop itself: set terminationGracePeriodSeconds to at
least drain_delay_ms + drain_timeout_ms, in seconds, plus 10 (and
backup.final_timeout_ms when the node backs up).
run/1 never raises or exits: a drain that cannot finish logs why and lets the
stop go on.

      


      
        Summary


  
    Functions
  


    
      
        run(instance)

      


        Drain instance (see the moduledoc). Blocks until it is done, and answers :ok
whatever happened; an instance that never started has nothing to drain.



    





      


      
        Functions


        


  
    
      
    
    
      run(instance)



        
          
        

    

  


  

      

          @spec run(atom()) :: :ok


      


Drain instance (see the moduledoc). Blocks until it is done, and answers :ok
whatever happened; an instance that never started has nothing to drain.

  


        

      


  

  
    
    Ankusa.Intake - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Intake behaviour
    



      
The intake log behind wal: :dual (ADR 0002): a replicated log an acked hook
is also confirmed in, so a lost host does not lose it.
An adapter implements this behaviour (Ankusa.Intake.Memory is the test
double; Ankusa.Intake.Kafka ships in ankusa_kafka). Everything else is
core: the writer's dual commit (Ankusa.Queue.Writer), the pending set and
breaker (Ankusa.Intake.Pending, Ankusa.Intake.Gate), the live reconciler
that carries a half-persisted hook to completion
(Ankusa.Intake.Reconciler), and boot recovery (Ankusa.Intake.Recovery).
A record is {seq, bin, meta}: the hook's hooks value, written once under
the writer's pre-assigned seq. "Confirmed" is the adapter's promise that the
log's replicas hold it (Kafka: acks=all with min.insync.replicas); the
adapter makes one attempt per publish_batch/3 call and the reconciler owns
every retry. Nothing here assumes exactly-once publishing: every reader
applies a record through the seq-and-id rule of Ankusa.Intake.Recovery, so a
duplicate or reordered record changes nothing.
An adapter's failure is one of the four classes of ground rule 2
(:not_found | :unavailable | :throttled | :permanent), with an optional
retry_after in milliseconds: {:throttled, 500}.

      


      
        Summary


  
    Types
  


    
      
        class()

      


    


    
      
        failure()

      


    


    
      
        log_record()

      


    


    
      
        meta()

      


    


    
      
        replayed()

      


    





  
    Callbacks
  


    
      
        assign_partition(instance, node_id)

      


        The partition this node writes, chosen once at its first dual boot.



    


    
      
        child_spec(keyword)

      


        The adapter's own processes (its client), started before the store.



    


    
      
        describe(instance)

      


        The settings the startup sentence quotes, e.g. acks=all, min.insync.replicas=2, replicas=3.



    


    
      
        earliest(instance)

      


        The earliest position the log still holds, nil for an empty log.



    


    
      
        publish_batch(instance, list, opts)

      


        Blocks until the batch is confirmed or opts[:timeout] runs out. position
is the log position of the batch's last record. opts also carries :node,
:topic and :partition (the node's stamped partition, or nil).



    


    
      
        ready?(instance)

      


        A cheap local answer (client up, leader known); never a produce.



    


    
      
        replay(instance, from, function, opts)

      


        Calls fun for every record of this node (opts[:node]) from position from,
in log order. The adapter skips records of other nodes and of a kind or
version it does not know before calling fun, and reports each skipped
unknown one with skipped/1. Returns the position of the last record passed.



    


    
      
        verify(instance)

      


        Boot check of the log's topology, retention and record size.



    





  
    Functions
  


    
      
        assign_partition(instance)

      


        Asks the adapter for this node's partition; :none when it has no such notion.



    


    
      
        describe(instance)

      


        The settings the adapter quotes in the startup sentence.



    


    
      
        durability(config)

      


        The startup sentence of wal: :dual (ADR 0002, section 1). describe/1 of the
adapter supplies the verified settings; with intake.verify_topic: false the
sentence says they are unverified instead.



    


    
      
        earliest(instance)

      


        The earliest position the log holds, nil when empty.



    


    
      
        enabled?(config)

      


        Whether the config runs the dual commit.



    


    
      
        info(instance)

      


        The intake object of GET /v1/wal.



    


    
      
        known?(kind, version)

      


        Whether an adapter should pass a record of this kind and version to the replay function.



    


    
      
        module(config)

      


        The adapter module intake.type names.



    


    
      
        publish_batch(instance, records)

      


        One publish attempt with the configured deadline, measured. Never raises:
{:ok, position} or {:error, class, retry_after_ms | nil}.



    


    
      
        ready?(instance)

      


        The adapter's cheap readiness answer; false if it cannot answer.



    


    
      
        replay(instance, from, fun)

      


        Replays this node's records from from (see replay/4).



    


    
      
        skipped(instance)

      


        A record of a kind or version this release does not know (adapters call it per skip).



    


    
      
        state(instance)

      


        :recovering while boot replay runs, :down while the breaker is open and the
adapter still says it is not ready (the readiness probe drains the node), :up
otherwise: with the breaker open but the adapter ready again, the node is
ready for the one batch that probes it.



    


    
      
        topic(config)

      


        The log's name: intake.topic, else ankusa.intake.<fleet>.



    


    
      
        validate_config!(config)

      


        Boot check: the adapter's package is on the code path.



    


    
      
        verify(instance)

      


        The adapter's boot verification.



    





      


      
        Types


        


  
    
      
    
    
      class()



        
          
        

    

  


  

      

          @type class() :: :not_found | :unavailable | :throttled | :permanent


      



  



  
    
      
    
    
      failure()



        
          
        

    

  


  

      

          @type failure() :: class() | {class(), pos_integer()}


      



  



  
    
      
    
    
      log_record()



        
          
        

    

  


  

      

          @type log_record() :: {seq :: non_neg_integer(), bin :: binary(), meta()}


      



  



  
    
      
    
    
      meta()



        
          
        

    

  


  

      

          @type meta() :: %{
  id: String.t(),
  tenant: String.t(),
  source: String.t(),
  incarnation: String.t()
}


      



  



  
    
      
    
    
      replayed()



        
          
        

    

  


  

      

          @type replayed() :: %{
  position: non_neg_integer(),
  node: String.t(),
  seq: non_neg_integer(),
  id: String.t(),
  kind: String.t(),
  version: String.t(),
  bin: binary()
}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      assign_partition(instance, node_id)


        (optional)


        
          
        

    

  


  

      

          @callback assign_partition(instance :: atom(), node_id :: String.t()) ::
  {:ok, non_neg_integer()} | :none


      


The partition this node writes, chosen once at its first dual boot.

  



  
    
      
    
    
      child_spec(keyword)



        
          
        

    

  


  

      

          @callback child_spec(keyword()) :: Supervisor.child_spec()


      


The adapter's own processes (its client), started before the store.

  



  
    
      
    
    
      describe(instance)



        
          
        

    

  


  

      

          @callback describe(instance :: atom()) :: String.t()


      


The settings the startup sentence quotes, e.g. acks=all, min.insync.replicas=2, replicas=3.

  



  
    
      
    
    
      earliest(instance)



        
          
        

    

  


  

      

          @callback earliest(instance :: atom()) ::
  {:ok, non_neg_integer() | nil} | {:error, failure()}


      


The earliest position the log still holds, nil for an empty log.

  



  
    
      
    
    
      publish_batch(instance, list, opts)



        
          
        

    

  


  

      

          @callback publish_batch(instance :: atom(), [log_record()], opts :: keyword()) ::
  {:ok, %{position: non_neg_integer()}} | {:error, failure()}


      


Blocks until the batch is confirmed or opts[:timeout] runs out. position
is the log position of the batch's last record. opts also carries :node,
:topic and :partition (the node's stamped partition, or nil).

  



  
    
      
    
    
      ready?(instance)



        
          
        

    

  


  

      

          @callback ready?(instance :: atom()) :: boolean()


      


A cheap local answer (client up, leader known); never a produce.

  



  
    
      
    
    
      replay(instance, from, function, opts)



        
          
        

    

  


  

      

          @callback replay(
  instance :: atom(),
  from :: non_neg_integer() | :earliest,
  (replayed() -> :ok | {:error, term()}),
  opts :: keyword()
) :: {:ok, non_neg_integer() | nil} | {:error, failure()}


      


Calls fun for every record of this node (opts[:node]) from position from,
in log order. The adapter skips records of other nodes and of a kind or
version it does not know before calling fun, and reports each skipped
unknown one with skipped/1. Returns the position of the last record passed.

  



  
    
      
    
    
      verify(instance)



        
          
        

    

  


  

      

          @callback verify(instance :: atom()) :: :ok | {:error, term()}


      


Boot check of the log's topology, retention and record size.

  


        

      

      
        Functions


        


  
    
      
    
    
      assign_partition(instance)



        
          
        

    

  


  

      

          @spec assign_partition(atom()) :: {:ok, non_neg_integer()} | :none


      


Asks the adapter for this node's partition; :none when it has no such notion.

  



  
    
      
    
    
      describe(instance)



        
          
        

    

  


  

      

          @spec describe(atom()) :: String.t()


      


The settings the adapter quotes in the startup sentence.

  



  
    
      
    
    
      durability(config)



        
          
        

    

  


  

      

          @spec durability(Ankusa.Config.t()) :: String.t()


      


The startup sentence of wal: :dual (ADR 0002, section 1). describe/1 of the
adapter supplies the verified settings; with intake.verify_topic: false the
sentence says they are unverified instead.

  



  
    
      
    
    
      earliest(instance)



        
          
        

    

  


  

      

          @spec earliest(atom()) :: {:ok, non_neg_integer() | nil} | {:error, class()}


      


The earliest position the log holds, nil when empty.

  



  
    
      
    
    
      enabled?(config)



        
          
        

    

  


  

      

          @spec enabled?(Ankusa.Config.t()) :: boolean()


      


Whether the config runs the dual commit.

  



  
    
      
    
    
      info(instance)



        
          
        

    

  


  

      

          @spec info(atom()) :: map()


      


The intake object of GET /v1/wal.

  



  
    
      
    
    
      known?(kind, version)



        
          
        

    

  


  

      

          @spec known?(String.t(), String.t()) :: boolean()


      


Whether an adapter should pass a record of this kind and version to the replay function.

  



  
    
      
    
    
      module(config)



        
          
        

    

  


  

      

          @spec module(Ankusa.Config.t()) :: module()


      


The adapter module intake.type names.

  



  
    
      
    
    
      publish_batch(instance, records)



        
          
        

    

  


  

      

          @spec publish_batch(atom(), [log_record()]) ::
  {:ok, non_neg_integer()} | {:error, class(), pos_integer() | nil}


      


One publish attempt with the configured deadline, measured. Never raises:
{:ok, position} or {:error, class, retry_after_ms | nil}.

  



  
    
      
    
    
      ready?(instance)



        
          
        

    

  


  

      

          @spec ready?(atom()) :: boolean()


      


The adapter's cheap readiness answer; false if it cannot answer.

  



  
    
      
    
    
      replay(instance, from, fun)



        
          
        

    

  


  

      

          @spec replay(atom(), non_neg_integer() | :earliest, (replayed() ->
                                                 :ok | {:error, term()})) ::
  {:ok, non_neg_integer() | nil} | {:error, class()}


      


Replays this node's records from from (see replay/4).

  



  
    
      
    
    
      skipped(instance)



        
          
        

    

  


  

      

          @spec skipped(atom()) :: :ok


      


A record of a kind or version this release does not know (adapters call it per skip).

  



  
    
      
    
    
      state(instance)



        
          
        

    

  


  

      

          @spec state(atom()) :: :up | :down | :recovering


      


:recovering while boot replay runs, :down while the breaker is open and the
adapter still says it is not ready (the readiness probe drains the node), :up
otherwise: with the breaker open but the adapter ready again, the node is
ready for the one batch that probes it.

  



  
    
      
    
    
      topic(config)



        
          
        

    

  


  

      

          @spec topic(Ankusa.Config.t()) :: String.t()


      


The log's name: intake.topic, else ankusa.intake.<fleet>.

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Boot check: the adapter's package is on the code path.

  



  
    
      
    
    
      verify(instance)



        
          
        

    

  


  

      

          @spec verify(atom()) :: :ok | {:error, term()}


      


The adapter's boot verification.

  


        

      


  

  
    
    Ankusa.Intake.Gate - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Intake.Gate 
    



      
The intake breaker of wal: :dual (ADR 0002, section 7). Under dual there is
no degraded mode: a node that cannot confirm in the log refuses, it never acks
on local fsync alone.
closed admits every batch. It opens after intake.breaker_failures
consecutive failed publish attempts, or when the adapter's ready?/1 says no.
open refuses until intake.probe_ms has passed, then lets one batch
through (half_open): its confirm closes the breaker, its failure reopens it.
The probe is a real batch, not a probe record.
The state lives in the pending set's ETS table (Ankusa.Intake.Pending), which
the writer reads inside its own process: no :persistent_term.put, no call,
nothing on the request path but a table read (ground rule 6).

      


      
        Summary


  
    Functions
  


    
      
        abort_probe(t, now)

      


        The probe batch never published (it turned out to have nothing to publish).



    


    
      
        admit(t, config, now)

      


        :ok to publish a batch now, {:error, :open} to refuse before touching either half.



    


    
      
        not_ready(t, now)

      


        The adapter says it is not ready: open the breaker (the reconciler's tick).



    


    
      
        record(t, config, bool, now)

      


        Records a publish attempt's outcome (true = confirmed).



    


    
      
        state(t)

      


        :closed, :open or :half_open.



    





      


      
        Functions


        


  
    
      
    
    
      abort_probe(t, now)



        
          
        

    

  


  

      

          @spec abort_probe(Ankusa.Intake.Pending.table(), integer()) :: :ok


      


The probe batch never published (it turned out to have nothing to publish).

  



  
    
      
    
    
      admit(t, config, now)



        
          
        

    

  


  

      

          @spec admit(Ankusa.Intake.Pending.table(), Ankusa.Config.t(), integer()) ::
  :ok | {:error, :open}


      


:ok to publish a batch now, {:error, :open} to refuse before touching either half.

  



  
    
      
    
    
      not_ready(t, now)



        
          
        

    

  


  

      

          @spec not_ready(Ankusa.Intake.Pending.table(), integer()) :: :ok


      


The adapter says it is not ready: open the breaker (the reconciler's tick).

  



  
    
      
    
    
      record(t, config, bool, now)



        
          
        

    

  


  

      

          @spec record(Ankusa.Intake.Pending.table(), Ankusa.Config.t(), boolean(), integer()) ::
  :ok


      


Records a publish attempt's outcome (true = confirmed).

  



  
    
      
    
    
      state(t)



        
          
        

    

  


  

      

          @spec state(Ankusa.Intake.Pending.table()) :: :closed | :open | :half_open


      


:closed, :open or :half_open.

  


        

      


  

  
    
    Ankusa.Intake.Memory - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Intake.Memory 
    



      
An in-memory Ankusa.Intake for tests, benches and the fleet drill's fake. Not
a production mode: its "replicas" are one process.
Options (intake.memory): path (a file every record is appended to and the
log is reloaded from at start, so a replacement node started on an empty data
directory finds the log of the node it replaces) and latency_ms (every
confirm is delayed by it).
Faults are injected per call, by instance, from a test:
	fail(instance, class, count) — the next count publishes answer
{:error, class} and store nothing
	lost_ack(instance, class, count) — the next count publishes store
the batch and answer {:error, class} (a timeout the broker completed)
	hold(instance) / release(instance) — publishes wait, unanswered
	hold_replay(instance) / release_replay(instance) — replay waits
	set_latency/2, set_ready/2, set_verify/2, set_earliest/2
	put_raw(instance, record) — a record as it would sit in the log

records/1 reads the log back.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        fail(instance, class, count \\ :infinity)

      


        The next count publishes (default: all) fail with class and store nothing.



    


    
      
        heal(instance)

      


        Clears every injected publish fault.



    


    
      
        hold(instance)

      


    


    
      
        hold_replay(instance)

      


    


    
      
        lost_ack(instance, class, count \\ 1)

      


        The next count publishes store the batch and answer class: a lost ack.



    


    
      
        publish_calls(instance)

      


        How many publish calls the log has seen (confirmed or not).



    


    
      
        put_raw(instance, record)

      


        A record exactly as it sits in the log (a test of unknown kinds and versions).



    


    
      
        records(instance)

      


        Every record of the log, in position order.



    


    
      
        release(instance)

      


    


    
      
        release_replay(instance)

      


    


    
      
        set_earliest(instance, position)

      


    


    
      
        set_latency(instance, ms)

      


    


    
      
        set_ready(instance, ready?)

      


    


    
      
        set_verify(instance, result)

      


    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      fail(instance, class, count \\ :infinity)



        
          
        

    

  


  

The next count publishes (default: all) fail with class and store nothing.

  



  
    
      
    
    
      heal(instance)



        
          
        

    

  


  

Clears every injected publish fault.

  



  
    
      
    
    
      hold(instance)



        
          
        

    

  


  


  



  
    
      
    
    
      hold_replay(instance)



        
          
        

    

  


  


  



    

  
    
      
    
    
      lost_ack(instance, class, count \\ 1)



        
          
        

    

  


  

The next count publishes store the batch and answer class: a lost ack.

  



  
    
      
    
    
      publish_calls(instance)



        
          
        

    

  


  

How many publish calls the log has seen (confirmed or not).

  



  
    
      
    
    
      put_raw(instance, record)



        
          
        

    

  


  

A record exactly as it sits in the log (a test of unknown kinds and versions).

  



  
    
      
    
    
      records(instance)



        
          
        

    

  


  

Every record of the log, in position order.

  



  
    
      
    
    
      release(instance)



        
          
        

    

  


  


  



  
    
      
    
    
      release_replay(instance)



        
          
        

    

  


  


  



  
    
      
    
    
      set_earliest(instance, position)



        
          
        

    

  


  


  



  
    
      
    
    
      set_latency(instance, ms)



        
          
        

    

  


  


  



  
    
      
    
    
      set_ready(instance, ready?)



        
          
        

    

  


  


  



  
    
      
    
    
      set_verify(instance, result)



        
          
        

    

  


  


  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  


        

      


  

  
    
    Ankusa.Intake.Pending - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Intake.Pending 
    



      
The pending set of wal: :dual (ADR 0002, section 5): one entry per record not
yet confirmed in both the local store and the intake log, and the small
state the dual commit shares between the writer, the reconciler, the breaker
and readiness.
One public ETS ordered_set per instance, created by Ankusa.Instance (so it
outlives the processes that use it). Its keys, by tag:
	{:p, seq} — the entry (see @pos_*); in flight until its batch's
publish returns, carried afterwards if a half failed
	{:id, id} — seq of a carried entry, for Ankusa.Intake.Reconciler.hold/3
	{:k, {tenant, source, dedupe_key}} — seq of a keyed entry: a retry that
meets it is never answered 201 (ADR section 3, rule 2)
	{:b, batch_id} — the ops of a batch whose local half is missing, to
re-apply
	{:c, next_at, seq} — the reconciler's schedule
	{:h, position, seq} — carried entries whose record is in the log but not
the local store: the offset never passes the lowest (section 5)
	{:meta, name} — counters and flags (:records, :bytes, :carried,
:stuck, :confirmed_max, :state, :partition, :flushed_at)

Entries are small tuples updated in place (:ets.update_element/3), so the
writer, the reconciler and hold/3 race safely: a completed entry is removed
with one atomic :ets.take/2.

      


      
        Summary


  
    Types
  


    
      
        entry()

      


    


    
      
        table()

      


    





  
    Functions
  


    
      
        batch(t, id)

      


        The batch row (ops to re-apply) of a batch, if its local half is still missing.



    


    
      
        bump_confirmed(t, position)

      


        Raises the highest confirmed position (never lowers it).



    


    
      
        carried(t)

      


        Every carried seq (the reconciler's stuck sweep).



    


    
      
        carry(t, map, records, batch, now)

      


        A half of the batch failed: the records stay, carried. local and log are
:ok | :missing for the whole batch; records are {seq, bin, meta} (kept
while the log half is missing), batch is %{id, ops, probe_seq, seqs, at}
(kept while the local half is missing).



    


    
      
        confirm(t, seqs, position)

      


        Both halves of the batch's records are confirmed: remove them and advance the
highest confirmed position.



    


    
      
        create(instance)

      


        Creates the instance's table. Called from the instance supervisor's init/1.



    


    
      
        due(t, now, limit)

      


        Carried entries due at or before now, oldest schedule first (at most limit).



    


    
      
        enter(t, records, batch_id, now)

      


        Enters the records of one batch before either half is touched. records are
{seq, id, size, triple | nil, meta}.



    


    
      
        exists?(instance)

      


        Whether the instance has a table (it runs wal: :dual).



    


    
      
        hold(t, id, claim)

      


        Lets the reconciler settle claim once both halves of hook id are
confirmed. :completed when it already finished (the caller promotes),
:stuck when it has been past reconcile_deadline_ms (the caller releases).



    


    
      
        keyed?(t, triple)

      


        Whether an unconfirmed record holds this {tenant, source, dedupe_key}.



    


    
      
        local_done(t, batch_id)

      


        The local half of a batch is in the store. Returns the entries that this
completed (their log half was already confirmed).



    


    
      
        log_done(t, seq, position)

      


        The log half of one entry is confirmed at position; the entries it completed.



    


    
      
        lookup(t, seq)

      


    


    
      
        mark_stuck(t, seq)

      


        Marks an entry stuck; true when it was not already.



    


    
      
        meta(t, name, default \\ nil)

      


    


    
      
        offset(t)

      


        The highest log position whose record is also in the local store: the highest
confirmed position, held below the lowest record that is only in the log.
nil when none is known.



    


    
      
        partition(instance)

      


        The partition this node writes, or nil (adapter without one, or no dual boot yet).



    


    
      
        put_meta(t, name, value)

      


    


    
      
        recovering?(t)

      


        :recovering while boot recovery runs, :up otherwise.



    


    
      
        reschedule(t, seq, next_at, count_attempt? \\ true)

      


        Schedules the next attempt of a carried entry.



    


    
      
        room?(t, config, count, bytes)

      


        Whether count more records of bytes fit under the pending ceilings.



    


    
      
        stats(t, now)

      


        Counts for the gauges and GET /v1/wal.



    


    
      
        table(instance)

      


        The table's name (the instance name is operator config, never request input).



    


    
      
        take_claim(t, seq)

      


        The claim a stuck entry held, cleared so it is released once.



    


    
      
        watermark(t, next_seq)

      


        The seq below which every record is confirmed in both places (ADR section 5).



    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: tuple()


      



  



  
    
      
    
    
      table()



        
          
        

    

  


  

      

          @type table() :: atom()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      batch(t, id)



        
          
        

    

  


  

      

          @spec batch(table(), term()) :: map() | nil


      


The batch row (ops to re-apply) of a batch, if its local half is still missing.

  



  
    
      
    
    
      bump_confirmed(t, position)



        
          
        

    

  


  

      

          @spec bump_confirmed(table(), non_neg_integer() | nil) :: :ok


      


Raises the highest confirmed position (never lowers it).

  



  
    
      
    
    
      carried(t)



        
          
        

    

  


  

      

          @spec carried(table()) :: [non_neg_integer()]


      


Every carried seq (the reconciler's stuck sweep).

  



  
    
      
    
    
      carry(t, map, records, batch, now)



        
          
        

    

  


  

      

          @spec carry(
  table(),
  %{local: atom(), log: atom(), position: integer() | nil},
  [tuple()],
  map(),
  integer()
) :: :ok


      


A half of the batch failed: the records stay, carried. local and log are
:ok | :missing for the whole batch; records are {seq, bin, meta} (kept
while the log half is missing), batch is %{id, ops, probe_seq, seqs, at}
(kept while the local half is missing).

  



  
    
      
    
    
      confirm(t, seqs, position)



        
          
        

    

  


  

      

          @spec confirm(table(), [non_neg_integer()], non_neg_integer() | nil) :: :ok


      


Both halves of the batch's records are confirmed: remove them and advance the
highest confirmed position.

  



  
    
      
    
    
      create(instance)



        
          
        

    

  


  

      

          @spec create(atom()) :: table()


      


Creates the instance's table. Called from the instance supervisor's init/1.

  



  
    
      
    
    
      due(t, now, limit)



        
          
        

    

  


  

      

          @spec due(table(), integer(), pos_integer()) :: [non_neg_integer()]


      


Carried entries due at or before now, oldest schedule first (at most limit).

  



  
    
      
    
    
      enter(t, records, batch_id, now)



        
          
        

    

  


  

      

          @spec enter(table(), [tuple()], term(), integer()) :: :ok


      


Enters the records of one batch before either half is touched. records are
{seq, id, size, triple | nil, meta}.

  



  
    
      
    
    
      exists?(instance)



        
          
        

    

  


  

      

          @spec exists?(atom()) :: boolean()


      


Whether the instance has a table (it runs wal: :dual).

  



  
    
      
    
    
      hold(t, id, claim)



        
          
        

    

  


  

      

          @spec hold(table(), String.t(), term()) :: :held | :completed | :stuck


      


Lets the reconciler settle claim once both halves of hook id are
confirmed. :completed when it already finished (the caller promotes),
:stuck when it has been past reconcile_deadline_ms (the caller releases).

  



  
    
      
    
    
      keyed?(t, triple)



        
          
        

    

  


  

      

          @spec keyed?(table(), {String.t(), String.t(), String.t()}) :: boolean()


      


Whether an unconfirmed record holds this {tenant, source, dedupe_key}.

  



  
    
      
    
    
      local_done(t, batch_id)



        
          
        

    

  


  

      

          @spec local_done(table(), term()) :: [entry()]


      


The local half of a batch is in the store. Returns the entries that this
completed (their log half was already confirmed).

  



  
    
      
    
    
      log_done(t, seq, position)



        
          
        

    

  


  

      

          @spec log_done(table(), non_neg_integer(), non_neg_integer()) :: [entry()]


      


The log half of one entry is confirmed at position; the entries it completed.

  



  
    
      
    
    
      lookup(t, seq)



        
          
        

    

  


  

      

          @spec lookup(table(), non_neg_integer()) :: entry() | nil


      



  



  
    
      
    
    
      mark_stuck(t, seq)



        
          
        

    

  


  

      

          @spec mark_stuck(table(), non_neg_integer()) :: boolean()


      


Marks an entry stuck; true when it was not already.

  



    

  
    
      
    
    
      meta(t, name, default \\ nil)



        
          
        

    

  


  

      

          @spec meta(table(), atom(), term()) :: term()


      



  



  
    
      
    
    
      offset(t)



        
          
        

    

  


  

      

          @spec offset(table()) :: non_neg_integer() | nil


      


The highest log position whose record is also in the local store: the highest
confirmed position, held below the lowest record that is only in the log.
nil when none is known.

  



  
    
      
    
    
      partition(instance)



        
          
        

    

  


  

      

          @spec partition(atom()) :: non_neg_integer() | nil


      


The partition this node writes, or nil (adapter without one, or no dual boot yet).

  



  
    
      
    
    
      put_meta(t, name, value)



        
          
        

    

  


  

      

          @spec put_meta(table(), atom(), term()) :: true


      



  



  
    
      
    
    
      recovering?(t)



        
          
        

    

  


  

      

          @spec recovering?(table()) :: boolean()


      


:recovering while boot recovery runs, :up otherwise.

  



    

  
    
      
    
    
      reschedule(t, seq, next_at, count_attempt? \\ true)



        
          
        

    

  


  

      

          @spec reschedule(table(), non_neg_integer(), integer(), boolean()) :: :ok


      


Schedules the next attempt of a carried entry.

  



  
    
      
    
    
      room?(t, config, count, bytes)



        
          
        

    

  


  

      

          @spec room?(table(), Ankusa.Config.t(), non_neg_integer(), non_neg_integer()) ::
  boolean()


      


Whether count more records of bytes fit under the pending ceilings.

  



  
    
      
    
    
      stats(t, now)



        
          
        

    

  


  

      

          @spec stats(table(), integer()) :: map()


      


Counts for the gauges and GET /v1/wal.

  



  
    
      
    
    
      table(instance)



        
          
        

    

  


  

      

          @spec table(atom()) :: table()


      


The table's name (the instance name is operator config, never request input).

  



  
    
      
    
    
      take_claim(t, seq)



        
          
        

    

  


  

      

          @spec take_claim(table(), non_neg_integer()) :: term()


      


The claim a stuck entry held, cleared so it is released once.

  



  
    
      
    
    
      watermark(t, next_seq)



        
          
        

    

  


  

      

          @spec watermark(table(), pos_integer()) :: non_neg_integer()


      


The seq below which every record is confirmed in both places (ADR section 5).

  


        

      


  

  
    
    Ankusa.Intake.Reconciler - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Intake.Reconciler 
    



      
Carries half-persisted hooks to completion (ADR 0002, sections 3 and 5). Under
wal: :dual a record the writer issued to both places may end with only one of
them: the local store (the log refused or timed out) or the log (the store
write failed). The provider got a 503, and the half that persisted still
exists, so the record is completed, never undone:
	log half missing: publish it again (up to 256 records at a time)
	local half missing: Queue.Writer re-applies the batch's ops, after one
point read says the first write did not land after all
	both missing: local first (the cheaper half, and it makes the hook
deliverable), then the log

Retries back off per record from 100 ms to 5 s, jittered; a throttled class
honours its retry_after; a permanent class (the record can never fit, the
topic is gone) never completes and is stuck straight away. Nothing is ever
dropped. A record not completed within intake.reconcile_deadline_ms is
stuck: its fleet dedupe claim is released (a retry is then admitted as a new
hook with the same idempotency_key, never an acked loss) and the reconciler
keeps trying.
The claim of a carried hook is neither promoted nor released until both halves
are confirmed (hold/3); the reconciler promotes it then.
This is the live component. Boot-time recovery is Ankusa.Intake.Recovery.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        finish(instance, entries, half)

      


        Settles the claims of entries a pass or the writer completed.



    


    
      
        hold(instance, id, claim)

      


        Hand the reconciler the dedupe claim of carried hook id. :held: it will
promote it when both halves are confirmed. :completed: it already finished,
promote it yourself. :stuck: release it yourself. ETS only; no call.



    


    
      
        start_link(opts)

      


    


    
      
        wake(instance)

      


        Run a pass now (the writer calls it after it carried a batch).



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      finish(instance, entries, half)



        
          
        

    

  


  

      

          @spec finish(atom(), [tuple()], :local | :log) :: :ok


      


Settles the claims of entries a pass or the writer completed.

  



  
    
      
    
    
      hold(instance, id, claim)



        
          
        

    

  


  

      

          @spec hold(atom(), String.t(), term()) :: :held | :completed | :stuck


      


Hand the reconciler the dedupe claim of carried hook id. :held: it will
promote it when both halves are confirmed. :completed: it already finished,
promote it yourself. :stuck: release it yourself. ETS only; no call.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      wake(instance)



        
          
        

    

  


  

      

          @spec wake(atom()) :: :ok


      


Run a pass now (the writer calls it after it carried a batch).

  


        

      


  

  
    
    Ankusa.Intake.Recovery - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Intake.Recovery 
    



      
Boot recovery of wal: :dual (ADR 0002, section 8), and the same code offline
as mix ankusa.recover.
A replacement node starts with the same intake.node_id as the lost one,
restores from the backup (Ankusa.Store.Backup), then run/2:
	Identity. m:intake_node is stamped on first use; a different id
refuses ({:intake_node_mismatch, stamped, configured}): restoring node a's
backup into node b would interleave two seq spaces.
	Topology. Ankusa.Intake.verify/1 (skipped with
intake.verify_topic: false); the node waits until the log answers.
	Replay the tail from m:intake_offset + 1 (:earliest when the store
has no offset), in chunks of 500 in one synced batch each, the offset
advancing in the same batch. A record is applied through one rule, keyed
by seq and hook id: no row at hooks/<seq> writes the hook under its
original seq (delivery rows from the source's current config, dedupe
keys, counters, m:next_seq raised); the same id is skipped; a different id
is a seq collision, written under a fresh seq, never over the other hook.
A duplicate, reordered or twice-replayed record changes nothing.
	How far back. If the log's earliest position is above offset + 1 and
the store was restored, {:intake_truncated, wanted, earliest} refuses
(allow_gap: true goes on and says so); on an existing store it is a
warning, because every hook in the gap is in the local store.
	Republish the local tail: every hooks row above m:intake_seq
(a crash can leave local hooks the log never confirmed), then the
watermark moves to next_seq - 1.

It runs as an Ankusa.Instance child after the source store (replay resolves
sinks through it) and before the writer: the node serves nothing until it is
done, and Health.ready/1 says intake: "failing" (reason recovering) meanwhile.

      


      
        Summary


  
    Types
  


    
      
        summary()

      


    





  
    Functions
  


    
      
        boot(instance, origin)

      


        The boot sequence: identity, then (intake.recover_on_boot) topology, replay
and republish. A log that cannot be reached is waited for, never a crash.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        format_summary(summary)

      


        The one line mix ankusa.recover and the image's recover command print.



    


    
      
        incarnation(instance)

      


        The current m:incarnation id, "0" for a store that never restored.



    


    
      
        parse_args(args)

      


        The options run_offline/2 takes, from the command line of mix ankusa.recover
and of the server image's recover command: --node, --from
(backup | earliest | a position), --dry-run, --allow-gap. {:ok, opts}
or {:error, message}.



    


    
      
        run(instance, opts \\ [])

      


        Steps 1-5 against an open store. Options: origin (:existing | :restored |
:fresh), node (asserts the id), from (:backup, the default, :earliest
or a position), dry_run, allow_gap. Returns the summary.



    


    
      
        run_offline(config, opts \\ [])

      


        mix ankusa.recover: steps 1-5 against a stopped store, by the same code
as boot. Opens the store (restoring it from the backup first when its
directory is empty, as boot does), the intake adapter and the source store,
runs run/2, and closes them. opts are run/2's; origin is derived.



    


    
      
        start_link(opts)

      


    





      


      
        Types


        


  
    
      
    
    
      summary()



        
          
        

    

  


  

      

          @type summary() :: %{
  records: non_neg_integer(),
  applied: non_neg_integer(),
  present: non_neg_integer(),
  collided: non_neg_integer(),
  unroutable: non_neg_integer(),
  skipped: non_neg_integer(),
  republished: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      boot(instance, origin)



        
          
        

    

  


  

      

          @spec boot(atom(), :existing | :restored | :fresh) :: :ok | {:error, term()}


      


The boot sequence: identity, then (intake.recover_on_boot) topology, replay
and republish. A log that cannot be reached is waited for, never a crash.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      format_summary(summary)



        
          
        

    

  


  

      

          @spec format_summary(summary()) :: String.t()


      


The one line mix ankusa.recover and the image's recover command print.

  



  
    
      
    
    
      incarnation(instance)



        
          
        

    

  


  

      

          @spec incarnation(atom()) :: String.t()


      


The current m:incarnation id, "0" for a store that never restored.

  



  
    
      
    
    
      parse_args(args)



        
          
        

    

  


  

      

          @spec parse_args([String.t()]) :: {:ok, keyword()} | {:error, String.t()}


      


The options run_offline/2 takes, from the command line of mix ankusa.recover
and of the server image's recover command: --node, --from
(backup | earliest | a position), --dry-run, --allow-gap. {:ok, opts}
or {:error, message}.

  



    

  
    
      
    
    
      run(instance, opts \\ [])



        
          
        

    

  


  

      

          @spec run(atom(), keyword()) :: {:ok, summary()} | {:error, term()}


      


Steps 1-5 against an open store. Options: origin (:existing | :restored |
:fresh), node (asserts the id), from (:backup, the default, :earliest
or a position), dry_run, allow_gap. Returns the summary.

  



    

  
    
      
    
    
      run_offline(config, opts \\ [])



        
          
        

    

  


  

      

          @spec run_offline(Ankusa.Config.t(), keyword()) :: {:ok, summary()} | {:error, term()}


      


mix ankusa.recover: steps 1-5 against a stopped store, by the same code
as boot. Opens the store (restoring it from the backup first when its
directory is empty, as boot does), the intake adapter and the source store,
runs run/2, and closes them. opts are run/2's; origin is derived.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  


        

      


  

  
    
    Ankusa.Lifecycle - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Lifecycle 
    



      
Lifecycle events: a message when a webhook endpoint (a source) or a route is
created, updated, or deleted.
Off by default. config.lifecycle.sinks (YAML: lifecycle.sinks) is a list of
Ankusa.Sinks, shaped like a source's; with at least one, every change made
through Ankusa.SourceStore.put/5, Ankusa.SourceStore.delete/3, or
Ankusa.Routes (the admin API and the route-management API are both thin
wrappers over those) becomes one CloudEvents 1.0 event delivered to those
sinks.
A durable outbox
The event is not a message handed to a process; it is a row. The change's
audit row (Ankusa.Audit) is flagged publish: true and carries, beside it
and in the same synced batch, the redacted entity the event reports. So the
change and its event are committed or lost together: a kill -9 right after
Ankusa.SourceStore.put/5 returns still delivers source.created after the
restart.
Ankusa.Lifecycle.Publisher is a cursor reader over those rows. It keeps the
last seq it delivered to every sink in m:lifecycle_cursor (synced on every
advance), delivers the next flagged row to every sink, and moves on once each
sink confirmed or gave up. Rows are read in seq order, which is commit
order, so three rapid updates of one source arrive in revision order.
Ankusa.Replay with kind: :lifecycle re-emits a window of the trail
(since/until/tenant), which is how a sink that was down for longer than
dispatch.retry waits is caught up.
Delivery is at least once. A node killed between a sink's confirmation and
the cursor write delivers that event again after the restart, and so does a
replay; both carry the same event id (see below), so a consumer dedupes
on it. A sink that keeps failing holds back the events behind it until it
succeeds or dispatch.retry gives up ([:ankusa, :lifecycle, :dropped], reason
:gave_up); the event is then lost for that sink and can be replayed.
Turning lifecycle events on starts the outbox at the end of the trail: changes
made while they were off are not announced.
The reserved id exists only on the event: the edge never resolves it, so
POST /webhooks/ankusa:lifecycle is a 404. The colon keeps it out of reach
of every tenant-scoped id, which is [A-Za-z0-9_-] joined by a dot.
The event
A structured-mode CloudEvent, carried as the body of a Ankusa.Sink.Message
with content_type: "application/cloudevents+json":
	id — derived from the row, never minted: a keyed hash of the instance,
the row's seq and (for a row written after a restore from a backup) the
incarnation it belongs to, laid out as a UUID. The same row is the same id
whenever and however often it is emitted; a restored store that re-issues
a seq the lost one had published gives it a different one.
	type — io.ankusa.source.{created,updated,deleted},
io.ankusa.route.{created,updated,deleted}, io.ankusa.tenant.deleted
(a tenant erase, Ankusa.Tenant, after the deleted event of each source and
route it removed; its data is {"tenant": <id>} and its subject the tenant id),
or io.ankusa.instance.restored (below)
	source — urn:ankusa:instance:<instance>
	subject — the source id (<tenant>.<name>) or the route id
	time — when the change committed (the row's time, not the publisher's)
	data — the entity as the admin API shows it, redacted by
Ankusa.Admin.Redact, as the change left it; for a deletion, as it was
the moment before
	revision — the subject's change counter (see Ankusa.Audit): a
consumer keeps the highest it has seen per subject and ignores a lower
one. Absent for a store that keeps none (the Redis source store)
	actor — the principal id that made the change (system for code)
	instance — the instance name
	sequence — the audit seq, a decimal string: events of one instance
are totally ordered by it
	replayid — only on an event a replay job re-emitted
	traceparent, tracestate — the CloudEvents distributed-tracing
extension, only when an OpenTelemetry SDK runs: the context of the
ankusa.lifecycle.event span that built the event (traced_envelope/4).
Not part of the event's identity: a re-emitted event keeps its id and
gets the trace of the emission

A route event's envelope carries the route's tenant (tenant_id; "default"
for a route that belongs to none), so a replay filtered by tenant and a
tenant-limited reader of GET /v1/audit see their own routes' changes.
A restore is announced
A store restored from a backup (Ankusa.Store.Backup) resumes the audit trail
at the backup's seq, so it re-issues sequence numbers, and per-subject
revisions, that the lost node had already published. Before it takes any
change it emits io.ankusa.instance.restored (subject = the instance name;
data = incarnation, the fresh id the following event ids are keyed with,
and restored_sequence, the last seq the restored trail held). A consumer
that keeps the highest sequence or revision it has seen must reset that
state for this instance when it sees it: ordering restarted at
restored_sequence + 1. Events of the restored trail itself keep the ids they
were published under.
A change nobody saw finish
A source in the Redis store or a route is a dual write (see Ankusa.Audit),
so a node killed in the middle leaves a pending row. reconcile/2 settles
it from the subject's present state instead of guessing: the state hashes to
the row's after_hash, the change was applied ("ok", announced); to its
before_hash, it was not ("failed", not announced); to neither, somebody
changed it meanwhile, and the row stays "interrupted" and announces a
state-refresh event carrying the current entity and revision.

      


      
        Summary


  
    Types
  


    
      
        lifecycle_source()

      


        A Source with no tenant: each lifecycle event names its own.



    





  
    Functions
  


    
      
        enabled?(instance)

      


        Whether instance announces changes (it has lifecycle sinks).



    


    
      
        envelope(instance, row, entity, replay_id \\ nil, trace \\ nil)

      


        The event of an audit row flagged for publication, as the Ankusa.Envelope a
lifecycle sink delivers. entity is what Ankusa.Audit.entity/2 returned for
the row; replay_id is set only by a replay job; trace is the
Ankusa.Trace the event travels under (the CloudEvents traceparent and
tracestate extensions, and Ankusa.Envelope.trace).



    


    
      
        in_window?(row, filter)

      


        Whether a row's event falls in a replay job's filter (:since and :until
bound the row's time, :tenants is the list of tenants it may belong to).



    


    
      
        outbox(instance, entity)

      


        The audit attrs that put a change in the outbox: %{entity: entity} when
lifecycle events are on, %{} when they are off. entity is a function so
that nothing is redacted for an instance that announces nothing.



    


    
      
        reconcilable?(arg1)

      


        Whether reconcile/2 can settle a pending audit row: the change of a source
or a route that lives outside this node's store.



    


    
      
        reconcile(instance, row)

      


        Settle a pending row from the subject's present state: {:ok, update} for
Ankusa.Audit's finish, :not_ready while the subject's store has not
loaded (ask again), :skip for a row that is not a source or route change.



    


    
      
        source(instance)

      


        The lifecycle pseudo-source for instance, or :error when lifecycle events
are off (no sinks).



    


    
      
        source_id()

      


        The reserved source id lifecycle events travel under.



    


    
      
        tenant(row)

      


        The tenant a row's event is delivered under: the row's own (a source's tenant,
or the tenant that owns a route), the default one for a row that has none.



    


    
      
        traced_envelope(instance, row, entity, replay_id \\ nil)

      


        envelope/5 for the publisher and replay jobs: the event is built inside an
ankusa.lifecycle.event span, and travels under that span's context. With no
OpenTelemetry SDK running it is envelope/5 with no trace.



    


    
      
        type(row)

      


        The CloudEvents type of an audit row: its action, unless a reconciliation
settled on another verb (row.event).



    


    
      
        validate_config!(config)

      


        Reject a lifecycle configuration that cannot work. Raises ArgumentError.



    





      


      
        Types


        


  
    
      
    
    
      lifecycle_source()



        
          
        

    

  


  

      

          @type lifecycle_source() :: %Ankusa.Source{
  dedupe: term(),
  forward_headers: term(),
  forward_headers_max_bytes: term(),
  id: term(),
  max_headers: term(),
  on_verify_failure: term(),
  ordering: term(),
  retry: term(),
  sinks: term(),
  store_headers: term(),
  tenant_id: nil,
  trust_url_tenant: term(),
  verifier: term()
}


      


A Source with no tenant: each lifecycle event names its own.

  


        

      

      
        Functions


        


  
    
      
    
    
      enabled?(instance)



        
          
        

    

  


  

      

          @spec enabled?(atom()) :: boolean()


      


Whether instance announces changes (it has lifecycle sinks).

  



    

    

  
    
      
    
    
      envelope(instance, row, entity, replay_id \\ nil, trace \\ nil)



        
          
        

    

  


  

      

          @spec envelope(
  atom(),
  Ankusa.Audit.row(),
  map(),
  String.t() | nil,
  Ankusa.Trace.t() | nil
) ::
  {:ok, Ankusa.Envelope.t()} | {:error, :no_audit_key}


      


The event of an audit row flagged for publication, as the Ankusa.Envelope a
lifecycle sink delivers. entity is what Ankusa.Audit.entity/2 returned for
the row; replay_id is set only by a replay job; trace is the
Ankusa.Trace the event travels under (the CloudEvents traceparent and
tracestate extensions, and Ankusa.Envelope.trace).
Pure in its arguments: the same row gives the same event id, time and body
however often, and wherever on the instance, it is built.

  



  
    
      
    
    
      in_window?(row, filter)



        
          
        

    

  


  

      

          @spec in_window?(Ankusa.Audit.row(), map()) :: boolean()


      


Whether a row's event falls in a replay job's filter (:since and :until
bound the row's time, :tenants is the list of tenants it may belong to).

  



  
    
      
    
    
      outbox(instance, entity)



        
          
        

    

  


  

      

          @spec outbox(atom(), (-> map())) :: %{optional(:entity) => map()}


      


The audit attrs that put a change in the outbox: %{entity: entity} when
lifecycle events are on, %{} when they are off. entity is a function so
that nothing is redacted for an instance that announces nothing.

  



  
    
      
    
    
      reconcilable?(arg1)



        
          
        

    

  


  

      

          @spec reconcilable?(Ankusa.Audit.row()) :: boolean()


      


Whether reconcile/2 can settle a pending audit row: the change of a source
or a route that lives outside this node's store.

  



  
    
      
    
    
      reconcile(instance, row)



        
          
        

    

  


  

      

          @spec reconcile(atom(), Ankusa.Audit.row()) :: {:ok, map()} | :not_ready | :skip


      


Settle a pending row from the subject's present state: {:ok, update} for
Ankusa.Audit's finish, :not_ready while the subject's store has not
loaded (ask again), :skip for a row that is not a source or route change.

  



  
    
      
    
    
      source(instance)



        
          
        

    

  


  

      

          @spec source(atom()) :: {:ok, lifecycle_source()} | :error


      


The lifecycle pseudo-source for instance, or :error when lifecycle events
are off (no sinks).
Built as a struct literal: Ankusa.Source.new/2 requires a tenant, and the
tenant of a lifecycle event varies per event.

  



  
    
      
    
    
      source_id()



        
          
        

    

  


  

      

          @spec source_id() :: String.t()


      


The reserved source id lifecycle events travel under.

  



  
    
      
    
    
      tenant(row)



        
          
        

    

  


  

      

          @spec tenant(Ankusa.Audit.row()) :: String.t()


      


The tenant a row's event is delivered under: the row's own (a source's tenant,
or the tenant that owns a route), the default one for a row that has none.

  



    

  
    
      
    
    
      traced_envelope(instance, row, entity, replay_id \\ nil)



        
          
        

    

  


  

      

          @spec traced_envelope(atom(), Ankusa.Audit.row(), map(), String.t() | nil) ::
  {:ok, Ankusa.Envelope.t()} | {:error, :no_audit_key}


      


envelope/5 for the publisher and replay jobs: the event is built inside an
ankusa.lifecycle.event span, and travels under that span's context. With no
OpenTelemetry SDK running it is envelope/5 with no trace.

  



  
    
      
    
    
      type(row)



        
          
        

    

  


  

      

          @spec type(Ankusa.Audit.row()) :: String.t()


      


The CloudEvents type of an audit row: its action, unless a reconciliation
settled on another verb (row.event).

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Reject a lifecycle configuration that cannot work. Raises ArgumentError.
The reserved source id must not be declared as a static source: it would let
any provider post hooks that consumers read as lifecycle events.
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Ankusa.Lifecycle.Publisher 
    



      
Delivers lifecycle events (Ankusa.Lifecycle) to config.lifecycle.sinks:
the reader of the outbox.
One supervised process per instance. There is no queue to lose: the events
are the audit rows (Ankusa.Audit) flagged publish: true, and this process
keeps one number, the seq of the last row every sink has dealt with, in
m:lifecycle_cursor (written sync: true on every advance). Booted for the
first time on a store, it starts at the end of the trail.
It wakes when Ankusa.Audit commits a flagged row (and once a second, as a
safety net), reads the trail from the cursor with Ankusa.Audit.page/3, and
takes the next flagged row. Each sink gets that row's event as its own job, so
a sink that is down never keeps another from receiving it; but the cursor
only moves once every sink confirmed the row or gave up on it, so rows are
delivered in seq order and one failing sink holds the events behind that row
back from all of them. A failed job is retried after the delay
config.dispatch.retry gives (an Ankusa.RetryPolicy), until the policy gives
up or the job is retry.max_elapsed_ms (default 24 hours) past its first
attempt: the instance's dispatch.retry, not a source's, so that horizon is
how long one failing sink can hold the cursor. Then
the event is dropped for that sink (and can be replayed). An attempt that
has not returned after config.dispatch.attempt_timeout_ms is killed and
counts as a failed attempt.
A node killed after a sink confirmed a row and before the cursor moved
delivers the row again; the event id is the same, so a consumer dedupes.
replay/4 is the other way in: a replay job (Ankusa.Replay, kind: :lifecycle) hands a page of rows to re-emit, tagged with its id. They share
the concurrency (at most 8 attempts run at a time) but not the
cursor, are tried 3 times, and queue behind the live events. At most
1000 replayed deliveries are pending: past that replay/4 says
{:error, :busy} and the job asks again.
Every drop is logged and emitted as [:ankusa, :lifecycle, :dropped] with a
:reason of :gave_up (the sink's retries ran out) or :unreadable (a row
or its entity could not be read, and the cursor moved past it); a confirmed
delivery is [:ankusa, :lifecycle, :delivered].
Sinks are called without a ctx.claim, so a sink with an inline threshold
checks an oversized body in itself (Ankusa.Sink.Message.encode/3).

      


      
        Summary


  
    Types
  


    
      
        job()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        replay(instance, replay_id, rows, to)

      


        Re-emit rows ({audit_row, entity} pairs) for the replay job replay_id.



    


    
      
        start_link(opts)

      


        Start the publisher for opts[:instance].



    


    
      
        wake(instance)

      


        Tell the publisher the trail has a new row to look at. :ok whether or not it
runs: the row is in the store either way.



    





      


      
        Types


        


  
    
      
    
    
      job()



        
          
        

    

  


  

      

          @type job() :: %{
  env: Ankusa.Envelope.t(),
  type: String.t(),
  subject: String.t(),
  sink: {module(), keyword()},
  attempt: pos_integer(),
  first_attempt_at: integer(),
  row: pos_integer(),
  batch: reference() | nil,
  replay: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      replay(instance, replay_id, rows, to)



        
          
        

    

  


  

      

          @spec replay(atom(), String.t(), [{Ankusa.Audit.row(), map()}], pid()) ::
  :ok | {:error, :busy | :not_running | :no_audit_key}


      


Re-emit rows ({audit_row, entity} pairs) for the replay job replay_id.
Returns once they are queued. When every delivery has been confirmed or
given up on, to receives {:lifecycle_replayed, replay_id, %{delivered: n, dead: m}} (counts of sink deliveries, one per row and sink).
{:error, :busy} when the replay backlog is full.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

Start the publisher for opts[:instance].

  



  
    
      
    
    
      wake(instance)



        
          
        

    

  


  

      

          @spec wake(atom()) :: :ok


      


Tell the publisher the trail has a new row to look at. :ok whether or not it
runs: the row is in the store either way.
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Ankusa.Listener 
    



      
What every HTTP listener the instance runs (the ingest edge, the admin API,
the route-management API, the claim-check gateway, the metrics listener) has
in common: the connection limits and timeouts of Ankusa.Config's
listener section, and the optional TLS block each listener carries.
Bandit's own defaults are tuned for a browser-facing app (a 60 s header read
timeout, unlimited keep-alive, 16 384 connections for each of 100 acceptors,
HTTP/2 on), so the instance passes every limit explicitly: see
bandit_options/2.
TLS
A tls block is nil (plain HTTP) or a map:
	Key	Default	Meaning
	certfile, keyfile	required	PEM files of the server certificate and its key
	cacertfile	nil	PEM bundle of the CAs that sign client certificates; required by verify: :verify_peer
	verify	:verify_none	:verify_peer makes the listener demand a client certificate that chains to cacertfile (mTLS): a client without one is refused at the handshake, and the accepted certificate is available to the request as Plug.Conn.get_peer_data/1's :ssl_cert
	versions	[:"tlsv1.2", :"tlsv1.3"]	protocol versions offered
	ciphers	nil	a list of OpenSSL-style names ("ECDHE-RSA-AES256-GCM-SHA384") or TLS 1.3 names ("TLS_AES_256_GCM_SHA384"); nil leaves the Erlang/OTP defaults


      


      
        Summary


  
    Types
  


    
      
        tls()

      


        A normalised tls block.



    





  
    Functions
  


    
      
        bandit_options(config, tls, thousand_island_extra \\ [])

      


        The Bandit options that apply config.listener's limits and the listener's
own tls block. The caller adds :plug, :port and :ip.



    


    
      
        default_acceptors()

      


        The default number of acceptors: two per scheduler.



    


    
      
        ingress_shutdown_timeout_ms(config)

      


        How long the ingress listener waits, on a stop, for the requests it is
serving before it closes their connections (Thousand Island's
:shutdown_timeout, which defaults to 15 s: the batcher's own record
deadline, so a commit that starts late would be killed mid-fsync and the
provider would see a reset for a committed hook).



    


    
      
        normalize_tls!(tls, key)

      


        Validate one tls block (key is its dotted config name, for messages) and
return it as a map with every key present and every path absolute, or nil.
Raises ArgumentError naming the key.



    





      


      
        Types


        


  
    
      
    
    
      tls()



        
          
        

    

  


  

      

          @type tls() :: %{
  certfile: Path.t(),
  keyfile: Path.t(),
  cacertfile: Path.t() | nil,
  verify: :verify_none | :verify_peer,
  versions: [:"tlsv1.2" | :"tlsv1.3"],
  ciphers: [String.t()] | nil
}


      


A normalised tls block.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      bandit_options(config, tls, thousand_island_extra \\ [])



        
          
        

    

  


  

      

          @spec bandit_options(Ankusa.Config.t(), tls() | nil, keyword()) :: keyword()


      


The Bandit options that apply config.listener's limits and the listener's
own tls block. The caller adds :plug, :port and :ip.
listener.max_connections is spread over listener.num_acceptors
(Thousand Island counts connections per acceptor). thousand_island_extra
is appended to the Thousand Island options (the ingress listener passes its
:shutdown_timeout).

  



  
    
      
    
    
      default_acceptors()



        
          
        

    

  


  

      

          @spec default_acceptors() :: pos_integer()


      


The default number of acceptors: two per scheduler.

  



  
    
      
    
    
      ingress_shutdown_timeout_ms(config)



        
          
        

    

  


  

      

          @spec ingress_shutdown_timeout_ms(Ankusa.Config.t()) :: pos_integer()


      


How long the ingress listener waits, on a stop, for the requests it is
serving before it closes their connections (Thousand Island's
:shutdown_timeout, which defaults to 15 s: the batcher's own record
deadline, so a commit that starts late would be killed mid-fsync and the
provider would see a reset for a committed hook).
A request may wait its whole record deadline
(Ankusa.Edge.Batcher.record_deadline_ms/0) before its batch starts
committing, then needs the store commit (2000 ms of
budget; under wal: :dual also one intake publish,
intake.publish_timeout_ms), and the listener keeps 5000
ms in hand. Under wal: :none the request waits for its sinks instead:
direct_publish_timeout_ms plus the margin.

  



  
    
      
    
    
      normalize_tls!(tls, key)



        
          
        

    

  


  

      

          @spec normalize_tls!(term(), String.t()) :: tls() | nil


      


Validate one tls block (key is its dotted config name, for messages) and
return it as a map with every key present and every path absolute, or nil.
Raises ArgumentError naming the key.
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Ankusa.LogLevel 
    



      
The VM's Logger level, changed while the node runs.
set/1 is what PUT /v1/log-level (Ankusa.Admin.Router, scope
config:write) calls, and what ankusa_server calls at boot with
log.level: one place decides which levels exist. The change is global and
immediate (Logger.configure/1 moves the primary level), needs no restart and
is not persisted: a restarted node logs at the level its config file names.
Only debug, info, warning and error are accepted, the same set
log.level takes.

      


      
        Summary


  
    Types
  


    
      
        level()

      


        A level this module accepts.



    





  
    Functions
  


    
      
        get()

      


        The level now in force.



    


    
      
        levels()

      


        Every accepted level, most verbose first.



    


    
      
        parse(level)

      


        Read level (an atom, or its name as a string) as an accepted level.



    


    
      
        set(level)

      


        Make level the VM's log level. Returns the level that was in force, so the
caller can report (and audit) the change.



    





      


      
        Types


        


  
    
      
    
    
      level()



        
          
        

    

  


  

      

          @type level() :: :debug | :info | :warning | :error


      


A level this module accepts.

  


        

      

      
        Functions


        


  
    
      
    
    
      get()



        
          
        

    

  


  

      

          @spec get() :: Logger.level()


      


The level now in force.

  



  
    
      
    
    
      levels()



        
          
        

    

  


  

      

          @spec levels() :: [level()]


      


Every accepted level, most verbose first.

  



  
    
      
    
    
      parse(level)



        
          
        

    

  


  

      

          @spec parse(term()) :: {:ok, level()} | :error


      


Read level (an atom, or its name as a string) as an accepted level.

  



  
    
      
    
    
      set(level)



        
          
        

    

  


  

      

          @spec set(term()) :: {:ok, previous :: Logger.level()} | {:error, :invalid_level}


      


Make level the VM's log level. Returns the level that was in force, so the
caller can report (and audit) the change.
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Ankusa.Metrics 
    



      
The built-in Prometheus mapping of Ankusa.Telemetry's events, and the
reporter that serves it.
Every deployment wants metrics, so this ships in core rather than in an
adapter package: one TelemetryMetricsPrometheus.Core reporter per instance,
named :"ankusa_metrics_#{instance}" (bounded — one atom per configured
instance) and scraped by the admin API's GET /metrics, or by the metrics
listener's (Ankusa.Metrics.Router, metrics.enabled), which serves nothing
else.
:telemetry handlers are global to the VM, so a reporter sees only its own
instance: every definition keeps just the events whose :instance metadata
is the reporter's, and two instances in one VM never count each other's
traffic. A reporter also covers only the events its own node emits, so an
edge node's scrape has ingest series and a dispatch node's has delivery
series. There is no cross-node aggregation here; point Prometheus at every
node, or at every node's admin port through a proxy.
Unit conversion
core's Prometheus reporter ignores :unit, so durations are converted to
seconds by the measurement function itself (duration_seconds/1) rather than
exported in System.monotonic_time/0's native units. The :unit options
below therefore describe the value that actually reaches Prometheus.
Cardinality policy
A scrape must not grow with the number of tenants or sources: ten thousand
tenants each sending one hook must not be
ten thousand series. metrics.detail decides which identity labels a
per-hook metric carries, and metrics.max_series_per_metric caps what is kept
of them.
	:tenant (the default): tenant_id on the ingest, verify-failure,
quarantine, rate-limit and delivery counters, and the two per-tenant
gauges. Duration histograms carry no identity.
	:source: tenant_id and source_id on all of those, and on the ingest
duration and delivery latency histograms.
	:none: neither label, and no per-tenant gauges: the series set is the
same for one tenant and for a million.

Under :tenant and :source, a metric keeps its first
max_series_per_metric - 1 label sets that carry an identity; every later one
is reported with tenant_id/source_id/tenant set to "other" (see
Ankusa.Metrics.Cardinality). An identity is never an unauthenticated
value: tenant_id and source_id are only set after the source has been
looked up, and a request for an unknown one is a refusal
(ankusa.ingest.refused.total) that carries neither.
The gauges that sample state (ankusa.tenant.pending,
ankusa.dispatch.tenant.inflight) report the top 100 tenants and, past the
ceiling, drop the tenants that were not admitted rather than overwrite a
shared "other" gauge with one tenant's value.
Bounded labels
Every other label value comes from telemetry metadata the framework controls,
but failure reasons are terms ({:unavailable, {:status, 503, body}}) and
some tags are modules. Both would be an unbounded or unusable label, so every
tag value goes through normalize/1: tuples collapse to their leading atom
(:unavailable), modules become strings ("Ankusa.Sink.Http"), integers are
rendered as numbers (only ever a store index or an HTTP status, both
bounded), and anything else becomes :other. :outcome on ingest is already
one of a fixed set (:committed, :duplicate, :quarantined, :rejected,
:rate_limited, :tenant_overload, :quarantine_rate_limited,
:dedupe_pending, :quarantine_full, :overload, :tenant_limit,
:dedupe_quota, :tenant_erasing, :store_unavailable, and under wal: :dual
:intake_unavailable or :intake_pending) because Ankusa.Edge.Ingest tags it before emitting.
A request for a source that does not exist is counted on
ankusa.ingest.refused.total, whose :reason is one of :unknown_source,
:payload_too_large, :body_read_failed, :invalid_header,
:store_unavailable, :ip_rate_limited, :node_rate_limited or
:source_rate_limited, never on a series that carries the id from the URL.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(opts)

      


        Child spec for this instance's metrics: a supervisor over the cardinality
policy's table (Ankusa.Metrics.Cardinality) and the reporter.



    


    
      
        metrics(instance)

      


        The metric definitions for instance's reporter. Each keeps only events whose
:instance metadata is instance.



    


    
      
        reporter_name(instance)

      


        Registered name of this instance's reporter.



    


    
      
        scrape(instance)

      


        Render the current metrics in Prometheus text exposition format.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Child spec for this instance's metrics: a supervisor over the cardinality
policy's table (Ankusa.Metrics.Cardinality) and the reporter.
start_async: false registers the metrics before the reporter's
start_link/1 returns, and Ankusa.Instance starts this child before any
other, so no sibling's events are missed. The two children restart together:
the reporter keeps every series it has seen, and the policy must keep the
record of which it admitted.

  



  
    
      
    
    
      metrics(instance)



        
          
        

    

  


  

      

          @spec metrics(atom()) :: [Telemetry.Metrics.t()]


      


The metric definitions for instance's reporter. Each keeps only events whose
:instance metadata is instance.

  



  
    
      
    
    
      reporter_name(instance)



        
          
        

    

  


  

      

          @spec reporter_name(atom()) :: atom()


      


Registered name of this instance's reporter.

  



  
    
      
    
    
      scrape(instance)



        
          
        

    

  


  

      

          @spec scrape(atom()) :: String.t()


      


Render the current metrics in Prometheus text exposition format.
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Ankusa.Metrics.Cardinality 
    



      
The series ceiling of Ankusa.Metrics: how many distinct label sets one
metric may keep before the rest are folded into "other".
Only the identity tags, :tenant_id, :source_id and :tenant, are
policed. Every other label comes from a fixed set (an outcome, a sink module,
an HTTP status), and metrics.detail decides which identity tags a metric
carries at all. A metric's first metrics.max_series_per_metric - 1 label
sets that include an identity are admitted and remembered; one slot is left
for the "other" series that every later label set is rewritten into
(:tenant_id, :source_id and :tenant each become "other", the other
labels are kept, so a metric holds one "other" series per combination of
its fixed labels). A real tenant named other shares that series.
The admitted sets live in one public ETS table per instance, owned by this
process (a restart empties it, and Ankusa.Metrics restarts the reporter
with it, so the two never disagree). Admission runs in the process that
emitted the telemetry event, once per event and metric:
	a known label set is a single :ets.member/2;
	an unknown one reads the metric's counter, and once it is full returns
without writing anything, so a flood of new tenants does not contend on
the counter;
	otherwise it reserves a slot (:ets.update_counter/4), claims the label
set (:ets.insert_new/2) and gives the slot back when another process
claimed the same set first. A reserved slot is only ever released, so the
admitted sets never exceed the ceiling.

A series is never forgotten: TelemetryMetricsPrometheus.Core keeps one for
as long as the reporter runs, and so does this table.

      


      
        Summary


  
    Functions
  


    
      
        admit(table, name, tags, cap, values)

      


        Admit values' label set into name's series, or refuse it when cap - 1
sets are already held. tags are the metric's labels.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        fold(table, name, tags, cap, values)

      


        The label values to report for one event: values itself when its label set
is (or can become) one of name's admitted series, else values with every
identity tag in tags replaced by "other".



    


    
      
        identity_tags()

      


        The label names this policy bounds.



    


    
      
        policed?(tags)

      


        Whether tags carry an identity label, i.e. whether a metric with them is policed.



    


    
      
        start_link(instance)

      


    


    
      
        table(instance)

      


        Name of instance's admitted-series table.



    





      


      
        Functions


        


  
    
      
    
    
      admit(table, name, tags, cap, values)



        
          
        

    

  


  

      

          @spec admit(atom(), term(), [atom()], pos_integer(), map()) :: :admitted | :overflow


      


Admit values' label set into name's series, or refuse it when cap - 1
sets are already held. tags are the metric's labels.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      fold(table, name, tags, cap, values)



        
          
        

    

  


  

      

          @spec fold(atom(), term(), [atom()], pos_integer(), map()) :: map()


      


The label values to report for one event: values itself when its label set
is (or can become) one of name's admitted series, else values with every
identity tag in tags replaced by "other".

  



  
    
      
    
    
      identity_tags()



        
          
        

    

  


  

      

          @spec identity_tags() :: [atom()]


      


The label names this policy bounds.

  



  
    
      
    
    
      policed?(tags)



        
          
        

    

  


  

      

          @spec policed?([atom()]) :: boolean()


      


Whether tags carry an identity label, i.e. whether a metric with them is policed.

  



  
    
      
    
    
      start_link(instance)



        
          
        

    

  


  

      

          @spec start_link(atom()) :: GenServer.on_start()


      



  



  
    
      
    
    
      table(instance)



        
          
        

    

  


  

      

          @spec table(atom()) :: atom()


      


Name of instance's admitted-series table.
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Ankusa.Metrics.Gauges 
    



      
Periodic state measurements for Ankusa.Metrics: what an operator alarms on,
as opposed to the event counters.
A :telemetry_poller per instance calls measure/1 every
admin.gauge_interval_ms (default 15 s) and emits:
	[:ankusa, :store, :state] — hooks, deliveries (RocksDB key
estimates), disk_bytes, next_seq (Ankusa.Queue.stats/1); on a node
that runs the store.
	[:ankusa, :queue, :state] — pending (first-attempt rows waiting),
scheduled (retry rows waiting, including one whose backoff has just
ended and is not yet claimed), inflight, dead, archive_pending,
dedupe (live ingest-dedupe keys), tenants (how many tenants the store has handed an ordinal to) and
oldest_due_age_ms (how long the oldest due row has been waiting; 0
with nothing due). Read from the node's queue counters (seven point reads)
and the active-tenant index, so the cost is independent of the backlog and
of the number of tenants; on a node that runs the store.
	[:ankusa, :tenant, :state] — one event per tenant among the 100 with the
most pending rows (pending, and the tenant in the metadata), taken
from the counters of the first 10 000 tenants of the active index.
	[:ankusa, :quarantine, :state] — the pen's bytes, entries and
pending (writes waiting for its group commit); on an
:edge node.
	[:ankusa, :disk, :state] — free_bytes and total_bytes of the file
system holding data_dir, only while :disksup (:os_mon) runs. Core
does not start :os_mon; ankusa_server does.
	[:ankusa, :http, :state] — pools, how many outbound HTTP connection
pools the instance has open in Ankusa.HttpClient.Pools; a read of the
pool rows, bounded by egress.pools.max_pools.
	[:ankusa, :sink_batch, :state] — batchers, queued and queued_bytes
across the Ankusa.Sink.Batchers (SQS, Pub/Sub) of the instance; summed
from counters each batcher keeps, no queue is scanned.
	[:ankusa, :vm, :state] — memory_bytes, :erlang.memory(:total): what
the Erlang VM holds, the series the memory-growth alert reads.
	[:ankusa, :sources, :state] — without_dedupe, how many sources the
configured source store declares with no dedupe (a walk of the declared
specs, no data read); on an :edge node.

Each probe runs on its own: one that fails (the store is reopening) emits
nothing, so its gauges keep their last value, and logs at :debug; the
others still run. Dispatch reports its own scheduler state
([:ankusa, :dispatch, :state]) from its housekeeping tick.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(opts)

      


    


    
      
        measure(instance)

      


        Take every measurement once, now. The poller calls this; so may a test.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      



  



  
    
      
    
    
      measure(instance)



        
          
        

    

  


  

      

          @spec measure(atom()) :: :ok


      


Take every measurement once, now. The poller calls this; so may a test.
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Ankusa.Metrics.Router 
    



      
The metrics listener (metrics.enabled, default port 4004): GET /metrics,
GET /health and GET /ready, and a 404 for everything else. A scraper or
a kubelet probe gets a route to those three and none to the operator API
(Ankusa.Admin.Router), which mutates sources, replays and the pen and so
belongs behind a different network rule than a Prometheus job.
The admin listener serves the same three routes through the same functions
(metrics/1, health/1, ready/1), so a scrape answers identically on
either port.
Like every listener it carries no authentication of its own: bind it to an
interface only the scraper reaches, or give it a metrics.tls block with
verify: :verify_peer so only a client holding a certificate from your CA
can connect (see Ankusa.Listener).

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        health(conn)

      


        Answer GET /health: the instance, its version and its roles.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    


    
      
        metrics(conn)

      


        Answer GET /metrics with the Prometheus text exposition.



    


    
      
        ready(conn)

      


        Answer GET /ready: readiness, not liveness. 503 while this node's store
cannot take a synced write. See Ankusa.Health.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      health(conn)



        
          
        

    

  


  

      

          @spec health(Plug.Conn.t()) :: Plug.Conn.t()


      


Answer GET /health: the instance, its version and its roles.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  



  
    
      
    
    
      metrics(conn)



        
          
        

    

  


  

      

          @spec metrics(Plug.Conn.t()) :: Plug.Conn.t()


      


Answer GET /metrics with the Prometheus text exposition.

  



  
    
      
    
    
      ready(conn)



        
          
        

    

  


  

      

          @spec ready(Plug.Conn.t()) :: Plug.Conn.t()


      


Answer GET /ready: readiness, not liveness. 503 while this node's store
cannot take a synced write. See Ankusa.Health.
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Ankusa.Net 
    



      
IP addresses in the form the route-management hot path and the cidr package
already share: an :inet.ip_address() tuple — a 4-tuple for IPv4, an 8-tuple
for IPv6.
:inet tuples are the boundary format (a Plug.Conn.remote_ip, an
:inet.ntoa/1 result) and the representation every CIDR rule carries, so no
conversion happens on the way into a membership test. The point of the one
normalization below is one rule, applied once:
	an IPv4-mapped IPv6 address — ::ffff:1.2.3.4, what a dual-stack listener
reports for an IPv4 client — becomes {1, 2, 3, 4}, so an IPv4 client
matches an IPv4 rule and never an IPv6 one (and vice versa).

A genuine IPv6 address stays an 8-tuple. Nothing here normalizes on the way
into the rule scan, so a caller that hands it an unnormalized address gets a
miss, not a wrong match.
The other half of the layer is parse_cidr/1: a CIDR string as an operator
writes it — in YAML config or in an admin API payload — becomes a %CIDR{}.
It never raises and never accepts an IPv4-mapped IPv6 range, which could not
match a normalized address anyway. Rule values and X-Forwarded-For entries
are attacker-reachable, so parse/1 reads a binary as bytes rather than as
UTF-8 text: junk is an :error, never a raise that would land in the guard.

      


      
        Summary


  
    Types
  


    
      
        cidr()

      


        A parsed CIDR range (CIDR.parse/1), the rule shape every IP list carries.



    


    
      
        ip()

      


        A normalized IP address: an :inet.ip_address() tuple.



    





  
    Functions
  


    
      
        mapped_range_hint()

      


        What to tell an operator whose CIDR was refused with {:error, :mapped_range}.



    


    
      
        normalize(ip)

      


        Collapse an IPv4-mapped IPv6 address to its IPv4 form; pass everything else
through unchanged.



    


    
      
        parse(binary)

      


        Parse an address in any :inet.parse_address/1 syntax ("10.0.0.1",
"::1", "::ffff:10.0.0.1"), normalized.



    


    
      
        parse_cidr(cidr)

      


        Parse a CIDR string — "10.0.0.0/8", "::1", "2001:db8::/32" — the one
entry point for every CIDR an operator writes (routes.trusted_proxies, a
route's ip_rules).



    


    
      
        to_string(ip)

      


        Render ip in its canonical :inet.ntoa/1 form.



    





      


      
        Types


        


  
    
      
    
    
      cidr()



        
          
        

    

  


  

      

          @type cidr() :: %CIDR{first: term(), hosts: term(), last: term(), mask: term()}


      


A parsed CIDR range (CIDR.parse/1), the rule shape every IP list carries.

  



  
    
      
    
    
      ip()



        
          
        

    

  


  

      

          @type ip() :: :inet.ip_address()


      


A normalized IP address: an :inet.ip_address() tuple.

  


        

      

      
        Functions


        


  
    
      
    
    
      mapped_range_hint()



        
          
        

    

  


  

      

          @spec mapped_range_hint() :: String.t()


      


What to tell an operator whose CIDR was refused with {:error, :mapped_range}.

  



  
    
      
    
    
      normalize(ip)



        
          
        

    

  


  

      

          @spec normalize(ip()) :: ip()


      


Collapse an IPv4-mapped IPv6 address to its IPv4 form; pass everything else
through unchanged.

  



  
    
      
    
    
      parse(binary)



        
          
        

    

  


  

      

          @spec parse(binary()) :: {:ok, ip()} | :error


      


Parse an address in any :inet.parse_address/1 syntax ("10.0.0.1",
"::1", "::ffff:10.0.0.1"), normalized.
:inet.parse_address/1 is the whole grammar: it is strict about trailing
junk ("10.0.0.1abc", "1.2.3.4.5") but accepts inet's historical IPv4
shorthand ("10" is 0.0.0.10, "0x7f.1" is 127.0.0.1) and ignores a
scope suffix ("fe80::1%eth0"), so a config typo like "10" means
0.0.0.10 rather than an error. :error for anything it rejects.
The binary reaches inet as bytes (:binary.bin_to_list/1), not as UTF-8 text
(String.to_charlist/1, which raises on invalid UTF-8): a forwarded-for
entry is attacker-reachable, and a raise here is a 500 in the guard rather
than an :error the guard denies on.

  



  
    
      
    
    
      parse_cidr(cidr)



        
          
        

    

  


  

      

          @spec parse_cidr(binary()) :: {:ok, cidr()} | {:error, :mapped_range | String.t()}


      


Parse a CIDR string — "10.0.0.0/8", "::1", "2001:db8::/32" — the one
entry point for every CIDR an operator writes (routes.trusted_proxies, a
route's ip_rules).
CIDR.parse/1 is the parser; this wrapper covers what it leaves open:
	it never raises, so a config typo or a bad API payload is something to
report rather than a crash (CIDR.parse/1 sends the address through
String.to_charlist/1, which raises on a non-UTF-8 binary);
	it refuses an IPv4-mapped IPv6 range — any range inside ::ffff:0:0/96,
e.g. ::ffff:10.0.0.0/104. Addresses are normalized to IPv4 before
matching (normalize/1), so such a range can never match one; as a
deny rule it would silently let its own traffic through. Ranges that
merely contain mapped space (::/0, ::/80) are fine.

{:error, message} for any non-binary and for a string that is not a CIDR.
{:error, :mapped_range} for a mapped range: it parses fine, so the operator
needs telling why it was refused, and mapped_range_hint/0 is that sentence.
Keeping it a distinct reason lets a caller add the explanation only there and
leave its ordinary "not a CIDR" message alone. A host whose bits fall outside
its mask ("10.0.0.5/8") is masked off, as CIDR.parse/1 already does.

  



  
    
      
    
    
      to_string(ip)



        
          
        

    

  


  

      

          @spec to_string(ip()) :: String.t()


      


Render ip in its canonical :inet.ntoa/1 form.
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Ankusa.Net.ClientIP 
    



      
Decide which address a request actually came from.
This is the piece an allowlist cannot afford to get wrong: X-Forwarded-For
is client-controlled, so reading it for a peer that is not itself a trusted
proxy is the same as letting the caller choose its own IP and walk straight
through the route guard.
The rule, in full:
	The peer is conn.remote_ip, normalized.
	No trusted proxies configured, or the peer matches none of them → the
peer is the client. The header is not read at all.
	Otherwise the peer is a proxy, so the chain is trustworthy as far as this
node can tell: every x-forwarded-for value is joined in the order the
request carried them, split on commas and trimmed, and empty entries are
dropped. Nothing left → the peer.
	The chain is walked right to left, one entry at a time and only as far as
needed. Proxies append, so the rightmost entries are the ones this node's
own proxies wrote, and the rightmost untrusted entry is the closest
client we can vouch for: that entry is the client, and the entries to its
left — the prefix a client can forge — are never even parsed. An entry
that cannot be read is :error: a chain we cannot fully account for is
not one we believe, and the request is denied rather than falling back to
the proxy's own address, which is exactly what a forged entry would be
trying to achieve. If every entry is trusted, the leftmost one is the
client.
	An entry is a bare IPv4 or IPv6 address, or one of the host:port forms
1.2.3.4:5678 and [2001:db8::1]:443 (the brackets are how an IPv6
address, which owns colons itself, carries a port). Anything else —
garbage, 1.2.3.4:abc, 1.2.3.4:99999, [::1, a non-UTF-8 byte — is
an entry that cannot be read.

The result is normalized, so a peer or an entry written as the IPv4-mapped
::ffff:1.2.3.4 resolves to an IPv4 address and matches IPv4 rules.

      


      
        Summary


  
    Functions
  


    
      
        resolve(conn, trusted_proxies)

      


        Resolve the client address for conn, given the CIDRs whose peers may set
X-Forwarded-For.



    





      


      
        Functions


        


  
    
      
    
    
      resolve(conn, trusted_proxies)



        
          
        

    

  


  

      

          @spec resolve(Plug.Conn.t(), [Ankusa.Net.cidr()]) ::
  {:ok, :inet.ip_address()} | :error


      


Resolve the client address for conn, given the CIDRs whose peers may set
X-Forwarded-For.
:error when conn.remote_ip is nil — a conn with no peer at all (a test
conn with the field cleared) — or when an entry the chain depends on cannot be
read. Callers treat both as an IP rejection: there is no address to match
against rules, and neither case may quietly become the proxy's own address.
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Ankusa.Ordering 
    



      
Opt-in ordering lanes (ADR 0004): what a source's sink entry may say about
order, and how a hook's lane is resolved at ingest.
sinks: [{Ankusa.Sink.Http, url: "...", ordered: true, ordering_key: {:header, "x-entity-id"}}]
Two options on a sink entry, read by core, not by the sink module:
	ordered: true (default false): the sink's hooks of one lane are
delivered one at a time, each after the previous returned :ok, in the
order they were committed on this node. A retry blocks its lane and
nothing else.
	ordering_key: {:header, name} (a request header, case-insensitive),
{:json, "data.object.customer"} (a dot path into the JSON body, as
Ankusa.Dedupe reads one) or {mod, fun, args} (called as
apply(mod, fun, [envelope | args]), returning a binary). Without a key
every hook of the sink is in one lane. ordering_key without ordered: true
keeps its meaning on Ankusa.Sink.GooglePubSub (a string or a 1-arity fun,
handed to the sink) and is an error on every other sink.

A lane is {tenant, source, sink index, key}. It is resolved at ingest, from
the complete header list and the body, because the lane a row joins is fixed
before it is committed; every other path that makes delivery rows (an archive
replay, a released quarantine hook) resolves it from the stored envelope by the
same function, so a {:header, name} key must survive the source's
store_headers policy (check/2).
A key longer than 128 bytes (the SQS group id limit) becomes "sha256:" <> hex.
A missing key (no such header, a body that is not JSON, over 1 MiB, a missing or
non-string path value, an MFA that raised or returned a non-binary) puts the hook
in the sink's shared keyless lane, counted in
ankusa_dispatch_lane_key_missing_total{sink}: an ordered sink never silently
falls back to unordered.

      


      
        Summary


  
    Types
  


    
      
        key_spec()

      


        How one sink's lane key is read.



    


    
      
        lane()

      


        One sink's lane of a hook: the lane id and the key stamped into the row.



    


    
      
        sink_ordering()

      


        One sink's ordering: nil (unordered) or {:ordered, key spec or nil}.



    





  
    Functions
  


    
      
        check(config, source)

      


        The checks a source needs the instance's config for: lanes need the
store-backed queue (wal.type: none delivers inside the request, with no lane),
and a {:header, name} key must survive the source's stored-header policy,
because a replay resolves the key from the stored hook.



    


    
      
        lane_id(sink, source_id, key)

      


        The 16-byte lane id of key (nil: the keyless lane) in sink sink of
source_id: hashed so the index key has a fixed width and no delimiter can be
forged. The tenant is not in it: it is the ordinal in front of it in every lane
key. A collision would only merge two lanes (more ordering, never less).



    


    
      
        lanes(instance, source, env)

      


        The lanes of env for source alone (see resolve/3).



    


    
      
        normalize_sinks!(source_id, sinks)

      


        Reads ordered and ordering_key off every sink entry of source_id, and
returns the entries as the pipeline hands them to a sink (both options gone,
except the legacy ordering_key of an unordered Sink.GooglePubSub) with the
per-sink ordering, or nil when no sink is ordered. Raises ArgumentError
naming the source for every form ADR 0004 section 1 rejects.



    


    
      
        resolve(instance, source, env)

      


        The provider event key and the lanes of env for source, resolved from the
complete header list and the body: {dedupe_key, lanes}. lanes is nil for
a source with no ordered sink, else a list aligned with the source's sinks, each
nil (unordered) or {lane, key}. One JSON decode serves a dedupe: json and
an ordering_key: {:json, _} on the same source.



    


    
      
        sink_key(key, tenant_id, source_id)

      


        The key a sink receives as ctx.ordering_key for a row stamped with key
("": the keyless lane): the key itself, or "tenant/source", the default
group of the queue adapters, for the keyless lane.



    


    
      
        validate_config!(config)

      


        Boot check: check/2 for every statically configured source. Raises ArgumentError.



    





      


      
        Types


        


  
    
      
    
    
      key_spec()



        
          
        

    

  


  

      

          @type key_spec() ::
  {:header, String.t()} | {:json, [String.t()]} | {module(), atom(), list()}


      


How one sink's lane key is read.

  



  
    
      
    
    
      lane()



        
          
        

    

  


  

      

          @type lane() :: {<<_::128>>, binary()}


      


One sink's lane of a hook: the lane id and the key stamped into the row.

  



  
    
      
    
    
      sink_ordering()



        
          
        

    

  


  

      

          @type sink_ordering() :: nil | {:ordered, key_spec() | nil}


      


One sink's ordering: nil (unordered) or {:ordered, key spec or nil}.

  


        

      

      
        Functions


        


  
    
      
    
    
      check(config, source)



        
          
        

    

  


  

      

          @spec check(Ankusa.Config.t(), Ankusa.Source.t()) :: :ok | {:error, String.t()}


      


The checks a source needs the instance's config for: lanes need the
store-backed queue (wal.type: none delivers inside the request, with no lane),
and a {:header, name} key must survive the source's stored-header policy,
because a replay resolves the key from the stored hook.

  



  
    
      
    
    
      lane_id(sink, source_id, key)



        
          
        

    

  


  

      

          @spec lane_id(non_neg_integer(), String.t(), binary() | nil) :: <<_::128>>


      


The 16-byte lane id of key (nil: the keyless lane) in sink sink of
source_id: hashed so the index key has a fixed width and no delimiter can be
forged. The tenant is not in it: it is the ordinal in front of it in every lane
key. A collision would only merge two lanes (more ordering, never less).

  



  
    
      
    
    
      lanes(instance, source, env)



        
          
        

    

  


  

      

          @spec lanes(atom(), Ankusa.Source.t(), Ankusa.Envelope.t()) :: [lane() | nil] | nil


      


The lanes of env for source alone (see resolve/3).

  



  
    
      
    
    
      normalize_sinks!(source_id, sinks)



        
          
        

    

  


  

      

          @spec normalize_sinks!(String.t(), [{module(), keyword()}]) ::
  {[{module(), keyword()}], [sink_ordering()] | nil}


      


Reads ordered and ordering_key off every sink entry of source_id, and
returns the entries as the pipeline hands them to a sink (both options gone,
except the legacy ordering_key of an unordered Sink.GooglePubSub) with the
per-sink ordering, or nil when no sink is ordered. Raises ArgumentError
naming the source for every form ADR 0004 section 1 rejects.

  



  
    
      
    
    
      resolve(instance, source, env)



        
          
        

    

  


  

      

          @spec resolve(atom(), Ankusa.Source.t(), Ankusa.Envelope.t()) ::
  {String.t() | nil, [lane() | nil] | nil}


      


The provider event key and the lanes of env for source, resolved from the
complete header list and the body: {dedupe_key, lanes}. lanes is nil for
a source with no ordered sink, else a list aligned with the source's sinks, each
nil (unordered) or {lane, key}. One JSON decode serves a dedupe: json and
an ordering_key: {:json, _} on the same source.

  



  
    
      
    
    
      sink_key(key, tenant_id, source_id)



        
          
        

    

  


  

      

          @spec sink_key(binary(), String.t() | nil, String.t()) :: String.t()


      


The key a sink receives as ctx.ordering_key for a row stamped with key
("": the keyless lane): the key itself, or "tenant/source", the default
group of the queue adapters, for the keyless lane.

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Boot check: check/2 for every statically configured source. Raises ArgumentError.
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Ankusa.Principal 
    



      
Who is calling a control plane, and what they may do: the result of
Ankusa.Admin.Auth.authenticate/2, assigned to conn.assigns.principal
for every handler of the admin API, the route-management API and the
claim-check gateway.
	id — a stable name for audit and logs (a token entry's id, a JWT's
sub, a certificate's mapped subject).
	scopes — operation scopes, e.g. "dlq:read".
	tenants — :all (the tenant:* scope) or the list of tenant ids the
principal may act on (one tenant:<id> scope each).

Scopes
	Scope	Grants
	metrics:read	GET /metrics, GET /v1/wal
	config:read	GET /v1/config, GET /asyncapi.json
	config:write	PUT /v1/log-level and POST /v1/config/reload (with tenant:*: both are the node's, for every tenant)
	sources:read, sources:write	a tenant's sources
	dlq:read	GET /v1/dlq; dlq:write: starting a dlq replay
	replays:read, replays:write	replay jobs (dlq:write / quarantine:write as well for those kinds)
	quarantine:read, quarantine:write	the quarantine pen
	rate_limits:read, rate_limits:write	per-tenant rate limits
	tenants:write	DELETE /v1/tenants/:tenant (a tenant erase) and GET /v1/tenants/:tenant/erase; with tenant:*
	routes:read, routes:write	route definitions, IP rules, the dry run
	claims:read	claim-check gateway reads
	audit:read	reserved for the audit log; no route yet
	tenant:<id>, tenant:*	the tenants the other scopes apply to

A resource that spans tenants is filtered by tenant, not refused. The DLQ,
the quarantine pen, replay jobs and the rate-limit listing take an optional
tenant filter: a principal limited to some tenants gets rows for those
tenants only (forced server-side) and 403 for a tenant it does not hold;
tenant:* is required to read or change them unfiltered. Route definitions
and IP rules belong to no tenant and still need tenant:*.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        all_tenants?(principal)

      


        Does the principal hold tenant:*?



    


    
      
        new(id, scope_entries, extra_tenants \\ [])

      


        A principal from id, scope strings and an extra list of tenant ids (the
ankusa_tenants claim: "*" means every tenant). Entries that are not
scopes of this system are dropped: an identity provider's token carries
scopes of its own (openid, email) that mean nothing here.



    


    
      
        operator(id \\ "anonymous")

      


        The principal of an unauthenticated listener (mode: :none, loopback only):
every scope, every tenant.



    


    
      
        parse_scopes(entries)

      


        Split scope strings into operation scopes and tenants. Returns
{scopes, tenants, unknown}: unknown is every entry that is neither a known
scope nor a tenant: scope, in order.



    


    
      
        scope?(principal, scope)

      


        Does the principal hold scope?



    


    
      
        scopes()

      


        Every operation scope (the tenant: scopes are separate).



    


    
      
        tenant?(principal, tenant)

      


        May the principal act on tenant?



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ankusa.Principal{
  id: String.t(),
  scopes: [String.t()],
  tenants: :all | [String.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      all_tenants?(principal)



        
          
        

    

  


  

      

          @spec all_tenants?(t()) :: boolean()


      


Does the principal hold tenant:*?

  



    

  
    
      
    
    
      new(id, scope_entries, extra_tenants \\ [])



        
          
        

    

  


  

      

          @spec new(String.t(), [String.t()], [String.t()]) :: t()


      


A principal from id, scope strings and an extra list of tenant ids (the
ankusa_tenants claim: "*" means every tenant). Entries that are not
scopes of this system are dropped: an identity provider's token carries
scopes of its own (openid, email) that mean nothing here.

  



    

  
    
      
    
    
      operator(id \\ "anonymous")



        
          
        

    

  


  

      

          @spec operator(String.t()) :: t()


      


The principal of an unauthenticated listener (mode: :none, loopback only):
every scope, every tenant.

  



  
    
      
    
    
      parse_scopes(entries)



        
          
        

    

  


  

      

          @spec parse_scopes([String.t()]) :: {[String.t()], :all | [String.t()], [String.t()]}


      


Split scope strings into operation scopes and tenants. Returns
{scopes, tenants, unknown}: unknown is every entry that is neither a known
scope nor a tenant: scope, in order.

  



  
    
      
    
    
      scope?(principal, scope)



        
          
        

    

  


  

      

          @spec scope?(t(), String.t()) :: boolean()


      


Does the principal hold scope?

  



  
    
      
    
    
      scopes()



        
          
        

    

  


  

      

          @spec scopes() :: [String.t()]


      


Every operation scope (the tenant: scopes are separate).

  



  
    
      
    
    
      tenant?(principal, tenant)



        
          
        

    

  


  

      

          @spec tenant?(t(), term()) :: boolean()


      


May the principal act on tenant?

  


        

      


  

  
    
    Ankusa.Queue - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Queue 
    



      
The hook queue: the public face of the store's hook and delivery machinery.
Every hook is written once, with a strictly increasing seq assigned by
Ankusa.Queue.Writer, and carries one delivery row per sink of its source at
ack time. Rows advance through the :index column family (due → inflight →
delivered/dead) and are owned by Ankusa.Dispatch.Pipeline; the DLQ is the
set of dead rows. A hook is deleted once its last obligation — every
delivery row and, while :storage runs, the archive — is cleared, whatever
roles this node runs.
The seq is set on the committed envelope returned by enqueue/2; on disk it
comes from the key, so an envelope read back is always stamped from its key.

      


      
        Summary


  
    Types
  


    
      
        entry()

      


    


    
      
        redrive_entry()

      


    





  
    Functions
  


    
      
        check_durable(config, source)

      


        :ok unless config runs wal: :none and none of source's sinks is
durable (Ankusa.Sink.durable?/2) — such a source would answer the provider
2xx with no durable copy anywhere. Any other WAL mode always passes.



    


    
      
        dead(instance, opts)

      


        One page of the dead-lettered deliveries (the DLQ), newest first, in a bounded
number of store reads: no call examines more than 10 000 dead keys, whatever
the DLQ holds. Returns %{total, entries, next_cursor}; each entry is
%{envelope, reason, at, sink, error_class} with reason the failure as text,
sink the sink's index and error_class its Ankusa.Sink.error_class/0
(nil for a row written before dead letters carried one).



    


    
      
        dead_for_tenant(instance, tenant)

      


        %{dead: n}: the dead rows of one tenant, from its counter: O(1).



    


    
      
        enqueue(instance, entries, deadline \\ :infinity)

      


        Commits entries durably to the store (one synced batch), assigning each a
fresh seq, and returns the committed envelopes. The batch is atomic: it is
either fully durable or nothing was acked.



    


    
      
        hooks(instance, after_seq, limit)

      


        Committed envelopes with seq > after_seq, ascending, seq set from the
key.



    


    
      
        label(atom)

      


        The configured queue mode's name, for boot banners and check-config:
"disk" for the store-backed queue, "dual" for the store plus the intake
log (wal: :dual), "none" under wal: :none.



    


    
      
        pending_for_source(instance, source_id, opts \\ [])

      


        The undelivered rows of one source in this node's queue: pending waiting
in the due index (due now or after a backoff) and inflight claimed by
dispatch. Walks both indexes (O(backlog)); rows written before delivery rows
recorded their source are matched by reading their hook. tenant: names the
one tenant a source owned by a tenant files its hooks under, and limits the
walk to that tenant's rows.



    


    
      
        pending_for_tenant(instance, tenant)

      


        %{pending, scheduled, inflight, bytes} of one tenant, from its counters:
O(1). pending counts first-attempt rows waiting and scheduled retry rows
waiting (including a retry whose backoff just ended); bytes is the stored
size of every delivery row the tenant holds (a hook with n sinks counts n
times).



    


    
      
        purge_tenant(instance, tenant, kinds)

      


        Removes tenant's :pending (every due row), :inflight (claimed rows,
for a tenant dispatch has stopped claiming: see Ankusa.Tenant) and/or
:dead rows (kinds a subset of [:pending, :inflight, :dead]) in synced
chunks of 500: idempotent, so a run that stopped part-way resumes by being
called again. Without :inflight it never touches claimed rows. Returns the
rows removed per kind.



    


    
      
        redrive(instance, entries, extra_ops)

      


        Re-commit archived hooks as new queue entries, for a kind: :archive replay
job. Each entry gets a fresh seq, its hook payload, and one pending delivery
row per bound sink carrying replay: replay_id. No archive obligation (the
hook is already archived) and no ingest dedupe.



    


    
      
        release(instance, entries, extra_ops)

      


        Commit hooks released from the quarantine pen: enqueue/3 semantics (dedupe,
archive obligation, fresh seqs) plus replay: replay_id on every delivery
row, with extra_ops (the pen deletes and the job's cursor) in the same
synced batch — so a crash cannot leave a hook both committed and still held,
or held and gone. extra_ops commit even when every entry is a duplicate.
A tenant past tenants.max (or one being erased) is the whole call's
{:error, :tenant_limit} (:tenant_erasing):
nothing commits, the pen keeps its entries.
Never deadline-bound.



    


    
      
        stats(instance)

      


        Store statistics: next_seq (exact), hooks and deliveries (RocksDB key
estimates), and disk_bytes (SST + blob file sizes across column families).



    


    
      
        validate_config!(config)

      


        Reject a configuration that would ack without durability.



    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  :envelope => Ankusa.Envelope.t(),
  :sinks => [{module(), keyword()}],
  optional(:dedupe_ttl_ms) => pos_integer() | nil,
  optional(:replay_id) => String.t(),
  optional(:lanes) => [Ankusa.Ordering.lane() | nil] | nil
}


      



  



  
    
      
    
    
      redrive_entry()



        
          
        

    

  


  

      

          @type redrive_entry() :: %{
  optional(:lanes) => [Ankusa.Ordering.lane() | nil] | nil,
  bin: binary(),
  size: non_neg_integer(),
  sinks: [{non_neg_integer(), module()}],
  replay_id: String.t(),
  source_id: String.t(),
  tenant_id: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      check_durable(config, source)



        
          
        

    

  


  

      

          @spec check_durable(Ankusa.Config.t(), Ankusa.Source.t()) ::
  :ok | {:error, String.t()}


      


:ok unless config runs wal: :none and none of source's sinks is
durable (Ankusa.Sink.durable?/2) — such a source would answer the provider
2xx with no durable copy anywhere. Any other WAL mode always passes.

  



  
    
      
    
    
      dead(instance, opts)



        
          
        

    

  


  

      

          @spec dead(atom(), keyword()) ::
  {:ok,
   %{
     total: non_neg_integer() | nil,
     entries: [map()],
     next_cursor: binary() | nil
   }}
  | {:error, term()}


      


One page of the dead-lettered deliveries (the DLQ), newest first, in a bounded
number of store reads: no call examines more than 10 000 dead keys, whatever
the DLQ holds. Returns %{total, entries, next_cursor}; each entry is
%{envelope, reason, at, sink, error_class} with reason the failure as text,
sink the sink's index and error_class its Ankusa.Sink.error_class/0
(nil for a row written before dead letters carried one).
Options: :limit, :cursor (the next_cursor of the previous page; a page
resumes below it), :source_id, :since (a unix-ms lower bound on the
dead-letter time), :sink (an index), :error_class, and :tenants (a list
of tenant ids: only dead letters of those tenants' hooks, read from each
tenant's range of the by-tenant dead index with no hook read; nil, the
default, is every tenant).
next_cursor is nil on the last page. A filter that matches little can make
a page short, or empty, with next_cursor set: ask again with it until it is
nil. total is a counter read (the node's, or the named tenants') when
there is no filter but :tenants, the number of matches when a filtered scan
reached the end of the DLQ within the page (no :cursor), and nil when it
cannot be known without a scan. A dead key whose row or hook is gone
(corruption) is logged and not listed. {:error, :invalid_cursor} for a
cursor this function did not return.

  



  
    
      
    
    
      dead_for_tenant(instance, tenant)



        
          
        

    

  


  

      

          @spec dead_for_tenant(atom(), String.t()) ::
  {:ok, %{dead: integer()}} | {:error, term()}


      


%{dead: n}: the dead rows of one tenant, from its counter: O(1).

  



    

  
    
      
    
    
      enqueue(instance, entries, deadline \\ :infinity)



        
          
        

    

  


  

      

          @spec enqueue(atom(), [entry()], integer() | :infinity) ::
  {:ok,
   committed: Ankusa.Envelope.t(),
   duplicate: Ankusa.Envelope.t(),
   error: :tenant_limit | :tenant_erasing | :dedupe_quota,
   error: :intake_unavailable | :intake_pending | :store_unavailable,
   error: {:half, :intake_unavailable | :store_unavailable, String.t()}}
  | {:error, term()}


      


Commits entries durably to the store (one synced batch), assigning each a
fresh seq, and returns the committed envelopes. The batch is atomic: it is
either fully durable or nothing was acked.
deadline is a System.monotonic_time(:millisecond) value. The writer
refuses with {:error, :deadline_exceeded} a batch it could not start
before then, and with {:error, :caller_gone} one whose caller died while it
waited; in both nothing is written and no seq is consumed. Once the writer has
started the batch the call waits for the commit's outcome however long it
takes, so a returned {:error, _} other than those two may mean the commit
failed, and {:ok, _} means it is durable. The call is never abandoned
half-way: an abandoned call would commit anyway, unacknowledged.
An entry's reply is {:error, :tenant_limit} instead when its tenant would
be one past tenants.max, or {:error, :tenant_erasing} when an erase of
its tenant is running (Ankusa.Tenant): that hook is not written. It is
{:error, :dedupe_quota} when its dedupe key would be a new live key past
dedupe.max_entries or dedupe.max_entries_per_tenant: the hook is not
written either, and never stored without its key.
Group commit
The work that needs no seq runs here, in the caller (the batcher's commit
task), not in the writer: the hook's binary, one encoded delivery row per sink
and one multi_get of the dedupe keys (a prefetch). The writer merges every
call it has queued, across partitions, into one group with one synced write,
and re-validates the prefetch before it assigns seqs (Ankusa.Queue.Writer),
so two partitions that read the same key as absent still commit one hook.

  



  
    
      
    
    
      hooks(instance, after_seq, limit)



        
          
        

    

  


  

      

          @spec hooks(atom(), non_neg_integer(), pos_integer()) ::
  {:ok, [Ankusa.Envelope.t()]} | {:error, term()}


      


Committed envelopes with seq > after_seq, ascending, seq set from the
key.

  



  
    
      
    
    
      label(atom)



        
          
        

    

  


  

      

          @spec label(:disk | :dual | :none) :: String.t()


      


The configured queue mode's name, for boot banners and check-config:
"disk" for the store-backed queue, "dual" for the store plus the intake
log (wal: :dual), "none" under wal: :none.

  



    

  
    
      
    
    
      pending_for_source(instance, source_id, opts \\ [])



        
          
        

    

  


  

      

          @spec pending_for_source(atom(), String.t(), keyword()) ::
  {:ok, %{pending: non_neg_integer(), inflight: non_neg_integer()}}
  | {:error, term()}


      


The undelivered rows of one source in this node's queue: pending waiting
in the due index (due now or after a backoff) and inflight claimed by
dispatch. Walks both indexes (O(backlog)); rows written before delivery rows
recorded their source are matched by reading their hook. tenant: names the
one tenant a source owned by a tenant files its hooks under, and limits the
walk to that tenant's rows.

  



  
    
      
    
    
      pending_for_tenant(instance, tenant)



        
          
        

    

  


  

      

          @spec pending_for_tenant(atom(), String.t()) ::
  {:ok,
   %{
     pending: integer(),
     scheduled: integer(),
     inflight: integer(),
     bytes: integer()
   }}
  | {:error, term()}


      


%{pending, scheduled, inflight, bytes} of one tenant, from its counters:
O(1). pending counts first-attempt rows waiting and scheduled retry rows
waiting (including a retry whose backoff just ended); bytes is the stored
size of every delivery row the tenant holds (a hook with n sinks counts n
times).

  



  
    
      
    
    
      purge_tenant(instance, tenant, kinds)



        
          
        

    

  


  

      

          @spec purge_tenant(atom(), String.t(), [:pending | :inflight | :dead]) ::
  {:ok,
   %{
     :pending => non_neg_integer(),
     :dead => non_neg_integer(),
     optional(:inflight) => non_neg_integer()
   }}
  | {:error, term()}


      


Removes tenant's :pending (every due row), :inflight (claimed rows,
for a tenant dispatch has stopped claiming: see Ankusa.Tenant) and/or
:dead rows (kinds a subset of [:pending, :inflight, :dead]) in synced
chunks of 500: idempotent, so a run that stopped part-way resumes by being
called again. Without :inflight it never touches claimed rows. Returns the
rows removed per kind.

  



  
    
      
    
    
      redrive(instance, entries, extra_ops)



        
          
        

    

  


  

      

          @spec redrive(atom(), [redrive_entry()], [Ankusa.Store.op()]) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Re-commit archived hooks as new queue entries, for a kind: :archive replay
job. Each entry gets a fresh seq, its hook payload, and one pending delivery
row per bound sink carrying replay: replay_id. No archive obligation (the
hook is already archived) and no ingest dedupe.
extra_ops ride in the same synced batch as the hooks — the job's cursor
update — so the cursor and the moved hooks commit atomically. Returns the
number of entries committed. The call is :infinity for the same reason as
enqueue/3: the writer never abandons a started batch.

  



  
    
      
    
    
      release(instance, entries, extra_ops)



        
          
        

    

  


  

      

          @spec release(atom(), [entry()], [Ankusa.Store.op()]) ::
  {:ok, committed: Ankusa.Envelope.t(), duplicate: Ankusa.Envelope.t()}
  | {:error, term()}


      


Commit hooks released from the quarantine pen: enqueue/3 semantics (dedupe,
archive obligation, fresh seqs) plus replay: replay_id on every delivery
row, with extra_ops (the pen deletes and the job's cursor) in the same
synced batch — so a crash cannot leave a hook both committed and still held,
or held and gone. extra_ops commit even when every entry is a duplicate.
A tenant past tenants.max (or one being erased) is the whole call's
{:error, :tenant_limit} (:tenant_erasing):
nothing commits, the pen keeps its entries.
Never deadline-bound.

  



  
    
      
    
    
      stats(instance)



        
          
        

    

  


  

      

          @spec stats(atom()) :: {:ok, map()} | {:error, term()}


      


Store statistics: next_seq (exact), hooks and deliveries (RocksDB key
estimates), and disk_bytes (SST + blob file sizes across column families).

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Reject a configuration that would ack without durability.
Under wal: :none the provider's 2xx means "a sink confirmed", so every
statically configured source must have at least one sink whose :ok means the
hook is durably accepted by something that outlives this node — see
Ankusa.Sink.durable?/2. Raises ArgumentError naming the first source that
cannot make that promise.
This covers the sources in config.source_store. A source written at runtime
(the admin API, Ankusa.SourceStore.put/5) is refused by the same rule when
it is written, by every writable source store; see check_durable/2.

  


        

      


  

  
    
    Ankusa.Queue.DedupeSweeper - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Queue.DedupeSweeper 
    



      
Expires ingest-dedupe keys (?u, with their ?e expiry index) once their ttl
has passed, so the dedupe index stays bounded by dedupe.max_entries.
One process per instance, next to Ankusa.Queue.Writer and never inside it.
The sweep itself (the scan of ?e, the key decoding, the tenant ordinals, the
batching) runs here: every @interval_ms, and then back to back for as long as
a full chunk of expired keys keeps coming, so it keeps pace with an ingest rate
of tens of thousands of keys a second. What it hands the writer is one batch of
at most @chunk keys at a time ({:expire_dedupe, entries}), because a
refresh and a delete of one key must not race: the writer deletes a key only
if it still holds the expiry the sweep read, and takes the key off the
tenant's and the node's dedupe counter in the same batch.
Emits [:ankusa, :dedupe, :pruned] (count) for every batch that removed
keys. A failed chunk is logged and retried on the next tick; sweep/1 runs
the sweep to completion, for a test or an operator.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    


    
      
        sweep(instance)

      


        Sweep every key expired as of now, synchronously: {:ok, deleted}.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      sweep(instance)



        
          
        

    

  


  

      

          @spec sweep(atom()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Sweep every key expired as of now, synchronously: {:ok, deleted}.
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Ankusa.Queue.DlqReaper 
    



      
Keeps the dead-letter queue bounded (queue.dlq), without ever discarding a
hook the provider was told 201 for.
A dead row is evicted when it is older than queue.dlq.retention_days, and
oldest first while the DLQ holds more than queue.dlq.max_rows rows or
queue.dlq.max_bytes stored bytes (the node's dead and dead_bytes
counters, one read), and only while its hook is still recoverable: no
archive obligation is left for it, and a segment the catalogue can find holds
its id (Ankusa.Storage.fetch/2 answers after the hook is reclaimed), or it is
a hook a 0.3 node archived. A row that fails the test is skipped, never
deleted: the compactor drains the archive, the next pass evicts what it
archived, and that is what keeps the disk flat.
A DLQ that is still over a ceiling after a pass has nothing left to evict, so
the node cannot drain: full?/1 turns true (the gauge ankusa_dlq_full, a
warning in the log) and the edge answers new hooks 503 dlq_full with
Retry-After: 60 until a pass finds the DLQ under its ceilings again. An
acked hook is never deleted to make room.
One process per instance, in the dispatch domain next to the Pipeline and the
Replayer. Every eviction runs in this process and each batch inside the
Replayer ({:exclusive, fun}), so a replay job cannot revive a row it is
deleting. A batch is at most @chunk rows of one tenant, written in one
synced batch with its audit row (dlq.evict, or dlq.purge for an operator's
DELETE /v1/dlq): the audit row carries the count, the bytes and the range of
seqs and ids, not one row per hook. Every batch emits [:ankusa, :dlq, :evicted] (count, bytes; metadata tenant, reason and the ids and
seqs evicted).

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        evict(instance, filter, limit, opts \\ [])

      


        Evict the dead rows matching filter (:source_id; :tenants, a list of
tenant ids or nil; :since / :until, inclusive bounds on the dead-letter
time, ms), at most limit of them, the oldest first, under the same rule as
the reaper: a row whose hook is not archived is skipped and counted in
unarchived, never deleted. opts[:audit] is the caller's
Ankusa.Audit.Context. more says matching rows may remain past limit or
the pass's scan budget.



    


    
      
        full?(instance)

      


        Whether the DLQ is over a ceiling with nothing left that may be evicted: the
edge refuses new hooks while it is. A :persistent_term read, set by the
reaper only when the answer changes, so the request path pays nothing.



    


    
      
        reap(instance)

      


        One pass, synchronously: evict what retention and the ceilings allow.
{:ok, %{evicted: n, full: boolean, more: boolean}}; more says the pass's
budget, not the end of the DLQ, stopped it.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      evict(instance, filter, limit, opts \\ [])



        
          
        

    

  


  

      

          @spec evict(atom(), map(), pos_integer(), keyword()) ::
  {:ok,
   %{
     deleted: non_neg_integer(),
     bytes: non_neg_integer(),
     unarchived: non_neg_integer(),
     more: boolean()
   }}
  | {:error, term()}


      


Evict the dead rows matching filter (:source_id; :tenants, a list of
tenant ids or nil; :since / :until, inclusive bounds on the dead-letter
time, ms), at most limit of them, the oldest first, under the same rule as
the reaper: a row whose hook is not archived is skipped and counted in
unarchived, never deleted. opts[:audit] is the caller's
Ankusa.Audit.Context. more says matching rows may remain past limit or
the pass's scan budget.

  



  
    
      
    
    
      full?(instance)



        
          
        

    

  


  

      

          @spec full?(atom()) :: boolean()


      


Whether the DLQ is over a ceiling with nothing left that may be evicted: the
edge refuses new hooks while it is. A :persistent_term read, set by the
reaper only when the answer changes, so the request path pays nothing.

  



  
    
      
    
    
      reap(instance)



        
          
        

    

  


  

      

          @spec reap(atom()) ::
  {:ok, %{evicted: non_neg_integer(), full: boolean(), more: boolean()}}
  | {:error, term()}


      


One pass, synchronously: evict what retention and the ceilings allow.
{:ok, %{evicted: n, full: boolean, more: boolean}}; more says the pass's
budget, not the end of the DLQ, stopped it.

  



  
    
      
    
    
      start_link(opts)
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Ankusa.Queue.Syncer 
    



      
The fsync of the queue's WAL, off the writer's critical path (DUR-4.b).
Ankusa.Queue.Writer applies a group with sync: false, which makes it
visible to every reader at once, and hands what must wait for the disk to this
process: the replies of the group's callers ({:reply, calls, reply}), or, under
wal: :dual, the writer's own notice ({:notify, pid, ref}) that the local
half is durable. The writer then assembles the next group while this process
syncs the one before it.
One Ankusa.Store.sync_wal/1 is in flight at a time. It takes every entry
queued behind it and answers them all once the fsync returns, so the fsyncs
are as many as the disk allows, not one per group. sync_wal does not enter
RocksDB's write queue, so the writer's next sync: false write is applied
meanwhile.
The durable watermark
Three counters (marks, an :atomics array the writer registers as
{instance, :queue_marks}):
	durable_seq: the highest seq every group up to which has been fsynced;
	applied_seq: the highest seq the writer has applied (set before the
write, so a reader that sees the batch also sees it as not yet durable);
	durable_at: the stamp (now of the writer) of the newest durable group.

A row is externally visible or binding only once it is durable (ground rules 1
and 5): visible/2 bounds what the dispatch pipeline may scan while a group is
applied but not synced, the archive scan stops at durable_seq, and a reply is
never sent before the sync that covers every seq it depends on (a 201 duplicate for a key written by a group still in the pipeline waits for that
group's fsync too). Only the ack latency is pipelined: the visibility of a hook
and the answer to its retry are not.
A failed sync fences the queue. This process answers every entry it covers,
and every one that arrives after, with the error, leaves durable_seq where it
was and does not sync again; the store has been told
(Store.report_write_failure/2, which reopens it) and the writer is told, which
refuses new work, deletes in one synced write the rows of every group that was
never acked, and only then sends {:resume, seq, at}, which raises the
watermark to where the writer stands. So a hook whose provider was told 503
is never visible to dispatch (it is deleted before the watermark moves) and is
not found by the provider's retry: it is stored once, by the retry.

      


      
        Summary


  
    Types
  


    
      
        entry()

      


    


    
      
        marks()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        durable_seq(instance)

      


        The seq the archive may read up to: every row at or below it is durable.



    


    
      
        mark_durable(marks, seq, at)

      


        Everything up to seq (stamp at) is durable: raises the watermark, never
lowers it. The writer calls it after a sync: true write, which fsyncs the
whole WAL.



    


    
      
        resume(syncer, seq, at)

      


        The writer has deleted the rows of the groups a failed fsync left: every seq up
to seq is settled (stamp at), and the syncer syncs again.



    


    
      
        submit(syncer, entry)

      


        Queue entry for the next fsync; answered when one covers it.



    


    
      
        unsynced?(marks)

      


        Whether a group is applied that no fsync has covered yet.



    


    
      
        visible(instance, now)

      


        The latest time dispatch may treat as "now": now while every applied group is
durable, else the stamp of the newest durable group less one millisecond, so a
row of a group still in the pipeline (stamped at or after it) is never due.



    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  upto: non_neg_integer(),
  at: integer(),
  done: {:reply, term(), term()} | {:notify, pid(), term()}
}


      



  



  
    
      
    
    
      marks()



        
          
        

    

  


  

      

          @type marks() :: :atomics.atomics_ref()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      durable_seq(instance)



        
          
        

    

  


  

      

          @spec durable_seq(atom()) :: non_neg_integer() | :infinity


      


The seq the archive may read up to: every row at or below it is durable.

  



  
    
      
    
    
      mark_durable(marks, seq, at)



        
          
        

    

  


  

      

          @spec mark_durable(marks(), non_neg_integer(), integer()) :: :ok


      


Everything up to seq (stamp at) is durable: raises the watermark, never
lowers it. The writer calls it after a sync: true write, which fsyncs the
whole WAL.

  



  
    
      
    
    
      resume(syncer, seq, at)



        
          
        

    

  


  

      

          @spec resume(pid(), non_neg_integer(), integer()) :: :ok


      


The writer has deleted the rows of the groups a failed fsync left: every seq up
to seq is settled (stamp at), and the syncer syncs again.

  



  
    
      
    
    
      submit(syncer, entry)



        
          
        

    

  


  

      

          @spec submit(pid(), entry()) :: :ok


      


Queue entry for the next fsync; answered when one covers it.

  



  
    
      
    
    
      unsynced?(marks)



        
          
        

    

  


  

      

          @spec unsynced?(marks()) :: boolean()


      


Whether a group is applied that no fsync has covered yet.

  



  
    
      
    
    
      visible(instance, now)



        
          
        

    

  


  

      

          @spec visible(atom(), integer()) :: integer()


      


The latest time dispatch may treat as "now": now while every applied group is
durable, else the stamp of the newest durable group less one millisecond, so a
row of a group still in the pipeline (stamped at or after it) is never due.

  


        

      


  

  
    
    Ankusa.RateLimiter.Store - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.RateLimiter.Store behaviour
    



      
A shared store for the tenant quota and the provider-event claim, behind
rate_limits.scope: :fleet and dedupe.scope: :fleet (fleet.store).
The default scope, :node, needs none: Ankusa.Edge.RateLimiter keeps its
buckets in this node's ETS, and the queue writer keeps its dedupe index in the
node's store. A fleet store makes both shared by every edge node of a fleet.
Ankusa.RateLimiter.Store.Redis (the ankusa_redis package) is the
implementation; the same module also implements Ankusa.Dedupe.Store, which
settles the claims made here.
One round trip per hook
hit/4 takes the tenant's charges and the dedupe claim together, so a fleet
that scopes both costs one call per hook, never two. The charges are GCRA, the
algorithm Ankusa.Edge.RateLimiter runs in ETS: a denied charge writes nothing,
and a hook that is a duplicate or in flight elsewhere spends none of the
tenant's budget.
The claim is two-phase
A claim is pending until the hook that made it is durable on its node. Only
Ankusa.Dedupe.Store.settle/3 makes it committed, after the synced commit;
a node that fails to commit releases it. Until then another node that meets the
key is told {:pending, retry_after_ms} (the sender retries), never "duplicate":
a duplicate answer is a 2xx, and a 2xx for a hook nobody stored is a lost
webhook. A node that dies holding a claim leaves it to expire after
fleet.pending_ttl_ms.
Failure is a value
A store that cannot answer within timeout_ms returns {:error, reason}. The
edge then limits and dedupes from this node's own state (Ankusa.Edge.Fleet),
so an implementation must honour the budget: it is a hard per-call limit, not a
hint.

      


      
        Summary


  
    Types
  


    
      
        charge()

      


        One bucket to charge: kind (:hooks or :bytes), the tenant, the GCRA
increment and capacity, both in microseconds.



    


    
      
        claim()

      


        A provider event key to claim: scoped by tenant and source_id, claimed by
hook_id on node, committed for ttl_ms once the hook is durable and
pending for at most pending_ttl_ms before that.



    


    
      
        result()

      


    





  
    Callbacks
  


    
      
        hit(instance, charges, claim, timeout_ms)

      


        Charge every bucket in charges and, when claim is not nil, claim its key
— in one call that returns within timeout_ms. A denied charge returns
{:rate_limited, ms} before the claim and writes nothing; a claim that is
taken returns {:duplicate, hook_id} (committed) or {:pending, ms} (in
flight) and spends no charge. :ok means every charge was taken and the claim,
if any, is now this hook's.



    


    
      
        reset(instance, tenant, timeout_ms)

      


        Forget tenant's buckets (a limit override changed), best effort.



    


    
      
        start_link(keyword)

      


        Start the store's processes. opts is [instance: atom] and the instance's
fleet.store options are read from its config. Must not fail, or block, on a
store that is unreachable: a fleet store outage degrades the edge, it never
stops it.



    





      


      
        Types


        


  
    
      
    
    
      charge()



        
          
        

    

  


  

      

          @type charge() ::
  {kind :: :hooks | :bytes, tenant :: String.t(), increment :: pos_integer(),
   capacity :: pos_integer()}


      


One bucket to charge: kind (:hooks or :bytes), the tenant, the GCRA
increment and capacity, both in microseconds.

  



  
    
      
    
    
      claim()



        
          
        

    

  


  

      

          @type claim() :: %{
  tenant: String.t(),
  source_id: String.t(),
  key: String.t(),
  hook_id: String.t(),
  node: node(),
  ttl_ms: pos_integer(),
  pending_ttl_ms: pos_integer()
}


      


A provider event key to claim: scoped by tenant and source_id, claimed by
hook_id on node, committed for ttl_ms once the hook is durable and
pending for at most pending_ttl_ms before that.

  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() ::
  :ok
  | {:duplicate, hook_id :: String.t()}
  | {:pending, retry_after_ms :: pos_integer()}
  | {:rate_limited, retry_after_ms :: pos_integer()}
  | {:error, term()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      hit(instance, charges, claim, timeout_ms)



        
          
        

    

  


  

      

          @callback hit(
  instance :: atom(),
  charges :: [charge()],
  claim :: claim() | nil,
  timeout_ms :: pos_integer()
) :: result()


      


Charge every bucket in charges and, when claim is not nil, claim its key
— in one call that returns within timeout_ms. A denied charge returns
{:rate_limited, ms} before the claim and writes nothing; a claim that is
taken returns {:duplicate, hook_id} (committed) or {:pending, ms} (in
flight) and spends no charge. :ok means every charge was taken and the claim,
if any, is now this hook's.

  



  
    
      
    
    
      reset(instance, tenant, timeout_ms)



        
          
        

    

  


  

      

          @callback reset(instance :: atom(), tenant :: String.t(), timeout_ms :: pos_integer()) ::
  :ok | {:error, term()}


      


Forget tenant's buckets (a limit override changed), best effort.

  



  
    
      
    
    
      start_link(keyword)



        
          
        

    

  


  

      

          @callback start_link(keyword()) :: Supervisor.on_start()


      


Start the store's processes. opts is [instance: atom] and the instance's
fleet.store options are read from its config. Must not fail, or block, on a
store that is unreachable: a fleet store outage degrades the edge, it never
stops it.

  


        

      


  

  
    
    Ankusa.Reload - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Reload 
    



      
Changing a running instance's config without a restart: the part of a config
reload that core owns.
What a reload is (re-reading a file, resolving secrets, deciding which keys
changed and whether they may) belongs to whoever loads the config; for the
image that is AnkusaServer.Reload. This module is the seam between that and
the instance:
	register/2 / run/2 — the loader registers a reload function for an
instance, and POST /v1/config/reload (Ankusa.Admin.Router) calls it.
An instance nobody registered one for answers {:error, :unsupported}.
	apply_config/3 — what the loader calls once it holds a validated
%Ankusa.Config{}: the reloadable set is taken from it, everything else
stays as it is, and the result is applied atomically.

The reloadable set
	Field	How it takes effect
	rate_limits (all but scope)	read on every request
	dispatch.concurrency, dispatch.sink_concurrency, dispatch.tenants	Ankusa.Dispatch.Pipeline.reconfigure/1: the next scheduling step
	metrics.detail	the instance's metric definitions are rebuilt (Ankusa.Metrics restarts: its counters start from zero)
	admin.gauge_interval_ms	the gauge poller restarts with the new period
	routes.seed	the difference is applied through Ankusa.Routes: a changed or new seed route is replaced, a route that left the seed is deleted; routes created through the API are left alone
	static sources	Ankusa.SourceStore.Static.with_sources/2: the next fetch/2 sees them

Every other field of the running config is kept, whatever next says; the
loader refuses a reload that changes one ({:error, {:not_reloadable, keys}}).
Atomicity and audit
The merged config is validated with the checks the instance boots under
before anything is touched, so a reload that would not boot is refused with
nothing applied. One audit row (config.reload, detail.keys) brackets the
application; its result is ok or failed. A reload the trail cannot record
is not made (:audit_backlog, :store_unavailable). The seed routes are
applied one by one through Ankusa.Routes (each its own audited change), so a
seed route that conflicts with a route made through the API fails the reload
part-way: the routes already applied stay, the config is not replaced, and the
same reload can be run again.

      


      
        Summary


  
    Types
  


    
      
        error()

      


    


    
      
        summary()

      


        What a reload did: the dotted keys that changed, the source ids whose spec changed, secrets that kept their old value.



    





  
    Functions
  


    
      
        apply_config(instance, next, opts \\ [])

      


        Apply the reloadable fields of next to the running instance.



    


    
      
        register(instance, fun)

      


        Register fun as instance's reload: it takes the Ankusa.Audit.Context of
whoever asked and returns {:ok, summary} or {:error, error}.



    


    
      
        run(instance, context)

      


        Run instance's registered reload on behalf of context.



    





      


      
        Types


        


  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() ::
  {:not_reloadable, [String.t()]}
  | {:invalid_config, String.t()}
  | :unsupported
  | :audit_backlog
  | :store_unavailable


      



  



  
    
      
    
    
      summary()



        
          
        

    

  


  

      

          @type summary() :: %{
  keys: [String.t()],
  sources: [String.t()],
  kept: [%{path: String.t(), reason: String.t()}]
}


      


What a reload did: the dotted keys that changed, the source ids whose spec changed, secrets that kept their old value.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      apply_config(instance, next, opts \\ [])



        
          
        

    

  


  

      

          @spec apply_config(atom(), Ankusa.Config.t(), keyword()) ::
  {:ok, %{sources: [String.t()]}} | {:error, error()}


      


Apply the reloadable fields of next to the running instance.
Options: :audit (the Ankusa.Audit.Context, default Context.system/0) and
:keys (the dotted config keys the loader found changed, recorded in the audit
row). Returns {:ok, %{sources: ids}} with the source ids whose spec changed,
or {:error, {:invalid_config, message}} and nothing applied when the merged
config would not boot (or a seed route is refused part-way, see above).

  



  
    
      
    
    
      register(instance, fun)



        
          
        

    

  


  

      

          @spec register(atom(), (Ankusa.Audit.Context.t() ->
                    {:ok, summary()} | {:error, error()})) :: :ok


      


Register fun as instance's reload: it takes the Ankusa.Audit.Context of
whoever asked and returns {:ok, summary} or {:error, error}.

  



  
    
      
    
    
      run(instance, context)



        
          
        

    

  


  

      

          @spec run(atom(), Ankusa.Audit.Context.t()) :: {:ok, summary()} | {:error, error()}


      


Run instance's registered reload on behalf of context.

  


        

      


  

  
    
    Ankusa.Replay - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Replay 
    



      
Operator API for replay jobs (Ankusa.Dispatch.Replayer).
A replay re-sends dead delivery rows (kind: :dlq) or archived hooks over a
time window (kind: :archive) through the normal dispatch pipeline, keeping
each hook's original id and dedupe_key and stamping the delivery with the
job's replay_id. A third kind, kind: :quarantine, re-verifies hooks held
in the quarantine pen (Ankusa.Edge.Quarantine) against the source's
current verifier and commits the ones that now pass, as new hooks with their
original id; the rest stay in the pen. Every kind only ever uses dispatch
capacity live traffic leaves free: rows are dripped in at rate items per
second, and only while the Pipeline's oldest-due lag is at most max_lag_ms
and its in-flight window is not full.
A fourth kind, kind: :lifecycle, re-emits lifecycle events
(Ankusa.Lifecycle) from the audit trail over a since/until window of
the change's time, optionally for some tenants (route events belong to
"default"). It re-delivers to the node's lifecycle sinks through the
lifecycle publisher, not through dispatch: each event keeps the id it was
first emitted with (the id is derived from the audit row) and carries the
job's id as replayid, so a consumer that dedupes on id drops what it
already has. rate is rows per second; max_lag_ms is not used.
Jobs are durable and resumable: every job is a store record, its cursor is
committed in the same batch as the rows it moved, and a restart resumes from
the last committed page. A job that keeps dead-lettering its deliveries
pauses itself (auto-pause) instead of feeding a sink that is still down.
Runbook for a Salesforce-sized incident
	One job per node — a fleet replay is one POST /v1/replays per node, with
the same job_id: docker-entrypoint replay --nodes … --filter … (the
server image) does that and aggregates the status.
	Start low: rate: 100 or so, and watch the node's metrics.
	PATCH rate upward while live latency stays flat. The replay takes only
spare capacity, so it is always safe to leave running; the only knob is
how long it takes.
	A kind: :dlq job only touches rows dead-lettered at or before its own
creation, so rows that die again during the replay are never picked up a
second time. To re-send those, start another job.
	A kind: :archive job covers only what the compactor has already
archived: to must be at least storage.roll_ms + storage.interval_ms
in the past.
	A kind: :quarantine job, like :dlq, only touches entries quarantined
at or before its own creation. Fix the source's secret first (or add the
new one: secret: [new, old]), then start the job; an entry that still
fails verification stays in the pen and counts as skipped.
	A kind: :lifecycle job covers the events the trail held when it was
created, in since/until. It is the way back for a lifecycle sink
that was down for longer than dispatch.retry waits, or that lost
events: start it at the time the outage began.


      


      
        Summary


  
    Functions
  


    
      
        get(instance, id, tenants \\ nil)

      


        One job by id; a job outside tenants (see list/2) is :not_found.



    


    
      
        list(instance, tenants \\ nil)

      


        Every job, newest first. tenants limits the list to the jobs scoped to
tenants inside that list (nil is every job, including unscoped ones).



    


    
      
        live_floor(instance, kind, key)

      


        The earliest key (:since of a quarantine job, :from of an archive job)
among the live (running or paused) jobs of kind: what retention must not
delete past, because a job still reads from there. A job without the key needs
everything (0). :infinity when this node runs no replayer, so no job can
exist; {:error, :store_unavailable} when the replayer cannot say, and
retention then deletes nothing.



    


    
      
        start(instance, spec, opts \\ [])

      


        Create a replay job. spec (map or keyword) takes the admin API's keys as
atoms: for kind: :dlq and kind: :quarantine the optional :source_id,
:id, :since, :until; for kind: :dlq also :sink (the sink's index in
the source) and :error_class (Ankusa.Sink.error_class/0: only rows
dead-lettered as that class are revived); for kind: :archive the required
:from, :to, and the optional :source_id and :sinks; for
kind: :lifecycle the optional :since and :until; plus :rate and
:max_lag_ms. Every kind also takes :tenants, a non-empty list of tenant
ids: the job only touches hooks (a lifecycle job, events) owned by those
tenants (the admin API sets it from the caller's tenant: scopes), and
:job_id, a lowercase UUID that names the job: starting again with the same
:job_id, kind and filter answers :existing whatever the job's state, which
is how one job is fanned out to every node of a fleet and started again after
a failure (docker-entrypoint replay).



    


    
      
        to_json(job)

      


        The admin API's Replay object for a job map (atoms to strings).



    


    
      
        update(instance, id, patch, opts \\ [])

      


        Patch a job: :state (:running | :paused | :cancelled), :rate and/or
:max_lag_ms. {:error, :finished} for a done, cancelled or failed
job; a job outside the tenants: option (see list/2) is :not_found. Resuming clears
error and resets the auto-pause window.



    





      


      
        Functions


        


    

  
    
      
    
    
      get(instance, id, tenants \\ nil)



        
          
        

    

  


  

      

          @spec get(atom(), String.t(), [String.t()] | nil) ::
  {:ok, map()} | {:error, :not_found | :store_unavailable}


      


One job by id; a job outside tenants (see list/2) is :not_found.

  



    

  
    
      
    
    
      list(instance, tenants \\ nil)



        
          
        

    

  


  

      

          @spec list(atom(), [String.t()] | nil) ::
  {:ok, [map()]} | {:error, :store_unavailable}


      


Every job, newest first. tenants limits the list to the jobs scoped to
tenants inside that list (nil is every job, including unscoped ones).

  



  
    
      
    
    
      live_floor(instance, kind, key)



        
          
        

    

  


  

      

          @spec live_floor(atom(), :quarantine | :archive, :since | :from) ::
  {:ok, non_neg_integer() | :infinity} | {:error, :store_unavailable}


      


The earliest key (:since of a quarantine job, :from of an archive job)
among the live (running or paused) jobs of kind: what retention must not
delete past, because a job still reads from there. A job without the key needs
everything (0). :infinity when this node runs no replayer, so no job can
exist; {:error, :store_unavailable} when the replayer cannot say, and
retention then deletes nothing.

  



    

  
    
      
    
    
      start(instance, spec, opts \\ [])



        
          
        

    

  


  

      

          @spec start(atom(), map() | keyword(), keyword()) ::
  {:ok, :created | :existing, map()}
  | {:error,
     {:invalid, String.t()}
     | :too_many_replays
     | {:role_not_enabled, atom()}
     | :store_unavailable}


      


Create a replay job. spec (map or keyword) takes the admin API's keys as
atoms: for kind: :dlq and kind: :quarantine the optional :source_id,
:id, :since, :until; for kind: :dlq also :sink (the sink's index in
the source) and :error_class (Ankusa.Sink.error_class/0: only rows
dead-lettered as that class are revived); for kind: :archive the required
:from, :to, and the optional :source_id and :sinks; for
kind: :lifecycle the optional :since and :until; plus :rate and
:max_lag_ms. Every kind also takes :tenants, a non-empty list of tenant
ids: the job only touches hooks (a lifecycle job, events) owned by those
tenants (the admin API sets it from the caller's tenant: scopes), and
:job_id, a lowercase UUID that names the job: starting again with the same
:job_id, kind and filter answers :existing whatever the job's state, which
is how one job is fanned out to every node of a fleet and started again after
a failure (docker-entrypoint replay).
Returns {:ok, :created, job}, or {:ok, :existing, job} when a running
or paused job with the same kind and filter already exists (a proxy retry
is idempotent). {:error, {:invalid, field}} names a bad field ("job_id"
also when that id belongs to a job with another kind or filter),
{:error, :too_many_replays} the 16-job cap, and
{:error, {:role_not_enabled, :edge}} an archive or quarantine job on a
node without a queue writer ({:role_not_enabled, :lifecycle}: a lifecycle
job on a node with no lifecycle sinks).

  



  
    
      
    
    
      to_json(job)



        
          
        

    

  


  

      

          @spec to_json(map()) :: map()


      


The admin API's Replay object for a job map (atoms to strings).

  



    

  
    
      
    
    
      update(instance, id, patch, opts \\ [])



        
          
        

    

  


  

      

          @spec update(atom(), String.t(), map() | keyword(), keyword()) ::
  {:ok, map()}
  | {:error,
     :not_found | :finished | {:invalid, String.t()} | :store_unavailable}


      


Patch a job: :state (:running | :paused | :cancelled), :rate and/or
:max_lag_ms. {:error, :finished} for a done, cancelled or failed
job; a job outside the tenants: option (see list/2) is :not_found. Resuming clears
error and resets the auto-pause window.

  


        

      


  

  
    
    Ankusa.RetryPolicy - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.RetryPolicy behaviour
    



      
Backoff and give-up rules for dispatch.
A policy decides how long to wait (backoff/2) and may give up early
(:give_up). The wall-clock horizon is not the policy's to enforce: dispatch
gives every delivery max_elapsed_ms from its first attempt (the
:max_elapsed_ms policy option, default 24 hours; a source's retry:
overrides it) and dead-letters a delivery that is still failing once that has
passed, whatever backoff/2 answers. schedule/5 is that rule as a pure
function: no retry it returns is due later than the horizon.

      


      
        Summary


  
    Callbacks
  


    
      
        backoff(attempt, opts)

      


        Given the attempt number (1-based, the attempt that just failed), return
{:retry, delay_ms} to retry after a delay, or :give_up to dead-letter.



    





  
    Functions
  


    
      
        deadline(first_attempt_at, arg)

      


        When a delivery whose first attempt was at first_attempt_at runs out of time.



    


    
      
        default_max_elapsed_ms()

      


        The default horizon: 24 hours from a delivery's first attempt.



    


    
      
        for_source(arg, override)

      


        The policy a source runs under: the instance's {module, opts} with the
source's retry: options laid over opts.



    


    
      
        max_elapsed_ms(opts)

      


        The horizon, in milliseconds, of a policy's opts.



    


    
      
        normalize_opts!(opts, label)

      


        Validate a per-source retry: (a keyword list or a map with atom keys) and
return it as a keyword list. nil is no override. Raises ArgumentError
naming label for an unknown key or a value out of range.



    


    
      
        schedule(policy, class, row, now, max_retry_after_ms)

      


        What to do with a delivery that just failed, as the absolute time of its
next attempt (now is the clock in milliseconds): {:retry, at} or
:give_up.



    


    
      
        validate_opt!(arg1, value, label)

      


        The range check of one retry option, shared by normalize_opts!/2 and
Ankusa.Config. label is the dotted path of the retry block. Raises
ArgumentError.



    





      


      
        Callbacks


        


  
    
      
    
    
      backoff(attempt, opts)



        
          
        

    

  


  

      

          @callback backoff(attempt :: pos_integer(), opts :: keyword()) ::
  {:retry, non_neg_integer()} | :give_up


      


Given the attempt number (1-based, the attempt that just failed), return
{:retry, delay_ms} to retry after a delay, or :give_up to dead-letter.

  


        

      

      
        Functions


        


  
    
      
    
    
      deadline(first_attempt_at, arg)



        
          
        

    

  


  

      

          @spec deadline(integer(), {module(), keyword()}) :: integer()


      


When a delivery whose first attempt was at first_attempt_at runs out of time.

  



  
    
      
    
    
      default_max_elapsed_ms()



        
          
        

    

  


  

      

          @spec default_max_elapsed_ms() :: pos_integer()


      


The default horizon: 24 hours from a delivery's first attempt.

  



  
    
      
    
    
      for_source(arg, override)



        
          
        

    

  


  

      

          @spec for_source({module(), keyword()}, keyword() | nil) :: {module(), keyword()}


      


The policy a source runs under: the instance's {module, opts} with the
source's retry: options laid over opts.

  



  
    
      
    
    
      max_elapsed_ms(opts)



        
          
        

    

  


  

      

          @spec max_elapsed_ms(keyword()) :: pos_integer()


      


The horizon, in milliseconds, of a policy's opts.

  



  
    
      
    
    
      normalize_opts!(opts, label)



        
          
        

    

  


  

      

          @spec normalize_opts!(nil | keyword() | map(), String.t()) :: keyword() | nil


      


Validate a per-source retry: (a keyword list or a map with atom keys) and
return it as a keyword list. nil is no override. Raises ArgumentError
naming label for an unknown key or a value out of range.

  



  
    
      
    
    
      schedule(policy, class, row, now, max_retry_after_ms)



        
          
        

    

  


  

      

          @spec schedule(
  {module(), keyword()},
  Ankusa.Sink.class(),
  %{
    :attempts => pos_integer(),
    :first_attempt_at => integer(),
    optional(atom()) => term()
  },
  integer(),
  pos_integer()
) :: {:retry, integer()} | :give_up


      


What to do with a delivery that just failed, as the absolute time of its
next attempt (now is the clock in milliseconds): {:retry, at} or
:give_up.
class is Ankusa.Sink.classify/1's answer. A {:permanent, _} failure, a
delivery that is past its horizon (first_attempt_at + max_elapsed_ms) and a
policy that answers :give_up are all :give_up. A {:retry_after, ms, _}
failure waits the later of the policy's backoff and ms, with ms capped at
max_retry_after_ms. at is never later than the horizon, so the last
attempt runs on it and the one after that is the dead letter.

  



  
    
      
    
    
      validate_opt!(arg1, value, label)



        
          
        

    

  


  

      

          @spec validate_opt!(atom(), term(), String.t()) :: :ok


      


The range check of one retry option, shared by normalize_opts!/2 and
Ankusa.Config. label is the dotted path of the retry block. Raises
ArgumentError.
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Ankusa.RetryPolicy.Exponential 
    



      
Capped binary exponential backoff with optional full jitter.
opts:
	:base_ms        — base delay (default 100)
	:max_ms         — delay ceiling before jitter (default 300_000)
	:max_attempts   — give up once attempt reaches this (default nil:
no attempt limit, the horizon below is the bound)
	:jitter         — multiply the delay by a random factor in [0.5, 1.0]
(default true)
	:max_elapsed_ms — the horizon (default 86_400_000, 24 hours): dispatch
dead-letters a delivery that is still failing this long after its first
attempt (Ankusa.RetryPolicy.schedule/5). It is not read here; it is the
same key every policy and every source's retry: uses.

Defaults retry for 24 hours: 100 ms doubling to the 5-minute cap by attempt
13, then 5 to 2.5 minutes apart (jitter halves a delay at worst), so roughly
290 to 580 attempts before the dead letter. Set max_elapsed_ms lower to
dead-letter sooner, or max_attempts to bound the count.
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Ankusa.Route 
    



      
The resolved identity of an ingest request: which tenant and source a catch
URL maps to. Produced by a Ankusa.RouteResolver from the raw Plug.Conn, so
the URL scheme (single path segment, tenant-in-path, opaque token, host
routing) is a pluggable concern the rest of the framework never sees.
	source_id — the key a Ankusa.SourceStore resolves to a %Ankusa.Source{}.
	tenant_id — the owning tenant. nil means "take it from the source",
which is the single-tenant / static-config case. A multi-tenant resolver
that carries the tenant in the URL sets it explicitly.
	params — any extra captures the resolver wants to pass through
(e.g. an app id, a token scope). Advisory; the hot path ignores it.
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        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ankusa.Route{
  params: map(),
  source_id: String.t(),
  tenant_id: String.t() | nil
}


      



  


        

      


  

  
    
    Ankusa.RouteResolver - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.RouteResolver behaviour
    



      
Maps a raw ingest request (Plug.Conn) to a Ankusa.Route. This is the seam
that makes the catch-URL scheme pluggable, so the framework fits a single
static server, a multi-tenant SaaS handing every customer their own path, or a
product minting opaque catch URLs of its own shape at runtime —
without touching the hot path.
This module is both the behaviour every resolver implements and the
instance-scoped facade (resolves config.route_resolver and delegates).
A resolver does URL-scheme work only. It never reads the body, verifies
signatures, or touches storage: it answers "which endpoint is this?" and hands
back a Ankusa.Route. Policy (verify/sinks) still comes from the
Ankusa.SourceStore keyed by the returned source_id.
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        resolve(instance, conn, opts)

      


    





  
    Functions
  


    
      
        resolve(instance, conn)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      resolve(instance, conn, opts)



        
          
        

    

  


  

      

          @callback resolve(instance :: atom(), conn :: Plug.Conn.t(), opts :: keyword()) ::
  {:ok, Ankusa.Route.t()} | :error


      



  


        

      

      
        Functions


        


  
    
      
    
    
      resolve(instance, conn)



        
          
        

    

  


  

      

          @spec resolve(atom(), Plug.Conn.t()) :: {:ok, Ankusa.Route.t()} | :error
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Ankusa.RouteResolver.Path 
    



      
Default resolver: a single path segment after a fixed prefix is the source id.
POST /webhooks/:source_id (the original scheme). Tenant is left nil, so it is
taken from the resolved %Ankusa.Source{} — the single-tenant / static case.
Opts:
	:prefix — path segments before the id. Default ["webhooks"].
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Ankusa.RouteResolver.TenantPath 
    



      
Multi-tenant resolver: the tenant is carried in the URL. POST /webhooks/:tenant_id/:source_id maps to %Route{tenant_id: t, source_id: s}, so
one instance serves many tenants and the tenant is authoritative from the path
rather than inferred from the source. A tenant outside [A-Za-z0-9_-]{1,64}
doesn't resolve (a 404): it names a storage partition and a claim-check
path segment, so it is refused before anything is written.
Opts:
	:prefix — path segments before tenant/source. Default ["webhooks"].
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Ankusa.Routes 
    



      
Route management: the allowlist guard's decisions, the CRUD over route
definitions, and the boot validation for config.routes.
This is the only module the guard and the admin API call. It owns the rules
the stores can't know about — whether two enabled routes collide, which reason
a rejection carries, what the dry run reports — and leaves the stores to hold
definitions and the cache to remember decisions.
Off by default, deny by default
enabled?: false is the historical behaviour: every POST is captured. With
routes on, a request is captured only if it passes the IP rules and matches an
enabled route; everything else is rejected before the store is touched, so a
rejected request never becomes a record, a dispatch, or a delivery.
Decision order
	Global IP rules. Cheap bitmask scans, no route lookup, so a denied
sender costs nothing else.
	Route matching, via Ankusa.Routes.Cache (keyed by the snapshot's
epoch) and, on a miss, the compiled pattern list.
	The route's own IP rules, if it declares any: they replace the
global list for that route, and deny when none of them matches. A global
deny has already won by then.

A route declares rules so a provider can be pinned to its published ranges
while a global ban list still applies to everything — see
docs/configuration.md.
Tenants
A route is owned by a tenant (Ankusa.Routes.Route) and its id is unique
across all of them. The write and read functions take a tenant: option for
a caller acting for one tenant (the tenant-scoped API): a route another tenant
owns is then {:error, :not_found} to it, an id or path that another tenant
holds is a conflict that does not name the holder ({:conflict, nil}), and
the tenant in the body, if any, must be that tenant. Without the option the
caller is the operator and sees every tenant's routes.
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        decision()

      


    


    
      
        reason()

      


    





  
    Functions
  


    
      
        authorize(instance, method, segments, ip)

      


        Decide a request against the IP rules and the route table; segments are
already-normalized path segments (Ankusa.Routes.Matcher.normalize/2).



    


    
      
        authorize_path(instance, method, path_info, request_path, ip)

      


        authorize/4 for a raw request, normalizing the path first and reporting
whether route matching came from the cache — how the guard makes a cache hit
observable in telemetry.



    


    
      
        capture(instance, method, path_info, request_path, ip)

      


        authorize_path/5, answering with the matched route itself rather than its
id: the guard hands it to ingest, which holds the route's tenant and source
binding against what the resolver says (Ankusa.Edge.Ingest.lookup/3). The
route is the one the decision already read, so this costs nothing extra.



    


    
      
        create(instance, attrs, opts \\ [])

      


        Create a route.



    


    
      
        delete(instance, id, opts \\ [])

      


        Delete a route definition. Audited like create/3. With tenant:, a route
that tenant does not own is {:error, :not_found}, and the store checks the
owner in the delete itself.



    


    
      
        dry_run(instance, request)

      


        Explain what would happen to a request, without touching the decision cache
and without capturing anything: the answer to "why was my webhook rejected".



    


    
      
        enabled?(instance)

      


        Are routes enforced on this instance?



    


    
      
        get(instance, id, opts \\ [])

      


        Fetch one route definition (tenant:: only if that tenant owns it).



    


    
      
        ip_rules(instance)

      


        The global IP rules, parsed.



    


    
      
        list(instance, opts \\ [])

      


        List routes, id ascending, with cursor pagination.



    


    
      
        meta(instance)

      


        The route table's :meta row (Ankusa.Routes.Snapshot: generation,
version, epoch, IP rules, trusted proxies, count), or nil when no store has
published one.



    


    
      
        put_ip_rules(instance, attrs, opts \\ [])

      


        Replace the global IP rules.



    


    
      
        replace(instance, id, attrs, opts \\ [])

      


        Replace a route wholesale, addressed by id (PUT semantics, idempotent).



    


    
      
        update(instance, id, patch, opts \\ [])

      


        Partial update: enabled, methods, ip_rules, and metadata only.



    


    
      
        validate_config!(config)

      


        Validate config.routes at boot, raising ArgumentError — the same contract
as Ankusa.ClaimCheck.validate_config!/1, and for the same reason: a
misconfigured guard rejects real traffic, so it must not boot quietly.
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      decision()



        
          
        

    

  


  

      

          @type decision() :: {:ok, String.t()} | {:reject, :no_route | :method | :ip_denied}


      



  



  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() :: :matched | :no_route | :method | :ip_denied


      



  


        

      

      
        Functions


        


  
    
      
    
    
      authorize(instance, method, segments, ip)



        
          
        

    

  


  

      

          @spec authorize(atom(), String.t(), [String.t()], Ankusa.Net.ip()) :: decision()


      


Decide a request against the IP rules and the route table; segments are
already-normalized path segments (Ankusa.Routes.Matcher.normalize/2).

  



  
    
      
    
    
      authorize_path(instance, method, path_info, request_path, ip)



        
          
        

    

  


  

      

          @spec authorize_path(atom(), String.t(), [String.t()], String.t(), Ankusa.Net.ip()) ::
  {decision(), boolean()}


      


authorize/4 for a raw request, normalizing the path first and reporting
whether route matching came from the cache — how the guard makes a cache hit
observable in telemetry.

  



  
    
      
    
    
      capture(instance, method, path_info, request_path, ip)



        
          
        

    

  


  

      

          @spec capture(atom(), String.t(), [String.t()], String.t(), Ankusa.Net.ip()) ::
  {{:ok, Ankusa.Routes.Route.t()} | {:reject, :no_route | :method | :ip_denied},
   boolean()}


      


authorize_path/5, answering with the matched route itself rather than its
id: the guard hands it to ingest, which holds the route's tenant and source
binding against what the resolver says (Ankusa.Edge.Ingest.lookup/3). The
route is the one the decision already read, so this costs nothing extra.

  



    

  
    
      
    
    
      create(instance, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec create(atom(), term(), keyword()) ::
  {:ok, Ankusa.Routes.Route.t()}
  | {:error, {:invalid, String.t(), String.t()}}
  | {:error, {:conflict, String.t() | nil}}
  | {:error, :too_many_routes | :store_unavailable}


      


Create a route.
The id must be free, and an enabled route must not share a path with another
enabled route serving one of the same methods — the two would both match, and
"which one wins" would be an implementation detail. Disabled routes are free to
collide: they capture nothing.
Every write here is audited (Ankusa.Audit): the route store is pluggable (ETS,
or Redis shared by a fleet), so the audit row cannot share a batch with the
change. It is written first, pending, and finished with the outcome. Options:
audit:, the Ankusa.Audit.Context of the change.

  



    

  
    
      
    
    
      delete(instance, id, opts \\ [])



        
          
        

    

  


  

      

          @spec delete(atom(), String.t(), keyword()) ::
  :ok | {:error, :not_found | :store_unavailable}


      


Delete a route definition. Audited like create/3. With tenant:, a route
that tenant does not own is {:error, :not_found}, and the store checks the
owner in the delete itself.

  



  
    
      
    
    
      dry_run(instance, request)



        
          
        

    

  


  

      

          @spec dry_run(atom(), map()) ::
  {:ok, map()} | {:error, {:invalid, String.t(), String.t()}}


      


Explain what would happen to a request, without touching the decision cache
and without capturing anything: the answer to "why was my webhook rejected".
The request is %{"method" =>, "path" =>, "ip" =>}. The result names the
decision, the reason, the route that matched (if any), and the IP rule that
produced an IP decision, with the scope it came from.

  



  
    
      
    
    
      enabled?(instance)



        
          
        

    

  


  

      

          @spec enabled?(atom()) :: boolean()


      


Are routes enforced on this instance?

  



    

  
    
      
    
    
      get(instance, id, opts \\ [])



        
          
        

    

  


  

      

          @spec get(atom(), String.t(), keyword()) ::
  {:ok, Ankusa.Routes.Route.t()} | {:error, :not_found}


      


Fetch one route definition (tenant:: only if that tenant owns it).

  



  
    
      
    
    
      ip_rules(instance)



        
          
        

    

  


  

      

          @spec ip_rules(atom()) :: %{
  default: :allow | :deny,
  rules: [Ankusa.Routes.Route.ip_rule()]
}


      


The global IP rules, parsed.
Reads the snapshot, falling back to the configured rules when no table is
published (a store that has not loaded). The guard is rejecting every request
in that state anyway — routes enabled with nothing loaded means nothing is
allowed — but the read stays total rather than crashing the API.

  



    

  
    
      
    
    
      list(instance, opts \\ [])



        
          
        

    

  


  

      

          @spec list(atom(), keyword()) ::
  {:ok, %{routes: [Ankusa.Routes.Route.t()], next_cursor: String.t() | nil}}


      


List routes, id ascending, with cursor pagination.
cursor is the last id of the previous page (ids are opaque slugs, so
"greater than" is a total order over them). limit is clamped to 1..200 and
next_cursor is only set when there is another page. tenant: lists one
tenant's routes, by walking that tenant's index rather than the table.

  



  
    
      
    
    
      meta(instance)



        
          
        

    

  


  

      

          @spec meta(atom()) :: Ankusa.Routes.Snapshot.meta() | nil


      


The route table's :meta row (Ankusa.Routes.Snapshot: generation,
version, epoch, IP rules, trusted proxies, count), or nil when no store has
published one.
The guard treats nil as a rejection: routes are enabled, so a table that
isn't loaded means "nothing is allowed", not "everything is".

  



    

  
    
      
    
    
      put_ip_rules(instance, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec put_ip_rules(atom(), term(), keyword()) ::
  {:ok, %{default: :allow | :deny, rules: [Ankusa.Routes.Route.ip_rule()]}}
  | {:error, {:invalid, String.t(), String.t()}}
  | {:error, :store_unavailable}


      


Replace the global IP rules.
The list is ordered, first match wins, and default decides the case where
nothing matched — the "obvious" default: :allow is only safe when the
surrounding network is already trusted. Audited like create/3.

  



    

  
    
      
    
    
      replace(instance, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec replace(atom(), String.t(), term(), keyword()) ::
  {:ok, Ankusa.Routes.Route.t()}
  | {:error, {:invalid, String.t(), String.t()}}
  | {:error, {:conflict, String.t() | nil}}
  | {:error, :too_many_routes | :store_unavailable}


      


Replace a route wholesale, addressed by id (PUT semantics, idempotent).
A PUT for an id that does not exist yet creates it, so the cap applies; one
for an existing id keeps its inserted_at. Audited like create/3.

  



    

  
    
      
    
    
      update(instance, id, patch, opts \\ [])



        
          
        

    

  


  

      

          @spec update(atom(), String.t(), term(), keyword()) ::
  {:ok, Ankusa.Routes.Route.t()}
  | {:error, {:invalid, String.t(), String.t()}}
  | {:error, {:conflict, String.t() | nil}}
  | {:error, :not_found | :too_many_routes | :store_unavailable}


      


Partial update: enabled, methods, ip_rules, and metadata only.
path, id, tenant_id and source_id are immutable here — moving a route
changes which requests it captures and which tenant and source it admits them
into, which is a PUT (a full, reviewable definition), not a patch. Audited
like create/3.

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Validate config.routes at boot, raising ArgumentError — the same contract
as Ankusa.ClaimCheck.validate_config!/1, and for the same reason: a
misconfigured guard rejects real traffic, so it must not boot quietly.
Configuration that is only meaningful when routes are on (the seed) is only
checked when enabled: true; the rest is always checked, so a typo in a
config that is about to be switched on is caught by the same run that
loads it.
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Ankusa.Routes.Cache 
    



      
The decision cache: {epoch, method, segments} → matched route id, or the
reason no route matched.
Pattern routes can't be found by one key lookup, so the guard would otherwise
scan the compiled pattern list on every request. Caching the decision
turns the common case — the same provider POSTing to the same path over and
over — into one ETS read.
Only matching is cached
IP decisions are not cached: they are per-client-address, and the rule list is
a short in-memory scan of bitmasks. Caching them would mean a key space
proportional to the number of distinct senders, for a saving smaller than the
cache lookup itself.
Epoch-keyed, plus a TTL
The key carries the snapshot's epoch: a number Ankusa.Routes.Snapshot
draws afresh for every snapshot it publishes and never reuses. Publishing a
snapshot therefore makes every earlier entry unreachable at once — no delete
pass, no invalidation broadcast.
The epoch, not the store's version, is the key because versions are
reused: an in-memory store that restarts starts over at 1, and a Redis that is
flushed starts its counter again, and either would let an entry cached against
the old table answer for the new one. Stale entries age out on their own TTL
and are collected by the adapter's generational sweep; nothing depends on them
expiring, so the TTL only has to bound memory.
A cached rejection uses a shorter TTL than a cached match: a rejection is what
a scanner hitting random paths produces, and there are far more of those than
there are real routes.
Bounded keys
The key holds the request's own path, which the sender chooses. Only requests
of at most 16 segments and 256 bytes of path are cached
(see cacheable?/1); anything longer is matched by a scan and never stored, so
a scanner sending long random paths can't fill the cache with large keys.
Why Nebulex
nebulex_local is a generation-based ETS cache with max_size; the
alternative was hand-rolling eviction, TTL expiry, and a sweep timer for the
same thing. It enforces max_size in a periodic memory check
(gc_memory_check_interval, one second here) rather than on every write, so
the size is approximate between checks — and an evicted entry only costs a
re-scan, never a wrong decision. Core carries the dependency because every
deployment that turns routes on wants it — the Redis store is the part that
stays in an adapter package, since only multi-node deployments need it.
Instance-scoped: the cache process registers under
Ankusa.via(instance, :routes_cache), and the Nebulex API is addressed with
that process's pid (Nebulex resolves a cache by atom or pid, and a
Registry-based name is neither).
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    Functions
  


    
      
        cacheable?(segments)

      


        Is this request path short enough to be a cache key? The limits are on the
segment count and the summed segment bytes, walked without allocating.



    


    
      
        count_all(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.count_all/2.



    


    
      
        count_all(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.count_all/3.



    


    
      
        count_all!(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.count_all!/2.



    


    
      
        count_all!(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.count_all!/3.



    


    
      
        decr(key, amount \\ 1, opts \\ [])

      


        Callback implementation for Nebulex.Cache.decr/3.



    


    
      
        decr(dynamic_cache, key, amount, opts)

      


        Callback implementation for Nebulex.Cache.decr/4.



    


    
      
        decr!(key, amount \\ 1, opts \\ [])

      


        Callback implementation for Nebulex.Cache.decr!/3.



    


    
      
        decr!(dynamic_cache, key, amount, opts)

      


        Callback implementation for Nebulex.Cache.decr!/4.



    


    
      
        delete(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.delete/2.



    


    
      
        delete(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.delete/3.



    


    
      
        delete!(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.delete!/2.



    


    
      
        delete!(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.delete!/3.



    


    
      
        delete_all(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.delete_all/2.



    


    
      
        delete_all(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.delete_all/3.



    


    
      
        delete_all!(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.delete_all!/2.



    


    
      
        delete_all!(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.delete_all!/3.



    


    
      
        expire(key, ttl, opts \\ [])

      


        Callback implementation for Nebulex.Cache.expire/3.



    


    
      
        expire(dynamic_cache, key, ttl, opts)

      


        Callback implementation for Nebulex.Cache.expire/4.



    


    
      
        expire!(key, ttl, opts \\ [])

      


        Callback implementation for Nebulex.Cache.expire!/3.



    


    
      
        expire!(dynamic_cache, key, ttl, opts)

      


        Callback implementation for Nebulex.Cache.expire!/4.



    


    
      
        fetch(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.fetch/2.



    


    
      
        fetch(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.fetch/3.



    


    
      
        fetch!(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.fetch!/2.



    


    
      
        fetch!(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.fetch!/3.



    


    
      
        fetch_or_store(key, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.fetch_or_store/3.



    


    
      
        fetch_or_store(dynamic_cache, key, fun, opts)

      


        Callback implementation for Nebulex.Cache.fetch_or_store/4.



    


    
      
        fetch_or_store!(key, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.fetch_or_store!/3.



    


    
      
        fetch_or_store!(dynamic_cache, key, fun, opts)

      


        Callback implementation for Nebulex.Cache.fetch_or_store!/4.



    


    
      
        generations()

      


        A convenience function for retrieving the current generations.



    


    
      
        get(key, default \\ nil, opts \\ [])

      


        Callback implementation for Nebulex.Cache.get/3.



    


    
      
        get(dynamic_cache, key, default, opts)

      


        Callback implementation for Nebulex.Cache.get/4.



    


    
      
        get!(key, default \\ nil, opts \\ [])

      


        Callback implementation for Nebulex.Cache.get!/3.



    


    
      
        get!(dynamic_cache, key, default, opts)

      


        Callback implementation for Nebulex.Cache.get!/4.



    


    
      
        get_all(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.get_all/2.



    


    
      
        get_all(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.get_all/3.



    


    
      
        get_all!(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.get_all!/2.



    


    
      
        get_all!(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.get_all!/3.



    


    
      
        get_and_update(key, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.get_and_update/3.



    


    
      
        get_and_update(dynamic_cache, key, fun, opts)

      


        Callback implementation for Nebulex.Cache.get_and_update/4.



    


    
      
        get_and_update!(key, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.get_and_update!/3.



    


    
      
        get_and_update!(dynamic_cache, key, fun, opts)

      


        Callback implementation for Nebulex.Cache.get_and_update!/4.



    


    
      
        get_or_store(key, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.get_or_store/3.



    


    
      
        get_or_store(dynamic_cache, key, fun, opts)

      


        Callback implementation for Nebulex.Cache.get_or_store/4.



    


    
      
        get_or_store!(key, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.get_or_store!/3.



    


    
      
        get_or_store!(dynamic_cache, key, fun, opts)

      


        Callback implementation for Nebulex.Cache.get_or_store!/4.



    


    
      
        has_key?(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.has_key?/2.



    


    
      
        has_key?(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.has_key?/3.



    


    
      
        in_transaction?(opts \\ [])

      


        Callback implementation for Nebulex.Cache.in_transaction?/1.



    


    
      
        in_transaction?(dynamic_cache, opts)

      


        Callback implementation for Nebulex.Cache.in_transaction?/2.



    


    
      
        incr(key, amount \\ 1, opts \\ [])

      


        Callback implementation for Nebulex.Cache.incr/3.



    


    
      
        incr(dynamic_cache, key, amount, opts)

      


        Callback implementation for Nebulex.Cache.incr/4.



    


    
      
        incr!(key, amount \\ 1, opts \\ [])

      


        Callback implementation for Nebulex.Cache.incr!/3.



    


    
      
        incr!(dynamic_cache, key, amount, opts)

      


        Callback implementation for Nebulex.Cache.incr!/4.



    


    
      
        info(spec \\ :all, opts \\ [])

      


        Callback implementation for Nebulex.Cache.info/2.



    


    
      
        info(dynamic_cache, spec, opts)

      


        Callback implementation for Nebulex.Cache.info/3.



    


    
      
        info!(spec \\ :all, opts \\ [])

      


        Callback implementation for Nebulex.Cache.info!/2.



    


    
      
        info!(dynamic_cache, spec, opts)

      


        Callback implementation for Nebulex.Cache.info!/3.



    


    
      
        lookup(instance, epoch, method, segments)

      


        Look up the cached decision for this exact request shape.



    


    
      
        new_generation(opts \\ [])

      


        A convenience function for creating new generations.



    


    
      
        newer_generation()

      


        A convenience function for retrieving the newer generation.



    


    
      
        put(key, value, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put/3.



    


    
      
        put(dynamic_cache, key, value, opts)

      


        Callback implementation for Nebulex.Cache.put/4.



    


    
      
        put!(key, value, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put!/3.



    


    
      
        put!(dynamic_cache, key, value, opts)

      


        Callback implementation for Nebulex.Cache.put!/4.



    


    
      
        put_all(entries, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put_all/2.



    


    
      
        put_all(dynamic_cache, entries, opts)

      


        Callback implementation for Nebulex.Cache.put_all/3.



    


    
      
        put_all!(entries, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put_all!/2.



    


    
      
        put_all!(dynamic_cache, entries, opts)

      


        Callback implementation for Nebulex.Cache.put_all!/3.



    


    
      
        put_new(key, value, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put_new/3.



    


    
      
        put_new(dynamic_cache, key, value, opts)

      


        Callback implementation for Nebulex.Cache.put_new/4.



    


    
      
        put_new!(key, value, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put_new!/3.



    


    
      
        put_new!(dynamic_cache, key, value, opts)

      


        Callback implementation for Nebulex.Cache.put_new!/4.



    


    
      
        put_new_all(entries, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put_new_all/2.



    


    
      
        put_new_all(dynamic_cache, entries, opts)

      


        Callback implementation for Nebulex.Cache.put_new_all/3.



    


    
      
        put_new_all!(entries, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put_new_all!/2.



    


    
      
        put_new_all!(dynamic_cache, entries, opts)

      


        Callback implementation for Nebulex.Cache.put_new_all!/3.



    


    
      
        register_event_listener(listener, opts \\ [])

      


        Callback implementation for Nebulex.Cache.register_event_listener/2.



    


    
      
        register_event_listener(dynamic_cache, listener, opts)

      


        Callback implementation for Nebulex.Cache.register_event_listener/3.



    


    
      
        register_event_listener!(listener, opts \\ [])

      


        Callback implementation for Nebulex.Cache.register_event_listener!/2.



    


    
      
        register_event_listener!(dynamic_cache, listener, opts)

      


        Callback implementation for Nebulex.Cache.register_event_listener!/3.



    


    
      
        replace(key, value, opts \\ [])

      


        Callback implementation for Nebulex.Cache.replace/3.



    


    
      
        replace(dynamic_cache, key, value, opts)

      


        Callback implementation for Nebulex.Cache.replace/4.



    


    
      
        replace!(key, value, opts \\ [])

      


        Callback implementation for Nebulex.Cache.replace!/3.



    


    
      
        replace!(dynamic_cache, key, value, opts)

      


        Callback implementation for Nebulex.Cache.replace!/4.



    


    
      
        reset_gc_interval()

      


        A convenience function for reset the GC interval.



    


    
      
        store(instance, epoch, method, segments, decision, ttl_ms)

      


        Cache a decision for ttl_ms, or do nothing if the cache isn't running.



    


    
      
        stream(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.stream/2.



    


    
      
        stream(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.stream/3.



    


    
      
        stream!(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.stream!/2.



    


    
      
        stream!(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.stream!/3.



    


    
      
        take(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.take/2.



    


    
      
        take(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.take/3.



    


    
      
        take!(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.take!/2.



    


    
      
        take!(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.take!/3.



    


    
      
        touch(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.touch/2.



    


    
      
        touch(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.touch/3.



    


    
      
        touch!(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.touch!/2.



    


    
      
        touch!(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.touch!/3.



    


    
      
        transaction(fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.transaction/2.



    


    
      
        transaction(dynamic_cache, fun, opts)

      


        Callback implementation for Nebulex.Cache.transaction/3.



    


    
      
        ttl(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.ttl/2.



    


    
      
        ttl(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.ttl/3.



    


    
      
        ttl!(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.ttl!/2.



    


    
      
        ttl!(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.ttl!/3.



    


    
      
        unregister_event_listener(id, opts \\ [])

      


        Callback implementation for Nebulex.Cache.unregister_event_listener/2.



    


    
      
        unregister_event_listener(dynamic_cache, id, opts)

      


        Callback implementation for Nebulex.Cache.unregister_event_listener/3.



    


    
      
        unregister_event_listener!(id, opts \\ [])

      


        Callback implementation for Nebulex.Cache.unregister_event_listener!/2.



    


    
      
        unregister_event_listener!(dynamic_cache, id, opts)

      


        Callback implementation for Nebulex.Cache.unregister_event_listener!/3.



    


    
      
        update(key, initial, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.update/4.



    


    
      
        update(dynamic_cache, key, initial, fun, opts)

      


        Callback implementation for Nebulex.Cache.update/5.



    


    
      
        update!(key, initial, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.update!/4.



    


    
      
        update!(dynamic_cache, key, initial, fun, opts)

      


        Callback implementation for Nebulex.Cache.update!/5.



    





      


      
        Types


        


  
    
      
    
    
      decision()



        
          
        

    

  


  

      

          @type decision() :: {:match, String.t()} | {:reject, :no_route | :method}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cacheable?(segments)



        
          
        

    

  


  

      

          @spec cacheable?([String.t()]) :: boolean()


      


Is this request path short enough to be a cache key? The limits are on the
segment count and the summed segment bytes, walked without allocating.

  



    

    

  
    
      
    
    
      count_all(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.count_all/2.

  



  
    
      
    
    
      count_all(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.count_all/3.

  



    

    

  
    
      
    
    
      count_all!(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.count_all!/2.

  



  
    
      
    
    
      count_all!(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.count_all!/3.

  



    

    

  
    
      
    
    
      decr(key, amount \\ 1, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.decr/3.

  



  
    
      
    
    
      decr(dynamic_cache, key, amount, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.decr/4.

  



    

    

  
    
      
    
    
      decr!(key, amount \\ 1, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.decr!/3.

  



  
    
      
    
    
      decr!(dynamic_cache, key, amount, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.decr!/4.

  



    

  
    
      
    
    
      delete(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete/2.

  



  
    
      
    
    
      delete(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete/3.

  



    

  
    
      
    
    
      delete!(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete!/2.

  



  
    
      
    
    
      delete!(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete!/3.

  



    

    

  
    
      
    
    
      delete_all(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete_all/2.

  



  
    
      
    
    
      delete_all(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete_all/3.

  



    

    

  
    
      
    
    
      delete_all!(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete_all!/2.

  



  
    
      
    
    
      delete_all!(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete_all!/3.

  



    

  
    
      
    
    
      expire(key, ttl, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.expire/3.

  



  
    
      
    
    
      expire(dynamic_cache, key, ttl, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.expire/4.

  



    

  
    
      
    
    
      expire!(key, ttl, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.expire!/3.

  



  
    
      
    
    
      expire!(dynamic_cache, key, ttl, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.expire!/4.

  



    

  
    
      
    
    
      fetch(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch/2.

  



  
    
      
    
    
      fetch(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch/3.

  



    

  
    
      
    
    
      fetch!(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch!/2.

  



  
    
      
    
    
      fetch!(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch!/3.

  



    

  
    
      
    
    
      fetch_or_store(key, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch_or_store/3.

  



  
    
      
    
    
      fetch_or_store(dynamic_cache, key, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch_or_store/4.

  



    

  
    
      
    
    
      fetch_or_store!(key, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch_or_store!/3.

  



  
    
      
    
    
      fetch_or_store!(dynamic_cache, key, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch_or_store!/4.

  



  
    
      
    
    
      generations()



        
          
        

    

  


  

A convenience function for retrieving the current generations.

  



    

    

  
    
      
    
    
      get(key, default \\ nil, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get/3.

  



  
    
      
    
    
      get(dynamic_cache, key, default, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get/4.

  



    

    

  
    
      
    
    
      get!(key, default \\ nil, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get!/3.

  



  
    
      
    
    
      get!(dynamic_cache, key, default, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get!/4.

  



    

    

  
    
      
    
    
      get_all(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_all/2.

  



  
    
      
    
    
      get_all(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_all/3.

  



    

    

  
    
      
    
    
      get_all!(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_all!/2.

  



  
    
      
    
    
      get_all!(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_all!/3.

  



    

  
    
      
    
    
      get_and_update(key, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_and_update/3.

  



  
    
      
    
    
      get_and_update(dynamic_cache, key, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_and_update/4.

  



    

  
    
      
    
    
      get_and_update!(key, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_and_update!/3.

  



  
    
      
    
    
      get_and_update!(dynamic_cache, key, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_and_update!/4.

  



    

  
    
      
    
    
      get_or_store(key, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_or_store/3.

  



  
    
      
    
    
      get_or_store(dynamic_cache, key, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_or_store/4.

  



    

  
    
      
    
    
      get_or_store!(key, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_or_store!/3.

  



  
    
      
    
    
      get_or_store!(dynamic_cache, key, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_or_store!/4.

  



    

  
    
      
    
    
      has_key?(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.has_key?/2.

  



  
    
      
    
    
      has_key?(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.has_key?/3.

  



    

  
    
      
    
    
      in_transaction?(opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.in_transaction?/1.

  



  
    
      
    
    
      in_transaction?(dynamic_cache, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.in_transaction?/2.

  



    

    

  
    
      
    
    
      incr(key, amount \\ 1, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.incr/3.

  



  
    
      
    
    
      incr(dynamic_cache, key, amount, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.incr/4.

  



    

    

  
    
      
    
    
      incr!(key, amount \\ 1, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.incr!/3.

  



  
    
      
    
    
      incr!(dynamic_cache, key, amount, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.incr!/4.

  



    

    

  
    
      
    
    
      info(spec \\ :all, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.info/2.

  



  
    
      
    
    
      info(dynamic_cache, spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.info/3.

  



    

    

  
    
      
    
    
      info!(spec \\ :all, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.info!/2.

  



  
    
      
    
    
      info!(dynamic_cache, spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.info!/3.

  



  
    
      
    
    
      lookup(instance, epoch, method, segments)



        
          
        

    

  


  

      

          @spec lookup(atom(), pos_integer(), String.t(), [String.t()]) ::
  {:ok, decision()} | :error


      


Look up the cached decision for this exact request shape.

  



    

  
    
      
    
    
      new_generation(opts \\ [])



        
          
        

    

  


  

A convenience function for creating new generations.

  



  
    
      
    
    
      newer_generation()



        
          
        

    

  


  

A convenience function for retrieving the newer generation.

  



    

  
    
      
    
    
      put(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put/3.

  



  
    
      
    
    
      put(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put/4.

  



    

  
    
      
    
    
      put!(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put!/3.

  



  
    
      
    
    
      put!(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put!/4.

  



    

  
    
      
    
    
      put_all(entries, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_all/2.

  



  
    
      
    
    
      put_all(dynamic_cache, entries, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_all/3.

  



    

  
    
      
    
    
      put_all!(entries, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_all!/2.

  



  
    
      
    
    
      put_all!(dynamic_cache, entries, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_all!/3.

  



    

  
    
      
    
    
      put_new(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new/3.

  



  
    
      
    
    
      put_new(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new/4.

  



    

  
    
      
    
    
      put_new!(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new!/3.

  



  
    
      
    
    
      put_new!(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new!/4.

  



    

  
    
      
    
    
      put_new_all(entries, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new_all/2.

  



  
    
      
    
    
      put_new_all(dynamic_cache, entries, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new_all/3.

  



    

  
    
      
    
    
      put_new_all!(entries, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new_all!/2.

  



  
    
      
    
    
      put_new_all!(dynamic_cache, entries, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new_all!/3.

  



    

  
    
      
    
    
      register_event_listener(listener, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.register_event_listener/2.

  



  
    
      
    
    
      register_event_listener(dynamic_cache, listener, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.register_event_listener/3.

  



    

  
    
      
    
    
      register_event_listener!(listener, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.register_event_listener!/2.

  



  
    
      
    
    
      register_event_listener!(dynamic_cache, listener, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.register_event_listener!/3.

  



    

  
    
      
    
    
      replace(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.replace/3.

  



  
    
      
    
    
      replace(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.replace/4.

  



    

  
    
      
    
    
      replace!(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.replace!/3.

  



  
    
      
    
    
      replace!(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.replace!/4.

  



  
    
      
    
    
      reset_gc_interval()



        
          
        

    

  


  

A convenience function for reset the GC interval.

  



  
    
      
    
    
      store(instance, epoch, method, segments, decision, ttl_ms)



        
          
        

    

  


  

      

          @spec store(
  atom(),
  pos_integer(),
  String.t(),
  [String.t()],
  decision(),
  pos_integer()
) :: :ok


      


Cache a decision for ttl_ms, or do nothing if the cache isn't running.

  



    

    

  
    
      
    
    
      stream(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.stream/2.

  



  
    
      
    
    
      stream(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.stream/3.

  



    

    

  
    
      
    
    
      stream!(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.stream!/2.

  



  
    
      
    
    
      stream!(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.stream!/3.

  



    

  
    
      
    
    
      take(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.take/2.

  



  
    
      
    
    
      take(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.take/3.

  



    

  
    
      
    
    
      take!(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.take!/2.

  



  
    
      
    
    
      take!(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.take!/3.

  



    

  
    
      
    
    
      touch(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.touch/2.

  



  
    
      
    
    
      touch(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.touch/3.

  



    

  
    
      
    
    
      touch!(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.touch!/2.

  



  
    
      
    
    
      touch!(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.touch!/3.

  



    

  
    
      
    
    
      transaction(fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.transaction/2.

  



  
    
      
    
    
      transaction(dynamic_cache, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.transaction/3.

  



    

  
    
      
    
    
      ttl(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.ttl/2.

  



  
    
      
    
    
      ttl(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.ttl/3.

  



    

  
    
      
    
    
      ttl!(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.ttl!/2.

  



  
    
      
    
    
      ttl!(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.ttl!/3.

  



    

  
    
      
    
    
      unregister_event_listener(id, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.unregister_event_listener/2.

  



  
    
      
    
    
      unregister_event_listener(dynamic_cache, id, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.unregister_event_listener/3.

  



    

  
    
      
    
    
      unregister_event_listener!(id, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.unregister_event_listener!/2.

  



  
    
      
    
    
      unregister_event_listener!(dynamic_cache, id, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.unregister_event_listener!/3.

  



    

  
    
      
    
    
      update(key, initial, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.update/4.

  



  
    
      
    
    
      update(dynamic_cache, key, initial, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.update/5.

  



    

  
    
      
    
    
      update!(key, initial, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.update!/4.

  



  
    
      
    
    
      update!(dynamic_cache, key, initial, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.update!/5.
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Path patterns: the grammar (segments/1), the compiled form
(compile/1), matching (match?/2), and request-path normalization
(normalize/2).
A compiled pattern is a list of segment/0s — no regex, no backtracking,
no way for a crafted request path to cost more than its own length. Literals
compare with ==; :param consumes exactly one segment; :wildcard (always
last) requires one or more remaining segments, so /hooks/shopify/* is
/hooks/shopify/<something> and a bare /hooks/shopify needs its own route.
Normalization
normalize/2 is the only place a request path is turned into matchable
segments, so both the guard and the dry run agree on what "the same path"
means:
	a percent-encoded slash (%2F, any case) is a rejection, not a segment
boundary — otherwise /hooks/a%2Fb would authorize as /hooks/a/b;
	. and .. segments are rejections, not resolved (/hooks/a/../b must
not become /hooks/b);
	empty segments from // or a trailing / are dropped, and a path with
nothing left is a rejection.

Plug does not percent-decode path_info: Plug.Conn.Adapter only splits
the path on /, so the segments the guard sees are the raw, still-encoded
ones and a %2F never turns into a segment boundary here. It is rejected all
the same — an encoded slash is never a legitimate route path, and a later stage
that did decode it would see a different path than the one that was authorized
— and it is detected on the raw request_path.
Because segments are matched raw, a literal in a route pattern is limited to
characters that never need percent-encoding (see segments/1), so a pattern
that no real request could match is refused when the route is written rather
than accepted and silently dead. An encoded request segment matches only a
:param or the wildcard, never a literal: /hooks/%73tripe is not
/hooks/stripe. Encoded dots (%2e%2e) are ordinary opaque segments, not
... Nothing in Ankusa decodes a path, so nothing in Ankusa resolves one —
but the request path is recorded verbatim in the envelope and reaches whatever
consumes it, so a consumer that decodes it owns that step. The guard's job is
only that the route it matched is the one the sender addressed.

      


      
        Summary


  
    Types
  


    
      
        segment()

      


    





  
    Functions
  


    
      
        compile(route)

      


        Compile a route's path pattern. Raises if the pattern is invalid, which can
only happen for a %Route{} that was not built through
Ankusa.Routes.Route.from_attrs/2.



    


    
      
        match?(arg1, arg2)

      


        Does a compiled pattern match these request segments?



    


    
      
        normalize(path_info, request_path)

      


        Normalize request-path input into matchable segments, or :error for a path
no route may match.



    


    
      
        overlap?(list1, list2)

      


        Can one request path match both compiled patterns? Literals must agree at
every position, a :param agrees with any single segment, and a :wildcard
(always last, one or more segments) agrees with whatever remains of the
other pattern as long as something does.



    


    
      
        segments(pattern)

      


        Validate a path pattern and compile it to segments.



    


    
      
        specificity(segments)

      


        The sort key for candidate ordering: more literal segments first, then
patterns without a wildcard. Ties are broken by route id, which
Ankusa.Routes.Snapshot does.



    





      


      
        Types


        


  
    
      
    
    
      segment()



        
          
        

    

  


  

      

          @type segment() :: {:literal, String.t()} | :param | :wildcard


      



  


        

      

      
        Functions


        


  
    
      
    
    
      compile(route)



        
          
        

    

  


  

      

          @spec compile(Ankusa.Routes.Route.t()) :: [segment()]


      


Compile a route's path pattern. Raises if the pattern is invalid, which can
only happen for a %Route{} that was not built through
Ankusa.Routes.Route.from_attrs/2.

  



  
    
      
    
    
      match?(arg1, arg2)



        
          
        

    

  


  

      

          @spec match?([segment()], [String.t()]) :: boolean()


      


Does a compiled pattern match these request segments?
Both sides are non-empty-segment lists (normalize/2 and segments/1 drop
empties), so a :param never matches an empty string.

  



  
    
      
    
    
      normalize(path_info, request_path)



        
          
        

    

  


  

      

          @spec normalize([String.t()], String.t()) :: {:ok, [String.t()]} | :error


      


Normalize request-path input into matchable segments, or :error for a path
no route may match.

  



  
    
      
    
    
      overlap?(list1, list2)



        
          
        

    

  


  

      

          @spec overlap?([segment()], [segment()]) :: boolean()


      


Can one request path match both compiled patterns? Literals must agree at
every position, a :param agrees with any single segment, and a :wildcard
(always last, one or more segments) agrees with whatever remains of the
other pattern as long as something does.
This is what "two routes shadow each other" means; the route table's
Ankusa.Routes.Snapshot.overlaps/4 finds the candidates through its prefix
index and asks this about each.

  



  
    
      
    
    
      segments(pattern)



        
          
        

    

  


  

      

          @spec segments(String.t()) :: {:ok, [segment()]} | {:error, String.t()}


      


Validate a path pattern and compile it to segments.
{:error, message} is the message that goes straight into a route
validation error, so it is phrased as a field complaint.

  



  
    
      
    
    
      specificity(segments)



        
          
        

    

  


  

      

          @spec specificity([segment()]) :: {non_neg_integer(), boolean()}


      


The sort key for candidate ordering: more literal segments first, then
patterns without a wildcard. Ties are broken by route id, which
Ankusa.Routes.Snapshot does.
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One route definition: which requests the edge captures when route management
is on.
A route is a capture gate that is owned by a tenant and may be bound to
a source. It decides method and path matching and, optionally, which client
addresses may use it; Ankusa.RouteResolver still maps the accepted request
to a source_id and tenant_id, and the route then has to agree with that
answer (Ankusa.Edge.Ingest.lookup/3):
	tenant_id (default "default") — the owning tenant. A route owned by a
tenant admits hooks only into that tenant: a request whose resolver names
another tenant, or whose source belongs to another tenant, is a 404.
The tenant "default" is the shared one (as it is for a source): such a
route is not tied to a tenant. A route owned by a tenant, matched on a
shared source with no tenant in the URL, files the hook under the route's
tenant.
	source_id (default nil) — the one source the route admits. A request
the resolver maps to another source is a 404; nil leaves it to the
resolver.

Path patterns
Segments are /-separated and one of three things:
	a literal (hooks, stripe.com, 2024-01-01) — matched with ==;
	a param (:tenant, :source_id) — exactly one segment, any value;
	the wildcard *, legal only as the last segment — one or more
remaining segments, so /hooks/shopify/* matches /hooks/shopify/a/b and
not /hooks/shopify.

No regex: it invites ReDoS in a component that runs before any authentication,
and neither the :tenant nor the * form needs it.
Validation
Every rule lives in from_attrs/2, so the admin API, the config seed, and a
Redis-stored definition are all parsed by the same code and produce the same
error tuples. {:invalid, field, message} names the offending field and, where
the field is a list, the index.

      


      
        Summary


  
    Types
  


    
      
        ip_rule()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        from_attrs(attrs, opts \\ [])

      


        Build a route from client or config attributes.



    


    
      
        from_json(json)

      


        The inverse of to_json/1, for a definition read back from a store.



    


    
      
        new_timestamp()

      


        A UTC timestamp truncated to the second: the granularity these ids keep.



    


    
      
        parse_ip_rules(attrs)

      


        Parse a global rule list — the admin API's PUT /admin/ip-rules body and the
Redis store's ip_rules value are both this shape — into the store form.



    


    
      
        parse_rules(rules)

      


        Parse an ordered rule list into ip_rule/0s, naming the index of the first
bad rule.



    


    
      
        rule_json(map)

      


        The JSON view of one IP rule, for the admin API.



    


    
      
        rules_json(map)

      


        The JSON view of a whole global rule list (%{default: ..., rules: [...]}).



    


    
      
        stringify(value, field)

      


        Coerce a map or keyword list into a string-keyed map. field names the value
in error tuples: a non-keyword list is "must be a map" (the stricter
ip_rules message), anything else non-map is "must be a map or keyword list".



    


    
      
        to_json(route)

      


        The JSON view of a route: what the admin API returns and Redis stores.



    


    
      
        to_stored_json(route)

      


        The JSON a store persists: to_json/1 without the binding fields a route
that has none (tenant_id: "default", source_id: nil) leaves out, so a
node that predates them still reads every definition written before a tenant
route exists (from_json/1 gives the omitted fields their defaults).



    





      


      
        Types


        


  
    
      
    
    
      ip_rule()



        
          
        

    

  


  

      

          @type ip_rule() :: %{
  action: :allow | :deny,
  cidr: %CIDR{first: term(), hosts: term(), last: term(), mask: term()}
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ankusa.Routes.Route{
  enabled: boolean(),
  id: String.t(),
  inserted_at: DateTime.t(),
  ip_rules: [ip_rule()],
  metadata: map(),
  methods: [String.t()],
  path: String.t(),
  revision: pos_integer(),
  source_id: String.t() | nil,
  tenant_id: String.t(),
  updated_at: DateTime.t()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      from_attrs(attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec from_attrs(map() | keyword(), keyword()) ::
  {:ok, t()} | {:error, {:invalid, String.t(), String.t()}}


      


Build a route from client or config attributes.
opts[:id] wins over attrs["id"]: on PUT/PATCH the id in the URL is the
one being addressed, and a body naming a different one must not silently move
the route. An id is generated when neither is present.
Attrs are a map or keyword list with string or atom keys; inserted_at and
updated_at are not settable, so an update cannot forge its own history.

  



  
    
      
    
    
      from_json(json)



        
          
        

    

  


  

      

          @spec from_json(map()) :: {:ok, t()} | {:error, {:invalid, String.t(), String.t()}}


      


The inverse of to_json/1, for a definition read back from a store.

  



  
    
      
    
    
      new_timestamp()



        
          
        

    

  


  

      

          @spec new_timestamp() :: DateTime.t()


      


A UTC timestamp truncated to the second: the granularity these ids keep.

  



  
    
      
    
    
      parse_ip_rules(attrs)



        
          
        

    

  


  

      

          @spec parse_ip_rules(term()) ::
  {:ok, %{default: :allow | :deny, rules: [ip_rule()]}}
  | {:error, {:invalid, String.t(), String.t()}}


      


Parse a global rule list — the admin API's PUT /admin/ip-rules body and the
Redis store's ip_rules value are both this shape — into the store form.
default and rules are both required. This replaces a security control
wholesale, so nothing is filled in on the caller's behalf: an omitted default
used to mean allow, which quietly turned a deny-by-default list into an open
one.

  



  
    
      
    
    
      parse_rules(rules)



        
          
        

    

  


  

      

          @spec parse_rules(term()) :: {:ok, [ip_rule()]} | {:error, String.t()}


      


Parse an ordered rule list into ip_rule/0s, naming the index of the first
bad rule.
Shared by a route's own ip_rules, config.routes.ip_rules.rules, and the
admin API's PUT /admin/ip-rules body, so a rule that is accepted in one place
is accepted in all three and the message is the same.

  



  
    
      
    
    
      rule_json(map)



        
          
        

    

  


  

      

          @spec rule_json(ip_rule()) :: map()


      


The JSON view of one IP rule, for the admin API.

  



  
    
      
    
    
      rules_json(map)



        
          
        

    

  


  

      

          @spec rules_json(%{default: :allow | :deny, rules: [ip_rule()]}) :: map()


      


The JSON view of a whole global rule list (%{default: ..., rules: [...]}).
The admin API's /admin/ip-rules body and the Redis store's ip_rules value
are this shape, so a rule renders identically wherever it is read from.

  



  
    
      
    
    
      stringify(value, field)



        
          
        

    

  


  

      

          @spec stringify(term(), String.t()) ::
  {:ok, %{required(String.t()) => term()}}
  | {:error, {:invalid, String.t(), String.t()}}


      


Coerce a map or keyword list into a string-keyed map. field names the value
in error tuples: a non-keyword list is "must be a map" (the stricter
ip_rules message), anything else non-map is "must be a map or keyword list".

  



  
    
      
    
    
      to_json(route)



        
          
        

    

  


  

      

          @spec to_json(t()) :: map()


      


The JSON view of a route: what the admin API returns and Redis stores.

  



  
    
      
    
    
      to_stored_json(route)



        
          
        

    

  


  

      

          @spec to_stored_json(t()) :: map()


      


The JSON a store persists: to_json/1 without the binding fields a route
that has none (tenant_id: "default", source_id: nil) leaves out, so a
node that predates them still reads every definition written before a tenant
route exists (from_json/1 gives the omitted fields their defaults).

  


        

      


  

  
    
    Ankusa.Routes.Router - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Routes.Router 
    



      
The route-management API: CRUD over route definitions, the global IP rules,
and the dry run.
It listens on its own port (routes.admin.port), never on the ingest port:
managing routes is an operator action, and mixing it into the capture surface
would put a second, easily-forgotten endpoint next to the one that accepts
provider traffic.
Authentication and scopes
Every route but GET /health needs a credential (routes.admin.auth, see
Ankusa.Admin.Auth): 401 without one, 403 without the scope. Reading
(GET, and the dry run POST /admin/routes/test) needs routes:read; every
other write needs routes:write.
There are two surfaces over the same definitions. The operator surface,
/admin/routes and /admin/ip-rules, spans tenants, so its scopes only count
together with tenant:*: a principal limited to some tenants must not edit
what every tenant's ingest is checked against. The tenant surface,
/v1/tenants/:tenant/routes, needs tenant:<tenant> (or tenant:*) instead,
and shows and changes only that tenant's routes: one that another tenant owns
is 404, a body naming another tenant is 400, and a principal without the
tenant is 403. A tenant that is not [A-Za-z0-9_-]{1,64} is
400 invalid_tenant.
Responding
	Method	Path	Success

| GET | /admin/routes?enabled=&limit=&cursor= | 200 {"routes": [...], "next_cursor": id | null} |
| POST | /admin/routes | 201 route |
| GET | /admin/routes/:id | 200 route |
| PUT | /admin/routes/:id | 200 route (idempotent; creates if absent) |
| PATCH | /admin/routes/:id | 200 route |
| DELETE | /admin/routes/:id | 204 |
| GET | /v1/tenants/:tenant/routes?enabled=&limit=&cursor= | 200 the page of that tenant's routes |
| POST | /v1/tenants/:tenant/routes | 201 route owned by the tenant |
| GET | /v1/tenants/:tenant/routes/:id | 200 route |
| PUT | /v1/tenants/:tenant/routes/:id | 200 route (idempotent; creates if absent) |
| PATCH | /v1/tenants/:tenant/routes/:id | 200 route |
| DELETE | /v1/tenants/:tenant/routes/:id | 204 |
| GET | /admin/ip-rules | 200 {"default": ..., "rules": [...]} |
| PUT | /admin/ip-rules | 200 the stored rules |
| POST | /admin/routes/test | 200 {"decision": ..., "reason": ..., "route_id": ..., "ip_rule": ...} |
| GET | /health | 200 {"status": "ok", "routes": n} |
Errors are JSON objects with a stable error code:
invalid_route (with field and message), duplicate_route (with
conflicting_id, left out on the tenant surface when another tenant holds the
id or the path), too_many_routes (with max_routes), invalid_query,
invalid_tenant, invalid_ip_rules, invalid_request, invalid_body,
not_found, and store_unavailable (a 503: the backing store could not be
reached, or a write lost every race against concurrent writers — retry).
Writes are checked against the table they were validated against: two requests
creating the same id, or two enabled routes for the same path and method,
cannot both succeed however they interleave. PUT /admin/ip-rules replaces
the whole rule set, so it requires both default and rules.
POST /admin/routes/test is the dry run: it answers "what would happen to
this request" without capturing anything and without touching the decision
cache, so an operator can validate a route change before it goes live.
Contract
priv/openapi/admin.v1.yaml is the HTTP contract for these endpoints (the
routes tag), and it is the source of truth:
test/ankusa/routes/router_openapi_test.exs builds each documented request
from the examples in it and asserts the response against the documented
schema and example, so this module answers what the document says or the suite
fails. Change one, change the other.
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        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.
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Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.
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The compiled, in-memory view of the route table: what the guard reads on
every request, and what makes a mutation take effect everywhere at once.
Both stores (Ankusa.Routes.Store.ETS and Ankusa.Routes.Store.Redis) build
their snapshots here, so a definition produces the same pattern order and
the same id lookup whichever store it lives in.
Where it lives
One named :protected ETS table per instance (ordered_set,
read_concurrency: true), written by the routes store process: readers
never take a GenServer call or a network round trip per request, and a
mutation writes the rows it changes, not the whole table. (It used to be one
:persistent_term value rebuilt and rewritten per mutation, which costs a
global GC pass and a full copy each time.) Ankusa.Routes.TableOwner
creates it and lends it to the store, and gets it back if the store dies. A
restarted store takes the table over with adopt/1 and resumes from the
routes in it, rather than starting from its config again.
Rows, all tagged with a generation:
	{:meta, %{gen, version, epoch, ip_rules, trusted_proxies, count, max_prefix}} — the one row a reader starts from;
	{{:lit, gen, prefix, priority, id}, enabled, methods, segments} — every
route, enabled or not, in the literal-prefix index: prefix is the
leading run of literal segments of its pattern (at most 8), so
/hooks/stripe/:id lives under ["hooks", "stripe"] and /:tenant/hook
under []. A bucket is one contiguous run of keys in priority order;
	{{:id, gen, id}, route};
	{{:tenant, gen, tenant_id, id}} — the {tenant, id} index: one key per
route, so a tenant's routes come back id-ascending from a walk over its
own keys, not over every tenant's;
	{{:conflict, gen, pattern, method}, id} — the {compiled pattern, method} index of the enabled routes (pattern is the segments as one
binary, hooks/:/*), so "does an enabled route already capture this" is
a lookup, not a scan.

A reader reads :meta once and uses its gen for every other row.
publish/1 (boot, a Redis reload) writes a whole new generation, then flips
:meta to it, and drops the old generation a second later, so a reader that
read the old :meta just before the flip finishes its walk on rows that are
still there. mutate/3 (one route created, replaced or deleted in the ETS
store) edits the current generation in place and writes a new :meta.
Every route is a prefix-index row, enabled or not; the guard skips a disabled
one at match time, so toggling enabled is a state change, not a recompile.
Matching
A request's candidates are the buckets of every prefix of its own segments
([], [s0], [s0, s1], … up to meta.max_prefix, at most 8): a few
short ordered walks, merged in priority order, so a miss costs the handful of
patterns that share the request's leading literals, never every pattern in
the table.
Ordering
The first matching pattern wins, so the order is the priority list, most
specific first:
	descending literal-segment count — /hooks/stripe before /hooks/:id;
	patterns without a wildcard before those with one — /hooks/a before
/hooks/*;
	route id ascending, so the order is total and never depends on map
iteration.

version belongs to the store: every mutation bumps it, and a write is only
applied if its writer validated against the current one (see
Ankusa.Routes.Store). epoch belongs to the snapshot: a number drawn afresh
for every change and never reused, which the decision cache
(Ankusa.Routes.Cache) keys on, so a change makes every cached decision
unreachable without a delete pass. It is separate from version because a
store's version can start over (a restarted in-memory store, a flushed Redis)
while a cache entry keyed on it would still be alive.

      


      
        Summary


  
    Types
  


    
      
        meta()

      


    





  
    Functions
  


    
      
        adopt(instance)

      


        Take over the table a previous routes store left behind (it survives the
store through Ankusa.Routes.TableOwner): the caller becomes its owner, any
generation other than the current one is dropped, and the current one comes
back as a store's state fields. :none when no table has been published yet
(an instance's first boot).



    


    
      
        check_budget(count, budget)

      


        Would count routes fit in budget bytes (routes.memory_budget_bytes)? A
store asks before it publishes a load, so a table that does not fit is
refused at boot instead of by the OOM killer.



    


    
      
        conflict(instance, meta, route)

      


        The enabled route that already captures route's request class — the same
compiled pattern and at least one method in common, other than route
itself — or :none. One lookup per method of route, whatever the table
holds.



    


    
      
        count(instance)

      


        How many routes the current generation holds (0 with none loaded).



    


    
      
        drop_generation(instance, gen)

      


        Delete every row of an old generation (the owner's {:drop_generation, gen}).



    


    
      
        estimated_bytes(count)

      


        What count routes are estimated to cost a node, in bytes.



    


    
      
        fetch(instance, map, id)

      


        One route of meta's generation.



    


    
      
        initial_table(map)

      


        Build the boot-time routes and ip_rules for a store from config.routes,
reporting the same failures Ankusa.Routes.validate_config!/1 already raises
as error tuples a store can {:stop, reason} on.



    


    
      
        meta(instance)

      


        The current :meta row, or nil before the store has written one.



    


    
      
        mutate(state, change, arg)

      


        Apply one change to the current generation in place — {:put, route},
{:delete, id} or :ip_rules — write a fresh :meta (new epoch, the
store's version, ip_rules and count), and emit the change telemetry.
Returns state. Called by the owning process after it updated state.



    


    
      
        overlaps(instance, meta, route, limit \\ :infinity)

      


        Every other route whose pattern overlaps route's — some request path both
capture (Ankusa.Routes.Matcher.overlap?/2) — whatever its methods, whether
it is enabled, and whichever tenant owns it (each returned route carries its
tenant_id, so "does another tenant already hold part of this path space"
is a filter over the answer). limit stops the walk after that many.



    


    
      
        publish(state)

      


        Write a whole new generation without telemetry (boot, seed, reload), from
the routes store (which takes the table from Ankusa.Routes.TableOwner, or
creates its own when it runs without one). The caller must handle {:drop_generation, gen} with
drop_generation/2.



    


    
      
        publish(state, arg)

      


        Write a whole new generation, emit the change telemetry, and return state.
The caller owns state.version — the ETS store bumps it locally, the Redis
store takes it from INCR — so no bump happens here.



    


    
      
        routes(instance, map)

      


        Every route of meta's generation, id ascending.



    


    
      
        routes_after(instance, map, after_id)

      


        Every route of meta's generation, id ascending, as a lazy stream that
starts after after_id (nil for the first). It walks the :id rows from
the cursor, so its cost is the page read, not the table.



    


    
      
        scan(instance, map, method, segments)

      


        The route matching method and segments: the first enabled route in
priority order whose pattern matches and that serves the method. A path
that matches only for other methods is {:reject, :method}, nothing at all
{:reject, :no_route}; both are 404 to the sender. Walks the buckets of the
request's own literal prefixes, merged in priority order, and stops at the
first hit.



    


    
      
        table(instance)

      


        The instance's snapshot table name.



    


    
      
        tenant_routes(instance, map, tenant, after_id)

      


        The routes tenant owns in meta's generation, id ascending, as a lazy
stream that starts after after_id (nil for the first). It walks the
{tenant, id} index, so its cost is the page read, not the table.



    





      


      
        Types


        


  
    
      
    
    
      meta()



        
          
        

    

  


  

      

          @type meta() :: %{
  gen: pos_integer(),
  version: pos_integer(),
  epoch: pos_integer(),
  ip_rules: %{default: :allow | :deny, rules: [Ankusa.Routes.Route.ip_rule()]},
  trusted_proxies: [term()],
  count: non_neg_integer(),
  max_prefix: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      adopt(instance)



        
          
        

    

  


  

      

          @spec adopt(atom()) ::
  {:ok,
   %{
     routes: %{required(String.t()) => Ankusa.Routes.Route.t()},
     ip_rules: map(),
     version: pos_integer()
   }}
  | :none


      


Take over the table a previous routes store left behind (it survives the
store through Ankusa.Routes.TableOwner): the caller becomes its owner, any
generation other than the current one is dropped, and the current one comes
back as a store's state fields. :none when no table has been published yet
(an instance's first boot).

  



  
    
      
    
    
      check_budget(count, budget)



        
          
        

    

  


  

      

          @spec check_budget(non_neg_integer(), pos_integer()) ::
  :ok | {:error, {:routes_over_budget, non_neg_integer(), pos_integer()}}


      


Would count routes fit in budget bytes (routes.memory_budget_bytes)? A
store asks before it publishes a load, so a table that does not fit is
refused at boot instead of by the OOM killer.

  



  
    
      
    
    
      conflict(instance, meta, route)



        
          
        

    

  


  

      

          @spec conflict(atom(), meta(), Ankusa.Routes.Route.t()) ::
  {:ok, Ankusa.Routes.Route.t()} | :none


      


The enabled route that already captures route's request class — the same
compiled pattern and at least one method in common, other than route
itself — or :none. One lookup per method of route, whatever the table
holds.

  



  
    
      
    
    
      count(instance)



        
          
        

    

  


  

      

          @spec count(atom()) :: non_neg_integer()


      


How many routes the current generation holds (0 with none loaded).

  



  
    
      
    
    
      drop_generation(instance, gen)



        
          
        

    

  


  

      

          @spec drop_generation(atom(), pos_integer()) :: :ok


      


Delete every row of an old generation (the owner's {:drop_generation, gen}).

  



  
    
      
    
    
      estimated_bytes(count)



        
          
        

    

  


  

      

          @spec estimated_bytes(non_neg_integer()) :: non_neg_integer()


      


What count routes are estimated to cost a node, in bytes.

  



  
    
      
    
    
      fetch(instance, map, id)



        
          
        

    

  


  

      

          @spec fetch(atom(), meta(), String.t()) :: {:ok, Ankusa.Routes.Route.t()} | :error


      


One route of meta's generation.

  



  
    
      
    
    
      initial_table(map)



        
          
        

    

  


  

      

          @spec initial_table(map()) ::
  {:ok,
   %{
     routes: %{required(String.t()) => Ankusa.Routes.Route.t()},
     ip_rules: %{
       default: :allow | :deny,
       rules: [Ankusa.Routes.Route.ip_rule()]
     }
   }}
  | {:error,
     {:invalid_seed, non_neg_integer(), String.t(), String.t()}
     | {:duplicate_seed_ids, String.t(), non_neg_integer()}
     | {:seed_too_large, non_neg_integer(), pos_integer()}
     | {:seed_conflict, non_neg_integer(), non_neg_integer(), String.t(),
        String.t()}
     | {:seed_not_a_list, term()}
     | {:invalid_ip_rules, String.t()}}


      


Build the boot-time routes and ip_rules for a store from config.routes,
reporting the same failures Ankusa.Routes.validate_config!/1 already raises
as error tuples a store can {:stop, reason} on.
The check order mirrors validate_seed!: a non-list seed, then the cap, then
per-entry validation, then duplicate ids, then compiled-segment conflicts, then
the global rules.

  



  
    
      
    
    
      meta(instance)



        
          
        

    

  


  

      

          @spec meta(atom()) :: meta() | nil


      


The current :meta row, or nil before the store has written one.

  



  
    
      
    
    
      mutate(state, change, arg)



        
          
        

    

  


  

      

          @spec mutate(
  map(),
  {:put, Ankusa.Routes.Route.t()} | {:delete, String.t()} | :ip_rules,
  {atom(), term()}
) :: map()


      


Apply one change to the current generation in place — {:put, route},
{:delete, id} or :ip_rules — write a fresh :meta (new epoch, the
store's version, ip_rules and count), and emit the change telemetry.
Returns state. Called by the owning process after it updated state.

  



    

  
    
      
    
    
      overlaps(instance, meta, route, limit \\ :infinity)



        
          
        

    

  


  

      

          @spec overlaps(atom(), meta(), Ankusa.Routes.Route.t(), pos_integer() | :infinity) ::
  [
    Ankusa.Routes.Route.t()
  ]


      


Every other route whose pattern overlaps route's — some request path both
capture (Ankusa.Routes.Matcher.overlap?/2) — whatever its methods, whether
it is enabled, and whichever tenant owns it (each returned route carries its
tenant_id, so "does another tenant already hold part of this path space"
is a filter over the answer). limit stops the walk after that many.
It reads the prefix index along one chain: the buckets of every proper prefix
of the route's own literal prefix, and the contiguous run of buckets at or
under it (list order keeps everything that extends a prefix next to it), so
the cost is a seek per level plus the routes sharing the route's leading
literals, not the table. A pattern that starts with a parameter or wildcard
has no literal prefix and can overlap anything, so for it the run is the
whole index.

  



  
    
      
    
    
      publish(state)



        
          
        

    

  


  

      

          @spec publish(map()) :: :ok


      


Write a whole new generation without telemetry (boot, seed, reload), from
the routes store (which takes the table from Ankusa.Routes.TableOwner, or
creates its own when it runs without one). The caller must handle {:drop_generation, gen} with
drop_generation/2.

  



  
    
      
    
    
      publish(state, arg)



        
          
        

    

  


  

      

          @spec publish(map(), {atom(), String.t() | nil}) :: map()


      


Write a whole new generation, emit the change telemetry, and return state.
The caller owns state.version — the ETS store bumps it locally, the Redis
store takes it from INCR — so no bump happens here.

  



  
    
      
    
    
      routes(instance, map)



        
          
        

    

  


  

      

          @spec routes(atom(), meta()) :: [Ankusa.Routes.Route.t()]


      


Every route of meta's generation, id ascending.

  



  
    
      
    
    
      routes_after(instance, map, after_id)



        
          
        

    

  


  

      

          @spec routes_after(atom(), meta(), String.t() | nil) :: Enumerable.t()


      


Every route of meta's generation, id ascending, as a lazy stream that
starts after after_id (nil for the first). It walks the :id rows from
the cursor, so its cost is the page read, not the table.

  



  
    
      
    
    
      scan(instance, map, method, segments)



        
          
        

    

  


  

      

          @spec scan(atom(), meta(), String.t(), [String.t()]) ::
  {:match, String.t()} | {:reject, :no_route | :method}


      


The route matching method and segments: the first enabled route in
priority order whose pattern matches and that serves the method. A path
that matches only for other methods is {:reject, :method}, nothing at all
{:reject, :no_route}; both are 404 to the sender. Walks the buckets of the
request's own literal prefixes, merged in priority order, and stops at the
first hit.

  



  
    
      
    
    
      table(instance)



        
          
        

    

  


  

      

          @spec table(atom()) :: atom()


      


The instance's snapshot table name.

  



  
    
      
    
    
      tenant_routes(instance, map, tenant, after_id)



        
          
        

    

  


  

      

          @spec tenant_routes(atom(), meta(), String.t(), String.t() | nil) :: Enumerable.t()


      


The routes tenant owns in meta's generation, id ascending, as a lazy
stream that starts after after_id (nil for the first). It walks the
{tenant, id} index, so its cost is the page read, not the table.

  


        

      


  

  
    
    Ankusa.Routes.Store - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Routes.Store behaviour
    



      
Where route definitions live. This module is both the behaviour every
store implements and the instance-scoped facade the context calls, the
same split as Ankusa.SourceStore: the facade resolves
config.routes.store's {module, opts} and delegates.
Two stores
	Ankusa.Routes.Store.ETS — the default. Definitions are node-local and
vanish on restart; config.routes.seed is how a standalone deployment
gets a durable starting point, and it is applied on every boot.
	Ankusa.Routes.Store.Redis (in ankusa_redis) — definitions live in
Redis and a version counter plus pub/sub invalidates every node. The
guard still reads the in-memory snapshot, never Redis.

Definitions, never evictions
A store holds definitions, so insert/3 is capped by
config.routes.max_routes and returns {:error, :too_many_routes} past it —
nothing is silently evicted. An evicted definition would turn into a rejected
webhook, and a rejected webhook is an operator's outage, not a cache miss.
Writes are version-checked
Ankusa.Routes validates a write — a free id, no colliding enabled route —
against the snapshot it just read, so a store may only apply it if that
snapshot is still current. insert/3 and replace/3 therefore take the
version of the snapshot the caller validated against, and answer
{:error, :stale}, having changed nothing, when the table has moved on. Before
answering :stale a store MUST have published the newer snapshot, so the
caller's retry validates against what is really there.
A store shared by several nodes checks that version in the shared store,
atomically with the write, not against its own copy: a node whose copy lags
would otherwise happily validate against a table another node already changed,
and two nodes could both create the same id.
delete/3 and put_ip_rules/2 carry no cross-route validation, so they take
no version: a delete answers {:error, :not_found} from the store's own
authoritative state, and replacing the global rules is a whole-value write.
A delete made on behalf of one tenant passes it as tenant, and the store
answers {:error, :not_found} for a route another tenant owns, checked in
the same step as the delete, so a route that was re-created under another
tenant between the caller's read and the delete is never removed; nil
deletes whoever owns it.
{:error, :store_unavailable} is the transient failure — Redis is down, or the
store process did not answer, which the facade reports the same way. The
in-memory store never returns it itself.

      


      
        Summary


  
    Types
  


    
      
        error()

      


    





  
    Callbacks
  


    
      
        delete(atom, t, arg3)

      


    


    
      
        insert(atom, t, pos_integer)

      


    


    
      
        put_ip_rules(atom, map)

      


    


    
      
        replace(atom, t, pos_integer)

      


    


    
      
        start_link(keyword)

      


        Called by Ankusa.Instance with [instance: instance]; read the store's own
options from Ankusa.config(instance).routes.store.



    





  
    Functions
  


    
      
        delete(instance, id, tenant)

      


    


    
      
        insert(instance, route, version)

      


    


    
      
        put_ip_rules(instance, ip_rules)

      


    


    
      
        replace(instance, route, version)

      


    





      


      
        Types


        


  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() :: :too_many_routes | :not_found | :stale | :store_unavailable


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      delete(atom, t, arg3)



        
          
        

    

  


  

      

          @callback delete(atom(), String.t(), String.t() | nil) :: :ok | {:error, error()}


      



  



  
    
      
    
    
      insert(atom, t, pos_integer)



        
          
        

    

  


  

      

          @callback insert(atom(), Ankusa.Routes.Route.t(), pos_integer()) ::
  :ok | {:error, error()}


      



  



  
    
      
    
    
      put_ip_rules(atom, map)



        
          
        

    

  


  

      

          @callback put_ip_rules(atom(), map()) :: :ok | {:error, error()}


      



  



  
    
      
    
    
      replace(atom, t, pos_integer)



        
          
        

    

  


  

      

          @callback replace(atom(), Ankusa.Routes.Route.t(), pos_integer()) ::
  :ok | {:error, error()}


      



  



  
    
      
    
    
      start_link(keyword)



        
          
        

    

  


  

      

          @callback start_link(keyword()) :: GenServer.on_start()


      


Called by Ankusa.Instance with [instance: instance]; read the store's own
options from Ankusa.config(instance).routes.store.

  


        

      

      
        Functions


        


  
    
      
    
    
      delete(instance, id, tenant)



        
          
        

    

  


  

      

          @spec delete(atom(), String.t(), String.t() | nil) :: :ok | {:error, error()}


      



  



  
    
      
    
    
      insert(instance, route, version)



        
          
        

    

  


  

      

          @spec insert(atom(), Ankusa.Routes.Route.t(), pos_integer()) ::
  :ok | {:error, error()}


      



  



  
    
      
    
    
      put_ip_rules(instance, ip_rules)



        
          
        

    

  


  

      

          @spec put_ip_rules(atom(), map()) :: :ok | {:error, error()}


      



  



  
    
      
    
    
      replace(instance, route, version)



        
          
        

    

  


  

      

          @spec replace(atom(), Ankusa.Routes.Route.t(), pos_integer()) ::
  :ok | {:error, error()}


      



  


        

      


  

  
    
    Ankusa.Routes.Store.ETS - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Routes.Store.ETS 
    



      
The default route store: definitions in this node's memory, with a hard cap
and a config seed.
config.routes.seed loads at boot, which is what makes a standalone (no
Redis) deployment survivable across restarts: a route an operator added
through the API is gone on restart, but the seed is not. The process owns
the instance's snapshot table (Ankusa.Routes.Snapshot), and every mutation
writes the rows it changes there, so the guard sees the change on the very
next request — no TTL wait, no polling.
Seeding happens only at boot, into an empty store — on every instance
boot: a seed route deleted through the API returns at the next restart
unless it is also removed from config.routes.seed. (Only the Redis store
seeds once per namespace.) A store process that crashes and is restarted
inside a running instance does not seed again: it resumes from the snapshot
table it left, API-created routes included.
The process registers under Ankusa.via(instance, :routes_store); there is
no global name, so two instances in one VM never collide.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  


        

      


  

  
    
    Ankusa.Routes.TableOwner - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Routes.TableOwner 
    



      
Keeps an instance's route snapshot table alive across a routes-store
restart. It creates the table and is its heir: the store writes into it
(Ankusa.Routes.Snapshot asks for it with hand_over/2), and when the
store dies the table comes back here instead of being deleted. The
restarted store takes it over with Ankusa.Routes.Snapshot.adopt/1 and
resumes from the routes in it, rather than starting again from its config.
Started by Ankusa.Instance just before the routes store; nothing else
needs to call it.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        hand_over(instance, pid)

      


        Give the table to pid (the routes store). {:error, :not_running} when
this instance has no owner process (a store started on its own, in tests).



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      hand_over(instance, pid)



        
          
        

    

  


  

      

          @spec hand_over(atom(), pid()) :: :ok | {:error, :not_running | :owned_elsewhere}


      


Give the table to pid (the routes store). {:error, :not_running} when
this instance has no owner process (a store started on its own, in tests).

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

  
    
    Ankusa.SecretProvider - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.SecretProvider behaviour
    



      
Where a secret comes from when it is not in the config file: a secret manager.
ankusa_server resolves ${sm:<provider>:<ref>} in its config by calling
fetch/2 on the module registered under <provider> (see
AnkusaServer.SecretProvider.AwsSecretsManager and
AnkusaServer.SecretProvider.Vault). The behaviour lives in core so an
embedding application can write its own provider and hand it the same way.
ref is whatever follows the provider name in the reference, opaque to the
caller (prod/stripe#whsec for a JSON secret's whsec field, say). opts is
the provider's own settings from the config (region, address, a token),
never anything request-shaped.
Three answers
	{:ok, secret}: the bytes, exactly as the manager holds them. A trailing
newline is not trimmed here.
	{:error, :not_found}: the manager answered and the secret is not there,
or the caller may not read it. Retrying changes nothing.
	{:error, :unavailable}: the manager could not be asked or did not give a
usable answer (a timeout, a 5xx, a refused connection, a malformed body).
A later call may succeed.

A provider never raises for an I/O failure, and never puts the secret, a
credential or the full response in an error value: the reason is logged next
to the dotted config key that asked for it.

      


      
        Summary


  
    Callbacks
  


    
      
        fetch(ref, opts)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      fetch(ref, opts)



        
          
        

    

  


  

      

          @callback fetch(ref :: String.t(), opts :: keyword()) ::
  {:ok, binary()} | {:error, :unavailable | :not_found}


      



  


        

      


  

  
    
    Ankusa.Sink - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Sink behaviour
    



      
What happens to a delivered hook. The interesting extension point: it lets the
framework be a library inside a Phoenix app, a standalone forwarding gateway,
or the front door to someone else's pipeline — with the same ingest guarantees.
Delivery is at-least-once. Return :ok on success; {:error, reason} triggers
the source's Ankusa.RetryPolicy.
Error classes
Three shapes of reason change what dispatch does with a failure:
	{:permanent, term} — retrying cannot help (a 410 Gone, a record the
broker will never take). The row is dead-lettered after this attempt,
whatever attempts the retry policy had left, and the failure does not
count towards the sink's circuit breaker.
	{:permanent, {:config, term}} — a permanent failure that is the
operator's to fix, not the hook's: a credential the destination refuses
(AccessDenied, PERMISSION_DENIED), a queue or topic that does not
exist. It dead-letters like any {:permanent, _} and also counts in
ankusa_dispatch_config_errors_total{sink}, the alert that says a source
needs a config fix and then a DLQ replay.
	{:retry_after, ms, term} — the sink asked for a pause (Retry-After, or
a throttle: AWS Throttling, Pub/Sub RESOURCE_EXHAUSTED). The next
attempt is no sooner than ms (capped at dispatch.max_retry_after_ms,
default one hour) or the policy's own backoff, whichever is later; the
policy still decides when to give up.

Every other reason is transient and follows the retry policy. Whatever the
class, a delivery that is still failing max_elapsed_ms after its first
attempt (default 24 hours, per source: retry:) is dead-lettered
(Ankusa.RetryPolicy).
Deliveries are not ordered: hooks for one sink may be delivered in any
order, and a retry runs after whatever is due before it. A Kafka partition key
or an AMQP routing key only keeps the order hooks were published in, so it
does not restore one. A consumer that needs order has to rebuild it from data
it receives (the provider's own event timestamp or sequence number in the
body; received_at is on every message, but ties are possible within a
millisecond) and tolerate redelivery.

      


      
        Summary


  
    Types
  


    
      
        class()

      


        What classify/1 answers.



    


    
      
        ctx()

      


    


    
      
        error_class()

      


        Why a delivery was dead-lettered, as an operator filters on it
(error_class of GET /v1/dlq and of a replay job): :permanent (the sink
said it will never work, or the hook or its destination is gone), :throttled
(the destination asked for a pause, {:retry_after, ms, reason}, and the
retry horizon ended it) or :transient (anything else that kept failing until
the retry policy gave up).



    


    
      
        failure()

      


        What deliver/3 may return; see "Error classes".



    





  
    Callbacks
  


    
      
        batched?(opts)

      


        Does this sink batch deliveries (Ankusa.Sink.Batcher)?



    


    
      
        deliver(t, ctx, opts)

      


    


    
      
        describe(subject, opts)

      


        Where this sink publishes, for the AsyncAPI document (Ankusa.AsyncApi).



    


    
      
        durable?(opts)

      


        Does :ok from this sink mean the hook is durably accepted by something that
outlives this node — a broker ack, a publisher confirm, an upstream 2xx?



    


    
      
        inline_max_bytes(opts)

      


        The largest body this sink sends inline, or nil if it never uses the claim
check.



    





  
    Functions
  


    
      
        attempt(mod, env, number, replay_id, fun)

      


        Run one delivery attempt of env inside an ankusa.dispatch.attempt span
(Ankusa.Trace): a child of the hook's stored trace context and linked to it,
so every attempt of a hook, however late, is in its trace. fun is the whole
attempt, and may return :ok, {:error, reason}, or either of those paired
with anything (Ankusa.Dispatch.Pipeline also reports a claim it checked in).
A failure marks the span with its class (permanent, retry_after,
transient), never the reason. With no OpenTelemetry SDK running this is
fun.().



    


    
      
        batched?(mod, opts)

      


        Resolve batched?/1 for mod with opts; false for a sink that doesn't
implement it, or whose callback raises or answers anything but true.



    


    
      
        classify(reason)

      


        The class of a sink's error reason (see "Error classes"): {:permanent, term}, {:retry_after, ms, term} with a positive integer ms, or
{:transient, reason} for anything else.



    


    
      
        describe(mod, subject, opts)

      


        Resolve describe/2 for mod; nil for a sink that doesn't implement it.



    


    
      
        durable?(mod, opts)

      


        Resolve durable?/1 for mod with opts; true for sinks that don't
implement it — a sink that has not said otherwise is assumed to confirm
durably, which is the safe default for an ack path (wal.type: none).



    


    
      
        error_class(arg)

      


        The error_class/0 of a classify/1 answer.



    


    
      
        error_classes()

      


        Every error_class/0.



    


    
      
        inline_max_bytes(mod, opts)

      


        Resolve the inline threshold for mod with opts: {:ok, nil} for sinks
that don't implement inline_max_bytes/1.



    


    
      
        safe_deliver(mod, env, ctx, opts)

      


        Call deliver/3, turning a raise, throw, or exit into {:error, reason}.



    


    
      
        throttle_after_ms(attempt)

      


        The pause a sink asks for when its destination throttles it and says nothing
about how long ({:retry_after, ms, reason}): full jitter, a uniform draw
from 1..min(30_000, 500 * 2^(attempt - 1)) milliseconds, so every throttled
delivery of a source does not come back in the same instant. attempt is
ctx.attempt.



    





      


      
        Types


        


  
    
      
    
    
      class()



        
          
        

    

  


  

      

          @type class() ::
  {:permanent, term()}
  | {:retry_after, pos_integer(), term()}
  | {:transient, term()}


      


What classify/1 answers.

  



  
    
      
    
    
      ctx()



        
          
        

    

  


  

      

          @type ctx() :: %{
  :instance => atom(),
  :source_id => String.t(),
  :tenant_id => String.t() | nil,
  :attempt => pos_integer(),
  optional(:claim) => Ankusa.ClaimCheck.claim(),
  optional(:replay_id) => String.t(),
  optional(:forward_headers) => :default | [String.t()],
  optional(:batch) => boolean(),
  optional(:max_headers) => pos_integer(),
  optional(:forward_headers_max_bytes) => pos_integer(),
  optional(atom()) => term()
}


      



  



  
    
      
    
    
      error_class()



        
          
        

    

  


  

      

          @type error_class() :: :permanent | :throttled | :transient


      


Why a delivery was dead-lettered, as an operator filters on it
(error_class of GET /v1/dlq and of a replay job): :permanent (the sink
said it will never work, or the hook or its destination is gone), :throttled
(the destination asked for a pause, {:retry_after, ms, reason}, and the
retry horizon ended it) or :transient (anything else that kept failing until
the retry policy gave up).

  



  
    
      
    
    
      failure()



        
          
        

    

  


  

      

          @type failure() ::
  {:permanent, term()} | {:retry_after, pos_integer(), term()} | term()


      


What deliver/3 may return; see "Error classes".

  


        

      

      
        Callbacks


        


  
    
      
    
    
      batched?(opts)


        (optional)


        
          
        

    

  


  

      

          @callback batched?(opts :: keyword()) :: boolean()


      


Does this sink batch deliveries (Ankusa.Sink.Batcher)?
Dispatch runs a batching sink's attempts without counting them against
dispatch.sink_concurrency, a tenant's concurrency or the global
dispatch.concurrency: an attempt waits in the batcher for its batch's
response, so those limits cannot count messages and still let a batch fill.
The sink's batcher bounds what it holds (a queue cap, a per-tenant share) and
counts requests against sink_concurrency; the claimed-row windows
(dispatch.max_inflight, dispatch.tenants) bound the attempts.
Defaults to false. A sink that returns true must batch only for a delivery
whose ctx carries batch: true, which dispatch sets and Ankusa.Edge.Publish
and Ankusa.Lifecycle.Publisher do not.

  



  
    
      
    
    
      deliver(t, ctx, opts)



        
          
        

    

  


  

      

          @callback deliver(Ankusa.Envelope.t(), ctx(), opts :: keyword()) ::
  :ok | {:error, failure()}


      



  



  
    
      
    
    
      describe(subject, opts)


        (optional)


        
          
        

    

  


  

      

          @callback describe(
  subject :: %{source_id: String.t(), tenant_id: String.t() | nil},
  opts :: keyword()
) ::
  Ankusa.Sink.Description.t()


      


Where this sink publishes, for the AsyncAPI document (Ankusa.AsyncApi).
subject names the hook the description is for: source_id, and tenant_id
(nil when the tenant varies per hook, i.e. a resolver that reads it from the
URL). Messaging sinks describe the channel they publish the envelope to;
Ankusa.Sink.Http describes its destination with payload: :body and says
which options it computed per hook, and Ankusa.Sink.Log has no channel to
advertise. Only payload: :message descriptions reach the AsyncAPI document.
The description must never contain credentials or URL userinfo.

  



  
    
      
    
    
      durable?(opts)


        (optional)


        
          
        

    

  


  

      

          @callback durable?(opts :: keyword()) :: boolean()


      


Does :ok from this sink mean the hook is durably accepted by something that
outlives this node — a broker ack, a publisher confirm, an upstream 2xx?
Defaults to true: every shipped sink except Ankusa.Sink.Log confirms
durably. wal.type: none acks the provider on this promise, so a sink that
cannot make it must say so.

  



  
    
      
    
    
      inline_max_bytes(opts)


        (optional)


        
          
        

    

  


  

      

          @callback inline_max_bytes(opts :: keyword()) :: pos_integer() | nil


      


The largest body this sink sends inline, or nil if it never uses the claim
check.
Dispatch checks a body in once, before any sink runs, when it is larger
than at least one of its source's sinks' thresholds, and hands the resulting
ref to every sink and every retry in ctx.claim. A sink that declares a
threshold must use that ref rather than checking the body in itself.

  


        

      

      
        Functions


        


  
    
      
    
    
      attempt(mod, env, number, replay_id, fun)



        
          
        

    

  


  

      

          @spec attempt(
  module(),
  Ankusa.Envelope.t(),
  pos_integer(),
  String.t() | nil,
  (-> result)
) :: result
when result: :ok | {:error, term()} | {:ok | {:error, term()}, term()}


      


Run one delivery attempt of env inside an ankusa.dispatch.attempt span
(Ankusa.Trace): a child of the hook's stored trace context and linked to it,
so every attempt of a hook, however late, is in its trace. fun is the whole
attempt, and may return :ok, {:error, reason}, or either of those paired
with anything (Ankusa.Dispatch.Pipeline also reports a claim it checked in).
A failure marks the span with its class (permanent, retry_after,
transient), never the reason. With no OpenTelemetry SDK running this is
fun.().
The attempt's process gets the hook's correlation as Logger metadata
(hook_id, source_id, tenant_id, sink, attempt, trace_id, and
replay_id for a replayed row), so whatever the sink logs while it delivers
names the hook. Every caller runs it in a process of its own (a task per
attempt).

  



  
    
      
    
    
      batched?(mod, opts)



        
          
        

    

  


  

      

          @spec batched?(module(), keyword()) :: boolean()


      


Resolve batched?/1 for mod with opts; false for a sink that doesn't
implement it, or whose callback raises or answers anything but true.

  



  
    
      
    
    
      classify(reason)



        
          
        

    

  


  

      

          @spec classify(term()) :: class()


      


The class of a sink's error reason (see "Error classes"): {:permanent, term}, {:retry_after, ms, term} with a positive integer ms, or
{:transient, reason} for anything else.

  



  
    
      
    
    
      describe(mod, subject, opts)



        
          
        

    

  


  

      

          @spec describe(
  module(),
  %{source_id: String.t(), tenant_id: String.t() | nil},
  keyword()
) ::
  Ankusa.Sink.Description.t() | nil


      


Resolve describe/2 for mod; nil for a sink that doesn't implement it.

  



  
    
      
    
    
      durable?(mod, opts)



        
          
        

    

  


  

      

          @spec durable?(module(), keyword()) :: boolean()


      


Resolve durable?/1 for mod with opts; true for sinks that don't
implement it — a sink that has not said otherwise is assumed to confirm
durably, which is the safe default for an ack path (wal.type: none).

  



  
    
      
    
    
      error_class(arg)



        
          
        

    

  


  

      

          @spec error_class(class()) :: error_class()


      


The error_class/0 of a classify/1 answer.

  



  
    
      
    
    
      error_classes()



        
          
        

    

  


  

      

          @spec error_classes() :: [error_class()]


      


Every error_class/0.

  



  
    
      
    
    
      inline_max_bytes(mod, opts)



        
          
        

    

  


  

      

          @spec inline_max_bytes(module(), keyword()) ::
  {:ok, pos_integer() | nil} | {:error, term()}


      


Resolve the inline threshold for mod with opts: {:ok, nil} for sinks
that don't implement inline_max_bytes/1.
The callback is user code. A raise, exit, throw or a value other than nil
or a positive integer is an {:error, reason} — never a crash of the caller,
which may be the dispatch pipeline or a request process.

  



  
    
      
    
    
      safe_deliver(mod, env, ctx, opts)



        
          
        

    

  


  

      

          @spec safe_deliver(module(), Ankusa.Envelope.t(), ctx(), keyword()) ::
  :ok | {:error, term()}


      


Call deliver/3, turning a raise, throw, or exit into {:error, reason}.
A sink is user code: it may raise, throw, or exit (a GenServer.call into a
dead process). Any of those is a delivery failure, not a caller crash. Any
other return value is {:error, {:bad_return, value}}. Every ack path —
Ankusa.Dispatch.Pipeline, Ankusa.Lifecycle.Publisher and
Ankusa.Edge.Publish — delivers through here so they agree on what "the sink
failed" means, and each can match on :ok | {:error, _} exhaustively.

  



  
    
      
    
    
      throttle_after_ms(attempt)



        
          
        

    

  


  

      

          @spec throttle_after_ms(pos_integer()) :: pos_integer()


      


The pause a sink asks for when its destination throttles it and says nothing
about how long ({:retry_after, ms, reason}): full jitter, a uniform draw
from 1..min(30_000, 500 * 2^(attempt - 1)) milliseconds, so every throttled
delivery of a source does not come back in the same instant. attempt is
ctx.attempt.

  


        

      


  

  
    
    Ankusa.Sink.Batcher - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Sink.Batcher behaviour
    



      
The batching worker behind Ankusa.Sink.SQS (SendMessageBatch, 10 entries)
and Ankusa.Sink.GooglePubSub (publish, 1 000 messages): many deliveries
to one destination, one HTTP request.
A sink that batches (Ankusa.Sink.batched?/1) encodes its message exactly
as it did for a single request, then hands it to deliver/4, which is a
GenServer.call to the destination's batcher and returns when that message's
result is known: the batch's response, mapped back to the entry. The caller is
the dispatch attempt, so a delivery is answered only after its batch's
response, its row stays claimed until then, and a batcher that dies (or an
attempt that is killed) loses nothing: the call exits, the attempt fails, the
row is retried, and the idempotency key travels as it always did. A delivery
that reaches a destination whose batcher has just died (or stopped idle) starts
its replacement: it waits for the dead batcher's registered name to be reaped
(at most 250 ms) instead of failing on :noproc.
One batcher per destination
Ankusa.Instance starts a DynamicSupervisor for them; the first delivery
to a destination starts its batcher. A destination is the codec (the sink's
Ankusa.Sink.Batcher implementation) plus a digest of everything that shapes
the request (batch_identity/1: queue or topic, endpoint, region,
credentials, transport options and the batch_* tuning), so two sources that
name different credentials never share a request, and no secret is part of a
registered name. A batcher with nothing queued or in flight for a minute stops;
the next delivery starts a new one.
When a batch goes out
A batch is sent when the queue holds max_entries or max_bytes, or
linger_ms after the queue became non-empty (or after the last batch left),
whichever is first. At most max_inflight requests are in flight per
destination: the instance's dispatch.sink_concurrency (default 8) counts
requests for a batching sink, not messages (see Ankusa.Dispatch.Pipeline).
Entries are taken round-robin across tenants, so one tenant's backlog is
interleaved with, not ahead of, another's.
Entries that share a group (a FIFO queue's MessageGroupId, a Pub/Sub
ordering key) stay in the order they were admitted, and a group has at most
one request in flight: the next entry of a group waits for the previous
request's response. That is what keeps "the order Ankusa sent them" true; a
retry after a per-entry failure is, as it always was, a later send.
Bounded (ground rule 3)
The queue holds at most queue_max entries, queue_max_bytes bytes, and
tenant_max entries per tenant (defaults 4 096, 128 MiB, 1 024; the instance's
dispatch windows are the same size, so these are the backstop, not the
limit). A delivery that does not fit is answered at once with
{:error, {:retry_after, ms, {:batch_queue_full, :entries | :bytes | :tenant}}}
(ms is full jitter) and counted in ankusa_sink_batch_refused_total; nothing
is queued. An entry whose caller died (the attempt timed out) is dropped when
the queue is next swept, which every flush does; one already in a request
cannot be recalled.
Telemetry
	[:ankusa, :sink_batch, :flush] — measurements entries, bytes,
requests (HTTP requests the batch took), bisections (the extra
requests spent isolating a refused message), duration_ms; metadata
instance, sink.
	[:ankusa, :sink_batch, :refused] — instance, sink, reason.
	[:ankusa, :sink_batch, :state] — gauge: batchers, queued,
queued_bytes, from stats/1.

Writing a codec
A codec is a module implementing this behaviour; send_batch/2 runs in a task
under the batcher's supervisor, never in the batcher itself.

      


      
        Summary


  
    Types
  


    
      
        config()

      


    


    
      
        entry()

      


        What a sink hands deliver/4.



    


    
      
        result()

      


    





  
    Callbacks
  


    
      
        batch_config(opts, instance)

      


        The batching limits for opts (config/3 reads the batch_* options).



    


    
      
        batch_identity(opts)

      


        Everything in opts that shapes a request: two deliveries with equal identities
may share one. Include credentials and transport options; the batcher only
ever uses a digest of it.



    


    
      
        send_batch(items, opts)

      


        Send items (one request, or several when a refused message has to be isolated)
and answer each, in order. The second element counts requests and bisections.



    


    
      
        sink()

      


        The sink module this codec batches for; the sink label of its telemetry.



    





  
    Functions
  


    
      
        available?(instance)

      


        Is instance's batcher supervisor running? When it is not (a sink called
outside an instance), a batching sink sends each message in a request of its
own.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        config(opts, instance, limits)

      


        The batch_* options of a sink's opts, range-checked, over the codec's
defaults. entries and bytes are {default, maximum}.



    


    
      
        deliver(codec, instance, opts, entry)

      


        Queue entry for codec's batcher of the destination opts names and wait for
its result.



    


    
      
        start_link(boot)

      


    


    
      
        stats(instance)

      


        What instance's batchers hold right now: %{batchers, queued, queued_bytes},
summed from each batcher's registered counters (no scan of a queue, no call).



    


    
      
        validate_opts!(codec, opts)

      


        Raise ArgumentError naming the option unless opts' :batch is a boolean and
its batch_* options are in range for codec. What Ankusa.Sink.SQS.validate_opts!/1
and Ankusa.Sink.GooglePubSub.validate_opts!/1 run, so a bad value fails at
load; a delivery that reaches a batcher with one is dead-lettered with the same
message.



    





      


      
        Types


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: %{
  linger_ms: pos_integer(),
  max_entries: pos_integer(),
  max_bytes: pos_integer(),
  queue_max: pos_integer(),
  queue_max_bytes: pos_integer(),
  tenant_max: pos_integer(),
  max_inflight: pos_integer(),
  task_timeout_ms: pos_integer()
}


      



  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  tenant: String.t(),
  bytes: non_neg_integer(),
  group: String.t() | nil,
  attempt: pos_integer(),
  item: term()
}


      


What a sink hands deliver/4.

  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: :ok | {:error, term()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      batch_config(opts, instance)



        
          
        

    

  


  

      

          @callback batch_config(opts :: keyword(), instance :: atom()) :: config()


      


The batching limits for opts (config/3 reads the batch_* options).

  



  
    
      
    
    
      batch_identity(opts)



        
          
        

    

  


  

      

          @callback batch_identity(opts :: keyword()) :: term()


      


Everything in opts that shapes a request: two deliveries with equal identities
may share one. Include credentials and transport options; the batcher only
ever uses a digest of it.

  



  
    
      
    
    
      send_batch(items, opts)



        
          
        

    

  


  

      

          @callback send_batch(items :: [term()], opts :: keyword()) ::
  {[result()], %{requests: non_neg_integer(), bisections: non_neg_integer()}}


      


Send items (one request, or several when a refused message has to be isolated)
and answer each, in order. The second element counts requests and bisections.

  



  
    
      
    
    
      sink()



        
          
        

    

  


  

      

          @callback sink() :: module()


      


The sink module this codec batches for; the sink label of its telemetry.

  


        

      

      
        Functions


        


  
    
      
    
    
      available?(instance)



        
          
        

    

  


  

      

          @spec available?(term()) :: boolean()


      


Is instance's batcher supervisor running? When it is not (a sink called
outside an instance), a batching sink sends each message in a request of its
own.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      config(opts, instance, limits)



        
          
        

    

  


  

      

          @spec config(keyword(), atom(), keyword()) :: config()


      


The batch_* options of a sink's opts, range-checked, over the codec's
defaults. entries and bytes are {default, maximum}.
	:batch_linger_ms (default 20), :batch_max_entries, :batch_max_bytes
	:batch_queue_max (4 096), :batch_queue_max_bytes (128 MiB),
:batch_queue_tenant_max (1 024)
	:batch_max_inflight — default the instance's dispatch.sink_concurrency, or 8

Raises ArgumentError naming the option.

  



  
    
      
    
    
      deliver(codec, instance, opts, entry)



        
          
        

    

  


  

      

          @spec deliver(module(), atom(), keyword(), entry()) :: result()


      


Queue entry for codec's batcher of the destination opts names and wait for
its result.

  



  
    
      
    
    
      start_link(boot)



        
          
        

    

  


  


  



  
    
      
    
    
      stats(instance)



        
          
        

    

  


  

      

          @spec stats(atom()) :: %{
  batchers: non_neg_integer(),
  queued: non_neg_integer(),
  queued_bytes: non_neg_integer()
}


      


What instance's batchers hold right now: %{batchers, queued, queued_bytes},
summed from each batcher's registered counters (no scan of a queue, no call).

  



  
    
      
    
    
      validate_opts!(codec, opts)



        
          
        

    

  


  

      

          @spec validate_opts!(module(), keyword()) :: :ok


      


Raise ArgumentError naming the option unless opts' :batch is a boolean and
its batch_* options are in range for codec. What Ankusa.Sink.SQS.validate_opts!/1
and Ankusa.Sink.GooglePubSub.validate_opts!/1 run, so a bad value fails at
load; a delivery that reaches a batcher with one is dead-lettered with the same
message.
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Ankusa.Sink.Connections 
    



      
The broker connections a sink adapter opens on demand. An adapter package
starts one tree with start_link/1 from its Application: a
DynamicSupervisor (<sink>.Supervisor) that owns the connections and an
Ankusa.Sink.Reaper (<sink>.Reaper) that closes idle ones, under
<sink>.TopSup. A sink calls ensure/5 before every publish.
The connections live in the adapter's tree, not the instance's, so a lost
broker never takes ingest or dispatch down: it makes publish/4 (see
Ankusa.Sink.Messaging) return {:error, _} for the source's
Ankusa.RetryPolicy. A connection that belongs to one instance registers
through that instance's registry (Ankusa.via/2, found again with
Ankusa.whereis/2), so nothing is registered globally and two instances
never share one; core itself does not know which adapters are loaded.

      


      
        Summary


  
    Functions
  


    
      
        ensure(sink, key, lookup, child, idle_ms)

      


        The connection key names, started on demand and about to be used.



    


    
      
        reaper(sink)

      


        The reaper (and its table) that closes sink's idle connections.



    


    
      
        start_link(sink)

      


        Start sink's connection tree; an adapter's Application.start/2 returns this.



    


    
      
        supervisor(sink)

      


        The DynamicSupervisor that owns sink's connections.



    





      


      
        Functions


        


  
    
      
    
    
      ensure(sink, key, lookup, child, idle_ms)



        
          
        

    

  


  

      

          @spec ensure(
  module(),
  term(),
  (-> pid() | nil),
  (-> Supervisor.child_spec()),
  non_neg_integer()
) ::
  {:ok, pid()} | {:error, term()}


      


The connection key names, started on demand and about to be used.
lookup finds the running one (Ankusa.whereis/2, Process.whereis/1);
nil starts child.() under sink's supervisor — only then is the child
spec built, and a start that loses the race ({:error, {:already_started, pid}}) is that pid. The pid is touched in sink's reaper under key with
idle_ms (Ankusa.Sink.Reaper.touch/4; 0 never reaps), so key is
printed when the connection is closed and must carry no credential.

  



  
    
      
    
    
      reaper(sink)



        
          
        

    

  


  

      

          @spec reaper(module()) :: atom()


      


The reaper (and its table) that closes sink's idle connections.

  



  
    
      
    
    
      start_link(sink)



        
          
        

    

  


  

      

          @spec start_link(module()) :: Supervisor.on_start()


      


Start sink's connection tree; an adapter's Application.start/2 returns this.

  



  
    
      
    
    
      supervisor(sink)



        
          
        

    

  


  

      

          @spec supervisor(module()) :: atom()


      


The DynamicSupervisor that owns sink's connections.
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Ankusa.Sink.Description 
    



      
Where a sink delivers, as Ankusa.Sink.describe/2 reports it: the broker,
the channel address, and the protocol bindings a consumer needs.
Ankusa.AsyncApi folds the ones that publish the envelope (:payload is
:message) into the AsyncAPI document the admin API serves.
	:protocol / :host — the broker ("kafka", "amqp", "nats", "redis", "sqs"
and "host:port", comma-joined when the sink has several). Never carries
userinfo: a description is served to anyone who can reach the admin port.
:host is nil when a function computes the destination per hook.
	:pathname — the broker's path (a RabbitMQ vhost as "/prod", a Redis
database as "/2"), or nil.
	:address — the topic, routing key, subject, or channel; nil when a
configured function computes it per hook.
	:ankusa_headers — true when each message also carries the ankusa_* /
content_type application headers (Kafka and NATS headers, SQS and Pub/Sub
message attributes); the AsyncAPI document then references
SinkMessageHeadersV1 for the message.
	:channel_bindings / :message_bindings — AsyncAPI binding objects keyed
by protocol (%{"kafka" => %{...}}), %{} when the protocol defines none.
	:payload — what the sink sends: :message (the Ankusa.Sink.Message
envelope, which the AsyncAPI document describes) or :body (the provider's
raw bytes, as Ankusa.Sink.Http does, which it does not).
	:computed — the options a function computes per hook (:url, :headers
and :secret of Ankusa.Sink.Http), so this description holds for the
sink's configuration but not for any one hook; [] when every option is
static.
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          @type t() :: %Ankusa.Sink.Description{
  address: String.t() | nil,
  ankusa_headers: boolean(),
  channel_bindings: map(),
  computed: [atom()],
  host: String.t() | nil,
  message_bindings: map(),
  pathname: String.t() | nil,
  payload: :message | :body,
  protocol: String.t()
}
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Publishes delivered hooks to a Google Cloud Pub/Sub topic (or to anything
that speaks Pub/Sub's REST API, such as the floci-gcp emulator in
docker-compose.integration.yml). The message data is Ankusa.Sink.Message,
byte-identical to what Ankusa.Sink.Kafka, Ankusa.Sink.NATS and
Ankusa.Sink.SQS publish: inline up to :inline_max_bytes, a claim ticket
above it.
Dispatch's deliveries are batched (see "Batching"): up to 1 000 of them to
one topic are published in one topics.publish POST. Anything else (direct
publishing, batch: false) is one request per delivery. Both go through
Ankusa.HttpClient (Req's connection pool, no hidden retries or redirects).
The sink needs nothing beyond core's req; its batchers are started by
Ankusa.Instance. Credentials are a bearer token from a caller-supplied
:token_provider, the way Ankusa.BlobStore.GCS gets one: Ankusa bundles no
OAuth client.
This sink never creates a topic or a subscription. Retention, schema,
encryption and who may subscribe are an operator's contract, not something
the first hook to arrive should decide. A topic that does not exist is
{:error, {:permanent, {:config, {:pubsub, 404, "NOT_FOUND", message}}}}:
dead-lettered at once, since only an operator creating the topic fixes it, and
a DLQ replay then re-publishes the hooks. (Compare Ankusa.Sink.SQS,
Ankusa.Sink.Kafka and Ankusa.Sink.NATS, which likewise never create their
queue, topic or stream.)
Publishing is confirmed
deliver/3 returns :ok only on a 200 whose reply carries a messageIds
entry for each message sent (one, or a batch's). Pub/Sub answers 200 once it
has persisted the messages, so the sink keeps the default
Ankusa.Sink.durable?/1 of true. Everything else is an error (see "Error
classes" in Ankusa.Sink):
	{:permanent, {:message_too_large, size, max}} — data plus attributes
plus ordering key over :max_message_bytes, refused before any request.
	{:permanent, {:pubsub, status, "INVALID_ARGUMENT", message}} — Pub/Sub
refused the message itself. Dead-lettered at once.
	{:permanent, {:config, {:pubsub, status, google_status, message}}} —
Pub/Sub refused this sink's configuration or credentials: NOT_FOUND
(topic), PERMISSION_DENIED, UNAUTHENTICATED. Dead-lettered at once and
counted in ankusa_dispatch_config_errors_total{sink}; fix the source,
then replay the dead letters.
	{:retry_after, ms, {:pubsub, status, google_status, message}} — Pub/Sub
throttled the publish (RESOURCE_EXHAUSTED, or any HTTP 429 or 503).
ms is a full-jitter draw (Ankusa.Sink.throttle_after_ms/1).
	{:pubsub, status, google_status, message} — any other Pub/Sub error
(UNAVAILABLE, INTERNAL, ...): transient, the retry policy.
	{:status, status, body} — a non-200 response that is not a Google error
document (a proxy, a load balancer); a 429 or 503 is a
{:retry_after, ms, {:status, status, body}}.
	{:unexpected_reply, body}, :no_credentials (the :token_provider
answered :error; no request is sent) and transport errors — retried.

Caveats
	A topic with no subscription (and no topic message retention) still
answers 200 and discards the message. The sink cannot detect this.
	There is no publish-side deduplication. Delivery is at-least-once, so
consumers dedupe on the message's idempotency_key (the
ankusa_idempotency_key attribute).
	An ordering key only orders messages on a subscription with message
ordering enabled, published through one regional endpoint. Ankusa's own
deliveries are unordered anyway (see Ankusa.Sink), so no key is sent
unless :ordering_key is set; a key also caps that key's throughput at
about 1 MB/s.

Batching
A delivery from dispatch waits in its topic's Ankusa.Sink.Batcher (one per
topic and set of credentials) and is published in one topics.publish with up
to 999 others, 20 ms after the first arrived or as soon as the batch is full
(1,000 messages, 7.5 MB of data). deliver/3 returns when the request's
response is known: the hook's row stays claimed until then, so a batcher that
dies loses nothing and the attempt is retried.
publish has no per-message results: the topic accepts the request or refuses
it as a whole. A transient error or throttle (RESOURCE_EXHAUSTED) fails every
message of it, each retrying on its own schedule; so does a config error
(NOT_FOUND, PERMISSION_DENIED, UNAUTHENTICATED), which no message caused.
INVALID_ARGUMENT means one message was refused, and dead-lettering them all
would lose the good ones, so the request is bisected (see
Ankusa.Sink.GooglePubSub.Batcher): the one bad message is {:permanent, ...}
and the others are delivered, for 2 * log2(n) extra requests. The size and
attribute checks that make a message invalid run before it joins a batch, so
this is the exception.
A batch may hold hooks of several tenants; entries are taken round-robin
across tenants, and a delivery that would pass the queue's ceilings is refused
with {:retry_after, ms, {:batch_queue_full, reason}} (see
Ankusa.Sink.Batcher). With :ordering_key set, a key has one request in
flight at a time and its messages leave in the order they were admitted.
What each message carries
	data — the Ankusa.Sink.Message JSON, base64 on the wire as the REST
API requires.
	attributes — the list Ankusa.Sink.Message.attributes/2 builds:
ankusa_id, ankusa_source_id, ankusa_tenant_id,
ankusa_message_version, ankusa_idempotency_key, content_type
(application/json), plus ankusa_dedupe_key and ankusa_replay_id when
the hook carries them. ankusa_tenant_id is left out when the hook has no
tenant.
	orderingKey — only when :ordering_key yields a non-empty string.

opts
	:project           — required, the GCP project id
	:topic             — required, the topic id (the short name, not                   `projects/.../topics/...`)

	:endpoint          — default "https://pubsub.googleapis.com". Set it                   for a regional endpoint
                   (`"https://us-east1-pubsub.googleapis.com"`) or
                   `floci-gcp` (`"http://localhost:4588"`).

	:token_provider    — {mod, fun, args}, applied once per request, and                   answering `{:ok, token}` or `:error`. Omit it to
                   send no `authorization` header (an emulator only).

	:ordering_key      — nil (default: no key), a string, or                   `(Envelope.t() -> String.t())`

	:inline_max_bytes  — default 64 KiB (65,536), configurable
	:max_message_bytes — the largest data plus attributes plus ordering key                   sent; default `10_000_000`, Pub/Sub's 10 MB message
                   limit

	:timeout_ms        — default 5_000, for both connect and response
	:req_options       — transport options for the HTTP client (a Finch                   pool, a proxy via `:connect_options`, `plug:` for
                   `Req.Test`); see `Ankusa.HttpClient`.

	:batch             — default true; false publishes every delivery in                   its own request and counts it against
                   `dispatch.sink_concurrency` as before

	:batch_linger_ms   — default 20 (1 to 60,000), how long a batch waits to                   fill

	:batch_max_entries — default and maximum 1,000
	:batch_max_bytes   — default and maximum 7,500,000 of data before base64                   (the REST body is 4/3 of it; Pub/Sub's request limit
                   is 10 MB)

	:batch_queue_max, :batch_queue_max_bytes, :batch_queue_tenant_max                 — the queue's ceilings, default 4,096 entries,
                   128 MiB and 1,024 entries a tenant

	:batch_max_inflight — requests in flight per topic; default the                   instance's `dispatch.sink_concurrency` (8)
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        classify_error(http_status, google_status, message, attempt)

      


        The {:error, reason} for a Pub/Sub error google_status that answered a whole
request with HTTP http_status.



    


    
      
        validate_opts!(opts)

      


        Raise ArgumentError naming the key unless opts' :batch is a boolean and
its batch_* options are in range (see "opts"). The image's config loader
calls it, so a bad value fails at load instead of at the first delivery.
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          @spec classify_error(integer(), String.t(), String.t() | nil, pos_integer()) ::
  {:error, term()}


      


The {:error, reason} for a Pub/Sub error google_status that answered a whole
request with HTTP http_status.
	INVALID_ARGUMENT: {:permanent, {:pubsub, http_status, google_status, message}}
	PERMISSION_DENIED, NOT_FOUND, UNAUTHENTICATED:
{:permanent, {:config, {:pubsub, http_status, google_status, message}}}
	RESOURCE_EXHAUSTED, or any 429/503: {:retry_after, ms, reason}, ms
full jitter for attempt (Ankusa.Sink.throttle_after_ms/1)
	anything else: {:pubsub, http_status, google_status, message}, transient


  



  
    
      
    
    
      validate_opts!(opts)



        
          
        

    

  


  

      

          @spec validate_opts!(keyword()) :: :ok


      


Raise ArgumentError naming the key unless opts' :batch is a boolean and
its batch_* options are in range (see "opts"). The image's config loader
calls it, so a bad value fails at load instead of at the first delivery.
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Ankusa.Sink.GooglePubSub's codec for Ankusa.Sink.Batcher: up to 1 000
deliveries to one topic become one topics.publish request.
publish is all or nothing: a 200 names one message id per message, and a
refusal answers the request as a whole with no per-message result. So the
reply maps back like this:
	a 200 with one id for each message: every entry is :ok; any other
200 fails every entry with {:unexpected_reply, body}.
	a transient error (UNAVAILABLE, a 5xx, a timeout, no credentials), a
config error (NOT_FOUND, PERMISSION_DENIED, UNAUTHENTICATED: every
message's fault, so a permanent {:config, _} for each) or a throttle
(RESOURCE_EXHAUSTED, 429, 503): every entry gets it, with its own retry
class and jitter, and retries on its own.
	INVALID_ARGUMENT for one message: the request is bisected. Its two
halves are published one after the other (so the entries' order is kept),
and a half that is refused again is split again, until the refused message
stands alone and is {:permanent, {:pubsub, status, "INVALID_ARGUMENT", message}} while every other message of the batch is delivered. One bad
message among 999 good ones takes 2 * log2(1000) extra requests, and the
work is bounded: a batch of n spends at most 2 * (ceil(log2 n) + 1)
splits, after which the entries still unresolved are {:batch_rejected, reason} (transient: they retry, in other batches). The extra requests are
counted in ankusa_sink_batch_bisections_total.

Ankusa.Sink.GooglePubSub checks a message's size and attributes before it
enters a batch, so the usual causes of a refusal never reach one.
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Forward the raw hook body to an HTTP endpoint, via
Req.
opts:
	:url        — required target URL, or one computed per hook (see             "Computed destinations")

	:method     — HTTP method (default :post)
	:headers    — extra request headers as [{key, value}] strings, or             computed per hook

	:timeout_ms — request/connect timeout (default 5000)
	:secret     — required unless allow_unsigned: true. Signs every             delivery ([Standard
             Webhooks](https://www.standardwebhooks.com/)): a
             `whsec_…` secret, or a list of them while rotating (one
             `v1,` signature each); computed per hook like `:url`.
             See `Ankusa.Sink.Http.Signer`

	:allow_unsigned — true sends deliveries with no signature (default             `false`). Without it a sink with no `:secret` is refused
             by `validate_opts!/1` at load, and a delivery attempt
             for one that skipped it is dead-lettered: any host that
             can reach the receiver's URL could otherwise inject
             hooks. A `:secret` still signs when this is also set

	:max_response_bytes — read at most this much of the response body             (default `65_536`); a longer one is cut off and the
             connection closed. Only the status is used, so a large
             or endless response cannot pin the attempt or its memory

	:req_options — transport options for the HTTP client (custom Finch pool,             proxy, or `plug:` for `Req.Test` in tests). See
             `Ankusa.HttpClient` for the accepted keys

	:pool       — this sink's connection pool, over the instance's             `egress.pools`: `:pool_size`, `:pool_count`,
             `:pool_timeout` (ms to wait for a free connection) and
             `:protocols`. See "Connection pools"

	:cacertfile — a PEM CA bundle to verify the receiver's certificate             against (a private CA); default: the system's trust store

	:allow_insecure_tls — true skips certificate verification for this             sink (default `false`; a `verify_none` in `:req_options`
             is refused without it). Such a sink's connection is
             also pinned to the address the egress check resolved


The original env.body is sent verbatim with the envelope's content-type
(falling back to application/octet-stream). Identity headers x-ankusa-id,
x-ankusa-source, x-ankusa-idempotency-key (the key a consumer dedupes on,
see Ankusa.Envelope.idempotency_key/1), x-ankusa-verification (ok,
failed or skipped: how the hook was verified at ingest), x-ankusa-received-at
(the unix time in milliseconds the edge accepted the hook, the message's
received_at), x-ankusa-body-sha256 (the lowercase hex SHA-256 of the body
sent, the message's sha256 for a claim) and (when set)
x-ankusa-tenant are always added, plus x-ankusa-verification-flagged: true
when a failed check was let through by on_verify_failure: accept_flag (treat
that hook as unverified), x-ankusa-dedupe-key and x-ankusa-replay-id when
the hook carries them, traceparent (and tracestate) when it carries a
trace context (Ankusa.Trace: the provider's own, or the ingest span's with an
OpenTelemetry SDK; a provider's header is replaced, not forwarded beside it),
and webhook-id/webhook-timestamp/webhook-signature
with a :secret (always, unless allow_unsigned: true).
Provider request headers are forwarded per the source's forward_headers
option (see Ankusa.Sink.Message.forwarded_headers/2); a forwarded name that
collides with one of these or with opts[:headers] is dropped.
Responses
	Status	Result	What dispatch does
	2xx	:ok	delivered
	400, 401, 403, 404, 410, 413, 422, 451	{:error, {:permanent, {:status, s}}}	dead-letter now
	408, 429, 5xx with a Retry-After	{:error, {:retry_after, ms, {:status, s}}}	retry no sooner than that
	425	{:error, {:retry_after, ms, {:status, 425}}}, ms the Retry-After or else a full-jitter pause	retry no sooner than that
	409	{:error, {:status, 409}}	the retry policy: the receiver's state usually moves; bounded by retry.max_elapsed_ms
	anything else	{:error, {:status, s}}	the retry policy

451 Unavailable For Legal Reasons is permanent with the other refusals in
the first row: the receiver will not take the hook from this sender, and no
amount of retrying changes that.
401 and 403 are permanent because a credential (or :secret) fix is
followed by a DLQ replay, not by hours of retries against a receiver that
will keep refusing. Retry-After is read as seconds or as an HTTP-date.
See "Error classes" in Ankusa.Sink.
Redirects are never followed: this body is the hook, and a followed redirect
would re-send it as a GET. A 3xx is reported as its status, for the
source's retry policy to act on.
Egress policy
Every attempt is checked against Ankusa.Config's egress policy before a
byte is sent (Ankusa.HttpClient.Egress): https only unless the policy
allows http, and no address on the private network, loopback or link-local
range (the cloud metadata service included) unless the policy allows it. A
denied target is {:error, {:permanent, {:egress_denied, reason}}}: dead-letter
now, like a 401; fix the policy or the URL, then replay. A name that does not
resolve is {:error, {:egress_denied, {:resolve, host, reason}}} and is retried.
The policy comes from the instance in ctx.instance; a ctx with none gets the
default, which denies the private ranges.
Computed destinations
:url, :headers and :secret may each be a {mod, fun, args} (called as
mod.fun(env, args...)) or a 1-arity function of the Ankusa.Envelope,
resolved on every attempt, so one shared source delivers each tenant's
hooks to that tenant's receiver:
{Ankusa.Sink.Http,
 url: fn env -> Tenants.endpoint(env.tenant_id) end,
 secret: {Tenants, :signing_secret, []},
 headers: fn env -> [{"x-api-key", Tenants.api_key(env.tenant_id)}] end}
A function returns what the static option holds (:url a string, :headers
a list of {name, value}, :secret what :secret accepts, nil for none),
or {:error, reason} to fail the attempt ({:error, {:permanent, reason}} to
dead-letter it, for a tenant with no endpoint); a raise is a transient
failure. A value of the wrong shape is {:permanent, {:computed, key, :invalid}}. The function runs on the delivery task: it must not block on
slow I/O. These are Elixir options; the YAML loader and the admin API only
build static sinks.
The resolved URL is a target like any other: the egress policy above is
applied to it on every attempt, so a tenant-supplied URL cannot reach the
private network, and the signing rule is applied to the resolved secret (an
empty one is {:permanent, :unsigned_sink} unless allow_unsigned: true).
Connection pools
Every delivery goes through the node's owned pools
(Ankusa.HttpClient.Pools), never Req's default of one pool per origin kept
for the life of the VM: one pool per receiver address and TLS profile, sized
by the instance's egress.pools (pool_size connections, 32 by default, so
several sinks posting to one receiver are not capped below
dispatch.concurrency) or this sink's :pool, closed after pool_max_idle_ms
idle and when the source is deleted, at most max_pools live per instance and
max_pools_per_tenant per tenant. A request that cannot check a connection out
within pool_timeout fails that attempt as a transport error; one that would
open a pool past a ceiling with nothing idle to close is {:error, {:unavailable, :pool_limit}}; both are retried.
The pool is keyed by the address the egress check validated: its connections go
to that address and verify the peer against the original name, so a name that
later resolves somewhere else is checked again on its next attempt and never
reaches a pool opened for the old answer. :cacertfile and
:allow_insecure_tls are part of the pool's connection options, so a computed
:url may use them too.
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        validate_opts!(opts)

      


        Raise ArgumentError unless opts is a usable HTTP sink config: it has a
:secret or allow_unsigned: true, the :req_options are
transport-only and keep TLS verification on, :allow_insecure_tls is a
boolean and :cacertfile names a file. Boot
(Ankusa.HttpClient.Egress.validate_config!/1) and the image's config loader
call it, so a bad sink fails at load instead of at its first delivery; the
admin API turns the same failure into 400 invalid_source.
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          @spec validate_opts!(keyword()) :: :ok


      


Raise ArgumentError unless opts is a usable HTTP sink config: it has a
:secret or allow_unsigned: true, the :req_options are
transport-only and keep TLS verification on, :allow_insecure_tls is a
boolean and :cacertfile names a file. Boot
(Ankusa.HttpClient.Egress.validate_config!/1) and the image's config loader
call it, so a bad sink fails at load instead of at its first delivery; the
admin API turns the same failure into 400 invalid_source.
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Standard Webhooks signatures for
Ankusa.Sink.Http's :secret option, so a worker can tell a delivery from
this node apart from anything else that can reach its URL.
Three headers: webhook-id (the hook id), webhook-timestamp (unix
seconds at send time) and webhook-signature, a space-separated list with
one v1,<base64> entry per secret — HMAC-SHA256 over
"<webhook-id>.<webhook-timestamp>.<body>". Several secrets sign with each,
so a receiver can rotate keys without a gap.
A secret is whsec_ + the base64 key (the Standard Webhooks form, decoded
with Ankusa.Verifier.Hmac.raw_key/2), or any other non-empty string, used
as its own bytes — the same rule every SDK's verify_signature applies
(conformance/cases/signature.json).
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    Functions
  


    
      
        headers(id, body, secrets, now_s)

      


        The signature headers for one delivery, or :error when a secret is empty
or its whsec_ base64 does not decode.
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      headers(id, body, secrets, now_s)



        
          
        

    

  


  

      

          @spec headers(String.t(), iodata(), String.t() | [String.t()], integer()) ::
  {:ok, [{String.t(), String.t()}]} | :error


      


The signature headers for one delivery, or :error when a secret is empty
or its whsec_ base64 does not decode.
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A sink that logs each delivered hook. Useful as a default/no-op.

      




  

  
    
    Ankusa.Sink.Message - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Sink.Message 
    



      
The wire format every queue-style sink publishes (Sink.RabbitMQ,
Sink.Kafka, Sink.NATS, Sink.Redis, Sink.SQS, Sink.GooglePubSub), so
a consumer parses one format regardless of transport.
A body of at most inline_max_bytes (default 64 KiB) rides inline,
base64-encoded. Anything larger lives in the claim check and the message
carries its Ankusa.ClaimCheck.Ref as one string instead, plus the
lowercase hex sha256 the reader checks the redeemed bytes against (see
docs/claim-check.md). Every message carries sha256, dedupe_key,
replay_id, idempotency_key (the tenant-scoped key a consumer dedupes on:
Ankusa.Envelope.idempotency_key/1), verification (how the hook was
verified at ingest: status is "ok", "failed" or "skipped", and
flagged is true when a failed check was let through by the source's
on_verify_failure: accept_flag, so a consumer treats that hook as
unverified), the forwarded provider headers and the W3C trace context
traceparent / tracestate (Ankusa.Trace: strings, or null for a hook
that carries none; a consumer continues the trace from them) and the origin,
instance and region (strings, or null):
{"v": 1, "id": "01a0...", "source_id": "stripe", "tenant_id": "acme",
 "received_at": 1737500000000, "content_type": "application/json", "size": 245,
 "dedupe_key": "evt_1", "replay_id": null, "idempotency_key": "acme:stripe:evt_1",
 "verification": {"status": "ok", "flagged": false},
 "headers": {"x-github-event": "push"},
 "traceparent": "00-4bf92f3577b34da6a3ce929d0e0e4736-00f067aa0ba902b7-01",
 "tracestate": null,
 "instance": "default", "region": "eu-west-1",
 "sha256": "2cf24dba...", "body_base64": "eyJpZCI6..."}

{"v": 1, "id": "01a0...", "source_id": "stripe", "tenant_id": "acme",
 "received_at": 1737500000000, "content_type": "application/json", "size": 3145728,
 "dedupe_key": "evt_1", "replay_id": null, "idempotency_key": "acme:stripe:evt_1",
 "verification": {"status": "ok", "flagged": false},
 "headers": {},
 "instance": "default", "region": "eu-west-1",
 "claim": "urn:ankusa:claim:v1:acme:01M39VMD8RA3C5HR4RBV67Y002",
 "sha256": "3bea8a9a07c1e8dc..."}
Versioning
v is the wire format's major version. The producer writes v: 1. Every
SDK accepts min_supported <= v <= max_supported (1 and 2, exposed by each
SDK) and maps each to its current struct: a v: 2 message is defined as a
v: 1 message plus additive fields, so an SDK decodes it exactly like a
v: 1 one and ignores the keys it does not know. Adding a field keeps v,
and consumers must ignore keys they don't know. A field that changes meaning
or disappears needs a new v (3 or later), which no SDK accepts until its
max_supported is raised. instance (the name of the instance that
published) and region (Ankusa.Config region, null for none) are such
additive fields. A hook of an ordered sink (Ankusa.Ordering) also carries
ordering_key, the key of its lane ("tenant/source" for the sink's keyless
lane): the only place a sink with no headers, Sink.Redis, can show a
consumer which lane a message is in.
What this function writes is pinned by the producer vectors in
conformance/cases/producer.json, generated from it by
mix ankusa.conformance.gen; mise run check:conformance fails when a field
is added, removed or changed here without regenerating them.
Size budget
Base64 inflates the inline body by 4/3, so an inline message is about
inline_max_bytes * 4/3 plus the metadata: ~1 KiB of envelope fields plus
the forwarded headers (at most forward_headers_max_bytes, 16 KiB, in at
most max_headers, 64, per source). The 64 KiB default is about 106 KiB
encoded, under every transport's limit (Kafka max.message.bytes, 1 MiB by
default; NATS max_payload, 1 MiB; SQS, 1 MiB).
encode/4 enforces that budget before anything is published, against the
sink's max_bytes/1 (Ankusa.Sink.Messaging.max_message_bytes/1):
	an inline body whose message is over the limit goes to the claim check
instead, so a raised inline_max_bytes degrades to a claim, not to a
message the broker refuses. That claim is checked in by the attempt, not
by dispatch, so it is not persisted: a retry checks in again, and the
orphaned object is swept by claim retention;
	a body that is over the limit by itself (size > max, with
inline_max_bytes at least size) cannot be shrunk by any retry:
{:error, {:permanent, {:message_too_large, size, max}}}, dead-lettered
at once, with no broker call and no claim written;
	a claim message over the limit (max below the ~1 KiB the envelope
needs) is permanent too.

Forwarded headers are capped in forwarded_headers/2: a header that would
take a message past either cap is dropped, and each drop is counted
(ankusa_sink_headers_dropped_total{reason="count" | "bytes"}).
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    Functions
  


    
      
        attributes(env, ctx)

      


        The metadata a queue sink carries outside the body, as {name, value} pairs in
this order: ankusa_id, ankusa_source_id, ankusa_tenant_id,
ankusa_message_version ("1"), ankusa_idempotency_key, content_type
("application/json"), ankusa_dedupe_key, ankusa_replay_id,
ankusa_ordering_key (the lane's key, of a hook of an ordered sink). A pair
whose value is nil or "" is left out (no tenant, no dedupe key, not a
replay, not ordered). A hook that carries a trace context (Ankusa.Trace)
adds traceparent and, when it has one, tracestate, last.



    


    
      
        check_in(instance, env)

      


        Check env's body in on its own, as a one-claim pack under a fresh pack id
(Ref.new_pack_id/0: the current time and 64 random bits, the entropy every
batch pack has). Nothing about the id is derivable from the hook, and its
date partition is the check-in day, so retention counts from when the object
was written.



    


    
      
        claim_item(env)

      


        The claim-check item for an envelope's body.



    


    
      
        default_forward_headers_max_bytes()

      


        The default forward_headers_max_bytes of a source: 16 KiB.



    


    
      
        default_inline_max_bytes()

      


        The default inline_max_bytes for every queue-style sink: 64 KiB.



    


    
      
        default_max_headers()

      


        The default max_headers of a source: 64.



    


    
      
        default_max_message_bytes()

      


        The default largest message a queue-style sink publishes: 1 MiB.



    


    
      
        delivery_id(envelope, ctx)

      


        The id a broker dedupes one delivery on: the hook's id, or
id:replay:<replay_id> for a replay, so a retry after a lost ack collapses
while a deliberate replay of the same hook is stored again (SQS's
MessageDeduplicationId, NATS's Nats-Msg-Id).



    


    
      
        encode(env, ctx, inline_max_bytes, max_bytes \\ 1_048_576)

      


        Encode env for a sink whose threshold is inline_max_bytes and whose
largest message is max_bytes (default 1 MiB; see "Size budget").



    


    
      
        fits(size, max)

      


        Refuse a message the transport would never take, before sending it:
size bytes (the sink's own accounting — value plus key, body plus
attributes) against max. Over it is {:error, {:permanent, {:message_too_large, size, max}}}, dead-lettered at once.



    


    
      
        forwarded_headers(env, mode_or_ctx \\ :default)

      


        The provider request headers a sink may see, per the source's
forward_headers option — and capped, so a provider with large headers
cannot push a small body over a transport limit.



    


    
      
        headers(env, ctx)

      


        The metadata a sink with transport headers carries beside the body
(Ankusa.Sink.Kafka, Ankusa.Sink.NATS), as {name, value} pairs in this
order: ankusa_id, ankusa_source_id, ankusa_tenant_id,
ankusa_message_version ("1"), ankusa_idempotency_key, content_type
("application/json"), then ankusa_dedupe_key and ankusa_replay_id when
the hook carries them, then traceparent and tracestate when it carries a
trace context (Ankusa.Trace). Unlike attributes/2, ankusa_tenant_id is
always present — "" without a tenant — because a header can carry an empty
value where an SQS or Pub/Sub attribute cannot. The AsyncAPI header schema
(SinkMessageHeadersV1) therefore does not require it: it describes both sets.



    


    
      
        inline_max_bytes(opts)

      


        A sink's configured :inline_max_bytes, or the default.



    


    
      
        max_bytes(opts)

      


        A sink's configured :max_message_bytes, or the default (1 MiB). A sink
whose transport has another limit, or another option name, overrides
Ankusa.Sink.Messaging.max_message_bytes/1 instead of calling this.



    


    
      
        verification(arg1)

      


        How the hook was verified, as every sink carries it: status is :ok,
:failed or :skipped, and flagged is true when a failed check was let
through by the source's on_verify_failure: :accept_flag.



    





      


      
        Functions


        


  
    
      
    
    
      attributes(env, ctx)



        
          
        

    

  


  

      

          @spec attributes(Ankusa.Envelope.t(), Ankusa.Sink.ctx()) :: [{String.t(), String.t()}]


      


The metadata a queue sink carries outside the body, as {name, value} pairs in
this order: ankusa_id, ankusa_source_id, ankusa_tenant_id,
ankusa_message_version ("1"), ankusa_idempotency_key, content_type
("application/json"), ankusa_dedupe_key, ankusa_replay_id,
ankusa_ordering_key (the lane's key, of a hook of an ordered sink). A pair
whose value is nil or "" is left out (no tenant, no dedupe key, not a
replay, not ordered). A hook that carries a trace context (Ankusa.Trace)
adds traceparent and, when it has one, tracestate, last.

  



  
    
      
    
    
      check_in(instance, env)



        
          
        

    

  


  

      

          @spec check_in(atom(), Ankusa.Envelope.t()) ::
  {:ok, Ankusa.ClaimCheck.claim()} | {:error, Ankusa.ClaimCheck.reason()}


      


Check env's body in on its own, as a one-claim pack under a fresh pack id
(Ref.new_pack_id/0: the current time and 64 random bits, the entropy every
batch pack has). Nothing about the id is derivable from the hook, and its
date partition is the check-in day, so retention counts from when the object
was written.
Dispatch persists the ref with the attempt's outcome (fresh_claim, see
Ankusa.Dispatch.Pipeline), so a retry reuses it. A crash between the
check-in and that write orphans one object, which retention sweeps.

  



  
    
      
    
    
      claim_item(env)



        
          
        

    

  


  

      

          @spec claim_item(Ankusa.Envelope.t()) :: Ankusa.ClaimCheck.item()


      


The claim-check item for an envelope's body.

  



  
    
      
    
    
      default_forward_headers_max_bytes()



        
          
        

    

  


  

      

          @spec default_forward_headers_max_bytes() :: pos_integer()


      


The default forward_headers_max_bytes of a source: 16 KiB.

  



  
    
      
    
    
      default_inline_max_bytes()



        
          
        

    

  


  

      

          @spec default_inline_max_bytes() :: pos_integer()


      


The default inline_max_bytes for every queue-style sink: 64 KiB.

  



  
    
      
    
    
      default_max_headers()



        
          
        

    

  


  

      

          @spec default_max_headers() :: pos_integer()


      


The default max_headers of a source: 64.

  



  
    
      
    
    
      default_max_message_bytes()



        
          
        

    

  


  

      

          @spec default_max_message_bytes() :: pos_integer()


      


The default largest message a queue-style sink publishes: 1 MiB.

  



  
    
      
    
    
      delivery_id(envelope, ctx)



        
          
        

    

  


  

      

          @spec delivery_id(Ankusa.Envelope.t(), Ankusa.Sink.ctx()) :: String.t()


      


The id a broker dedupes one delivery on: the hook's id, or
id:replay:<replay_id> for a replay, so a retry after a lost ack collapses
while a deliberate replay of the same hook is stored again (SQS's
MessageDeduplicationId, NATS's Nats-Msg-Id).

  



    

  
    
      
    
    
      encode(env, ctx, inline_max_bytes, max_bytes \\ 1_048_576)



        
          
        

    

  


  

      

          @spec encode(Ankusa.Envelope.t(), Ankusa.Sink.ctx(), pos_integer(), pos_integer()) ::
  {:ok, binary()}
  | {:error, {:claim_check, Ankusa.ClaimCheck.reason()}}
  | {:error,
     {:permanent, {:message_too_large, non_neg_integer(), pos_integer()}}}


      


Encode env for a sink whose threshold is inline_max_bytes and whose
largest message is max_bytes (default 1 MiB; see "Size budget").
A body over the threshold uses the ref dispatch already checked in
(ctx.claim). A sink called outside dispatch has none, so the body is
checked in here, as a one-claim pack.

  



  
    
      
    
    
      fits(size, max)



        
          
        

    

  


  

      

          @spec fits(non_neg_integer(), pos_integer()) ::
  :ok
  | {:error,
     {:permanent, {:message_too_large, non_neg_integer(), pos_integer()}}}


      


Refuse a message the transport would never take, before sending it:
size bytes (the sink's own accounting — value plus key, body plus
attributes) against max. Over it is {:error, {:permanent, {:message_too_large, size, max}}}, dead-lettered at once.

  



    

  
    
      
    
    
      forwarded_headers(env, mode_or_ctx \\ :default)



        
          
        

    

  


  

      

          @spec forwarded_headers(
  Ankusa.Envelope.t(),
  :default | [String.t()] | Ankusa.Sink.ctx()
) :: %{
  required(String.t()) => String.t()
}


      


The provider request headers a sink may see, per the source's
forward_headers option — and capped, so a provider with large headers
cannot push a small body over a transport limit.
The second argument is either the forwarding mode on its own or a sink
Ankusa.Sink.ctx/0, whose :forward_headers, :max_headers (default 64)
and :forward_headers_max_bytes (default 16 KiB) apply:
	:default forwards every header except the never-forwarded set.
	A list of names forwards only those, still minus the never-forwarded set.
	[] forwards nothing.

Names are lowercased; repeated names are joined with ", " in arrival
order. Never forwarded: authorization proxy-authorization cookie x-api-key host content-length content-type connection keep-alive transfer-encoding te trailer upgrade expect, plus any
x-ankusa-* header. A header the stored-header policy dropped
(Ankusa.Edge.StoredHeaders) is not in the hook at all, so no
forward_headers setting brings it back; a hashed one is forwarded as its
sha256:<hex> digest.
Caps apply to the headers that would be forwarded, in order of first
arrival. A name is kept while fewer than max_headers are kept and its
name plus joined value fits in what is left of forward_headers_max_bytes;
otherwise it is dropped whole (a header is never truncated), and later,
smaller ones are still considered. With a ctx, each reason that dropped
anything emits [:ankusa, :sink, :headers_dropped] once, with count the
number dropped and reason :count or :bytes.

  



  
    
      
    
    
      headers(env, ctx)



        
          
        

    

  


  

      

          @spec headers(Ankusa.Envelope.t(), Ankusa.Sink.ctx()) :: [{String.t(), String.t()}]


      


The metadata a sink with transport headers carries beside the body
(Ankusa.Sink.Kafka, Ankusa.Sink.NATS), as {name, value} pairs in this
order: ankusa_id, ankusa_source_id, ankusa_tenant_id,
ankusa_message_version ("1"), ankusa_idempotency_key, content_type
("application/json"), then ankusa_dedupe_key and ankusa_replay_id when
the hook carries them, then traceparent and tracestate when it carries a
trace context (Ankusa.Trace). Unlike attributes/2, ankusa_tenant_id is
always present — "" without a tenant — because a header can carry an empty
value where an SQS or Pub/Sub attribute cannot. The AsyncAPI header schema
(SinkMessageHeadersV1) therefore does not require it: it describes both sets.

  



  
    
      
    
    
      inline_max_bytes(opts)



        
          
        

    

  


  

      

          @spec inline_max_bytes(keyword()) :: pos_integer()


      


A sink's configured :inline_max_bytes, or the default.

  



  
    
      
    
    
      max_bytes(opts)



        
          
        

    

  


  

      

          @spec max_bytes(keyword()) :: pos_integer()


      


A sink's configured :max_message_bytes, or the default (1 MiB). A sink
whose transport has another limit, or another option name, overrides
Ankusa.Sink.Messaging.max_message_bytes/1 instead of calling this.

  



  
    
      
    
    
      verification(arg1)



        
          
        

    

  


  

      

          @spec verification(Ankusa.Verification.t() | nil) :: %{
  status: Ankusa.Verification.status(),
  flagged: boolean()
}


      


How the hook was verified, as every sink carries it: status is :ok,
:failed or :skipped, and flagged is true when a failed check was let
through by the source's on_verify_failure: :accept_flag.
:skipped is a hook nothing checked: a source whose verifier is
Ankusa.Verifier.None (which accepts everything, so its :ok says nothing
about authenticity), or an envelope that never went through ingest (a
lifecycle event, verification: nil). The reason and scheme stay off the
wire: a failed-but-accepted hook is the consumer's to distrust, not to
diagnose.
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Ankusa.Sink.Messaging behaviour
    



      
What a queue-style sink shares: use it, implement publish/4, and the
sink is an Ankusa.Sink whose deliver/3 encodes the hook as
Ankusa.Sink.Message (inline up to :inline_max_bytes, a claim ticket
above it — Ankusa.Sink.inline_max_bytes/1 is implemented for you) and
hands the payload to publish/4. Everything transport-specific — the
destination, headers (Ankusa.Sink.Message.headers/2 /
Ankusa.Sink.Message.attributes/2), the size gate
(Ankusa.Sink.Message.fits/2), the connection (Ankusa.Sink.Connections)
and the error classes — is the sink's. durable?/1 and describe/2 are
still the sink's to add.
defmodule MyApp.Sink.Queue do
  use Ankusa.Sink.Messaging

  @impl true
  def publish(payload, env, _ctx, opts) do
    MyApp.Queue.send(Keyword.fetch!(opts, :queue), payload, message_id: env.id)
  end
end
An option that may differ per hook — a routing key, a subject, a record key
— is a per_hook/1: one string for every hook, or a function of the
Ankusa.Envelope. resolve/2 is its value for one hook and static/1 the
value a describe/2 can name (nil when a function computes it).
endpoints/1 reads a broker list in every shape an adapter accepts: a list
of "host:port" strings or {host, port} tuples, or one comma-separated
string from a YAML loader.
A sink that needs its own deliver/3 implements Ankusa.Sink directly
instead, as Ankusa.Sink.Http does.

      


      
        Summary


  
    Types
  


    
      
        per_hook(value)

      


        A sink option that is one value for every hook, or a function of the hook.



    





  
    Callbacks
  


    
      
        max_message_bytes(opts)

      


        The largest message this sink publishes. Implemented for you: the
:max_message_bytes option, default 1 MiB (Ankusa.Sink.Message.max_bytes/1).
Override it for a transport with another limit or another option name.



    


    
      
        publish(payload, t, ctx, opts)

      


        Publish payload, the encoded Ankusa.Sink.Message for env. :ok only
once the transport confirmed it; otherwise {:error, reason} in the classes
Ankusa.Sink documents.



    





  
    Functions
  


    
      
        deliver(mod, env, ctx, opts)

      


        Ankusa.Sink.deliver/3 for a sink that uses this module: encode, then
mod.publish/4. A failed claim check-in is {:error, {:claim_check, reason}}, and a message over max_message_bytes/1 that no claim check can
shrink is {:error, {:permanent, {:message_too_large, size, max}}};
publish/4 never runs for either.



    


    
      
        endpoints(servers)

      


        Broker endpoints as {host, port} pairs with an integer port, from a list
of "host:port" strings and/or {host, port} tuples, or one
comma-separated "host:port,host:port" string (what a YAML loader hands
over). Raises ArgumentError on an entry with no port.



    


    
      
        resolve(value, env)

      


        A per_hook/1 option's value for env; nil stays nil.



    


    
      
        static(value)

      


        The one value a per_hook/1 option has for every hook, or nil when a
function computes it, so a description cannot name it.



    





      


      
        Types


        


  
    
      
    
    
      per_hook(value)



        
          
        

    

  


  

      

          @type per_hook(value) :: value | (Ankusa.Envelope.t() -> value)


      


A sink option that is one value for every hook, or a function of the hook.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      max_message_bytes(opts)



        
          
        

    

  


  

      

          @callback max_message_bytes(opts :: keyword()) :: pos_integer()


      


The largest message this sink publishes. Implemented for you: the
:max_message_bytes option, default 1 MiB (Ankusa.Sink.Message.max_bytes/1).
Override it for a transport with another limit or another option name.
Ankusa.Sink.Message.encode/4 checks the message against it before
publish/4 runs: a message over it goes to the claim check, and a body that
is over it by itself is {:error, {:permanent, {:message_too_large, size, max}}} without a publish. A transport that counts more than the payload
(a key, attributes) still gates its own total with
Ankusa.Sink.Message.fits/2.

  



  
    
      
    
    
      publish(payload, t, ctx, opts)



        
          
        

    

  


  

      

          @callback publish(
  payload :: binary(),
  Ankusa.Envelope.t(),
  Ankusa.Sink.ctx(),
  opts :: keyword()
) ::
  :ok | {:error, Ankusa.Sink.failure()}


      


Publish payload, the encoded Ankusa.Sink.Message for env. :ok only
once the transport confirmed it; otherwise {:error, reason} in the classes
Ankusa.Sink documents.

  


        

      

      
        Functions


        


  
    
      
    
    
      deliver(mod, env, ctx, opts)



        
          
        

    

  


  

      

          @spec deliver(module(), Ankusa.Envelope.t(), Ankusa.Sink.ctx(), keyword()) ::
  :ok | {:error, term()}


      


Ankusa.Sink.deliver/3 for a sink that uses this module: encode, then
mod.publish/4. A failed claim check-in is {:error, {:claim_check, reason}}, and a message over max_message_bytes/1 that no claim check can
shrink is {:error, {:permanent, {:message_too_large, size, max}}};
publish/4 never runs for either.

  



  
    
      
    
    
      endpoints(servers)



        
          
        

    

  


  

      

          @spec endpoints(String.t() | [String.t() | {String.t() | charlist(), pos_integer()}]) ::
  [
    {String.t(), pos_integer()}
  ]


      


Broker endpoints as {host, port} pairs with an integer port, from a list
of "host:port" strings and/or {host, port} tuples, or one
comma-separated "host:port,host:port" string (what a YAML loader hands
over). Raises ArgumentError on an entry with no port.

  



  
    
      
    
    
      resolve(value, env)



        
          
        

    

  


  

      

          @spec resolve(per_hook(String.t()) | nil, Ankusa.Envelope.t()) :: String.t() | nil


      


A per_hook/1 option's value for env; nil stays nil.

  



  
    
      
    
    
      static(value)



        
          
        

    

  


  

      

          @spec static(per_hook(String.t()) | nil) :: String.t() | nil


      


The one value a per_hook/1 option has for every hook, or nil when a
function computes it, so a description cannot name it.
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Ankusa.Sink.Reaper 
    



      
Closes the connections a sink adapter opened and then stopped using.
The broker adapters (ankusa_rabbitmq, ankusa_kafka, ankusa_nats,
ankusa_redis) start one connection process per broker on the first
delivery, under their own DynamicSupervisor. Without this, a source that is
deleted, or re-pointed at another broker, leaves its connection open for the
life of the node. Each adapter's Ankusa.Sink.Connections tree runs one
reaper next to its supervisor, and Ankusa.Sink.Connections.ensure/5 calls
touch/4 before every publish; a connection not touched for its idle_ms
is stopped through that supervisor (DynamicSupervisor.terminate_child/2,
so a :permanent child is removed, not restarted), and the next delivery
that needs it starts a new one.
touch/4 is one :ets.insert/2 into a public table, so the publish path
never waits on this process. A sweep runs every :tick_ms (default 30 s); a
row whose connection already died is dropped without a word.
The race it accepts
A delivery that looked its connection up just before the sweep stopped it
fails that attempt (the call exits, which Ankusa.Sink turns into
{:error, _}), and the retry policy's next attempt starts a fresh
connection. A connection touched while the sweep looks at it is kept: the
sweep deletes only the exact row it judged idle. Because the touch comes
before the publish, a publish in flight is never older than idle_ms as long
as idle_ms is longer than the publish can take; idle_ms/2 enforces that
floor for each adapter.
start_link/1 opts: :name (the reaper's registered name and its table's),
:supervisor (the DynamicSupervisor whose children it stops), :tick_ms.

      


      
        Summary


  
    Functions
  


    
      
        idle_ms(opts, floor_ms)

      


        An adapter's idle timeout from its sink opts: :idle_timeout_ms (default 10
minutes), 0 for never, else at least floor_ms — the longest one publish
can take, plus a margin — so a sweep never stops a connection under a
publish. Raises ArgumentError on anything but a non-negative integer.



    


    
      
        start_link(opts)

      


    


    
      
        touch(name, key, pid, idle_ms)

      


        Record that the connection pid, known as key, is about to be used, and
that it may be stopped once unused for idle_ms. idle_ms of 0 means
never: the row is dropped. key is printed when the connection is closed,
so it must not carry a credential.



    





      


      
        Functions


        


  
    
      
    
    
      idle_ms(opts, floor_ms)



        
          
        

    

  


  

      

          @spec idle_ms(keyword(), pos_integer()) :: non_neg_integer()


      


An adapter's idle timeout from its sink opts: :idle_timeout_ms (default 10
minutes), 0 for never, else at least floor_ms — the longest one publish
can take, plus a margin — so a sweep never stops a connection under a
publish. Raises ArgumentError on anything but a non-negative integer.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      touch(name, key, pid, idle_ms)



        
          
        

    

  


  

      

          @spec touch(atom(), term(), pid(), non_neg_integer()) :: :ok


      


Record that the connection pid, known as key, is about to be used, and
that it may be stopped once unused for idle_ms. idle_ms of 0 means
never: the row is dropped. key is printed when the connection is closed,
so it must not carry a credential.
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Ankusa.Sink.SQS 
    



      
Sends delivered hooks to an Amazon SQS queue, standard or FIFO (or to
anything that speaks SQS's JSON protocol, such as the floci emulator in
docker-compose.integration.yml). The message body is
Ankusa.Sink.Message, byte-identical to what Ankusa.Sink.Kafka and
Ankusa.Sink.NATS publish: inline up to :inline_max_bytes, a claim ticket
above it.
Dispatch's deliveries are batched (see "Batching"): up to 10 of them to one
queue go out as one SigV4-signed SendMessageBatch POST. Anything else
(direct publishing, batch: false) is one SendMessage per delivery. Both go
through Ankusa.HttpClient (Req's connection pool, no hidden retries or
redirects). The sink needs nothing beyond core's req and aws_signature;
its batchers are started by Ankusa.Instance. Credentials come from
Ankusa.AWS.Credentials: static opts, then the AWS_* environment, web
identity (IRSA), then the EC2 instance role (IMDSv2).
This sink never creates a queue. A queue's type, retention, visibility
timeout, redrive policy and encryption are an operator's contract, not
something the first hook to arrive should decide. A queue that does not
exist is {:error, {:permanent, {:config, {:sqs, 400, "QueueDoesNotExist", message}}}}: dead-lettered at once, since only an operator creating the queue
fixes it, and a DLQ replay then re-sends the hooks. (Compare
Ankusa.Sink.Kafka and Ankusa.Sink.NATS, which likewise never create
their topic or stream.)
Publishing is confirmed
deliver/3 returns :ok only on a 200 from SendMessage (or, batched, an
entry of a SendMessageBatch reply under Successful) whose
MD5OfMessageBody matches the MD5 of the body sent. SQS answers 200 once
it has stored the message redundantly, so the sink keeps the default
Ankusa.Sink.durable?/1 of true. Everything else is an error (see
"Error classes" in Ankusa.Sink):
	{:permanent, {:message_too_large, size, max}} — body plus message
attributes over :max_message_bytes, refused before any request.
	{:permanent, {:sqs, status, code, message}} — SQS refused the message
itself: InvalidMessageContents (characters outside SQS's allowed set),
InvalidParameterValue, MissingParameter, InvalidAttributeName or
InvalidAttributeValue. Dead-lettered at once.
	{:permanent, {:config, {:sqs, status, code, message}}} — SQS refused
this sink's configuration or credentials: AccessDenied,
QueueDoesNotExist, InvalidClientTokenId, UnrecognizedClientException,
SignatureDoesNotMatch, InvalidAccessKeyId, MissingAuthenticationToken.
Dead-lettered at once and counted in
ankusa_dispatch_config_errors_total{sink}.
	{:retry_after, ms, {:sqs, status, code, message}} — SQS throttled the
send (Throttling, ThrottlingException, RequestThrottled,
TooManyRequestsException, ServiceUnavailable, KmsThrottled, or any
HTTP 429 or 503). ms is a full-jitter draw
(Ankusa.Sink.throttle_after_ms/1).
	{:sqs, status, code, message} — any other SQS error (a 5xx, an expired
token): transient, the retry policy.
	{:status, status, body} — a non-2xx response that is not an SQS error
document (a proxy, a load balancer); a 429 or 503 is a
{:retry_after, ms, {:status, status, body}}.
	{:md5_mismatch, expected, got}, {:unexpected_reply, body},
:no_credentials and transport errors — retried.

FIFO queues
A :queue_url ending in .fifo is a FIFO queue (AWS requires the suffix on
FIFO queue names). Each message then carries:
	MessageGroupId — :message_group_id, default
"tenant_id/source_id" ("/source_id" without a tenant), the scope
Ankusa.Sink.Kafka uses for its default key: one group's messages are
received in the order they were sent.
	MessageDeduplicationId — the hook's id, or id:replay:<replay_id>
for a replay (the rule Ankusa.Sink.NATS uses for Nats-Msg-Id), so
SQS collapses a retry after a lost response, while a deliberate replay
of the same hook is always stored.

SQS's deduplication window is 5 minutes. A retry later than that (a
long outage, a slow backoff) can store a second copy, so delivery is
at-least-once; consumers dedupe on the message's idempotency_key.
On a standard queue MessageGroupId is sent only when :message_group_id
is set (fair queues), and MessageDeduplicationId never is.
Batching
A delivery from dispatch waits in its queue's Ankusa.Sink.Batcher (one per
queue and set of credentials) and is sent in a SendMessageBatch with up to 9
others, 20 ms after the first arrived or as soon as the batch is full (10
entries, 256 KiB). deliver/3 returns when the batch's response is known: the
hook's row stays claimed until then, so a batcher that dies loses nothing and
the attempt is retried. The response is read entry by entry:
	Successful with the MD5 of the body sent: :ok. A different MD5 is
{:md5_mismatch, expected, got}.
	Failed: classified on its own, as above (classify_error/4), so a batch
with one refused message dead-letters exactly that message. A throttled
entry is {:retry_after, ms, reason}, ms full jitter.
	a Failed or a missing entry never fails its neighbours; a request that
fails as a whole (a 5xx, a timeout, a 429, QueueDoesNotExist) fails
every entry the way a single SendMessage would, and each retries on its
own schedule.

Entry Ids are positions in the request ("0" to "9"), not hook ids; the
MessageDeduplicationId is unchanged. A batch may hold hooks of several
tenants and sources; the batcher takes entries round-robin across tenants, and
refuses, with {:retry_after, ms, {:batch_queue_full, reason}}, a delivery that
would pass its queue's ceilings (see Ankusa.Sink.Batcher).
On a FIFO queue a MessageGroupId has one request in flight at a time, and its
entries leave in the order they were admitted; SQS enqueues a batch's messages
in the order they are sent. With the default group (tenant/source) that
means a source's messages to one FIFO queue go out as fast as SQS answers,
up to 10 to a request. A message that fails and is retried is a later send,
as it always was.
What each message carries
	body — the Ankusa.Sink.Message JSON.
	message attributes (all String) — ankusa_id, ankusa_source_id,
ankusa_tenant_id, ankusa_message_version, ankusa_idempotency_key,
content_type (application/json) — the set Ankusa.Sink.Kafka sets
as headers — plus ankusa_dedupe_key and ankusa_replay_id when the
hook carries them. ankusa_tenant_id is left out when the hook has no
tenant, because SQS refuses an empty attribute value. At most 8 of SQS's
10.

opts
	:queue_url         — required, e.g.                   `"https://sqs.us-east-1.amazonaws.com/123456789012/hooks.fifo"`

	:region            — required, e.g. "us-east-1"
	:endpoint          — default: the queue URL's origin                   (`scheme://host[:port]`). Set it for floci or a
                   VPC endpoint.

	:message_group_id  — a string, or (Envelope.t() -> String.t());                   see "FIFO queues"

	:inline_max_bytes  — default 64 KiB (65,536), configurable
	:max_message_bytes — the largest body plus attributes sent; default                   `1_048_576`, SQS's limit (1 MiB). Lower it to a
                   queue's own `MaximumMessageSize`.

	:timeout_ms        — default 5_000, for both connect and response
	:access_key_id, :secret_access_key, :session_token — static                   credentials. Without them the chain in
                   `Ankusa.AWS.Credentials` runs.

	:req_options       — transport options for the HTTP client (a Finch                   pool, a proxy via `:connect_options`, `plug:` for
                   `Req.Test`); see `Ankusa.HttpClient`.

	:batch             — default true; false sends every delivery in its                   own `SendMessage` and counts it against
                   `dispatch.sink_concurrency` as before

	:batch_linger_ms   — default 20 (1 to 60,000), how long a batch waits to                   fill

	:batch_max_entries — default and maximum 10
	:batch_max_bytes   — default 262,144, at most 1,048,576 (SQS's limit                   for a batch's messages together)

	:batch_queue_max, :batch_queue_max_bytes, :batch_queue_tenant_max                 — the queue's ceilings, default 4,096 entries,
                   128 MiB and 1,024 entries a tenant

	:batch_max_inflight — requests in flight per queue; default the                   instance's `dispatch.sink_concurrency` (8)



      


      
        Summary


  
    Functions
  


    
      
        classify_error(status, code, message, attempt)

      


        The {:error, reason} for an SQS error code, whether it answered a whole
request (status is the HTTP status) or one entry of a batch (400 for a
sender's fault, 500 otherwise).



    


    
      
        validate_opts!(opts)

      


        Raise ArgumentError naming the key unless opts' :batch is a boolean and
its batch_* options are in range (see "opts"). The image's config loader
calls it, so a bad value fails at load instead of at the first delivery.



    





      


      
        Functions


        


  
    
      
    
    
      classify_error(status, code, message, attempt)



        
          
        

    

  


  

      

          @spec classify_error(integer(), String.t(), String.t() | nil, pos_integer()) ::
  {:error, term()}


      


The {:error, reason} for an SQS error code, whether it answered a whole
request (status is the HTTP status) or one entry of a batch (400 for a
sender's fault, 500 otherwise).
	a refused message (InvalidMessageContents, InvalidParameterValue, …):
{:permanent, {:sqs, status, code, message}}
	a refused credential or queue (AccessDenied, QueueDoesNotExist, …):
{:permanent, {:config, {:sqs, status, code, message}}}
	throttling (ThrottlingException, KmsThrottled, … or a 429/503):
{:retry_after, ms, reason}, ms full jitter for attempt
(Ankusa.Sink.throttle_after_ms/1)
	anything else: {:sqs, status, code, message}, transient


  



  
    
      
    
    
      validate_opts!(opts)



        
          
        

    

  


  

      

          @spec validate_opts!(keyword()) :: :ok


      


Raise ArgumentError naming the key unless opts' :batch is a boolean and
its batch_* options are in range (see "opts"). The image's config loader
calls it, so a bad value fails at load instead of at the first delivery.
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Ankusa.Sink.SQS.Batcher 
    



      
Ankusa.Sink.SQS's codec for Ankusa.Sink.Batcher: up to 10 deliveries to one
queue become one SigV4-signed SendMessageBatch.
Each entry's Id is its position in the request ("0" … "9"), never the
hook's id: an Id must be unique within the request, at most 80 characters of
[A-Za-z0-9_-], and a hook id has : in it and can appear twice in one batch
(an original and its replay). The MessageGroupId and MessageDeduplicationId
of an entry are exactly what a single SendMessage carries.
SQS answers 200 for a batch that partly failed. The reply is mapped back
per entry:
	Successful with the MD5OfMessageBody of the body sent: :ok; with
another MD5: {:md5_mismatch, expected, got}.
	Failed: classified by its Code through
Ankusa.Sink.SQS.classify_error/4, so a throttled entry is retried with
jitter and a refused one (InvalidMessageContents, …) goes to the DLQ,
each on its own.
	an entry in neither list, or a 200 that is not a batch reply:
{:unexpected_reply, body}.

A reply that is not a 200 (an error document, a proxy, a transport error)
fails every entry with the same class a single send gets.
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Per-source configuration: how to verify, what to do on a verification
failure, and where delivered hooks go.
A Ankusa.SourceStore returns one of these for a given source_id.

      


      
        Summary


  
    Types
  


    
      
        policy()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        new(id, opts)

      


        Build a source from a keyword list / map, applying defaults. Raises if
:tenant_id isn't [A-Za-z0-9_-]{1,64}: the tenant names a storage
partition and a claim-check path segment, so a bad one fails at boot.



    





      


      
        Types


        


  
    
      
    
    
      policy()



        
          
        

    

  


  

      

          @type policy() :: :reject | :quarantine | :accept_flag


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ankusa.Source{
  dedupe: Ankusa.Dedupe.t() | nil,
  forward_headers: :default | [String.t()],
  forward_headers_max_bytes: pos_integer(),
  id: String.t(),
  max_headers: pos_integer(),
  on_verify_failure: policy(),
  ordering: [Ankusa.Ordering.sink_ordering()] | nil,
  retry: keyword() | nil,
  sinks: [{module(), keyword()}],
  store_headers: Ankusa.Edge.StoredHeaders.override() | nil,
  tenant_id: String.t(),
  trust_url_tenant: boolean(),
  verifier: {module(), keyword()}
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(id, opts)



        
          
        

    

  


  

      

          @spec new(String.t(), keyword() | map()) :: t()


      


Build a source from a keyword list / map, applying defaults. Raises if
:tenant_id isn't [A-Za-z0-9_-]{1,64}: the tenant names a storage
partition and a claim-check path segment, so a bad one fails at boot.
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Source config, secrets, and policy. This module is both the behaviour and the
instance-scoped facade (resolves config.source_store and delegates).
Reads happen on every request, so adapters should be read-mostly and fast.
Reads and writes
fetch/2 and list/1 are the ingest-facing, read-only callbacks every store
implements. The optional admin callbacks (put/5 or put/6, get/3,
list_tenant/2, delete/3 or delete/4) back the admin API's tenant-scoped
source management; a store that only reads (like Ankusa.SourceStore.Static)
leaves them out and the facade answers {:error, :read_only} / :error /
[]. See Ankusa.SourceStore.Persistent for the writable implementation.
Audit
Every change to a source is audited (Ankusa.Audit). A store that keeps its
sources in this node's Ankusa.Store exports put/6 and delete/4, which
take audit: %Ankusa.Audit.Context{} and commit the audit row in the same
synced batch as the change. A store that keeps them elsewhere exports
put/5 and delete/3; the facade then brackets the call with a pending
audit row (a dual write: see Ankusa.Audit).
Three answers to fetch/2
{:ok, source} and :error are verdicts: the source exists, or it does not
(the edge answers 404, dispatch dead-letters the source's rows as
{:source_gone, id}). A store backed by something that can fail — a
database, a network service — returns {:error, :unavailable} when it could
not tell: the edge answers 503 store_unavailable with Retry-After: 1,
dispatch reschedules the row without spending an attempt, and a replay
stops at that entry and retries it on its next tick. Never answer :error
for "I could not look": that turns an outage into lost hooks.
Writes follow the same rule: a store that could not persist a put or
delete answers {:error, :store_unavailable} (the admin API's
503 store_unavailable), never {:error, :invalid, _}, which tells the
caller its request is wrong.
A store that runs a process exports start_link/1. Ankusa.Instance starts
it with [instance: instance], and it reads its options from
Ankusa.config(instance).source_store. Never put configuration in a child
spec: a supervisor prints its children's start arguments.

      


      
        Summary


  
    Types
  


    
      
        stored()

      


        One tenant-scoped source as the store keeps it. spec is the submitted JSON
map with string keys, secrets included; redaction is the caller's job (the
admin router), never the store's.



    





  
    Callbacks
  


    
      
        delete(instance, tenant, name)

      


    


    
      
        delete(instance, tenant, name, opts)

      


    


    
      
        fetch(instance, source_id)

      


    


    
      
        get(instance, tenant, name)

      


    


    
      
        list(instance)

      


    


    
      
        list_tenant(instance, tenant)

      


    


    
      
        put(instance, tenant, name, spec, mode)

      


    


    
      
        put(instance, tenant, name, spec, mode, opts)

      


    





  
    Functions
  


    
      
        delete(instance, tenant, name, opts \\ [])

      


        Delete one tenant-scoped source.



    


    
      
        fetch(instance, source_id)

      


    


    
      
        get(instance, tenant, name)

      


        Fetch one tenant-scoped source, or :error if there is no such source.



    


    
      
        list(instance)

      


    


    
      
        list_tenant(instance, tenant)

      


        Every source owned by tenant, or [] for a read-only store.



    


    
      
        put(instance, tenant, name, spec, mode, opts \\ [])

      


        Create (:create) or replace (:update) one tenant-scoped source.



    


    
      
        ready?(instance)

      


        Whether the store has loaded what it serves. A store that can start empty and
fill from elsewhere (Redis) says so with the optional ready?/1 callback; one
without it is always ready. Ankusa.Lifecycle.reconcile/2 waits for it before
it reads a source to settle a change nobody saw finish.



    





      


      
        Types


        


  
    
      
    
    
      stored()



        
          
        

    

  


  

      

          @type stored() :: %{
  :tenant => String.t(),
  :name => String.t(),
  :source_id => String.t(),
  :spec => map(),
  optional(:revision) => pos_integer()
}


      


One tenant-scoped source as the store keeps it. spec is the submitted JSON
map with string keys, secrets included; redaction is the caller's job (the
admin router), never the store's.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      delete(instance, tenant, name)


        (optional)


        
          
        

    

  


  

      

          @callback delete(instance :: atom(), tenant :: String.t(), name :: String.t()) ::
  :ok
  | {:error, :not_found}
  | {:error, :invalid, String.t()}
  | {:error, :store_unavailable}


      



  



  
    
      
    
    
      delete(instance, tenant, name, opts)


        (optional)


        
          
        

    

  


  

      

          @callback delete(
  instance :: atom(),
  tenant :: String.t(),
  name :: String.t(),
  opts :: keyword()
) ::
  :ok
  | {:error, :not_found}
  | {:error, :invalid, String.t()}
  | {:error, :store_unavailable}


      



  



  
    
      
    
    
      fetch(instance, source_id)



        
          
        

    

  


  

      

          @callback fetch(instance :: atom(), source_id :: String.t()) ::
  {:ok, Ankusa.Source.t()} | :error | {:error, :unavailable}


      



  



  
    
      
    
    
      get(instance, tenant, name)


        (optional)


        
          
        

    

  


  

      

          @callback get(instance :: atom(), tenant :: String.t(), name :: String.t()) ::
  {:ok, stored()} | :error


      



  



  
    
      
    
    
      list(instance)



        
          
        

    

  


  

      

          @callback list(instance :: atom()) :: [String.t()]


      



  



  
    
      
    
    
      list_tenant(instance, tenant)


        (optional)


        
          
        

    

  


  

      

          @callback list_tenant(instance :: atom(), tenant :: String.t()) :: [stored()]


      



  



  
    
      
    
    
      put(instance, tenant, name, spec, mode)


        (optional)


        
          
        

    

  


  

      

          @callback put(
  instance :: atom(),
  tenant :: String.t(),
  name :: String.t(),
  spec :: map(),
  mode :: :create | :update
) ::
  {:ok, stored()}
  | {:error, :invalid, String.t()}
  | {:error, :retry_exceeds_claim_expiry, String.t()}
  | {:error, :exists}
  | {:error, :not_found}
  | {:error, :store_unavailable}


      



  



  
    
      
    
    
      put(instance, tenant, name, spec, mode, opts)


        (optional)


        
          
        

    

  


  

      

          @callback put(
  instance :: atom(),
  tenant :: String.t(),
  name :: String.t(),
  spec :: map(),
  mode :: :create | :update,
  opts :: keyword()
) ::
  {:ok, stored()}
  | {:error, :invalid, String.t()}
  | {:error, :retry_exceeds_claim_expiry, String.t()}
  | {:error, :exists}
  | {:error, :not_found}
  | {:error, :store_unavailable}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      delete(instance, tenant, name, opts \\ [])



        
          
        

    

  


  

      

          @spec delete(atom(), String.t(), String.t(), keyword()) ::
  :ok
  | {:error, :not_found}
  | {:error, :invalid, String.t()}
  | {:error, :store_unavailable}
  | {:error, :read_only}


      


Delete one tenant-scoped source.
tenant and name are validated here, before the store sees them, so a bad
identity is {:error, :invalid, message} no matter which store is configured.
A store that exports neither delete/4 nor delete/3 is read-only:
{:error, :read_only}. Options: audit:, as for put/6.

  



  
    
      
    
    
      fetch(instance, source_id)



        
          
        

    

  


  

      

          @spec fetch(atom(), String.t()) ::
  {:ok, Ankusa.Source.t()} | :error | {:error, :unavailable}


      



  



  
    
      
    
    
      get(instance, tenant, name)



        
          
        

    

  


  

      

          @spec get(atom(), String.t(), String.t()) :: {:ok, stored()} | :error


      


Fetch one tenant-scoped source, or :error if there is no such source.

  



  
    
      
    
    
      list(instance)



        
          
        

    

  


  

      

          @spec list(atom()) :: [String.t()]


      



  



  
    
      
    
    
      list_tenant(instance, tenant)



        
          
        

    

  


  

      

          @spec list_tenant(atom(), String.t()) :: [stored()]


      


Every source owned by tenant, or [] for a read-only store.

  



  
    
      
    
    
      put(instance, tenant, name, spec, mode, opts \\ [])



        
          
        

    

  


  

      

          @spec put(atom(), String.t(), String.t(), map(), :create | :update, keyword()) ::
  {:ok, stored()}
  | {:error, :invalid, String.t()}
  | {:error, :retry_exceeds_claim_expiry, String.t()}
  | {:error, :exists}
  | {:error, :not_found}
  | {:error, :store_unavailable}
  | {:error, :read_only}


      


Create (:create) or replace (:update) one tenant-scoped source.
tenant and name are validated here, before the store sees them, so a bad
identity is {:error, :invalid, message} no matter which store is configured.
A store that exports neither put/6 nor put/5 is read-only:
{:error, :read_only}. A source that routes to a claim-checking sink in an
object store whose retry horizon outlasts claim_check.bucket_expiry_days
(Ankusa.ClaimCheck.check_retry_horizon/2) is
{:error, :retry_exceeds_claim_expiry, message}.
Options: audit: the Ankusa.Audit.Context of the change (default
Ankusa.Audit.Context.system/0).

  



  
    
      
    
    
      ready?(instance)



        
          
        

    

  


  

      

          @spec ready?(atom()) :: boolean()


      


Whether the store has loaded what it serves. A store that can start empty and
fill from elsewhere (Redis) says so with the optional ready?/1 callback; one
without it is always ready. Ankusa.Lifecycle.reconcile/2 waits for it before
it reads a source to settle a change nobody saw finish.
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Ankusa.SourceStore.Persistent 
    



      
Writable source store: seed sources from config plus API-managed, tenant-scoped
sources persisted to disk.
Seeds (sources: in the store opts, the same shape Ankusa.SourceStore.Static
takes) are resolved at boot and are read-only: they never appear in
list_tenant/2 and cannot be written through put/5. Sources created or
updated through the admin API are kept in ETS and written to this node's
Ankusa.Store (one key per source), so they survive a restart. They are this
node's alone: a fleet that manages sources through the API on more than one
node shares them through Ankusa.SourceStore.Redis (ankusa_redis) instead.
Reads and writes
Reads (fetch/2, get/3, list_tenant/2) go straight to a :protected ETS
table, so they never serialize behind the GenServer. Writes go through the
GenServer, which is the table's owner and the only process that may modify it,
and persist the one changed key, synced, before replying.
The decoder
The store does not know how to turn a JSON spec into a Ankusa.Source — that
is the operator's schema (AnkusaServer.Config.source_from_map!/2 in the
server). It takes a decoder: function of (source_id, spec_map -> keyword)
and calls it on every write, and on every entry loaded from disk. A decoder
that raises fails the write with {:error, :invalid, Exception.message(e)},
and a persisted entry that no longer decodes is skipped with a warning rather
than taken down the boot.
Secrets at rest
With secrets.kek (or secrets.kek_provider) configured, the secret-bearing
fields of a spec (Ankusa.Admin.Redact.reduce_hidden/3: verify secrets, sink
credentials, header values) are encrypted before the row is written, so
neither the node's store files nor a backup of them hold a secret in the
clear (Ankusa.Crypto.Envelope). Rows are decrypted as they are loaded; ETS
and the admin API's merge-the-stored-secret update see plaintext, as before.
A row this node cannot decrypt (no KEK, a key it was not given, a damaged
value) refuses the boot: skipping it would 404 every hook for that
source. rewrap/1 (and mix ankusa.secrets.rewrap for a stopped node)
moves every row to the current key, and encrypts rows written before a KEK
existed.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        rewrap(instance)

      


        Rewrite every stored row under the current KEK: rows still in plaintext, and
rows encrypted under a secrets.kek_previous key. Returns how many rows were
rewritten and how many were already current.



    


    
      
        rewrap_rows(instance, keyring, opts \\ [])

      


        rewrap/1 on a store nobody has open as a source store (the
mix ankusa.secrets.rewrap task, a test): Ankusa.Store must be running for
instance. dry_run: true counts and writes nothing.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      rewrap(instance)



        
          
        

    

  


  

      

          @spec rewrap(atom()) ::
  {:ok, %{rewrapped: non_neg_integer(), current: non_neg_integer()}}
  | {:error, term()}


      


Rewrite every stored row under the current KEK: rows still in plaintext, and
rows encrypted under a secrets.kek_previous key. Returns how many rows were
rewritten and how many were already current.

  



    

  
    
      
    
    
      rewrap_rows(instance, keyring, opts \\ [])



        
          
        

    

  


  

      

          @spec rewrap_rows(atom(), Ankusa.Crypto.Envelope.keyring(), keyword()) ::
  {:ok, %{rewrapped: non_neg_integer(), current: non_neg_integer()}}
  | {:error, term()}


      


rewrap/1 on a store nobody has open as a source store (the
mix ankusa.secrets.rewrap task, a test): Ankusa.Store must be running for
instance. dry_run: true counts and writes nothing.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()
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Default source store: sources are declared in config as a map of
source_id => keyword/map (see Ankusa.Source.new/2) and cached in
:persistent_term. Change rarely, read on every request.
It implements only the read callbacks, so the admin API's write routes answer
409 source_store_read_only against it. Use
Ankusa.SourceStore.Persistent to manage sources at runtime.

      


      
        Summary


  
    Functions
  


    
      
        publish(instance, sources)

      


        Replace the sources a running instance serves with sources (the same
source_id => keyword/map shape as the :sources option), without a restart.



    


    
      
        with_sources(config, sources)

      


        config with sources as its static sources, checked with the rules the
instance boots under (see publish/2), and the ids that were added, removed or
changed, sorted. Nothing is stored: Ankusa.Reload applies the result together
with the other keys a config reload changes. Raises ArgumentError naming the
source when a spec is refused.



    





      


      
        Functions


        


  
    
      
    
    
      publish(instance, sources)



        
          
        

    

  


  

      

          @spec publish(atom(), %{required(String.t()) => keyword() | map() | Ankusa.Source.t()}) ::
  {:ok, [String.t()]}


      


Replace the sources a running instance serves with sources (the same
source_id => keyword/map shape as the :sources option), without a restart.
This is how a config reload rotates a secret: the caller re-reads its config,
resolves its secrets again and publishes the result. Every source is built
and checked with the rules the instance boots under (wal: :none durability,
a shared source with no verifier, the verifier's own options, egress), so a
spec that would refuse to boot is refused here and the instance keeps serving
the sources it has. Nothing is applied unless all of them pass.
Reads see the new config on their next fetch/2, so a hook already being
verified finishes against the secret it started with. Returns the ids that
were added, removed, or changed, sorted. Raises ArgumentError naming the
source when a spec is refused, and ArgumentError when the instance does
not run Ankusa.SourceStore.Static: a writable store keeps its sources
elsewhere.

  



  
    
      
    
    
      with_sources(config, sources)



        
          
        

    

  


  

      

          @spec with_sources(Ankusa.Config.t(), %{
  required(String.t()) => keyword() | map() | Ankusa.Source.t()
}) ::
  {Ankusa.Config.t(), [String.t()]}


      


config with sources as its static sources, checked with the rules the
instance boots under (see publish/2), and the ids that were added, removed or
changed, sorted. Nothing is stored: Ankusa.Reload applies the result together
with the other keys a config reload changes. Raises ArgumentError naming the
source when a spec is refused.
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Ankusa.Storage 
    



      
Read side of long-term segment storage. fetch/2 resolves an event id to its
segment, range-reads exactly its frame from the blob store, and unframes it
back into the original Ankusa.Envelope.
A segment's catalogue row lives in the node's Ankusa.Store, with the range of
event ids it holds; its index object (….idx beside the segment in the blob
store, Ankusa.Storage.Index) maps each id to {offset, length, seq}. Event
ids are time-ordered, so the id range narrows a lookup to a segment or two.
Events archived by a 0.3 node resolve through the locations imported from its
index log.
When the catalogue has no segment for an id (a fresh node, or a segment another
node wrote) and the id carries a time (a UUIDv7), the dated layout
(Ankusa.Storage.Layout) says where else to look: the id's day, and the day
before, are listed in the object store, every node's _manifest.json that can
hold the id is kept, and each such node's segments are searched by a bisection
over their index objects. That is a handful of object reads per fetch, not a
catalogue lookup: Queue.Archive.reconcile/2 puts the segments in the
catalogue.
Nothing read from the object store is trusted: an index that does not decode
(Ankusa.Storage.Index) or a frame whose CRC fails is :error.
A hook of a tenant that was erased (Ankusa.Tenant) after the hook was
received is {:error, :gone} (410 where it is served): the segment still
holds its frame until the bucket's lifecycle expires it, and the tombstone is
what keeps it from being read in the meantime.

      


      
        Summary


  
    Functions
  


    
      
        fetch(instance, event_id)

      


    


    
      
        segment_index(instance, map)

      


        The index object of a segment (%{event_id => {offset, length, seq}}), as the
catalogue row row names it: one object read, no frame. :error when the
object is missing, unreadable, or does not decode (Ankusa.Storage.Index).



    





      


      
        Functions


        


  
    
      
    
    
      fetch(instance, event_id)



        
          
        

    

  


  

      

          @spec fetch(atom(), String.t()) ::
  {:ok, Ankusa.Envelope.t()} | :error | {:error, :gone}


      



  



  
    
      
    
    
      segment_index(instance, map)



        
          
        

    

  


  

      

          @spec segment_index(atom(), map()) :: {:ok, Ankusa.Storage.Index.t()} | :error


      


The index object of a segment (%{event_id => {offset, length, seq}}), as the
catalogue row row names it: one object read, no frame. :error when the
object is missing, unreadable, or does not decode (Ankusa.Storage.Index).
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The index object beside a segment: %{event_id => {offset, length, seq}}.
Format 1
"ANKIDX" <> <<version::8, count::32>>   (11 bytes)
:erlang.term_to_binary(index)
sha256(everything above)                (32 bytes)
The term is decoded with binary_to_term(bin, [:safe]), so an object that
names an atom this node has never seen, or carries a fun or a pid, is refused
rather than executed or interned, and the decoded shape is checked (binary ids
to three non-negative integers, as many as count says) before anything else
sees it.
Format 0
The bare term_to_binary map the compactor wrote before the header existed.
It is read the same way ([:safe] and the shape check), so legacy segments
stay readable and a hostile or damaged one is {:error, :bad_index}.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(object)

      


        Decode an index object of either format: {:ok, index}, or
{:error, :bad_index | :unsupported_format | :sha_mismatch}.



    


    
      
        encode(index)

      


        Encode index (%{id => {offset, length, seq}}) as a format 1 object.



    


    
      
        frames_end(index)

      


        Where an index ends: the end of the last frame, the position the trailer starts at.



    


    
      
        id_range(index)

      


        The lowest and highest event id of an index: {min_id, max_id}.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{
  optional(String.t()) => {non_neg_integer(), pos_integer(), pos_integer()}
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(object)



        
          
        

    

  


  

      

          @spec decode(binary()) :: {:ok, t()} | {:error, atom()}


      


Decode an index object of either format: {:ok, index}, or
{:error, :bad_index | :unsupported_format | :sha_mismatch}.

  



  
    
      
    
    
      encode(index)



        
          
        

    

  


  

      

          @spec encode(t()) :: binary()


      


Encode index (%{id => {offset, length, seq}}) as a format 1 object.

  



  
    
      
    
    
      frames_end(index)



        
          
        

    

  


  

      

          @spec frames_end(t()) :: non_neg_integer()


      


Where an index ends: the end of the last frame, the position the trailer starts at.

  



  
    
      
    
    
      id_range(index)



        
          
        

    

  


  

      

          @spec id_range(t()) :: {String.t(), String.t()}


      


The lowest and highest event id of an index: {min_id, max_id}.
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Where archive objects live in the object store.
A segment written by this release is
<storage.key_prefix>archive/v1/dt=<yyyy-mm-dd>/<node>/seg-<first_seq>-<last_seq>.seg
<storage.key_prefix>archive/v1/dt=<yyyy-mm-dd>/<node>/seg-<first_seq>-<last_seq>.idx
<storage.key_prefix>archive/v1/dt=<yyyy-mm-dd>/<node>/_manifest.json
dt is the UTC day of the segment's oldest hook (the hook id is a UUIDv7, so its
time is in the id; a segment of ids that carry no time goes under the day it was
written), <node> is intake.node_id or, without one, the host name, and the
seqs are zero-padded to 20 digits. The day comes before the node so a node that
has lost its catalogue can list one day's prefix and find every node's segments
for it (Queue.Archive.reconcile/2, the Ankusa.Storage.fetch/2
fallback) instead of needing the catalogue to say where to look.
_manifest.json is a constant-size summary of one node's day: how many segments,
their seq and id range and total bytes. It is rewritten after each segment and
lets a reader skip a node whose ids cannot hold the one it wants.
Segments an earlier release wrote, seg/<first>-<last>.seg (and .idx) under
the prefix, are still found by the catalogue and by reconcile.

      


      
        Summary


  
    Types
  


    
      
        parsed()

      


    





  
    Functions
  


    
      
        add_segment(manifest, row)

      


        The manifest with one more segment (a catalogue row) counted in.



    


    
      
        day(id, now_ms \\ System.system_time(:millisecond))

      


        The UTC day (yyyy-mm-dd) of an event id's time; today when the id carries none.



    


    
      
        day_prefix(dt)

      


        The prefix of one day's objects, every node's.



    


    
      
        days_for(id)

      


        The days a fetch looks in for an id: its own and the day before; :error for an id with no time.



    


    
      
        decode_manifest(bin)

      


        Decode a manifest object; {:error, :bad_manifest} for anything that is not one.



    


    
      
        manifest_key(seg_key)

      


        The full key of the manifest beside the dated segment seg_key.



    


    
      
        manifest_name(dt, node)

      


        Object name (no prefix) of the day manifest of node on dt.



    


    
      
        new_manifest(dt, node)

      


        An empty manifest for node on dt.



    


    
      
        node_name(config)

      


        The name this node writes under: intake.node_id, else the host name, as a safe path part.



    


    
      
        parse(key)

      


        Parse a listed key: a dated segment, a legacy one, or nil for anything else.



    


    
      
        root()

      


        The prefix every dated object is under (before storage.key_prefix).



    


    
      
        segment_name(dt, node, first, last)

      


        Object name (no prefix, no extension) of the segment first..last of node on dt.



    





      


      
        Types


        


  
    
      
    
    
      parsed()



        
          
        

    

  


  

      

          @type parsed() :: %{
  kind: :dated | :legacy,
  key: String.t(),
  idx_key: String.t(),
  first: pos_integer(),
  last: pos_integer(),
  dt: String.t() | nil,
  node: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add_segment(manifest, row)



        
          
        

    

  


  

      

          @spec add_segment(map(), map()) :: map()


      


The manifest with one more segment (a catalogue row) counted in.

  



    

  
    
      
    
    
      day(id, now_ms \\ System.system_time(:millisecond))



        
          
        

    

  


  

      

          @spec day(String.t(), integer()) :: String.t()


      


The UTC day (yyyy-mm-dd) of an event id's time; today when the id carries none.

  



  
    
      
    
    
      day_prefix(dt)



        
          
        

    

  


  

      

          @spec day_prefix(String.t()) :: String.t()


      


The prefix of one day's objects, every node's.

  



  
    
      
    
    
      days_for(id)



        
          
        

    

  


  

      

          @spec days_for(String.t()) :: [String.t()] | :error


      


The days a fetch looks in for an id: its own and the day before; :error for an id with no time.

  



  
    
      
    
    
      decode_manifest(bin)



        
          
        

    

  


  

      

          @spec decode_manifest(binary()) :: {:ok, map()} | {:error, :bad_manifest}


      


Decode a manifest object; {:error, :bad_manifest} for anything that is not one.

  



  
    
      
    
    
      manifest_key(seg_key)



        
          
        

    

  


  

      

          @spec manifest_key(String.t()) :: String.t()


      


The full key of the manifest beside the dated segment seg_key.

  



  
    
      
    
    
      manifest_name(dt, node)



        
          
        

    

  


  

      

          @spec manifest_name(String.t(), String.t()) :: String.t()


      


Object name (no prefix) of the day manifest of node on dt.

  



  
    
      
    
    
      new_manifest(dt, node)



        
          
        

    

  


  

      

          @spec new_manifest(String.t(), String.t()) :: map()


      


An empty manifest for node on dt.

  



  
    
      
    
    
      node_name(config)



        
          
        

    

  


  

      

          @spec node_name(Ankusa.Config.t()) :: String.t()


      


The name this node writes under: intake.node_id, else the host name, as a safe path part.

  



  
    
      
    
    
      parse(key)



        
          
        

    

  


  

      

          @spec parse(String.t()) :: parsed() | nil


      


Parse a listed key: a dated segment, a legacy one, or nil for anything else.

  



  
    
      
    
    
      root()



        
          
        

    

  


  

      

          @spec root() :: String.t()


      


The prefix every dated object is under (before storage.key_prefix).

  



  
    
      
    
    
      segment_name(dt, node, first, last)



        
          
        

    

  


  

      

          @spec segment_name(String.t(), String.t(), pos_integer(), pos_integer()) :: String.t()


      


Object name (no prefix, no extension) of the segment first..last of node on dt.
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The segment object: what the compactor PUTs and a replay reads whole.
Format 1
"ANKSEG" <> <<version::8, codec_id::8, count::32>>   (12 bytes)
<codec frames, back to back>
sha256(everything above)                              (32 bytes)
codec_id names the Ankusa.Codec that framed the records (1 is
Ankusa.Codec.Raw; 0 is a codec with no id, which the catalogue row names by
module). count is the number of frames. The index (Ankusa.Storage.Index)
holds each record's absolute offset and length within the object, header
included, so a range read of [offset, offset + length) is exactly one frame
and the codec's decode_record/1 is unchanged.
A reader that fetches one frame (Storage.fetch/2) is guarded by the frame's
own CRC; a reader that has the whole object (verify/1, used by replay and
reconcile) also checks the sha256, so a damaged or truncated object is
{:error, _}, never a silently short read.
Format 0
The segments written before the header existed: bare frames, no trailer. They
stay readable (verify/2 passes them through); the catalogue row's format: 0
says so. A reader tells the two apart by the "ANKSEG" magic, and a format
newer than this release is {:error, :unsupported_format}.

      


      
        Summary


  
    Types
  


    
      
        format()

      


    


    
      
        header()

      


    





  
    Functions
  


    
      
        codec_for_id(arg1)

      


        The codec module a recorded codec_id stands for, nil when it names none.



    


    
      
        codec_id(codec)

      


        The codec id a segment records for codec: its id/0 when it has one, else
0.



    


    
      
        encode(codec, records)

      


        Pack records with codec: {object, index, sha256_hex}. index is the
codec's, its offsets moved past the header so they are positions in object.



    


    
      
        header_bytes()

      


        Bytes before the first frame (format 1).



    


    
      
        parse_header(arg1)

      


        Read a segment's header from the first bytes of the object (at least
header_bytes/0 of them): {:ok, header} for format 1, {:ok, :legacy} for
an object that has no magic.



    


    
      
        row_codec(arg1, default)

      


        The codec to read a catalogue row's segment with: the module the row recorded
when it is loaded here, else default (the configured codec).



    


    
      
        trailer_bytes()

      


        Bytes after the last frame (format 1).



    


    
      
        verify(object, arg2)

      


        Check a whole object against the format the catalogue row recorded (0 for a
legacy segment, which has nothing to check, 1): {:ok, header | :legacy} or
{:error, :bad_magic | :unsupported_format | :truncated | :sha_mismatch}.



    


    
      
        version()

      


        The current segment format.



    





      


      
        Types


        


  
    
      
    
    
      format()



        
          
        

    

  


  

      

          @type format() :: 0 | 1


      



  



  
    
      
    
    
      header()



        
          
        

    

  


  

      

          @type header() :: %{format: 1, codec_id: 0..255, count: non_neg_integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      codec_for_id(arg1)



        
          
        

    

  


  

      

          @spec codec_for_id(0..255) :: module() | nil


      


The codec module a recorded codec_id stands for, nil when it names none.

  



  
    
      
    
    
      codec_id(codec)



        
          
        

    

  


  

      

          @spec codec_id(module()) :: 0..255


      


The codec id a segment records for codec: its id/0 when it has one, else
0.

  



  
    
      
    
    
      encode(codec, records)



        
          
        

    

  


  

      

          @spec encode(module(), [Ankusa.Codec.segment_record()]) ::
  {binary(), [Ankusa.Codec.index_entry()], String.t()}


      


Pack records with codec: {object, index, sha256_hex}. index is the
codec's, its offsets moved past the header so they are positions in object.

  



  
    
      
    
    
      header_bytes()



        
          
        

    

  


  

      

          @spec header_bytes() :: pos_integer()


      


Bytes before the first frame (format 1).

  



  
    
      
    
    
      parse_header(arg1)



        
          
        

    

  


  

      

          @spec parse_header(binary()) ::
  {:ok, header() | :legacy} | {:error, :unsupported_format | :truncated}


      


Read a segment's header from the first bytes of the object (at least
header_bytes/0 of them): {:ok, header} for format 1, {:ok, :legacy} for
an object that has no magic.

  



  
    
      
    
    
      row_codec(arg1, default)



        
          
        

    

  


  

      

          @spec row_codec(map(), module()) :: module()


      


The codec to read a catalogue row's segment with: the module the row recorded
when it is loaded here, else default (the configured codec).

  



  
    
      
    
    
      trailer_bytes()



        
          
        

    

  


  

      

          @spec trailer_bytes() :: pos_integer()


      


Bytes after the last frame (format 1).

  



  
    
      
    
    
      verify(object, arg2)



        
          
        

    

  


  

      

          @spec verify(binary(), format()) :: {:ok, header() | :legacy} | {:error, atom()}


      


Check a whole object against the format the catalogue row recorded (0 for a
legacy segment, which has nothing to check, 1): {:ok, header | :legacy} or
{:error, :bad_magic | :unsupported_format | :truncated | :sha_mismatch}.

  



  
    
      
    
    
      version()



        
          
        

    

  


  

      

          @spec version() :: pos_integer()


      


The current segment format.
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Continuous backup of the node's store to an object store, and its restore
into an empty data_dir at boot. Off unless backup.enabled.
Every backup.interval_ms this process asks the store for a checkpoint
(Ankusa.Store.checkpoint/2: memtables flushed, files hard-linked) and
uploads it through the :backup scope of Ankusa.BlobStore (the
backup.blob_store, else the segment store, under storage.key_prefix):
	backup/sst/<name> — every .sst and .blob file. RocksDB never
rewrites one, so each is uploaded once and shared by every backup that
lists it.
	backup/<id>/<name> — every other file (MANIFEST-*, CURRENT,
OPTIONS-*, the WAL), per backup.
	backup/<id>/manifest.json — every file with its key, size and sha256,
the store's format version and intake offset, and (with
backup.signing_key) an HMAC-SHA256 signature over all of it; written
after all the files.
	backup/LATEST — the id, written last. A backup is the one LATEST
names; anything an interrupted attempt left is ignored, then deleted.

With backup.secondary every one of those objects is written to a second
object store as well (another region or provider), one target after the
other: the attempt succeeds only when both hold the new backup, a failed
secondary is retried with the backoff below, and each target is purged
right after its own success so a down secondary never makes the primary
grow. Each object-store call is bounded by backup.timeout_ms.
After each successful upload, backups beyond backup.keep and every shared
file no kept backup lists are deleted. A failed attempt is logged and
retried after the interval doubled per consecutive failure (jittered,
capped at a minute), like the compactor.
One store per prefix: the first backup gives the store an id (the
m:store_id row, so every checkpoint and every restore carries it) and
every manifest records it. When LATEST names another store's backup, the
attempt fails with {:foreign_backup, theirs, ours} — nothing uploaded,
nothing purged — because two stores on one prefix would delete each
other's backups as stale. Two live nodes can also share one id (an old
host back beside the replacement that restored its backup): once this
process has written a backup, LATEST naming one it did not write fails
the attempt with {:prefix_shared, latest}, so one of the two stops.
Restore
At boot, Ankusa.Store calls restore/3 when its directory holds no
database: the LATEST backup is downloaded, its manifest checked (the
signature against every backup.signing_key, the store format against what
this release supports), every file checked against its size and sha256,
CURRENT written last (a restore that fails part-way leaves no database,
and the next boot starts it over). With signing keys configured a manifest
that is unsigned or signed by no configured key is refused
({:manifest_invalid, id, :unsigned | :bad_signature}); a backup of a newer
store format than this release writes is refused
({:store_format_newer, found, supported}), the same guard the store's own
open applies. When the primary cannot give a backup (unreachable, invalid,
failing a check, or empty) and a secondary is configured, the secondary is
tried the same way. No backup anywhere starts an empty store; a backup
location that cannot be read refuses the boot instead.
reconcile_archive/1 then squares the new store with the segments in the
bucket. A restore (or a fresh start) leaves a RESTORE-IN-PROGRESS marker in
the directory until that reconcile has succeeded, so a node that dies in
between reconciles on its next boot (reconcile_pending?/1) rather than
booting as an existing store.
The manifest is signed, LATEST is not: whoever can write the bucket cannot
inject content a restore accepts, but can still point LATEST at an older
backup this node signed.
Verify
verify/2 reads LATEST back from an object store without writing
anything: the manifest (signature included) and every file it lists, one at
a time, against their size and sha256. With backup.verify_interval_ms this
process runs it for every target on that interval and emits
[:ankusa, :backup, :verify]; a failure is the counter
ankusa_backup_verify_failed_total.
Stopping
A clean stop (:normal, :shutdown) takes one last backup before the
process exits, bounded by backup.final_timeout_ms, so the recovery point
of a node that is drained and stopped is the stop, not the last periodic
backup. The supervisor is told to wait that long (child_spec/1). The store
closes after this process, and the edge and dispatch before it.
Recovery point and freshness
The recovery point is the last backup: hooks acked after it are lost with
the host, except for the archive copies reconcile_archive/1 finds.
age_ms/1 is what Ankusa.Health compares to backup.max_age_ms.
Emits [:ankusa, :backup, :stop] per attempt, [:ankusa, :backup, :state]
(age_seconds since the last successful backup) after it, and
[:ankusa, :backup, :verify] per verified target.

      


      
        Summary


  
    Types
  


    
      
        target()

      


        One object store a backup is written to and read from.



    





  
    Functions
  


    
      
        age_ms(instance)

      


        Milliseconds since the last successful backup, or since this process started
while it has not made one yet; :unknown when it is not running.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        clear_restore_marker(path)

      


        Remove the marker reconcile_pending?/1 looks for, once the reconcile succeeded.



    


    
      
        reconcile_archive(config)

      


        Square a store that started over (restored, or created empty with a backup
configured) with the archive segments already in the segment store. Called
by Ankusa.Store once the database is open, before the queue writer starts.
It is Queue.Archive.reconcile/2 over this node's own segments (the
dated layout's <node> directory and the legacy seg/ prefix)



    


    
      
        reconcile_pending?(path)

      


        Whether the store directory path holds a database that a restore (or a
fresh start) created and the archive has not been reconciled with yet: the
node died between the two. Ankusa.Store then reconciles before serving.



    


    
      
        restore(config, path, opts \\ [])

      


        Restore the latest backup into path, a store directory that holds no
database. {:ok, :restored}; {:ok, :fresh} when the backup location is
readable and holds no backup; {:error, reason} otherwise
({:backup_unreachable, _}, {:manifest_invalid, id, _},
{:store_format_newer, found, supported}, {:download_failed, key, _},
{:size_mismatch, name}, {:checksum_mismatch, name}, {:write_failed, name, _},
{:unrecognized_store_files, names}).



    


    
      
        run(instance)

      


        Take one backup now, synchronously: the number of files uploaded (shared
files already in the object store are not) and their bytes, over every
target.



    


    
      
        start_link(opts)

      


    


    
      
        validate_config!(config)

      


        The checks Ankusa.Config.new/1 leaves to this module.



    


    
      
        verify(instance, opts \\ [])

      


        Check the latest backup of one object store without writing anything: the
LATEST object, its manifest (signature included, against every
backup.signing_key), and every file the manifest lists, downloaded one at
a time and compared to its size and sha256.



    





      


      
        Types


        


  
    
      
    
    
      target()



        
          
        

    

  


  

      

          @type target() :: %{
  name: :primary | :secondary,
  mod: module(),
  opts: keyword(),
  prefix: String.t(),
  timeout: pos_integer()
}


      


One object store a backup is written to and read from.

  


        

      

      
        Functions


        


  
    
      
    
    
      age_ms(instance)



        
          
        

    

  


  

      

          @spec age_ms(atom()) :: non_neg_integer() | :unknown


      


Milliseconds since the last successful backup, or since this process started
while it has not made one yet; :unknown when it is not running.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      clear_restore_marker(path)



        
          
        

    

  


  

      

          @spec clear_restore_marker(Path.t()) :: :ok | {:error, term()}


      


Remove the marker reconcile_pending?/1 looks for, once the reconcile succeeded.

  



  
    
      
    
    
      reconcile_archive(config)



        
          
        

    

  


  

      

          @spec reconcile_archive(Ankusa.Config.t()) :: :ok | {:error, term()}


      


Square a store that started over (restored, or created empty with a backup
configured) with the archive segments already in the segment store. Called
by Ankusa.Store once the database is open, before the queue writer starts.
It is Queue.Archive.reconcile/2 over this node's own segments (the
dated layout's <node> directory and the legacy seg/ prefix):
	m:next_seq moves past the highest archived seq, so no new segment key
overwrites an archived one;
	a segment the store has no catalogue row for is catalogued from its
.idx object and its header, and the archive obligations it settles are
cleared, so the compactor does not write those hooks again under the same
first seq.

A segment whose index object is missing or does not decode (its writer died
between the two PUTs) is logged and skipped. Any other read failure is an
error: the store must not start with seqs it may hand out twice.

  



  
    
      
    
    
      reconcile_pending?(path)



        
          
        

    

  


  

      

          @spec reconcile_pending?(Path.t()) :: boolean()


      


Whether the store directory path holds a database that a restore (or a
fresh start) created and the archive has not been reconciled with yet: the
node died between the two. Ankusa.Store then reconciles before serving.

  



    

  
    
      
    
    
      restore(config, path, opts \\ [])



        
          
        

    

  


  

      

          @spec restore(Ankusa.Config.t(), Path.t(), keyword()) ::
  {:ok, :restored | :fresh} | {:error, term()}


      


Restore the latest backup into path, a store directory that holds no
database. {:ok, :restored}; {:ok, :fresh} when the backup location is
readable and holds no backup; {:error, reason} otherwise
({:backup_unreachable, _}, {:manifest_invalid, id, _},
{:store_format_newer, found, supported}, {:download_failed, key, _},
{:size_mismatch, name}, {:checksum_mismatch, name}, {:write_failed, name, _},
{:unrecognized_store_files, names}).
The primary object store is tried first. With backup.secondary, any
outcome of the primary but a restored store sends the restore on to the
secondary, and an empty primary does not make the store fresh while the
secondary holds a backup. When neither gives a backup the error is the
primary's.
:format (default: the store format this release writes) is the newest
store format to restore: a backup of a newer one is refused.
A directory that holds database files but no CURRENT, and was not left by
an interrupted restore, is refused rather than cleared: it may be a damaged
store someone wants to recover, and deleting it is not this function's call.
Called by Ankusa.Store before it opens the database, with the config it
was started with: the instance need not be running.

  



  
    
      
    
    
      run(instance)



        
          
        

    

  


  

      

          @spec run(atom()) ::
  {:ok,
   %{id: String.t(), uploaded: non_neg_integer(), bytes: non_neg_integer()}}
  | {:error, term()}


      


Take one backup now, synchronously: the number of files uploaded (shared
files already in the object store are not) and their bytes, over every
target.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


The checks Ankusa.Config.new/1 leaves to this module.

  



    

  
    
      
    
    
      verify(instance, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(atom(), keyword()) ::
  {:ok, %{id: String.t(), files: non_neg_integer(), bytes: non_neg_integer()}}
  | :none
  | {:error, term()}


      


Check the latest backup of one object store without writing anything: the
LATEST object, its manifest (signature included, against every
backup.signing_key), and every file the manifest lists, downloaded one at
a time and compared to its size and sha256.
:target is :primary (default) or :secondary. :none when the store
holds no backup; otherwise {:ok, %{id: id, files: n, bytes: b}} or
{:error, reason} with the reasons of restore/3
({:manifest_invalid, id, _}, {:download_failed, key, _},
{:size_mismatch, name}, {:checksum_mismatch, name},
{:backup_unreachable, _}). A LATEST that moved while the files were
read (a newer backup purged the one being checked) is read again once.
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Ankusa.Telemetry 
    



      
The cross-component contract. Components emit :telemetry events; they never
call each other's reporters.
Event prefix is [:ankusa, ...]. Core emits two shapes, and the distinction
is deliberate:
	span (span/3) — emits :start, :stop, and :exception, with
:duration in native units on :stop. Used where a crash is itself worth
an event: the request-path stages and the store commit.
	single event (emit/3) — for background ticks that time themselves.

	Event	Measurements	Metadata
	[:ankusa, :ingest] (span)	:duration	:instance, :source_id, :tenant_id, :route_id (the route the guard matched, nil with routes off; never a metric label), :size, :outcome, :dropped_headers (request headers the stored-header policy removed from the hook; 0 when it was not stored)
	[:ankusa, :ingest, :refused]	—	:instance, :reason (:unknown_source, :payload_too_large, :body_read_failed, :invalid_header, :store_unavailable)
	[:ankusa, :verify] (span)	:duration	:instance, :source_id, :tenant_id, :provider, :scheme, :status, :weak_hash
	[:ankusa, :commit] (span)	:duration, :batch_size, :bytes	:instance (a batch spans tenants, so it names none). The span is the write of a group into the store (sync: false); the fsync that makes it durable is [:ankusa, :wal_sync]
	[:ankusa, :wal_sync] (span)	:duration, :groups (groups this one fsync covered)	:instance. One WAL fsync by Ankusa.Queue.Syncer; a failed one emits :exception and acks none of its groups
	[:ankusa, :load_shed]	:queue, :bytes	:instance
	[:ankusa, :quarantine, :rate_limited]	—	:instance, :source_id, :tenant_id
	[:ankusa, :quarantine, :full]	—	:instance, :source_id, :tenant_id
	[:ankusa, :rate_limit, :rejected]	—	:instance, :tenant_id, :source_id
	[:ankusa, :fleet, :degraded]	:degraded (1 while the kind is answered from this node alone, else 0; every second, per kind that is :fleet-scoped)	:instance, :kind (:rate_limit, :dedupe)
	[:ankusa, :fleet, :breaker]	—	:instance, :state (:open, :closed)
	[:ankusa, :fleet, :fallback]	—	:instance, :kind, :reason (:breaker_open, :error). One per hook a fleet call did not answer
	[:ankusa, :fleet, :settle_dropped]	:count	:instance, :reason (:queue_full, :error). Dedupe claim outcomes that were not delivered to the fleet store
	[:ankusa, :dispatch, :stop]	:attempt_ms (the final attempt's wall time, as a float; absent when the delivery was dead-lettered without one: its source was deleted, or its hook is missing), :since_received_ms (the hook's age when the delivery settled, by received_at: the SLI behind ankusa_delivery_latency_seconds; absent for a replayed delivery, whose age is the replay's doing, and for a hook that did not decode)	:instance, :result (:ok, :dlq; direct mode: :ok, :error), :attempts, :sink, :source_id, :tenant_id, :ordered (the delivery was a lane head of an ordered: true sink). One per delivery that settled
	[:ankusa, :dispatch, :attempt]	:attempt_ms (float: from the attempt's task starting, its claim-check write included, to dispatch recording its outcome; a sink that hits dispatch.attempt_timeout_ms reports the timeout)	:instance, :result (:ok, :error, :timeout), :attempt (1-based), :sink, :source_id, :tenant_id. One per attempt, retried or not; ankusa_dispatch_attempt_duration_seconds{sink,result}. Direct mode emits one per sink, timed inside the sink's own task
	[:ankusa, :dispatch, :dlq]	—	:instance, :source_id, :tenant_id, :sink
	[:ankusa, :dispatch, :lane_key_missing]	—	:instance, :sink. One per hook of an ordered: true sink whose ordering_key yielded nothing (no such header, a body that is not JSON or is over 1 MiB, a missing path, an MFA that raised): the hook went into the sink's keyless lane; ankusa_dispatch_lane_key_missing_total{sink}
	[:ankusa, :dispatch, :config_error]	—	:instance, :sink, :source_id, :tenant_id. One per delivery dead-lettered as {:permanent, {:config, _}} (a credential or destination the sink's service refuses); ankusa_dispatch_config_errors_total{sink}
	[:ankusa, :dispatch, :breaker]	—	:instance, :sink, :source_id, :tenant_id, :state (:open, :closed)
	[:ankusa, :sink, :headers_dropped]	:count	:instance, :source_id, :tenant_id, :reason (:count: the source's max_headers was reached; :bytes: forward_headers_max_bytes would be passed). One per reason per message a sink built (Ankusa.Sink.Message.forwarded_headers/2)
	[:ankusa, :dispatch, :state]	:running, :claimed, :claimed_bytes, :runnable, :breakers_open, :active_tenants (the most tenants one scan visited since the last report)	:instance
	[:ankusa, :store, :state]	:hooks, :deliveries, :disk_bytes, :next_seq	:instance
	[:ankusa, :store, :write_failed]	:count	:instance, :class (:no_space, :io_error, :read_only, :corruption, :busy, :other; Ankusa.Store.failure_class/1), :reason (the raw term; never a label). One per failed store write a process reported, and per failed readiness probe
	[:ankusa, :store, :reopened]	:duration (the close plus the open: the WAL replay), :unavailable_ms (how long the store has been closed)	:instance, :result (:ok, :error, :deferred: put off because the disk still refuses a synced write, nothing closed, both measurements 0), :class (why the open failed or was put off, nil on :ok). One per reopen attempt, whoever asked for it, including the store's own retries (5 s, doubling to 60 s, jittered)
	[:ankusa, :store, :unavailable]	:seconds (how long the store has been closed; 0 at boot and once open again)	:instance, :class (why the open failed, :none once open)
	[:ankusa, :queue, :state]	:pending (first attempts waiting), :scheduled (retries waiting), :inflight, :dead, :archive_pending, :claim_leases (claim packs leased to live or just-reclaimed hooks), :lanes (busy ordering lanes: a head due or claimed), :lanes_blocked (lane heads waiting out a retry or a breaker park), :tenants, :oldest_due_age_ms	:instance
	[:ankusa, :tenant, :state]	:pending (one event per tenant of the top 100 by pending)	:instance, :tenant
	[:ankusa, :quarantine, :state]	:bytes, :entries	:instance
	[:ankusa, :disk, :state]	:free_bytes, :total_bytes	:instance
	[:ankusa, :http, :state]	:pools (outbound HTTP connection pools open in Ankusa.HttpClient.Pools)	:instance
	[:ankusa, :vm, :state]	:memory_bytes (:erlang.memory(:total); the VM is the node's, every instance in it reports the same value)	:instance. ankusa_vm_memory_bytes
	[:ankusa, :sources, :state]	:without_dedupe (configured sources with no dedupe)	:instance
	[:ankusa, :http_pool, :closed]	:count (pools stopped)	:instance, :reason (:idle, :evicted, :source)
	[:ankusa, :http_pool, :refused]	:count	:instance, :scope (:tenant, :instance: the ceiling that was full with no idle pool to close)
	[:ankusa, :sink_batch, :flush]	:entries, :bytes, :requests (HTTP requests the batch took), :bisections (extra requests spent isolating a message Pub/Sub refused), :duration_ms	:instance, :sink (Ankusa.Sink.SQS, Ankusa.Sink.GooglePubSub). One per batch a Ankusa.Sink.Batcher sent
	[:ankusa, :sink_batch, :refused]	—	:instance, :sink, :reason (:entries, :bytes, :tenant: the batcher's queue ceiling the delivery would pass)
	[:ankusa, :sink_batch, :state]	:batchers, :queued, :queued_bytes	:instance
	[:ankusa, :compact, :stop]	:records, :bytes, :duration	:instance
	[:ankusa, :compact, :failure]	—	:instance, :stage (:segment: an archive segment was not written; :retention: the catalogue sweep failed; :reclaim: the hook reclaim sweep failed or was deferred). One per failed step; ankusa_compact_failures_total{stage}
	[:ankusa, :backup, :stop]	:duration, :files, :bytes	:instance, :result (:ok, :error), :reason (on :error)
	[:ankusa, :backup, :state]	:age_seconds (since the last successful backup, or since the uploader started)	:instance
	[:ankusa, :claim_check, :check_in]	:duration, :size, :claims	:instance, :tenant_id, :pack_id (the id the pack was written under, after any collision), :result, :store (index into claim_check.blob_stores the pack was written to, nil on failure)
	[:ankusa, :claim_check, :pack_collision]	—	:instance, :tenant_id, :pack_id (an id a claim store already held an object under; check_in/4 mints a fresh one, up to 3 attempts)
	[:ankusa, :claim_check, :redeem]	:duration, :size	:instance, :tenant_id, :claim_id, :result
	[:ankusa, :claim_check, :failure]	—	:instance, :op (:check_in, :redeem), :tenant_id, :reason (never a label). One per check_in/4 or redeem/3 that failed on the node's side: a claim store that could not answer ({:unavailable, _}), refused this node's credential (:forbidden), or returned bytes that fail the claim's sha256 (:integrity_mismatch). A missing, expired or forged ref is the caller's, and is only on :check_in/:redeem's :result. ankusa_claim_check_failures_total{op}
	[:ankusa, :claim_check, :sweep]	:deleted (partition directories removed), :scanned (the partitions of the one tenant the tick swept), :packs (pack objects deleted), :kept (packs a lease held back), :leases_pruned (lease rows deleted: grace over, or their hook no longer names the pack), :backlog (names the tick did not examine in the partition it stopped in), :partitions_left (expired partitions of that tenant it did not reach), :tenants_left (tenants the pass has yet to visit after this one), :duration	:instance, :deleted (true when the tick removed a partition, a pack or a lease row)
	[:ankusa, :claim_check, :store_breaker]	—	:instance, :store (index into claim_check.blob_stores), :state (:open, :closed), :reason (nil on :closed)
	[:ankusa, :claim_check, :gateway]	:duration	:instance, :method, :status (one per claim request the gateway answered; 502 is a claim, or its pack's manifest, that does not match the manifest's sha256)
	[:ankusa, :claim_check, :read]	:duration	:instance, :kind (:index, :manifest, :bytes, :range), :source (:cache, :store, :coalesced, :shed, :direct), :result (:ok, :not_found, :forbidden, :integrity_mismatch, :throttled, :unavailable, :overloaded, :deadline), :store. One per caller: :store is the caller whose fetch went to the store, :coalesced one that joined it, :shed one answered without a fetch's result (the queue was full, or its deadline passed — a fetch it started still finishes and is counted as :store)
	[:ankusa, :archive, :failure]	—	:instance. One per compactor tick that could not write a segment (or read the hooks it was to archive)
	[:ankusa, :archive, :state]	:oldest_unarchived_age_ms (how long the oldest hook still owed an archive segment has waited, by its received_at; 0 with none owed)	:instance. Every compactor tick that wrote or tried to write a segment, and every one that found nothing owed (a partial segment still waiting out storage.roll_ms reports nothing)
	[:ankusa, :claim_check, :read_limit]	:limit	:instance, :store (every change of a store's adaptive read limit)
	[:ankusa, :claim_check, :read_state]	:limit, :inflight, :queued	:instance, :store (every second, per store the gateway's reader has read from)
	[:ankusa, :blob_store, :retry]	:delay_ms (full jitter, or the throttle's Retry-After when longer)	:instance, :attempt, :status (an HTTP status or :transport)
	[:ankusa, :blob_store, :breaker]	—	:instance, :endpoint, :bucket, :state (:open, :closed), :reason ({:failures, n} or {:slow, p99_ms} on :open, nil on :closed)
	[:ankusa, :lifecycle, :delivered]	—	:instance, :type, :sink
	[:ankusa, :lifecycle, :dropped]	—	:instance, :type, :sink, :reason (:gave_up, :unreadable)
	[:ankusa, :instance, :subtree_down]	:delay_ms	:instance, :domain, :reason (never a label). One per outage; ankusa_instance_subtree_down_total{domain}
	[:ankusa, :instance, :subtree_up]	—	:instance, :domain
	[:ankusa, :replay, :moved]	:count	:instance, :replay_id, :kind
	[:ankusa, :replay, :throttled]	—	:instance, :replay_id, :reason (:unavailable, :lag, :window_full)
	[:ankusa, :replay, :state]	—	:instance, :replay_id, :kind, :state
	[:ankusa, :routes, :match]	—	:instance, :route_id, :cached, :cacheable
	[:ankusa, :routes, :reject]	—	:instance, :reason, :method, :path
	[:ankusa, :routes, :changed]	—	:instance, :action, :route_id, :version
	[:ankusa, :audit]	:count (1)	:instance, :seq, :action, :actor, :tenant, :resource, :result ("ok", "failed", "interrupted"). One per row committed to the audit trail
	[:ankusa, :audit, :pruned]	:count	:instance. Rows the retention sweep (audit.retention_days) deleted
	[:ankusa, :dlq, :evicted]	:count, :bytes	:instance, :tenant_id, :reason ("retention", "max_rows", "max_bytes", "purge"), :ids, :seqs. One per eviction batch of one tenant
	[:ankusa, :quarantine, :pruned]	:count, :bytes	:instance. Entries the retention sweep deleted
	[:ankusa, :archive, :pruned]	:segments, :objects, :legacy	:instance. Catalogue rows (and segment objects) the retention sweep deleted
	[:ankusa, :audit, :state]	:rows, :bytes, :outbox_backlog	:instance. The trail's size and the lifecycle outbox's lag

:outcome on :ingest is one of :committed, :duplicate, :quarantined,
:rejected, :rate_limited, :tenant_overload, :quarantine_rate_limited,
:dedupe_pending, :quarantine_full, :overload or :store_unavailable. :source_id on
[:ankusa, :ingest] is
always a configured source's id: a request for a source that does not exist
is a refusal, emitted as [:ankusa, :ingest, :refused], never on the span.
[:ankusa, :rate_limit, :rejected] is a tenant over its quota: hooks or
bytes per second (:rate_limited) or its share of the batchers
(:tenant_overload).
:status on :verify is :ok or :failed, independent of what the
source's on_verify_failure policy then decides. :weak_hash is true when
the source verifies with SHA-1 (ankusa_verifier_weak_hash_total).
Ankusa.Metrics is the built-in Prometheus mapping of these events, served by
the admin API's GET /metrics.
Tracing
These events are the metrics contract. Traces are separate: Ankusa.Trace
opens OpenTelemetry spans (ankusa.ingest, ankusa.verify, ankusa.commit,
ankusa.dispatch.attempt, ankusa.claim_check, ankusa.replay,
ankusa.lifecycle.event) beside the :ingest, :verify and :commit spans
above, and does nothing without an OpenTelemetry SDK.

      


      
        Summary


  
    Functions
  


    
      
        elapsed_ms(started)

      


        Milliseconds, as a float, from started (a System.monotonic_time/0 reading)
to now.



    


    
      
        emit(event, measurements \\ %{}, meta \\ %{})

      


        Emit a telemetry event.



    


    
      
        since_received_ms(arg1)

      


        How long ago env was received, in milliseconds, or nil for anything that is
not a decoded envelope. Never negative: received_at is the receiving node's
clock, and a delivering node a few ms behind it must not report a past.



    


    
      
        span(event, meta, fun)

      


        Run fun as a telemetry span, emitting :start/:stop/:exception events
under [:ankusa | event]. Returns whatever fun returns.



    





      


      
        Functions


        


  
    
      
    
    
      elapsed_ms(started)



        
          
        

    

  


  

      

          @spec elapsed_ms(integer()) :: float()


      


Milliseconds, as a float, from started (a System.monotonic_time/0 reading)
to now.

  



    

    

  
    
      
    
    
      emit(event, measurements \\ %{}, meta \\ %{})



        
          
        

    

  


  

      

          @spec emit([atom()], map(), map()) :: :ok


      


Emit a telemetry event.

  



  
    
      
    
    
      since_received_ms(arg1)



        
          
        

    

  


  

      

          @spec since_received_ms(term()) :: non_neg_integer() | nil


      


How long ago env was received, in milliseconds, or nil for anything that is
not a decoded envelope. Never negative: received_at is the receiving node's
clock, and a delivering node a few ms behind it must not report a past.

  



  
    
      
    
    
      span(event, meta, fun)



        
          
        

    

  


  

      

          @spec span([atom()], map(), (-> {result, map()} | {result, map(), map()})) :: result
when result: term()


      


Run fun as a telemetry span, emitting :start/:stop/:exception events
under [:ankusa | event]. Returns whatever fun returns.
fun returns {result, extra_meta}, or {result, measurements, extra_meta}
when the span has measurements of its own to report on :stop — what
Ankusa.Queue.Writer does with a commit's batch_size and bytes. Either
return shape merges the start metadata into the stop event, so a handler can
read :stop alone.
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Ankusa.Tenant 
    



      
Tenant erase: remove everything this node's store, the claim stores and the
edge's tables hold for one tenant, as one resumable, audited job.
Ankusa.Tenant.delete(:default, "acme", confirm: "acme", audit: context)
DELETE /v1/tenants/:tenant?confirm=<tenant> (scope tenants:write and
tenant:*) is the same call.
What an erase does, in order
delete/3 writes the job's progress row (m:erase:<tenant>, synced) and
answers; Ankusa.Tenant.Eraser runs the job in the background. Its first act
is to close the tenant (the tenant gate): from then on the queue
writer answers the tenant's hooks 503 tenant_erasing, the quarantine pen
refuses to hold them, and dispatch stops claiming its rows. Then, each stage
done and recorded before the next:
	Stage	Removes
	sources	the tenant's API-managed sources, through Ankusa.SourceStore.delete/4: each is an audited change with its own source.deleted lifecycle event
	routes	the tenant's routes (Ankusa.Routes.delete/3: one route.deleted event each)
	rate_limit	the tenant's runtime rate-limit override
	queue	waits for running attempts to settle (the tenant's inflight counter reaches 0), then every due, inflight and dead row (Ankusa.Queue.purge_tenant/3), reclaiming hooks nobody else holds, and the tenant's active markers
	archive	the tenant's archive obligations (?a), reclaiming their hooks
	quarantine	the tenant's held hooks
	claims	every object under claims/tenant=<tenant>/ in every claim store
	dedupe	the tenant's dedupe keys (?u, a range delete) and their expiry entries
	entities	the redacted entities of the tenant's lifecycle events, once the lifecycle publisher has delivered them
	commit	one synced batch: the tombstone m:erased:<tenant>, the job's progress row, the tenant's ordinal (retired, never reused), its counters and source revisions, and one audit row (tenant.delete, which becomes the lifecycle event io.ankusa.tenant.deleted)

A stage that fails (a store that does not answer, a sink that is still
running) is retried every few seconds; a node that is killed resumes the job
from its progress row at the next boot. Every stage is idempotent.
What stays, and why
	The audit trail. Its rows hold hashes, counts and names, never a body
or a secret (Ankusa.Audit); they are the record that the erase happened
and who asked for it, and they age out with audit.retention_days. Only
the lifecycle entities (the redacted views of the tenant's sources and
routes that events carry) are deleted.
	Archived segments. A segment is multi-tenant and immutable. The
tombstone makes Ankusa.Storage.fetch/2 answer {:error, :gone} (HTTP
410 semantics) for every hook of the tenant received at or before it,
and archive replay skip them; the bytes leave the bucket when the bucket's
lifecycle rule expires the segment (docs/storage.md).
	Backups. A restored backup that predates the erase brings the tenant
back, tombstone and all: erase again after such a restore.
	The ordinal. Ordinals are never reused (ADR 0001), so an erased tenant
still counts towards tenants.max.
	Replay job records that name the tenant in their filter: they hold no
hook data.

A tenant that sends again after the erase is a new tenant; the tombstone only
covers what was received before it.
Limits
"default" cannot be erased. A tenant that a configured source (static,
or seeded into the source store) names cannot be erased either: remove it
from the configuration first, or the next hook would recreate the tenant.
The erase needs the :edge role on this node when routes are enabled (the
route store is the edge's). Sources, routes and overrides written for the
tenant while its erase runs can outlive it; the commit stage re-checks
them right before it commits and the job fails and retries until none is left.

      


      
        Summary


  
    Types
  


    
      
        reason()

      


    





  
    Functions
  


    
      
        configured_sources(instance, tenant)

      


        The sources that name tenant and that an erase cannot delete: configured
ones (the static source store, or seeds of the writable one), as opposed to
the ones written through the API. Walks the source ids, so it costs the number
of sources.



    


    
      
        delete(instance, tenant, opts \\ [])

      


        Start erasing tenant, or report the erase already running.



    


    
      
        erased(instance)

      


        Every tombstone: {:ok, %{tenant => erased_at_ms}}. One range of the store,
read once per page by the archive and lifecycle replays.



    


    
      
        erased?(erased, tenant, received_at)

      


        Whether a hook of tenant received at received_at was erased, given the
tombstones erased/1 returned.



    


    
      
        erased_at(instance, tenant)

      


        When tenant was erased: {:ok, ms} or :not_found.



    


    
      
        status(instance, tenant)

      


        Where an erase of tenant stands: {:ok, %{state: :erasing, stage: atom, started_at: ms}} while its job exists, {:ok, %{state: :erased, erased_at: ms}} once committed, :not_found for a tenant that was never erased here.



    


    
      
        suppressed?(instance, erased, row)

      


        Whether a lifecycle replay must not re-emit the audit row row: it belongs
to a tenant that is being erased, or one that was erased after the row was
written. The erase's own tenant.delete row is the one exception.



    





      


      
        Types


        


  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() ::
  :confirm
  | :invalid_tenant
  | :default_tenant
  | :no_store
  | :store_unavailable
  | {:role_not_enabled, :edge}
  | {:static_sources, [String.t()]}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      configured_sources(instance, tenant)



        
          
        

    

  


  

      

          @spec configured_sources(atom(), String.t()) :: [String.t()]


      


The sources that name tenant and that an erase cannot delete: configured
ones (the static source store, or seeds of the writable one), as opposed to
the ones written through the API. Walks the source ids, so it costs the number
of sources.

  



    

  
    
      
    
    
      delete(instance, tenant, opts \\ [])



        
          
        

    

  


  

      

          @spec delete(atom(), String.t(), keyword()) ::
  {:ok, :started | :erasing} | {:error, reason()}


      


Start erasing tenant, or report the erase already running.
Options: confirm: (required: must equal tenant) and audit:, the
Ankusa.Audit.Context the erase's audit rows are written under (the actor of
the request, which is kept across a restart).
{:ok, :started} or {:ok, :erasing} (one is already running for it).

  



  
    
      
    
    
      erased(instance)



        
          
        

    

  


  

      

          @spec erased(atom()) ::
  {:ok, %{required(String.t()) => non_neg_integer()}} | {:error, term()}


      


Every tombstone: {:ok, %{tenant => erased_at_ms}}. One range of the store,
read once per page by the archive and lifecycle replays.

  



  
    
      
    
    
      erased?(erased, tenant, received_at)



        
          
        

    

  


  

      

          @spec erased?(
  %{required(String.t()) => non_neg_integer()},
  String.t() | nil,
  integer()
) :: boolean()


      


Whether a hook of tenant received at received_at was erased, given the
tombstones erased/1 returned.

  



  
    
      
    
    
      erased_at(instance, tenant)



        
          
        

    

  


  

      

          @spec erased_at(atom(), String.t()) ::
  {:ok, non_neg_integer()} | :not_found | {:error, term()}


      


When tenant was erased: {:ok, ms} or :not_found.

  



  
    
      
    
    
      status(instance, tenant)



        
          
        

    

  


  

      

          @spec status(atom(), String.t()) ::
  {:ok, %{state: :erasing | :erased} | map()} | :not_found | {:error, term()}


      


Where an erase of tenant stands: {:ok, %{state: :erasing, stage: atom, started_at: ms}} while its job exists, {:ok, %{state: :erased, erased_at: ms}} once committed, :not_found for a tenant that was never erased here.

  



  
    
      
    
    
      suppressed?(instance, erased, row)



        
          
        

    

  


  

      

          @spec suppressed?(atom(), %{required(String.t()) => non_neg_integer()}, map()) ::
  boolean()


      


Whether a lifecycle replay must not re-emit the audit row row: it belongs
to a tenant that is being erased, or one that was erased after the row was
written. The erase's own tenant.delete row is the one exception.
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Ankusa.Tenant.Eraser 
    



      
Runs tenant erases (Ankusa.Tenant) in the background, one stage at a time,
and keeps the progress of each in the store (m:erase:<tenant>, synced after
every stage) so a node that is killed resumes them at its next boot.
Started behind the store and the audit trail, before any listener: its init/1
closes (the tenant gate) every tenant that has a progress row, so a tenant
whose erase is half done never takes a hook in the window between the node
accepting requests and the job resuming. The job itself starts a second after
boot, and a stage that fails because a component it needs has not started yet
simply runs again.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)
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Ankusa.Trace 
    



      
W3C trace context for a hook, and the spans every stage opens (ground rule 8).
The edge reads traceparent / tracestate off the request (from_headers/1)
and stores them on the hook as Ankusa.Envelope.trace, a map
%{traceparent: "00-<trace-id>-<parent-id>-<flags>", tracestate: String.t() | nil}.
Every sink then carries that value to the consumer: traceparent on
Ankusa.Sink.Http, the traceparent / tracestate fields and the
broker-native header pair on Ankusa.Sink.Message, the CloudEvents
traceparent extension on lifecycle events.
No SDK, no cost
Core depends on opentelemetry_api only. Without an SDK started (the default
for a library user; ankusa_server starts one when tracing.enabled), span/3
calls its function directly and current/1 returns the context the request
carried, so a traceparent sent to the edge reaches the consumer byte for
byte and nothing else happens.
With an SDK
	ankusa.ingest is a :server span, a child of the provider's span (the
request's traceparent); ankusa.verify and ankusa.commit are its
children. With an SDK the hook stores the ingest span's context
(current/1): same trace id, our span as the parent id, tracestate
carried through, the sampled flag as the sampler decided it. The value is
fixed at ingest, so every retry, replay and sink carries the same one.
	ankusa.dispatch.attempt (one per attempt, a :producer span) is a child
of the stored context and links to it, so the whole life of a hook is
one trace however long the retries take. ankusa.claim_check is the pack
write of a large body; ankusa.replay is one step of a replay job;
ankusa.lifecycle.event builds a lifecycle event.

Only the sampled bit of the trace flags is kept (00 or 01): the other bits
are reserved by the specification. A request whose traceparent is malformed,
repeated, version ff, or all-zero in its trace or parent id carries no trace
(the header stays an ordinary forwarded request header, as before). A
tracestate over 512 bytes is dropped; the traceparent still travels.

      


      
        Summary


  
    Types
  


    
      
        attributes()

      


        Span attributes: string keys, scalar values (an OpenTelemetry attribute).



    


    
      
        span_opt()

      


    


    
      
        t()

      


        The trace context stored on a hook (Ankusa.Envelope.trace).



    





  
    Functions
  


    
      
        active?()

      


        Whether an SDK is running (spans are recorded); false is the no-op API.



    


    
      
        current(fallback)

      


        The context to store on a hook being ingested: the current span's, when an SDK
runs and the process is inside a valid span; otherwise fallback (the context
the request carried, verbatim).



    


    
      
        error(reason)

      


        Mark the current span failed. reason is a short class (an atom or string),
never a raw error term: those can carry URLs and credentials.



    


    
      
        from_headers(headers)

      


        The trace context of a request's headers, or nil. One pass over the list;
header names are matched without case. A hook without a traceparent pays for
nothing but that pass.



    


    
      
        set_attributes(attributes)

      


        Add attributes to the calling process's current span (a no-op without one).



    


    
      
        span(name, opts, fun)

      


        Run fun inside a span named name; returns what fun returns.



    


    
      
        trace_id(arg1)

      


        The 32-hex trace id of a trace context, nil for nil. It is what a log line
carries as trace_id (Ankusa.Edge.Ingest), so a line can be found from the
trace and the other way round.



    





      


      
        Types


        


  
    
      
    
    
      attributes()



        
          
        

    

  


  

      

          @type attributes() :: %{optional(String.t()) => String.t() | integer() | boolean()}


      


Span attributes: string keys, scalar values (an OpenTelemetry attribute).

  



  
    
      
    
    
      span_opt()



        
          
        

    

  


  

      

          @type span_opt() ::
  {:attributes, attributes() | (-> attributes())}
  | {:kind, :internal | :server | :client | :producer | :consumer}
  | {:parent, t() | nil}
  | {:link, t() | nil}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %{traceparent: String.t(), tracestate: String.t() | nil}


      


The trace context stored on a hook (Ankusa.Envelope.trace).

  


        

      

      
        Functions


        


  
    
      
    
    
      active?()



        
          
        

    

  


  

      

          @spec active?() :: boolean()


      


Whether an SDK is running (spans are recorded); false is the no-op API.

  



  
    
      
    
    
      current(fallback)



        
          
        

    

  


  

      

          @spec current(t() | nil) :: t() | nil


      


The context to store on a hook being ingested: the current span's, when an SDK
runs and the process is inside a valid span; otherwise fallback (the context
the request carried, verbatim).

  



  
    
      
    
    
      error(reason)



        
          
        

    

  


  

      

          @spec error(atom() | String.t()) :: :ok


      


Mark the current span failed. reason is a short class (an atom or string),
never a raw error term: those can carry URLs and credentials.

  



  
    
      
    
    
      from_headers(headers)



        
          
        

    

  


  

      

          @spec from_headers([{String.t(), String.t()}]) :: t() | nil


      


The trace context of a request's headers, or nil. One pass over the list;
header names are matched without case. A hook without a traceparent pays for
nothing but that pass.

  



  
    
      
    
    
      set_attributes(attributes)



        
          
        

    

  


  

      

          @spec set_attributes(attributes()) :: :ok


      


Add attributes to the calling process's current span (a no-op without one).

  



  
    
      
    
    
      span(name, opts, fun)



        
          
        

    

  


  

      

          @spec span(String.t(), [span_opt()], (-> result)) :: result when result: term()


      


Run fun inside a span named name; returns what fun returns.
Options: :attributes (a map, or a function that builds it: it runs only when
an SDK records the span, so the no-op path allocates nothing), :kind
(default :internal), :parent (a stored context to continue; default the
calling process's current span) and :link (a stored context to link to). An
exception in fun is recorded on the span and re-raised. With no SDK started
this is fun.().

  



  
    
      
    
    
      trace_id(arg1)



        
          
        

    

  


  

      

          @spec trace_id(t() | nil) :: String.t() | nil


      


The 32-hex trace id of a trace context, nil for nil. It is what a log line
carries as trace_id (Ankusa.Edge.Ingest), so a line can be found from the
trace and the other way round.
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Ankusa.ULID 
    



      
The ULID text form of 128 bits: 26 characters of Crockford base32
(0-9, A-Z minus I, L, O, U), most significant bits first, so
the first 48 bits (a Unix millisecond timestamp) make the string sort by
time.
Only the canonical, uppercase form is accepted. The ULID spec lets a
decoder fold case and read I/L as 1 and O as 0; this module
doesn't, so every id has exactly one spelling in a URN, a URL path, and a
storage key.

      


      
        Summary


  
    Functions
  


    
      
        decode(string)

      


        Decode a canonical ULID to its 128 bits. :error for anything else,
including a timestamp past what DateTime can represent; never raises on
untrusted input.



    


    
      
        encode(arg)

      


        Encode 128 bits as a canonical ULID.



    


    
      
        timestamp_ms(arg)

      


        The 48-bit Unix millisecond timestamp of 128 ULID bits.



    





      


      
        Functions


        


  
    
      
    
    
      decode(string)



        
          
        

    

  


  

      

          @spec decode(term()) :: {:ok, <<_::128>>} | :error


      


Decode a canonical ULID to its 128 bits. :error for anything else,
including a timestamp past what DateTime can represent; never raises on
untrusted input.

  



  
    
      
    
    
      encode(arg)



        
          
        

    

  


  

      

          @spec encode(<<_::128>>) :: String.t()


      


Encode 128 bits as a canonical ULID.

  



  
    
      
    
    
      timestamp_ms(arg)



        
          
        

    

  


  

      

          @spec timestamp_ms(<<_::128>>) :: non_neg_integer()


      


The 48-bit Unix millisecond timestamp of 128 ULID bits.
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Ankusa.Verification 
    



      
Result of running a Ankusa.Verifier against an envelope.

      


      
        Summary


  
    Types
  


    
      
        status()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: :ok | :failed | :skipped


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ankusa.Verification{
  flagged: boolean(),
  provider: module() | nil,
  reason: term(),
  scheme: String.t() | nil,
  status: status()
}
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Ankusa.Verifier behaviour
    



      
Signature and timestamp verification. HMAC is microseconds, so it runs inline
on the hot path, before the ack.
Adapters implement verify/2 over the raw envelope (the exact bytes matter).
opts carry the per-source secret and any tolerance window
(Ankusa.Verifier.check_timestamp/2).
The verifiers in core:
	Ankusa.Verifier.None — accepts everything;
	Ankusa.Verifier.Hmac — a shared-secret signature over the request;
	Ankusa.Verifier.Asymmetric — a public-key (Ed25519, RSA) signature over
the request; the node holds no secret;
	Ankusa.Verifier.Token — a static bearer, basic, header or query
credential;
	Ankusa.Verifier.ClientCert — the client certificate of the edge
listener's mutual-TLS handshake.

The edge puts request context some verifiers need into opts, for those
verifiers only: :peer_cert (the DER client certificate, or nil) for
ClientCert and :query (the raw query string) for a Token in the query.
Failure vocabulary
Adapters return {:error, reason}, which the source's on_verify_failure
policy turns into :reject, :quarantine, or :accept_flag. The reasons are
deliberately shared so telemetry and dashboards can count them without
knowing which provider produced them:
	:missing_signature — a required header, credential or certificate is
absent
	:malformed_signature — present, but not parseable
	:no_match — nothing matched the expected digest, key, token or pin
	:timestamp_out_of_tolerance — outside the replay window
	:bad_secret — the configured secret can't be used as a key
(Verifier.Hmac, Verifier.Token)
	:bad_key — a configured public key can't be used (Verifier.Asymmetric)
	:bad_pin — a certificate source pins nothing usable
(Verifier.ClientCert)
	:bad_scheme — an unknown or missing scheme name (Verifier.Hmac,
Verifier.Asymmetric), or an unknown :location (Verifier.Token)
	:bad_tolerance — :tolerance is not an integer from 0 to
max_tolerance_seconds/0 (Verifier.Hmac, Verifier.Asymmetric)


      


      
        Summary


  
    Callbacks
  


    
      
        scheme_name(opts)

      


        Human name of the scheme for telemetry; nil when the verifier has no named
scheme. Optional — verifiers that only implement verify/2 are attributed by
their module name instead.



    


    
      
        validate_opts(opts)

      


        Check opts without a request: :ok, or the {:error, reason} verify/2
would return for every hook. Optional — validate_config!/1 runs it, at boot,
for every source declared in config whose verifier implements it, and the
image's loader runs it for every source an admin API write submits.



    


    
      
        verify(t, opts)

      


        Verify an envelope. Return :ok to accept, or {:error, reason} to trigger
the source's on_verify_failure policy (:reject | :quarantine | :accept_flag).



    





  
    Functions
  


    
      
        check_shared(config, source)

      


        Whether source may run under config: {:error, message} when it is shared
(tenant_id "default"), has no verifier (Ankusa.Verifier.None), does not
set trust_url_tenant: true, and the edge takes the tenant from the request
(any Ankusa.RouteResolver but Ankusa.RouteResolver.Path). Such a source
would file hooks under whatever tenant the request names, and spend that
tenant's rate limit, with nothing to say the sender may. The verdict depends
on the config alone, never on the node's roles, so every node reading one
config agrees.



    


    
      
        check_timestamp(ts, opts)

      


        Check a Unix-seconds timestamp from a signature header against a tolerance
window.



    


    
      
        check_tolerance(opts)

      


        Whether opts[:tolerance] is a usable replay window: absent (the default
window), or an integer from 0 to max_tolerance_seconds/0. A window wider
than an hour is not a window, it is the absence of one. Shared by every
verifier that checks a timestamp.



    


    
      
        max_tolerance_seconds()

      


        The widest replay window, in seconds, a verifier accepts: an hour. Beyond that
a signed hook stays replayable long enough that the window protects nothing.



    


    
      
        scheme_name(mod, opts)

      


        The scheme name a verification is attributed to: mod.scheme_name(opts)
when the verifier implements it, else the module name.



    


    
      
        secure_compare(a, b)

      


        Constant-time compare of two binaries of equal length.



    


    
      
        validate_config!(config)

      


        Refuse to boot with a source declared in config whose verifier would fail
every hook, which on_verify_failure then quarantines, flags or rejects —
silently, at runtime. Every verifier that implements validate_opts/1 is
asked: an Ankusa.Verifier.Hmac or Ankusa.Verifier.Token secret that is
missing, empty or undecodable, an Ankusa.Verifier.Asymmetric public key that
is not a key, an Ankusa.Verifier.ClientCert that pins nothing, an unknown
scheme, or a :tolerance outside 0..max_tolerance_seconds/0. A
ClientCert source also needs listener.tls with verify: :verify_peer:
no other listener ever receives a client certificate. Sources a writable store
holds are checked when they are written. Raises ArgumentError naming the
source. A source that verifies with SHA-1
(Ankusa.Verifier.Hmac.weak_hash?/1) boots, with one warning.



    


    
      
        validate_shared!(config)

      


        Refuse to boot with a source declared in config that check_shared/2
refuses. Sources a writable store holds are checked when they are written
(and a stored one written before the check existed is named by
warn_stored_shared/2). Raises ArgumentError naming the source.



    


    
      
        warn_stored_shared(config, sources)

      


        Log one warning per stored (API-managed) source that check_shared/2
refuses. Such a source was written before writes were checked: it keeps
serving as it did, and only a write that still lacks trust_url_tenant: true
is refused.



    


    
      
        weak_hash?(arg1, opts)

      


        Whether the verifier {mod, opts} checks signatures with a weak hash (SHA-1).
Only Ankusa.Verifier.Hmac can; see Ankusa.Verifier.Hmac.weak_hash?/1.



    





      


      
        Callbacks


        


  
    
      
    
    
      scheme_name(opts)


        (optional)


        
          
        

    

  


  

      

          @callback scheme_name(opts :: keyword()) :: String.t() | nil


      


Human name of the scheme for telemetry; nil when the verifier has no named
scheme. Optional — verifiers that only implement verify/2 are attributed by
their module name instead.

  



  
    
      
    
    
      validate_opts(opts)


        (optional)


        
          
        

    

  


  

      

          @callback validate_opts(opts :: keyword()) :: :ok | {:error, atom()}


      


Check opts without a request: :ok, or the {:error, reason} verify/2
would return for every hook. Optional — validate_config!/1 runs it, at boot,
for every source declared in config whose verifier implements it, and the
image's loader runs it for every source an admin API write submits.

  



  
    
      
    
    
      verify(t, opts)



        
          
        

    

  


  

      

          @callback verify(Ankusa.Envelope.t(), opts :: keyword()) :: :ok | {:error, term()}


      


Verify an envelope. Return :ok to accept, or {:error, reason} to trigger
the source's on_verify_failure policy (:reject | :quarantine | :accept_flag).

  


        

      

      
        Functions


        


  
    
      
    
    
      check_shared(config, source)



        
          
        

    

  


  

      

          @spec check_shared(Ankusa.Config.t(), Ankusa.Source.t()) :: :ok | {:error, String.t()}


      


Whether source may run under config: {:error, message} when it is shared
(tenant_id "default"), has no verifier (Ankusa.Verifier.None), does not
set trust_url_tenant: true, and the edge takes the tenant from the request
(any Ankusa.RouteResolver but Ankusa.RouteResolver.Path). Such a source
would file hooks under whatever tenant the request names, and spend that
tenant's rate limit, with nothing to say the sender may. The verdict depends
on the config alone, never on the node's roles, so every node reading one
config agrees.

  



  
    
      
    
    
      check_timestamp(ts, opts)



        
          
        

    

  


  

      

          @spec check_timestamp(String.t(), keyword()) :: :ok | {:error, atom()}


      


Check a Unix-seconds timestamp from a signature header against a tolerance
window.
Every verifier that carries a signed timestamp needs this, so the window
semantics are defined once instead of per adapter. opts may set :tolerance
in seconds (default 300, i.e. ±5 minutes), and
:now (Unix seconds) to judge the window against a fixed instant instead of
the clock: Ankusa.Dispatch.Replayer sets it to the hook's receive time when
it re-verifies a quarantined hook, so a release hours later holds the hook to
the window it arrived in, not one it can no longer meet.

  



  
    
      
    
    
      check_tolerance(opts)



        
          
        

    

  


  

      

          @spec check_tolerance(keyword()) :: :ok | {:error, :bad_tolerance}


      


Whether opts[:tolerance] is a usable replay window: absent (the default
window), or an integer from 0 to max_tolerance_seconds/0. A window wider
than an hour is not a window, it is the absence of one. Shared by every
verifier that checks a timestamp.

  



  
    
      
    
    
      max_tolerance_seconds()



        
          
        

    

  


  

      

          @spec max_tolerance_seconds() :: pos_integer()


      


The widest replay window, in seconds, a verifier accepts: an hour. Beyond that
a signed hook stays replayable long enough that the window protects nothing.

  



  
    
      
    
    
      scheme_name(mod, opts)



        
          
        

    

  


  

      

          @spec scheme_name(module(), keyword()) :: String.t() | nil


      


The scheme name a verification is attributed to: mod.scheme_name(opts)
when the verifier implements it, else the module name.

  



  
    
      
    
    
      secure_compare(a, b)



        
          
        

    

  


  

      

          @spec secure_compare(binary(), binary()) :: boolean()


      


Constant-time compare of two binaries of equal length.

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Refuse to boot with a source declared in config whose verifier would fail
every hook, which on_verify_failure then quarantines, flags or rejects —
silently, at runtime. Every verifier that implements validate_opts/1 is
asked: an Ankusa.Verifier.Hmac or Ankusa.Verifier.Token secret that is
missing, empty or undecodable, an Ankusa.Verifier.Asymmetric public key that
is not a key, an Ankusa.Verifier.ClientCert that pins nothing, an unknown
scheme, or a :tolerance outside 0..max_tolerance_seconds/0. A
ClientCert source also needs listener.tls with verify: :verify_peer:
no other listener ever receives a client certificate. Sources a writable store
holds are checked when they are written. Raises ArgumentError naming the
source. A source that verifies with SHA-1
(Ankusa.Verifier.Hmac.weak_hash?/1) boots, with one warning.

  



  
    
      
    
    
      validate_shared!(config)



        
          
        

    

  


  

      

          @spec validate_shared!(Ankusa.Config.t()) :: :ok


      


Refuse to boot with a source declared in config that check_shared/2
refuses. Sources a writable store holds are checked when they are written
(and a stored one written before the check existed is named by
warn_stored_shared/2). Raises ArgumentError naming the source.

  



  
    
      
    
    
      warn_stored_shared(config, sources)



        
          
        

    

  


  

      

          @spec warn_stored_shared(Ankusa.Config.t(), [Ankusa.Source.t()]) :: :ok


      


Log one warning per stored (API-managed) source that check_shared/2
refuses. Such a source was written before writes were checked: it keeps
serving as it did, and only a write that still lacks trust_url_tenant: true
is refused.

  



  
    
      
    
    
      weak_hash?(arg1, opts)



        
          
        

    

  


  

      

          @spec weak_hash?(module(), keyword()) :: boolean()


      


Whether the verifier {mod, opts} checks signatures with a weak hash (SHA-1).
Only Ankusa.Verifier.Hmac can; see Ankusa.Verifier.Hmac.weak_hash?/1.
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Ankusa.Verifier.Asymmetric 
    



      
Public-key signature verifier: the provider signs with a private key only it
holds, and Ankusa holds nothing secret, only the provider's public key. A
leak of the node's config cannot be used to forge a hook, which is the point
over Ankusa.Verifier.Hmac.
opts:
	:scheme — a preset atom (:standard_webhooks_asym, resolved through
Ankusa.Verifier.Schemes.fetch_asymmetric/1) or an inline
%Ankusa.Verifier.Asymmetric.Scheme{}. The wire half (which header, how it
parses, what is signed, which timestamp) is Ankusa.Verifier.Template,
the same engine Hmac runs on.
	:public_key — the provider's key, or a list of them (current first;
every key is tried, so a rotation is public_key: [new, old]). A key is
one of	whpk_<base64>: the Standard Webhooks form, the 32 raw bytes of an
Ed25519 public key;
	the bare base64 of those 32 bytes;
	a PEM PUBLIC KEY (SubjectPublicKeyInfo) or, for RSA, RSA PUBLIC KEY
(PKCS#1) block;
	for RSA, the bare base64 of the DER of either.
A missing key, an empty list, more than 8 keys, or any element that
does not decode to a key of the scheme's algorithm fails every hook with
:bad_key, and a source declared in config refuses to boot.


	:tolerance — the replay window in seconds, as Ankusa.Verifier.Hmac.

Algorithms (Scheme.algorithm): :ed25519 (RFC 8032, the signature is 64
bytes) and :rsa_sha256 (RSASSA-PKCS1-v1_5 over SHA-256; a modulus under 2048
bits or an exponent under 65537 is :bad_key). Signatures are base64 or hex
(Scheme.encoding).
The request path stays cheap for a forged flood: a candidate whose decoded
length is not the key's signature length is dropped before any public-key
operation, and at most 8 candidates are tried.

      


      
        Summary


  
    Functions
  


    
      
        scheme_name(opts)

      


        Human name of the scheme for telemetry: the preset name, or "custom".



    


    
      
        validate_opts(opts)

      


        Check opts the way verify/2 would use them, without a request: the scheme
resolves, :tolerance is in range and every public key decodes. :ok, or
the error verify/2 would return for every hook.



    





      


      
        Functions


        


  
    
      
    
    
      scheme_name(opts)



        
          
        

    

  


  

      

          @spec scheme_name(keyword()) :: String.t()


      


Human name of the scheme for telemetry: the preset name, or "custom".

  



  
    
      
    
    
      validate_opts(opts)



        
          
        

    

  


  

      

          @spec validate_opts(keyword()) ::
  :ok | {:error, :bad_scheme | :bad_tolerance | :bad_key}


      


Check opts the way verify/2 would use them, without a request: the scheme
resolves, :tolerance is in range and every public key decodes. :ok, or
the error verify/2 would return for every hook.

  


        

      


  

  
    
    Ankusa.Verifier.Asymmetric.Scheme - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Verifier.Asymmetric.Scheme 
    



      
Declarative description of one provider's public-key signature scheme: the
wire fields of Ankusa.Verifier.Hmac.Scheme (signature_header, parse,
sig_prefix, sig_key, version, signed, timestamp; see
Ankusa.Verifier.Template) with algorithm and encoding in place of
hash, encoding and secret_decode.

      


      
        Summary


  
    Types
  


    
      
        algorithm()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      algorithm()



        
          
        

    

  


  

      

          @type algorithm() :: :ed25519 | :rsa_sha256


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ankusa.Verifier.Asymmetric.Scheme{
  algorithm: algorithm(),
  encoding: :hex | :base64,
  parse: :whole | :csv_pairs | :space_versions,
  sig_key: String.t() | nil,
  sig_prefix: String.t() | nil,
  signature_header: String.t(),
  signed: String.t(),
  timestamp: nil | {:header, String.t()} | {:sig, String.t()},
  version: String.t() | nil
}


      



  


        

      


  

  
    
    Ankusa.Verifier.ClientCert - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Verifier.ClientCert 
    



      
The sender is whoever holds the client certificate the edge listener's mutual
TLS handshake accepted (tls.verify: :verify_peer, Ankusa.Listener), for
providers and internal systems that authenticate by certificate rather than by
signing the body. Like Ankusa.Verifier.Token it says who is calling, not
what the body is.
opts, at least one of:
	:fingerprints — SHA-256 fingerprints of the DER certificates that may
post to this source: 64 hex characters, any case, optional :
separators (what openssl x509 -fingerprint -sha256 prints). A pin
holds whatever the listener's CA bundle says.
	:subjects — identities a certificate may carry, in the form
Ankusa.Admin.Auth.MTLS.identities/1 produces: dns:<name>,
email:<address>, uri:<uri>, ip:<address> (subject alternative
names) or cn:<common name>. A subject pin trusts the listener's CA to
have issued that identity only to the party meant: scope the listener's
cacertfile to a CA that does, or pin fingerprints instead.

A certificate matching either list is accepted. Neither list set, a
malformed fingerprint or a subject without a known prefix is :bad_pin for
every hook, and a source declared in config refuses to boot (also when the
edge listener has no verify: :verify_peer: without it no certificate ever
arrives, see Ankusa.Verifier.validate_config!/1).
The certificate arrives as opts[:peer_cert], the DER the TLS handshake
accepted (Plug.Conn.get_peer_data/1's :ssl_cert), put there by
Ankusa.Edge.Router for a source with this verifier and nobody else. No
certificate (a plain-HTTP listener, or a re-verification from the quarantine
pen, which does not keep one) is :missing_signature; a certificate that
cannot be parsed, with :subjects set and no fingerprint match, is
:malformed_signature; a valid certificate nobody pinned is :no_match. Use
on_verify_failure: reject for a certificate source: a quarantined hook
cannot be released by replay.

      


      
        Summary


  
    Functions
  


    
      
        normalize_fingerprint(fingerprint)

      


        The normalised form of a fingerprint (lowercase hex, no separators), or :error.



    


    
      
        scheme_name(opts)

      


        Human name of the scheme for telemetry.



    


    
      
        validate_opts(opts)

      


        Check opts the way verify/2 would use them, without a request: at least
one pin, every fingerprint 64 hex characters, every subject a known identity
form. :ok, or {:error, :bad_pin}.



    





      


      
        Functions


        


  
    
      
    
    
      normalize_fingerprint(fingerprint)



        
          
        

    

  


  

      

          @spec normalize_fingerprint(term()) :: {:ok, String.t()} | :error


      


The normalised form of a fingerprint (lowercase hex, no separators), or :error.

  



  
    
      
    
    
      scheme_name(opts)



        
          
        

    

  


  

      

          @spec scheme_name(keyword()) :: String.t()


      


Human name of the scheme for telemetry.

  



  
    
      
    
    
      validate_opts(opts)



        
          
        

    

  


  

      

          @spec validate_opts(keyword()) :: :ok | {:error, :bad_pin}


      


Check opts the way verify/2 would use them, without a request: at least
one pin, every fingerprint 64 hex characters, every subject a known identity
form. :ok, or {:error, :bad_pin}.

  


        

      


  

  
    
    Ankusa.Verifier.Hmac - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Verifier.Hmac 
    



      
Configurable HMAC signature verifier, driven by a
%Ankusa.Verifier.Hmac.Scheme{} descriptor instead of one module per provider.
opts must carry :scheme — either a named preset atom
(:stripe | :github | :standard_webhooks | :shopify | :slack, resolved through
Ankusa.Verifier.Schemes) or an inline %Scheme{} describing any body-HMAC
provider. :secret and :tolerance carry the key and replay window, exactly
as with the old bespoke verifiers.
:secret is a binary or a list of binaries (current first); every key is
tried, so a rotation window is secret: [new, old] — hooks signed with
either verify while the provider switches over, and none land in quarantine.
An empty key would verify whatever anyone signs with it, so a missing or
empty secret, an empty list, or an element that is empty or does not decode
fails every hook with :bad_secret.
:tolerance is the replay window in seconds, 0 to
Ankusa.Verifier.max_tolerance_seconds/0 (3600; default 300). A window wider
than an hour is not a window, so anything else fails every hook with
:bad_tolerance and refuses the boot of a source declared in config.
hash: :sha1 on an inline scheme is allowed, for providers that still sign
with it, but it is no longer collision resistant: weak_hash?/1 reports it,
boot logs a warning, and every such verification counts toward
ankusa_verifier_weak_hash_total.
Providers that are not body-HMAC — Twilio (SHA1 over the full request URL plus
sorted form params) and PayPal (RSA over a certificate fetched from a provider
URL) — are not expressible here and stay bespoke Ankusa.Verifier modules.

      


      
        Summary


  
    Functions
  


    
      
        raw_key(secret, atom)

      


        The HMAC key a configured secret stands for: the string itself (:raw), or
the base64 after an optional whsec_ prefix (:whsec_base64, Standard
Webhooks). :error when the base64 does not decode.



    


    
      
        scheme_name(opts)

      


        Human name of the scheme for telemetry: the preset name, or "custom".



    


    
      
        validate_opts(opts)

      


        Check opts the way verify/2 would use them, without a request: the
scheme resolves, :tolerance (when set) is an integer from 0 to
Ankusa.Verifier.max_tolerance_seconds/0, and every secret decodes to a
non-empty key. :ok, or the error verify/2 would return for every hook.
Used at boot for sources declared in config
(Ankusa.Verifier.validate_config!/1).



    


    
      
        weak_hash?(opts)

      


        Whether opts verify with SHA-1, a hash that is no longer collision
resistant. No named preset uses it (verifier_test.exs asserts that), so
only an inline %Scheme{hash: :sha1} is weak. It works, because some
providers still sign that way; Ankusa.Verifier.validate_config!/1 logs a
warning at boot and every verification increments
ankusa_verifier_weak_hash_total.



    





      


      
        Functions


        


  
    
      
    
    
      raw_key(secret, atom)



        
          
        

    

  


  

      

          @spec raw_key(String.t(), :raw | :whsec_base64) :: {:ok, binary()} | :error


      


The HMAC key a configured secret stands for: the string itself (:raw), or
the base64 after an optional whsec_ prefix (:whsec_base64, Standard
Webhooks). :error when the base64 does not decode.

  



  
    
      
    
    
      scheme_name(opts)



        
          
        

    

  


  

      

          @spec scheme_name(keyword()) :: String.t()


      


Human name of the scheme for telemetry: the preset name, or "custom".

  



  
    
      
    
    
      validate_opts(opts)



        
          
        

    

  


  

      

          @spec validate_opts(keyword()) ::
  :ok | {:error, :bad_secret | :bad_scheme | :bad_tolerance}


      


Check opts the way verify/2 would use them, without a request: the
scheme resolves, :tolerance (when set) is an integer from 0 to
Ankusa.Verifier.max_tolerance_seconds/0, and every secret decodes to a
non-empty key. :ok, or the error verify/2 would return for every hook.
Used at boot for sources declared in config
(Ankusa.Verifier.validate_config!/1).

  



  
    
      
    
    
      weak_hash?(opts)



        
          
        

    

  


  

      

          @spec weak_hash?(keyword()) :: boolean()


      


Whether opts verify with SHA-1, a hash that is no longer collision
resistant. No named preset uses it (verifier_test.exs asserts that), so
only an inline %Scheme{hash: :sha1} is weak. It works, because some
providers still sign that way; Ankusa.Verifier.validate_config!/1 logs a
warning at boot and every verification increments
ankusa_verifier_weak_hash_total.

  


        

      


  

  
    
    Ankusa.Verifier.Hmac.Scheme - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Verifier.Hmac.Scheme 
    



      
Declarative description of one provider's HMAC signature scheme.
The one field with no sensible default is signature_header: which header
carries the signature(s). Everything else defaults to the most common shape
(raw SHA-256 hex over the body).

      


      
        Summary


  
    Types
  


    
      
        encoding()

      


    


    
      
        hash()

      


    


    
      
        parse()

      


    


    
      
        secret_decode()

      


    


    
      
        t()

      


    


    
      
        timestamp()

      


    





      


      
        Types


        


  
    
      
    
    
      encoding()



        
          
        

    

  


  

      

          @type encoding() :: :hex | :base64


      



  



  
    
      
    
    
      hash()



        
          
        

    

  


  

      

          @type hash() :: :sha256 | :sha512 | :sha1


      



  



  
    
      
    
    
      parse()



        
          
        

    

  


  

      

          @type parse() :: :whole | :csv_pairs | :space_versions


      



  



  
    
      
    
    
      secret_decode()



        
          
        

    

  


  

      

          @type secret_decode() :: :raw | :whsec_base64


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Ankusa.Verifier.Hmac.Scheme{
  encoding: encoding(),
  hash: hash(),
  parse: parse(),
  secret_decode: secret_decode(),
  sig_key: String.t() | nil,
  sig_prefix: String.t() | nil,
  signature_header: String.t(),
  signed: String.t(),
  timestamp: timestamp(),
  version: String.t() | nil
}


      



  



  
    
      
    
    
      timestamp()



        
          
        

    

  


  

      

          @type timestamp() :: nil | {:header, String.t()} | {:sig, String.t()}


      



  


        

      


  

  
    
    Ankusa.Verifier.None - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Verifier.None 
    



      
No-op verifier: accepts every envelope. Use for sources whose authenticity is
guaranteed by transport (mTLS, private network) or that are intentionally open.

      




  

  
    
    Ankusa.Verifier.Schemes - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Verifier.Schemes 
    



      
Named presets for Ankusa.Verifier.Hmac and Ankusa.Verifier.Asymmetric —
the wire details of well-known providers as data, so adding a provider is
editing a table, not writing a module.
Any body-HMAC provider not listed here is expressed inline as a
%Ankusa.Verifier.Hmac.Scheme{}, any public-key one as a
%Ankusa.Verifier.Asymmetric.Scheme{} (see validate!/1 for the
invariants). Providers that are not a signature over a request-derived
string (Twilio's URL + sorted-form-param SHA1, PayPal's RSA over a fetched
certificate) are not expressible by these engines and stay bespoke
Ankusa.Verifier modules.

      


      
        Summary


  
    Functions
  


    
      
        all()

      


        Every named Ankusa.Verifier.Hmac preset, keyed by scheme name.



    


    
      
        asymmetric_all()

      


        Every named Ankusa.Verifier.Asymmetric preset, keyed by scheme name.



    


    
      
        fetch(name)

      


        Look up a named Ankusa.Verifier.Hmac preset.



    


    
      
        fetch_asymmetric(name)

      


        Look up a named Ankusa.Verifier.Asymmetric preset.



    


    
      
        fetch_asymmetric_compiled(name)

      


        A named Ankusa.Verifier.Asymmetric preset with its signed template compiled.



    


    
      
        fetch_compiled(name)

      


        A named Ankusa.Verifier.Hmac preset with its signed template compiled.



    


    
      
        validate!(scheme)

      


        Validate a scheme descriptor (Ankusa.Verifier.Hmac.Scheme or
Ankusa.Verifier.Asymmetric.Scheme), raising ArgumentError naming the
offending field on the first violation.



    





      


      
        Functions


        


  
    
      
    
    
      all()



        
          
        

    

  


  

      

          @spec all() :: %{required(atom()) => Ankusa.Verifier.Hmac.Scheme.t()}


      


Every named Ankusa.Verifier.Hmac preset, keyed by scheme name.

  



  
    
      
    
    
      asymmetric_all()



        
          
        

    

  


  

      

          @spec asymmetric_all() :: %{required(atom()) => Ankusa.Verifier.Asymmetric.Scheme.t()}


      


Every named Ankusa.Verifier.Asymmetric preset, keyed by scheme name.

  



  
    
      
    
    
      fetch(name)



        
          
        

    

  


  

      

          @spec fetch(atom()) :: {:ok, Ankusa.Verifier.Hmac.Scheme.t()} | :error


      


Look up a named Ankusa.Verifier.Hmac preset.

  



  
    
      
    
    
      fetch_asymmetric(name)



        
          
        

    

  


  

      

          @spec fetch_asymmetric(atom()) ::
  {:ok, Ankusa.Verifier.Asymmetric.Scheme.t()} | :error


      


Look up a named Ankusa.Verifier.Asymmetric preset.

  



  
    
      
    
    
      fetch_asymmetric_compiled(name)



        
          
        

    

  


  

      

          @spec fetch_asymmetric_compiled(atom()) ::
  {:ok, Ankusa.Verifier.Asymmetric.Scheme.t(),
   Ankusa.Verifier.Template.compiled()}
  | :error


      


A named Ankusa.Verifier.Asymmetric preset with its signed template compiled.

  



  
    
      
    
    
      fetch_compiled(name)



        
          
        

    

  


  

      

          @spec fetch_compiled(atom()) ::
  {:ok, Ankusa.Verifier.Hmac.Scheme.t(), Ankusa.Verifier.Template.compiled()}
  | :error


      


A named Ankusa.Verifier.Hmac preset with its signed template compiled.

  



  
    
      
    
    
      validate!(scheme)



        
          
        

    

  


  

      

          @spec validate!(Ankusa.Verifier.Hmac.Scheme.t()) :: Ankusa.Verifier.Hmac.Scheme.t()


          @spec validate!(Ankusa.Verifier.Asymmetric.Scheme.t()) ::
  Ankusa.Verifier.Asymmetric.Scheme.t()


      


Validate a scheme descriptor (Ankusa.Verifier.Hmac.Scheme or
Ankusa.Verifier.Asymmetric.Scheme), raising ArgumentError naming the
offending field on the first violation.

  


        

      


  

  
    
    Ankusa.Verifier.Template - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Verifier.Template 
    



      
The wire half of a signature scheme, shared by every verifier that reads a
signature out of a request header: Ankusa.Verifier.Hmac and
Ankusa.Verifier.Asymmetric.
A scheme is any struct with the fields signature_header, parse,
sig_prefix, sig_key, version, signed and timestamp (the
Scheme structs of both verifiers carry them). This module knows how to
	pull the candidate signatures, and a signature-borne timestamp, out of
the header (candidates/2),
	read the timestamp and judge it against the replay window
(timestamp/4), and
	compile the signed template once (compile/1) and fill it per request
with {body}, {ts} and {header:NAME} (signed_iodata/3).

What is done with those (an HMAC, an Ed25519 or RSA verification) is the
verifier's business. Every failure is a reason from the
Ankusa.Verifier vocabulary (:missing_signature, :malformed_signature,
:timestamp_out_of_tolerance).

      


      
        Summary


  
    Types
  


    
      
        compiled()

      


        A signed template compiled by compile/1.



    





  
    Functions
  


    
      
        candidates(env, scheme)

      


        The candidate signatures in scheme.signature_header, and the timestamp the
header itself carries ({:sig, field} schemes; nil otherwise).



    


    
      
        compile(template)

      


        Compile a signed template once: a list of literal binaries, :body, :ts
and {:header, lowercased_name}. signed_iodata/3 fills it per request
without copying the body.



    


    
      
        signed_iodata(env, parts, ts)

      


        The bytes the provider signed, as iodata: a template compiled by compile/1
with {body}, {ts} and {header:NAME} filled in. The body is the
envelope's own binary, never copied. A header or {ts} the template names
but the request lacks is :missing_signature.



    


    
      
        timestamp(env, map, sig_ts, opts)

      


        The timestamp a scheme signs, checked against the replay window in opts
(Ankusa.Verifier.check_timestamp/2). {:ok, nil} for a scheme with no
timestamp. sig_ts is what candidates/2 found in the signature header.



    


    
      
        to_binary(iodata)

      


        signed_iodata/3's result as one binary, for a verifier whose primitive needs
the whole message more than once: a template that is the body alone comes
back as the body itself, any other costs one copy.



    





      


      
        Types


        


  
    
      
    
    
      compiled()



        
          
        

    

  


  

      

          @type compiled() :: [binary() | :body | :ts | {:header, String.t()}]


      


A signed template compiled by compile/1.

  


        

      

      
        Functions


        


  
    
      
    
    
      candidates(env, scheme)



        
          
        

    

  


  

      

          @spec candidates(Ankusa.Envelope.t(), struct()) ::
  {:ok, [String.t()], String.t() | nil}
  | {:error, :missing_signature | :malformed_signature}


      


The candidate signatures in scheme.signature_header, and the timestamp the
header itself carries ({:sig, field} schemes; nil otherwise).

  



  
    
      
    
    
      compile(template)



        
          
        

    

  


  

      

          @spec compile(String.t()) :: compiled()


      


Compile a signed template once: a list of literal binaries, :body, :ts
and {:header, lowercased_name}. signed_iodata/3 fills it per request
without copying the body.

  



  
    
      
    
    
      signed_iodata(env, parts, ts)



        
          
        

    

  


  

      

          @spec signed_iodata(Ankusa.Envelope.t(), compiled(), String.t() | nil) ::
  {:ok, iodata()} | {:error, :missing_signature}


      


The bytes the provider signed, as iodata: a template compiled by compile/1
with {body}, {ts} and {header:NAME} filled in. The body is the
envelope's own binary, never copied. A header or {ts} the template names
but the request lacks is :missing_signature.

  



  
    
      
    
    
      timestamp(env, map, sig_ts, opts)



        
          
        

    

  


  

      

          @spec timestamp(Ankusa.Envelope.t(), struct(), String.t() | nil, keyword()) ::
  {:ok, String.t() | nil} | {:error, atom()}


      


The timestamp a scheme signs, checked against the replay window in opts
(Ankusa.Verifier.check_timestamp/2). {:ok, nil} for a scheme with no
timestamp. sig_ts is what candidates/2 found in the signature header.

  



  
    
      
    
    
      to_binary(iodata)



        
          
        

    

  


  

      

          @spec to_binary(iodata()) :: binary()


      


signed_iodata/3's result as one binary, for a verifier whose primitive needs
the whole message more than once: a template that is the body alone comes
back as the body itself, any other costs one copy.

  


        

      


  

  
    
    Ankusa.Verifier.Token - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.Verifier.Token 
    



      
A static credential the provider sends with every request: a bearer token, a
basic-auth login, a token in a header of its choosing, or a token in the
query string. For providers that cannot sign (many internal systems, and
several SaaS "webhook secret" fields that are just a header value). It proves
the sender knows the secret, nothing about the body: a captured request can
be replayed and a body can be swapped. Prefer Ankusa.Verifier.Hmac or
Ankusa.Verifier.Asymmetric whenever the provider can sign.
opts:
	:secret — the credential, or a list of them (newest first; every one
is tried, so a rotation is secret: [new, old]). A missing or empty
secret, an empty list, more than 8 secrets, or an empty element fails
every hook with :bad_secret, and a source declared in config refuses to
boot: an empty credential would accept the empty request.
	:location — where the credential travels:	:bearer (default): Authorization: Bearer <secret>;
	:basic: Authorization: Basic base64(<secret>), the secret being
user:password (it must contain a :, as every client's does);
	{:header, name}: the value of header name, which is the secret;
	{:query, param}: the value of query parameter param. A URL is
logged by every proxy on the way, so this is the weakest option.



The comparison is Ankusa.Verifier.secure_compare/2 over the SHA-256 of both
sides, so neither the content nor the length of the secret is observable by
timing, and every configured secret is compared whether or not an earlier one
matched.
The credential is not stored with the hook: credential_headers/1 names the
header it travels in, and Ankusa.Edge.Ingest adds it to the stored-header
drop list for this source, so it never reaches the store, an archive
segment, a claim pack or a sink. A quarantined hook is stored without it too,
which means a quarantine replay cannot re-verify it (it fails closed with
:missing_signature and stays in the pen): use on_verify_failure: reject
for a token source.

      


      
        Summary


  
    Types
  


    
      
        location()

      


    





  
    Functions
  


    
      
        credential_headers(opts)

      


        The lowercase names of the request headers that carry this verifier's
credential: what the source's stored-header policy must drop. [] for a
location that is not a header, or opts that do not validate.



    


    
      
        scheme_name(opts)

      


        Human name of the scheme for telemetry: bearer, basic, header or query.



    


    
      
        validate_opts(opts)

      


        Check opts the way verify/2 would use them, without a request: the
location is one of the four, and every secret is a non-empty binary (with a
: for :basic).



    





      


      
        Types


        


  
    
      
    
    
      location()



        
          
        

    

  


  

      

          @type location() :: :bearer | :basic | {:header, String.t()} | {:query, String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      credential_headers(opts)



        
          
        

    

  


  

      

          @spec credential_headers(keyword()) :: [String.t()]


      


The lowercase names of the request headers that carry this verifier's
credential: what the source's stored-header policy must drop. [] for a
location that is not a header, or opts that do not validate.

  



  
    
      
    
    
      scheme_name(opts)



        
          
        

    

  


  

      

          @spec scheme_name(keyword()) :: String.t()


      


Human name of the scheme for telemetry: bearer, basic, header or query.

  



  
    
      
    
    
      validate_opts(opts)



        
          
        

    

  


  

      

          @spec validate_opts(keyword()) :: :ok | {:error, :bad_scheme | :bad_secret}


      


Check opts the way verify/2 would use them, without a request: the
location is one of the four, and every secret is a non-empty binary (with a
: for :basic).

  


        

      


  

  
    
    Ankusa.ClaimCheck.Router - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.ClaimCheck.Router 
    



      
The :claim_check role's HTTP API: read-only byte transport for claim-check
refs. Deliberately its own listener (claim_check.port, default 4001),
separate from Ankusa.Edge.Router: the edge is internet-facing, this is
internal-network-only.
Every request but GET /health is authenticated (claim_check.auth, see
Ankusa.Admin.Auth) and authorized: 401 without a credential, 403
unless the caller holds claims:read and tenant:<tenant_id> (or
tenant:*) for the tenant in the path — or, with claim_check.authorize
set to {module, fun, args}, unless apply(module, fun, [context | args])
returns :ok, context being %{principal, tenant_id, claim_id, conn}
(the path's two segments as given, not yet validated). The hook replaces
the built-in check and runs before anything is read. The default
mode: :none is accepted on loopback only; anywhere else configure :jwt,
:mtls or :token, or say with allow_insecure: true that a mesh or proxy
in front of the port authenticates every caller. A shared cache must sit
behind that layer, never in front of it.
API
	GET /v1/claims/:tenant_id/:claim_id — the claim's exact bytes,
application/octet-stream, Cache-Control: private, max-age=31536000, immutable (claims are written once and never rewritten; private
because the path is a capability, and a shared cache would serve it to
whoever asks), Accept-Ranges: bytes. 400 malformed, 404 no such
claim, 503 store_unavailable + Retry-After (a random 1–3 seconds, so
clients a throttled store turned away don't all come back at once) when
the store is unavailable, throttling, or slower than the deadline, or
this node is shedding load, 503 store_forbidden + Retry-After: 60
when the store refused this node's credential. A 503 body never carries
the store's error; it is logged. 502 integrity_mismatch when the bytes
read (or the pack's manifest) are not what the manifest records.
	The same GET with one Range: bytes=a-b, bytes=a- or bytes=-n —
206 with those bytes and Content-Range: bytes a-b/length (b
clamped to the claim's end), read from the store as one ranged read; a
range that starts past the end (or a zero-length claim, or bytes=-0)
is 416 with Content-Range: bytes */length. Several ranges, another
unit, a malformed spec, or any If-Range are ignored: 200 with the
whole claim.
	HEAD /v1/claims/:tenant_id/:claim_id — the same status and headers,
content-length included, without the body; it reads only the pack's
index, never the claim or its manifest. Range is ignored.
	GET /health — liveness.

Signed refs
A v2 ref (Ankusa.ClaimCheck.Ref) is redeemed at the same path with
?exp=<exp_unix>&sig=<signature>. After authorization and before any read
the gateway holds it to Ankusa.ClaimCheck.verify_ref/2: 400 bad_signature
when no claim_check.ref_signing_keys entry signed this tenant, claim and
expiry (or exp/sig are missing one, or out of grammar), 410 ref_expired when it did and the expiry has passed, 400 unsigned_ref for a
path with neither while claim_check.accept_unsigned_refs is false. All
three are permanent. Past claim_check.max_concurrent_reads requests in
flight on this node a request is 503 overloaded + Retry-After (random
1–3 seconds) before anything is read.
Integrity
With claim_check.integrity_check: :manifest (the default) a whole-claim
GET is checked against the sha256 the pack's manifest records for that
claim (Ankusa.ClaimCheck.digest/3: read once per pack and cached with the
pack's index, shared by every concurrent request): the bytes that don't
match are 502 integrity_mismatch, never sent. A 200 or 206 carries the
digest as x-ankusa-sha256 (lowercase hex of the whole claim), so a client
reassembling ranges can check what it assembled; HEAD reads only the
index, so it sends none. :off serves the store's bytes as they are, with
no header. The reader still holds the bytes to the sha256 its queue message
carried (Ankusa.ClaimCheck.redeem/3 does this in-process): the manifest
is the store's own record of the bytes, the message's digest is the
writer's. The whole response is one binary, not a stream: a claim is at
most max_body_bytes.
Under load
Every claim request answers within claim_check.read_deadline_ms. Its
reads go through Ankusa.ClaimCheck.Cache (pack indexes and claims already
read) and Ankusa.ClaimCheck.Reader (coalescing, a per-store adaptive
limit on store requests, a bounded queue, and the deadline). Each authorized
request emits [:ankusa, :claim_check, :gateway] with its method, status and
duration; a 401 or 403 is refused before any of it and emits nothing.
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        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.
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Callback implementation for Plug.init/1.
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Retention for LocalFS-backed claims, and the upkeep of the claim leases
(rows ?l of the node's store) that decide what retention may delete.
Runs on a node with the :dispatch role (the role that writes leases), and
on a :storage node when claim_check.retention_days is set;
Ankusa.ClaimCheck.validate_config!/1 already rejects that setting against
any other blob store at boot, so the retention pass only ever runs against
BlobStore.LocalFS.
Leases. A claim pack is leased to every hook whose claim points into it,
from check-in until the hook is reclaimed (delivered everywhere, or
dead-lettered and evicted from the DLQ). Reclaiming does not clear the lease
at once: it runs on for claim_check.redeem_grace_ms, because "delivered" to
a queue sink only means the broker took a message that carries the ref, and
its consumer redeems it later. Each tick the lease pass reads
claim_check.sweep_max_objects lease rows after a rotating cursor and deletes
the ones that are over (grace passed) and the ones whose hook no longer
names that pack (a hook that checked its body in twice, or whose claim row is
gone), taking claim_leases off the counters in the same batch.
Retention. Claim objects live in day partitions,
claims/tenant=<t>/dt=<yyyy-mm-dd>/ (or claims/tenant=<t>/shard=<c>/dt=<yyyy-mm-dd>/
under the :sharded key layout — both are swept, whatever
claim_check.key_layout says now), in every store of
claim_check.blob_stores. A day strictly before the cutoff
(retention_days ago) holds only packs older than the cutoff by creation,
but not necessarily unneeded ones, so the sweeper lists such a partition and
deletes a pack only when no lease names it that is still held or inside its
grace. A leased pack outlives its date cutoff and is deleted by the first
tick after its last lease ends. A partition's directory goes once it is
empty. A name in a partition that is not a pack id (a leftover temporary
file) is deleted with it. Packs written by another node's store are not
leased in this one: a LocalFS root shared between nodes is only as safe as
retention_days is long.
One tenant per tick. A pass over the claims lists the tenant directories
once, in name order, and a tick sweeps the partitions of one of them (listed
by name, never globbed). The tenant a pass last finished is the cursor, kept
in the node's store (Keys.meta("claim_sweep_cursor")), so a restart resumes
after it instead of from the first tenant; a pass that has no tenant left
behind the cursor starts over from the first. While tenants are left in a
pass the next step follows in 100 ms (tenants_left of the event), so a tick's own work
stays bounded by one tenant's partitions however many tenants the node has.
The tenant list itself is held for the pass: a name per tenant.
Bounds. A tick deletes at most claim_check.sweep_max_objects packs and at
most as many lease rows. What it left is the backlog of the
[:ankusa, :claim_check, :sweep] event (objects it did not examine in the
partition it stopped in, ankusa_claim_check_sweep_backlog) and
partitions_left (expired partitions of that tenant it did not reach); while
either is non-zero the next tick, on the same tenant, follows in a few
seconds instead of after claim_check.sweep_interval_ms. Listing one
partition is a single readdir of that directory: only deletes, lease reads
and store writes are capped. A store that cannot be read deletes nothing, so a
pack is never swept on a lease lookup that failed.
S3/GCS-backed claims are never covered here; the bucket's lifecycle rule is
their only cutoff and cannot see leases (claim_check.bucket_expiry_days
declares it, see docs/claim-check.md).
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        report()

      


        What one tick did, as the [:ankusa, :claim_check, :sweep] event reports it.



    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        report(instance, opts \\ [])

      


        Run one sweep synchronously and return everything it did.



    


    
      
        run?(config)

      


        Whether a node with this config runs a sweeper: the :dispatch role writes
the leases it prunes, and claim_check.retention_days is what it sweeps.



    


    
      
        start_link(opts)

      


    


    
      
        sweep(instance, opts \\ [])

      


        Run one sweep synchronously: the lease pass and one tenant of the retention
pass. Returns {deleted, scanned} day partitions of that tenant (deleted is
the partitions whose directory it removed). now: (Unix ms) replaces the
clock, for tests.
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          @type report() :: %{
  deleted: non_neg_integer(),
  scanned: non_neg_integer(),
  packs: non_neg_integer(),
  kept: non_neg_integer(),
  leases_pruned: non_neg_integer(),
  backlog: non_neg_integer(),
  partitions_left: non_neg_integer(),
  tenants_left: non_neg_integer()
}


      


What one tick did, as the [:ankusa, :claim_check, :sweep] event reports it.
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Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec report(atom(), keyword()) :: report()


      


Run one sweep synchronously and return everything it did.
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          @spec run?(Ankusa.Config.t()) :: boolean()


      


Whether a node with this config runs a sweeper: the :dispatch role writes
the leases it prunes, and claim_check.retention_days is what it sweeps.
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          @spec sweep(atom(), keyword()) :: {non_neg_integer(), non_neg_integer()}


      


Run one sweep synchronously: the lease pass and one tenant of the retention
pass. Returns {deleted, scanned} day partitions of that tenant (deleted is
the partitions whose directory it removed). now: (Unix ms) replaces the
clock, for tests.
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Async dispatch pipeline: a scheduler over delivery rows. Every committed
hook has one row per sink of its source (Ankusa.Queue); this process claims
the rows that are due, runs each delivery in a Task.Supervisor task, and
records the outcome as a single store batch. At-least-once: a row is only
deleted after its sink answered :ok, and a restart makes every claimed row
due again.
What wakes it
A commit sends it :wake, so a new hook is claimed at once, not at the next
poll. Otherwise it sleeps until the earliest due row: a retry is a row due at
now + backoff, so waiting costs no slot and no process — a sink that is
down for an hour holds up nothing but its own rows.
Concurrency
Up to dispatch.concurrency deliveries run at a time. A window
(dispatch.max_inflight rows, dispatch.max_inflight_bytes of stored hook)
bounds claimed-but-unfinished work, so a dead sink cannot walk the pipeline
into an OOM. Deliveries are not ordered unless a sink entry opts in: two hooks
for one sink may run in either order, and a retry runs after whatever is due
before it.
An attempt that has not returned after dispatch.attempt_timeout_ms (default
30 s) is killed and counts as a failed attempt, {:attempt_timeout, ms}, so a
hung sink frees its slot; the fallback claim check-in runs inside the same
deadline.
Ordering lanes
A sink entry with ordered: true (Ankusa.Ordering, ADR 0004) delivers the
hooks of one lane ({tenant, source, sink, key}) one at a time, in the order
they were committed on this node (seq). Only a lane's head is a due row or
a claim; the hooks behind it are members (Deliveries.Lanes), in the store
and nowhere else: a waiting lane holds no slot, no window room and no process.
A retry or a breaker park rewrites the head's due row and blocks its lane
alone. Every terminal transition of a head (delivered, dead-lettered,
{:permanent, _}, :sink_gone, an orphaned row) releases its lane in the
batch that writes it: the next member becomes the head, so a poison hook never
holds its key forever. Once per visit of a tenant, before the due fold, a sweep
promotes members that have no head (a writer committed one into an idle lane)
and heals a head whose row is gone; it runs only while the node holds a member
at all (lane_members), so a deployment with no ordered sink pays one counter
read per scan. Only this process moves lane state, except the queue writer's
blind puts of a new member and its marker.
Per-tenant fairness
A scan claims from the tenants that have work due
(Deliveries.active_tenants/3) by deficit round-robin: the page of
dispatch.batch rows is split into equal shares, a tenant with less due than
its share leaves the rest to the others (further passes), and a tenant the page
did not reach goes first in the next scan, so a tenant with a million queued
rows is one share of a page, not the head of the line. Each tenant also has its
own window beside the global one: dispatch.tenants.default and
dispatch.tenants[tenant_id] set max_inflight and max_inflight_bytes of
claimed, unfinished rows and concurrency attempts running at once. A tenant
whose sink is slow fills its own window and nobody else's; a tenant at its
window is skipped by the scan and by the wake-up timer until an outcome frees
room. Slots go round-robin across tenants first, then across each tenant's
keys.
Per-sink isolation
Claimed jobs wait in one queue per sink key {tenant_id, source_id, sink index, sink module}, and a tenant's slots go round-robin across the keys that
have work, so one source's backlog cannot queue ahead of every other source's.
With dispatch.sink_concurrency set (default 8), one key never runs more than
that many attempts at once; the key carries the tenant, so the cap and the
breaker below are per tenant.
Each key has a circuit breaker. dispatch.breaker_failures consecutive
failures (0 disables breakers; a {:permanent, _} error does not count, see
Ankusa.Sink) open it: the key's queued rows and every row of it claimed
while it is open are parked — written back due when the breaker closes,
with their attempt count unchanged — for dispatch.breaker_open_ms, doubling
per consecutive open up to dispatch.breaker_max_open_ms. After that one
attempt runs as a probe (rows claimed meanwhile are parked for
breaker_open_ms): success closes the breaker, failure opens it again for
longer. Breakers live in this process's memory; a restart closes them all.
Parked rows spend no attempts, but not forever: a row's retry horizon
(retry.max_elapsed_ms, default 24 h, from its first attempt) also ends a
park. A parked row comes due no later than its horizon, and one that is parked
again at or past it is dead-lettered as {:retry_horizon, module}.
Batching sinks
A sink that batches (Ankusa.Sink.batched?/1: Sink.SQS, Sink.GooglePubSub)
has its attempts wait in the destination's Ankusa.Sink.Batcher for the
batch's response, so counting them against dispatch.sink_concurrency, a
tenant's concurrency or the global dispatch.concurrency would cap a batch
at that many messages (8, not the 10 of an SQS batch, let alone Pub/Sub's
1 000). Their attempts are not counted: the claimed-row windows
(dispatch.max_inflight, dispatch.tenants) bound how many are waiting, the
batcher bounds its queue (per tenant too) and counts sink_concurrency in
in-flight requests. Each attempt is still its own: it settles its own row
on its own entry's result, is timed out by dispatch.attempt_timeout_ms, and
moves its own key's breaker, so a tenant whose breaker is open never has an
entry in another tenant's batch.
Binding
A row binds to (sink index, module) at ack time. Its opts always come from
the source as it is now, so a config fix applies to the backlog and no fun
or secret is ever persisted. If the source's sinks were reordered the row
falls back to the one sink with its module; if it cannot be bound it is
dead-lettered as {:sink_gone, index, module}, and a deleted source as
{:source_gone, source_id}.
Claim check
A body larger than a sink's Ankusa.Sink.inline_max_bytes/1 is checked in
once per hook, before any of its sinks run: the claims of a scan are
packed per tenant and uploaded together (Ankusa.ClaimCheck.check_in_batch/2)
in a task, and the ref is stored with the hook so every sink and every retry
reuses it. If a pack fails, its jobs still run: the first attempt checks the
body in on its own.
start_link/1 opts: :instance and :config.
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    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        dead_letter_source(instance, source_id)

      


        Dead-letter every pending row of source_id now, as {:source_gone, source_id} (what dispatch does to a deleted source's rows), and return how
many; for deleting a source that still has a backlog. A row whose hook is
gone is dropped and not counted. Rows claimed by a running attempt are left
to settle: one that comes back pending after the source is deleted is
dead-lettered when it is next claimed. Runs inside this process, the only
one that moves pending rows, so no claim can race it. {:error, :unavailable} while the pipeline is down or busy past the call's deadline.



    


    
      
        pressure(instance)

      


        The spare capacity a replay job may use right now: the lag of the oldest due
row (lag_ms, 0 when nothing is due) and whether the in-flight window is
full. {:error, :unavailable} while the pipeline is down or the store
cannot answer.



    


    
      
        reconfigure(instance)

      


        Take dispatch.concurrency, dispatch.sink_concurrency and dispatch.tenants
from the instance's current config (Ankusa.Reload), without a restart: the
tenants' limits are rebuilt, and rows already claimed or running are never
dropped (a lowered limit only stops the next start until the count falls below
it). :ok also when the pipeline is down: it reads the config when it starts.



    


    
      
        start_link(opts)

      


    


    
      
        tick(instance)

      


        Block until nothing is claimed, running, or due; returns the rows settled
(delivered or dead-lettered) during the call. A row waiting out a backoff is
not due, so this does not wait for it.



    


    
      
        validate_config!(config)

      


        Check the config.dispatch keys this module reads; raises ArgumentError
naming the key.
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      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      dead_letter_source(instance, source_id)



        
          
        

    

  


  

      

          @spec dead_letter_source(atom(), String.t()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Dead-letter every pending row of source_id now, as {:source_gone, source_id} (what dispatch does to a deleted source's rows), and return how
many; for deleting a source that still has a backlog. A row whose hook is
gone is dropped and not counted. Rows claimed by a running attempt are left
to settle: one that comes back pending after the source is deleted is
dead-lettered when it is next claimed. Runs inside this process, the only
one that moves pending rows, so no claim can race it. {:error, :unavailable} while the pipeline is down or busy past the call's deadline.

  



  
    
      
    
    
      pressure(instance)



        
          
        

    

  


  

      

          @spec pressure(atom()) ::
  {:ok, %{lag_ms: non_neg_integer(), window_full: boolean()}}
  | {:error, :unavailable}


      


The spare capacity a replay job may use right now: the lag of the oldest due
row (lag_ms, 0 when nothing is due) and whether the in-flight window is
full. {:error, :unavailable} while the pipeline is down or the store
cannot answer.

  



  
    
      
    
    
      reconfigure(instance)



        
          
        

    

  


  

      

          @spec reconfigure(atom()) :: :ok


      


Take dispatch.concurrency, dispatch.sink_concurrency and dispatch.tenants
from the instance's current config (Ankusa.Reload), without a restart: the
tenants' limits are rebuilt, and rows already claimed or running are never
dropped (a lowered limit only stops the next start until the count falls below
it). :ok also when the pipeline is down: it reads the config when it starts.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      tick(instance)



        
          
        

    

  


  

      

          @spec tick(atom()) :: {:ok, non_neg_integer()}


      


Block until nothing is claimed, running, or due; returns the rows settled
(delivered or dead-lettered) during the call. A row waiting out a backoff is
not due, so this does not wait for it.

  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Check the config.dispatch keys this module reads; raises ArgumentError
naming the key.
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Group-commit batcher, one process per partition. Requests hand it an envelope
and block on the reply. The batcher buffers callers, then flushes the whole
batch to the queue in one enqueue, which the queue writer merges with the
batches of the other partitions into one group commit (one fsync). Every
blocked caller is replied to after the commit returns — that is what makes the
ack honest.
The append itself runs in a Task, so the batcher keeps accepting requests
while commits are in flight, up to batcher.max_commits of them (64 by
default): a request that finds a free slot is handed to the writer at once, one
that does not accumulates behind the commits ahead and goes the instant one
finishes. Keeping a second commit queued at the writer is what lets it merge
the batches of every partition into one group, and what keeps a caller waiting
for one commit rather than for the one ahead of it and then its own. Nothing
waits on a commit except the callers whose own records are in it — with
max_delay_ms: 0 that is the steady state, and the batch is naturally as
large as concurrency allows.
The queue is bounded, and the bound counts buffered and in-flight records.
When it is reached the batcher sheds load: the caller gets {:error, :overload}, which the edge turns into a 503 with Retry-After. Never ack
what you haven't saved.
The bound is the partition's, so on its own one tenant could fill it and every
other tenant would be shed with it. A tenant whose limit sets max_queue or
max_queue_bytes (Ankusa.Edge.RateLimiter) is counted by commit/4
across this node's partitions before the call reaches a partition, and is
refused {:error, {:tenant_overload, retry_after_ms}} (a 429) past its
share: the partition is never asked, and the global 503 is left to the
tenants still within theirs.
Deadlines
Every record carries a deadline: the latest moment its batch may start
committing. A record still buffered at its deadline (a commit ahead of it is
stalled) is answered {:error, :store_unavailable} and dropped, and the
writer refuses a batch whose earliest deadline passed while it queued behind
other work (Ankusa.Queue.enqueue/3). A batch the writer has started is never
abandoned: its callers wait for the commit's outcome, however long the disk
takes. A stall therefore never turns into a 503 for a hook that is then
committed. The one way a 503 can still cover a durable hook is a process
dying while the writer is mid-commit (the commit task killed, the batcher
crashing and taking its tasks down, or the writer crashing after the sync but
before it replies); the provider's retry then stores the hook a second time.
The commit task is supervised, not linked: a task that dies takes only its own
batch's callers with it, never the batcher or the records buffered behind it.
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    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        commit(instance, partition, record, timeout \\ 15000)

      


        Submit a record and block until it is durably committed (or shed).



    


    
      
        queued(instance, partition)

      


        How many records the partition holds, buffered and in flight. A drain waits
for every partition to report 0 (Ankusa.Instance.Drain): each of those
records belongs to a request that has not been answered yet.



    


    
      
        record_deadline_ms()

      


        The default record deadline in milliseconds: the latest a record may wait before its batch starts committing.



    


    
      
        start_link(opts)
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      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      commit(instance, partition, record, timeout \\ 15000)



        
          
        

    

  


  

      

          @spec commit(atom(), non_neg_integer(), Ankusa.Queue.entry(), timeout()) ::
  {:committed, Ankusa.Envelope.t()}
  | {:duplicate, Ankusa.Envelope.t()}
  | {:error,
     :overload
     | :tenant_limit
     | :tenant_erasing
     | :dedupe_quota
     | :store_unavailable}
  | {:error, :intake_unavailable | :intake_pending}
  | {:error, {:half, :intake_unavailable | :store_unavailable, String.t()}}
  | {:error, {:tenant_overload, pos_integer()}}


      


Submit a record and block until it is durably committed (or shed).
Returns {:committed, env} | {:duplicate, env} | {:error, :overload} |
{:error, {:tenant_overload, retry_after_ms}} |
{:error, :tenant_limit} (the hook's tenant would pass tenants.max) |
{:error, :tenant_erasing} (an erase of the hook's tenant is running) |
{:error, :dedupe_quota} (its dedupe key would pass dedupe.max_entries or
dedupe.max_entries_per_tenant) |
{:error, :store_unavailable}; under wal: :dual also
{:error, :intake_unavailable} (the intake breaker is open or its pending set is
full: nothing was stored), {:error, :intake_pending} (a retry that met an
original not yet confirmed in the log) and {:error, {:half, reason, id}} (the
hook persisted in only one place and is carried to completion by
Ankusa.Intake.Reconciler). The queue itself is never allowed to crash the
call: a failed commit (or a dead writer process) is reported as
:store_unavailable, which the edge maps to 503.
The record's tenant share is counted before the call and given back when the
call returns or exits, whatever the outcome, so a batcher that crashes with
records buffered leaks nothing.
timeout (milliseconds, or :infinity) bounds how long the record may wait
before its batch starts committing. Once it has started the call waits for
the outcome, so a slow disk is never answered :store_unavailable for a hook
it then commits (see the moduledoc for the crash windows that still can).

  



  
    
      
    
    
      queued(instance, partition)



        
          
        

    

  


  

      

          @spec queued(atom(), non_neg_integer()) :: non_neg_integer()


      


How many records the partition holds, buffered and in flight. A drain waits
for every partition to report 0 (Ankusa.Instance.Drain): each of those
records belongs to a request that has not been answered yet.

  



  
    
      
    
    
      record_deadline_ms()



        
          
        

    

  


  

      

          @spec record_deadline_ms() :: pos_integer()


      


The default record deadline in milliseconds: the latest a record may wait before its batch starts committing.
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A fixed pool of Ankusa.Edge.Batcher processes, one per partition (four by
default). A partition holds its callers' bodies and prepares their commit
(Ankusa.Queue.enqueue/3: the encoded rows and the dedupe read) in its own
task, in parallel with the others; Ankusa.Queue.Writer merges whatever every
partition has queued into one group commit, so more partitions are not more
fsyncs. The pool also buys fault isolation: one wedged partition leaves the
others committing.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        partition(instance, key)

      


        Partition an ingest key across the batcher pool.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      partition(instance, key)



        
          
        

    

  


  

      

          @spec partition(atom(), term()) :: non_neg_integer()


      


Partition an ingest key across the batcher pool.

  



  
    
      
    
    
      start_link(opts)
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Ankusa.Edge.Ingest 
    



      
Orchestrates one webhook on the hot path: build the envelope, verify inline,
apply the per-source failure policy, then ack once the hook is durable.
Which system accepts it is one config key. With wal.type: disk (the
default) the group-commit batcher commits the hook to this node's WAL and
dispatch reads it back later; with wal.type: none the hook is published to
the source's sinks inside the request and the ack waits for their confirms
(Ankusa.Edge.Publish).
The only place a 2xx-worthy result is produced is after one of those
durable accepts returns, or after a durable quarantine write. Everything
else is a non-2xx.
Stored headers
Verification and the dedupe key read the request's complete header list.
Only then does the stored-header policy (Ankusa.Edge.StoredHeaders: the
instance's store_headers, overridden by the source's) remove or hash
credential-bearing headers, so the hook that is committed, archived,
claim-checked and published to sinks never carries them. The number removed
is :dropped_headers on the [:ankusa, :ingest] span's stop metadata.
Lookup precedes the body
The source is looked up (lookup/2) before the request body is read, and
ingest/4 only ever runs on a source that exists. A request for a source that
does not exist is a refusal (refused/2), counted on its own bounded counter
and never on the [:ankusa, :ingest] span, so an unauthenticated caller
cannot mint a metric series per URL it invents. ingest/2 is the
transport-less entry point (tests, benches, embedding): lookup, then ingest.
Admission
What may be refused without the body — the tenant's max_body_bytes, and the
per-address, per-node and per-source limits — is the HTTP edge's, after the
lookup and before the read (Ankusa.Edge.Router,
Ankusa.Edge.RateLimiter.pre_read/4). What needs the verified hook is here:
the tenant's hooks and bytes per second ({:error, {:rate_limited, ms}}), and
its share of the batchers, charged by Ankusa.Edge.Batcher.commit/4
({:error, {:tenant_overload, ms}}). Both are 429s, and neither is the
node's 503 overload. With rate_limits.scope: :fleet / dedupe.scope: :fleet
the quota and the provider event key are counted fleet-wide
(Ankusa.Edge.Fleet): an event key another node has claimed but not yet made
durable is {:error, {:dedupe_pending, ms}} (409, retried by the sender), and
one it has committed is a {:duplicate, env} carrying that node's hook id.
Tracing
The request's traceparent/tracestate become Ankusa.Envelope.trace
(Ankusa.Trace). With an OpenTelemetry SDK running, the whole ingest is an
ankusa.ingest span (a child of the provider's), with ankusa.verify and
ankusa.commit inside it, and the hook stores the ingest span's context
instead. Without one, the request's context is stored verbatim and no span
exists.
The request process's Logger metadata carries source_id, tenant_id,
hook_id and trace_id while a hook is ingested (and Ankusa.Edge.Router
clears them per request), so any line logged for it correlates; the server
image's JSON log formatter prints them.

      


      
        Summary


  
    Types
  


    
      
        raw_request()

      


    


    
      
        refusal()

      


        Why a request was answered before it reached ingest/4. The whole set: every
refusal goes through refused/2, so a metric label built from it is bounded.
The *_rate_limited ones are the pre-read admission limits
(Ankusa.Edge.RateLimiter.pre_read/4): per client address, per node, per
source.



    


    
      
        request()

      


    


    
      
        result()

      


    





  
    Functions
  


    
      
        check_headers(list)

      


        Refuse header bytes no sink can carry: a name must be visible ASCII
(0x21..0x7E), a value visible ASCII, space or tab (RFC 9110 field-value
without obs-text). Returns the offending name when it is itself printable.



    


    
      
        ingest(instance, req)

      


        Look the source up, refuse undeliverable header bytes, then ingest/4.



    


    
      
        ingest(instance, source, tenant_id, req)

      


        Ingest one hook for a source lookup/2 returned. The caller has already run
check_headers/1.



    


    
      
        lookup(instance, route, binding \\ nil)

      


        Resolve a route to its source and the tenant the hook is stored under.



    


    
      
        refused(instance, reason)

      


        Count a request answered without being ingested. Emits
[:ankusa, :ingest, :refused] with the :reason; the one place a refusal is
counted.



    





      


      
        Types


        


  
    
      
    
    
      raw_request()



        
          
        

    

  


  

      

          @type raw_request() :: %{
  :method => String.t(),
  :path => String.t(),
  :headers => [{String.t(), String.t()}],
  :body => binary(),
  optional(atom()) => term()
}


      



  



  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() ::
  :unknown_source
  | :payload_too_large
  | :body_read_failed
  | :invalid_header
  | :store_unavailable
  | :ip_rate_limited
  | :node_rate_limited
  | :source_rate_limited


      


Why a request was answered before it reached ingest/4. The whole set: every
refusal goes through refused/2, so a metric label built from it is bounded.
The *_rate_limited ones are the pre-read admission limits
(Ankusa.Edge.RateLimiter.pre_read/4): per client address, per node, per
source.

  



  
    
      
    
    
      request()



        
          
        

    

  


  

      

          @type request() :: %{
  :source_id => String.t(),
  :method => String.t(),
  :path => String.t(),
  :headers => [{String.t(), String.t()}],
  :body => binary(),
  optional(:tenant_id) => String.t()
}


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() ::
  {:ok, Ankusa.Envelope.t()}
  | {:duplicate, Ankusa.Envelope.t()}
  | {:quarantined, term()}
  | {:rejected, term()}
  | {:error,
     :unknown_source
     | :overload
     | :tenant_limit
     | :tenant_erasing
     | :dedupe_quota
     | :dlq_full
     | :store_unavailable
     | :intake_unavailable
     | :intake_pending
     | :quarantine_full
     | {:invalid_header, String.t() | nil}
     | {:rate_limited, pos_integer()}
     | {:tenant_overload, pos_integer()}
     | {:quarantine_rate_limited, pos_integer()}
     | {:dedupe_pending, pos_integer()}}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      check_headers(list)



        
          
        

    

  


  

      

          @spec check_headers([{String.t(), String.t()}]) ::
  :ok | {:invalid_header, String.t() | nil}


      


Refuse header bytes no sink can carry: a name must be visible ASCII
(0x21..0x7E), a value visible ASCII, space or tab (RFC 9110 field-value
without obs-text). Returns the offending name when it is itself printable.

  



  
    
      
    
    
      ingest(instance, req)



        
          
        

    

  


  

      

          @spec ingest(atom(), request()) :: result()


      


Look the source up, refuse undeliverable header bytes, then ingest/4.

  



  
    
      
    
    
      ingest(instance, source, tenant_id, req)



        
          
        

    

  


  

      

          @spec ingest(atom(), Ankusa.Source.t(), String.t(), raw_request()) :: result()


      


Ingest one hook for a source lookup/2 returned. The caller has already run
check_headers/1.

  



    

  
    
      
    
    
      lookup(instance, route, binding \\ nil)



        
          
        

    

  


  

      

          @spec lookup(atom(), Ankusa.Route.t(), Ankusa.Routes.Route.t() | nil) ::
  {:ok, Ankusa.Source.t(), tenant_id :: String.t()}
  | {:error, :unknown_source | :store_unavailable}


      


Resolve a route to its source and the tenant the hook is stored under.
The tenant names a storage partition and a gateway path segment, so it is
checked here, before anything is written: a bad one from any RouteResolver is
a 404, like an unknown source, not a dispatch failure after the provider was
already acked. A miss is counted as a :unknown_source refusal.
A source owned by a tenant (any tenant_id but "default", the value a
source gets when none is given) answers only for that tenant: a route that
names a different one is the same 404 as a missing source, so the URL's
tenant learns nothing about another tenant's sources. A "default" source
is shared: it serves whatever tenant the route names (one stripe source
behind /webhooks/:tenant/stripe for every customer).
A source store that cannot answer ({:error, :unavailable}) is
{:error, :store_unavailable}, a 503 the provider retries, never a 404.
binding is the route the guard matched (Ankusa.Routes.Route; nil with
routes off, and for ingest/2), held against what the resolver said. A
disagreement is the same 404 as a missing source:
	a route bound to a source_id admits only that source;
	a route owned by a tenant (any tenant_id but "default") admits only
that tenant: a resolver that names another tenant, or a source owned by
another, is refused. Where the resolver names no tenant and the source is
shared, the hook is stored under the route's tenant: the tenant a route
resolves for a shared source;
	a route owned by "default" binds no tenant, as before.


  



  
    
      
    
    
      refused(instance, reason)



        
          
        

    

  


  

      

          @spec refused(atom(), refusal()) :: :ok


      


Count a request answered without being ingested. Emits
[:ankusa, :ingest, :refused] with the :reason; the one place a refusal is
counted.
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Ankusa.Edge.Quarantine 
    



      
A durable holding pen for envelopes that failed verification under a
:quarantine policy. A bad secret rotation should never silently eat real
events, and the pen is how they come back: a kind: :quarantine replay job
(Ankusa.Replay) re-verifies each held hook against its source's current
verifier and commits the ones that now pass; purge/3 drops the rest.
A flood of forged requests must not fill the disk, or starve another
source's real failures of room, so the pen is bounded three times:
	one token bucket per source (config.quarantine) — burst tokens,
refilled rate per second. Over it, put/3 answers
{:rate_limited, retry_after_ms} (429 quarantine_rate_limited).
	a cap on the pen's total bytes, max_bytes. A write that would cross
it answers :full (503 quarantine_full). A full pen refuses new
hooks; it never evicts one it already acked.
	at most 1 000 writes waiting for the pen's disk write at once (pending,
the ankusa_quarantine_pending gauge). Past it put/3 answers
{:error, :overload} (503 with Retry-After: 1) and spends nothing.

Who does what
The decisions are made in the calling request process, not in a queue: a
source's bucket is one ETS row updated with a compare-and-swap (GCRA, as
Ankusa.Edge.RateLimiter's buckets are), and the byte and pending counts are
:ets.update_counter/3, so a flood on one source never makes another
source's hit/3 or put/3 wait for it. Only the disk write is shared: the
caller hands its two rows to the pen process, which commits every write that
has queued up meanwhile in one synced Ankusa.Store.write/3 (a group
commit), so a flood costs one fsync per group instead of one per request and
holds one dirty-IO scheduler however many callers wait. The pen process
otherwise keeps the node-start recovery of the byte count, the bucket sweep,
the retention sweep and purge/3.
Each record is two keys in this node's Ankusa.Store, committed in one synced
batch: a small summary (id, source, tenant, time, reason, size) that
recent/2 and page/5 list, and the whole envelope, which envelope/2
reads back. put/3 answers :ok only once both are on disk.

      


      
        Summary


  
    Types
  


    
      
        filter()

      


        :source_id/:id match the summary; :since/:until (ms, inclusive) bound
received_at; :tenants, a list of tenant ids (nil: every tenant), keeps
the entries of those tenants.



    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        delete_ops(summary_key)

      


        The store ops that delete the entry under summary_key: both of its keys.



    


    
      
        envelope(instance, arg)

      


        The held envelope for a page/5 hit. An entry written before the pen kept
whole envelopes (by 0.4, or imported from a 0.3 data dir) holds only headers
and body; it comes back as a POST / from the summary's source with no
tenant (the caller supplies the source's own).



    


    
      
        held(instance)

      


        What the pen holds: bytes (the count the max_bytes cap is enforced
against), pending (writes waiting for the pen's disk write) and entries.
The entry count is a scan of the pen's summary keys, run in the caller, so it
never queues a write behind it. A pen that is not running is
{:error, :store_unavailable}.



    


    
      
        hit(instance, source_id, tenant_id)

      


        Spend one token of source_id's bucket without writing anything: the charge
for a hook a source accepts flagged (on_verify_failure: :accept_flag),
which is committed like any hook but must not be free to forge. Same bucket,
same arithmetic as put/3; tenant_id only labels the refusal's telemetry.
{:rate_limited, retry_after_ms} when it is empty; {:error, :store_unavailable}
when the pen's tables are gone (it is restarting).



    


    
      
        page(instance, arg, filter, limit, max_scan)

      


        A paged scan over the pen's summaries in {lower, upper} (half-open), for
the replay engine. Keeps entries matching filter (:source_id, :id; the
range carries time). Stops after limit hits or max_scan keys examined; a
summary that does not decode is scanned and skipped. Returns the hits
ascending as {summary_key, summary}, the last key seen (nil when the
range held nothing), whether the range was exhausted, and the keys scanned.



    


    
      
        prune(instance)

      


        Delete the entries held longer than quarantine.retention_days, oldest first,
in synced batches of at most 1000, each with its audit row
(quarantine.retention). An entry a live kind: :quarantine replay job can
still reach (received at or after the earliest since of one) stays; so does
everything while the replayer cannot say. Runs hourly, in a process of its own;
callable on its own. more says a pass's budget, not the end of the pen,
stopped it. Emits [:ankusa, :quarantine, :pruned] (count, bytes) per batch.



    


    
      
        purge(instance, filter, limit, opts \\ [])

      


        Delete up to limit entries matching filter, oldest first, in one synced
batch together with the purge's audit row (quarantine.purge, with the
filter, the count and the bytes as its detail). Returns how many went and
the bytes they held. A pen that is not running (its domain restarting) is
{:error, :store_unavailable}. Options: audit:, the
Ankusa.Audit.Context of the change.



    


    
      
        put(instance, env, reason)

      


        Durably record a quarantined envelope. Returns :ok once it is on disk;
{:rate_limited, retry_after_ms} when the source's bucket is empty; :full
when the entry would take the pen past max_bytes (no token is spent);
{:error, :overload} when 1000 writes already wait for the pen (nothing is
spent); {:error, :store_unavailable} when the store could not take the
write (no token is spent) or the pen did not answer; {:error, :tenant_erasing} when an erase of the envelope's tenant is running
(Ankusa.Tenant).



    


    
      
        range(since, until)

      


        The summary-key range holding entries received in since..until (ms,
inclusive; nil is unbounded). A bound outside what the key's 64 bits hold
is clamped, never wrapped: a negative until is an empty range, not the
whole pen.



    


    
      
        recent(instance, limit, filter \\ %{})

      


        The most recent quarantined entries matching filter (:source_id, :id,
:tenants), newest first, at most limit. Reads the store directly, so it
never queues behind a write.



    


    
      
        released(instance, bytes)

      


        Tell the pen bytes left it outside purge/3 — a release commit deleted
their entries. A no-op when the pen is not running on this node.



    


    
      
        start_link(opts)

      


    


    
      
        validate_config!(config)

      


        Check config.quarantine; raises ArgumentError naming the bad key.



    





      


      
        Types


        


  
    
      
    
    
      filter()



        
          
        

    

  


  

      

          @type filter() :: %{
  optional(:source_id) => String.t() | nil,
  optional(:id) => String.t() | nil,
  optional(:since) => non_neg_integer() | nil,
  optional(:until) => non_neg_integer() | nil,
  optional(:tenants) => [String.t()] | nil
}


      


:source_id/:id match the summary; :since/:until (ms, inclusive) bound
received_at; :tenants, a list of tenant ids (nil: every tenant), keeps
the entries of those tenants.

  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      delete_ops(summary_key)



        
          
        

    

  


  

      

          @spec delete_ops(binary()) :: [Ankusa.Store.op()]


      


The store ops that delete the entry under summary_key: both of its keys.

  



  
    
      
    
    
      envelope(instance, arg)



        
          
        

    

  


  

      

          @spec envelope(atom(), {binary(), map()}) ::
  {:ok, Ankusa.Envelope.t()} | :not_found | {:error, :undecodable | term()}


      


The held envelope for a page/5 hit. An entry written before the pen kept
whole envelopes (by 0.4, or imported from a 0.3 data dir) holds only headers
and body; it comes back as a POST / from the summary's source with no
tenant (the caller supplies the source's own).

  



  
    
      
    
    
      held(instance)



        
          
        

    

  


  

      

          @spec held(atom()) ::
  {:ok,
   %{
     bytes: non_neg_integer(),
     entries: non_neg_integer(),
     pending: non_neg_integer()
   }}
  | {:error, :store_unavailable}


      


What the pen holds: bytes (the count the max_bytes cap is enforced
against), pending (writes waiting for the pen's disk write) and entries.
The entry count is a scan of the pen's summary keys, run in the caller, so it
never queues a write behind it. A pen that is not running is
{:error, :store_unavailable}.

  



  
    
      
    
    
      hit(instance, source_id, tenant_id)



        
          
        

    

  


  

      

          @spec hit(atom(), String.t(), String.t() | nil) ::
  :ok | {:rate_limited, pos_integer()} | {:error, :store_unavailable}


      


Spend one token of source_id's bucket without writing anything: the charge
for a hook a source accepts flagged (on_verify_failure: :accept_flag),
which is committed like any hook but must not be free to forge. Same bucket,
same arithmetic as put/3; tenant_id only labels the refusal's telemetry.
{:rate_limited, retry_after_ms} when it is empty; {:error, :store_unavailable}
when the pen's tables are gone (it is restarting).

  



  
    
      
    
    
      page(instance, arg, filter, limit, max_scan)



        
          
        

    

  


  

      

          @spec page(atom(), {binary(), binary()}, filter(), pos_integer(), pos_integer()) ::
  {:ok, [{binary(), map()}], binary() | nil, boolean(), non_neg_integer()}
  | {:error, term()}


      


A paged scan over the pen's summaries in {lower, upper} (half-open), for
the replay engine. Keeps entries matching filter (:source_id, :id; the
range carries time). Stops after limit hits or max_scan keys examined; a
summary that does not decode is scanned and skipped. Returns the hits
ascending as {summary_key, summary}, the last key seen (nil when the
range held nothing), whether the range was exhausted, and the keys scanned.

  



  
    
      
    
    
      prune(instance)



        
          
        

    

  


  

      

          @spec prune(atom()) ::
  {:ok,
   %{deleted: non_neg_integer(), bytes: non_neg_integer(), more: boolean()}}
  | {:error, term()}


      


Delete the entries held longer than quarantine.retention_days, oldest first,
in synced batches of at most 1000, each with its audit row
(quarantine.retention). An entry a live kind: :quarantine replay job can
still reach (received at or after the earliest since of one) stays; so does
everything while the replayer cannot say. Runs hourly, in a process of its own;
callable on its own. more says a pass's budget, not the end of the pen,
stopped it. Emits [:ankusa, :quarantine, :pruned] (count, bytes) per batch.

  



    

  
    
      
    
    
      purge(instance, filter, limit, opts \\ [])



        
          
        

    

  


  

      

          @spec purge(atom(), filter(), pos_integer(), keyword()) ::
  {:ok, %{deleted: non_neg_integer(), bytes: non_neg_integer()}}
  | {:error, :store_unavailable}


      


Delete up to limit entries matching filter, oldest first, in one synced
batch together with the purge's audit row (quarantine.purge, with the
filter, the count and the bytes as its detail). Returns how many went and
the bytes they held. A pen that is not running (its domain restarting) is
{:error, :store_unavailable}. Options: audit:, the
Ankusa.Audit.Context of the change.

  



  
    
      
    
    
      put(instance, env, reason)



        
          
        

    

  


  

      

          @spec put(atom(), Ankusa.Envelope.t(), term()) ::
  :ok
  | {:rate_limited, pos_integer()}
  | :full
  | {:error, :store_unavailable | :tenant_erasing | :overload}


      


Durably record a quarantined envelope. Returns :ok once it is on disk;
{:rate_limited, retry_after_ms} when the source's bucket is empty; :full
when the entry would take the pen past max_bytes (no token is spent);
{:error, :overload} when 1000 writes already wait for the pen (nothing is
spent); {:error, :store_unavailable} when the store could not take the
write (no token is spent) or the pen did not answer; {:error, :tenant_erasing} when an erase of the envelope's tenant is running
(Ankusa.Tenant).

  



  
    
      
    
    
      range(since, until)



        
          
        

    

  


  

      

          @spec range(integer() | nil, integer() | nil) :: {binary(), binary()}


      


The summary-key range holding entries received in since..until (ms,
inclusive; nil is unbounded). A bound outside what the key's 64 bits hold
is clamped, never wrapped: a negative until is an empty range, not the
whole pen.

  



    

  
    
      
    
    
      recent(instance, limit, filter \\ %{})



        
          
        

    

  


  

      

          @spec recent(atom(), non_neg_integer(), filter()) :: {:ok, [map()]} | {:error, term()}


      


The most recent quarantined entries matching filter (:source_id, :id,
:tenants), newest first, at most limit. Reads the store directly, so it
never queues behind a write.

  



  
    
      
    
    
      released(instance, bytes)



        
          
        

    

  


  

      

          @spec released(atom(), non_neg_integer()) :: :ok


      


Tell the pen bytes left it outside purge/3 — a release commit deleted
their entries. A no-op when the pen is not running on this node.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      validate_config!(config)



        
          
        

    

  


  

      

          @spec validate_config!(Ankusa.Config.t()) :: :ok


      


Check config.quarantine; raises ArgumentError naming the bad key.
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Ankusa.Edge.Router 
    



      
The Bandit edge. Minimal work on the hot path, in the order that keeps
an unauthenticated caller from costing anything: resolve the catch URL
(Ankusa.RouteResolver, default POST /webhooks/:source_id) to a
Ankusa.Route, refuse on a Content-Length over the limit, look the source
up (Ankusa.Edge.Ingest.lookup/2), refuse a Content-Length over the
tenant's own max_body_bytes (413), charge the pre-read limits (per client
address, per node, per source bytes: 429, Ankusa.Edge.RateLimiter.pre_read/4),
refuse header bytes no sink can carry (400 invalid_header), only then read
the body (bounded in size by the tenant's cap, and in time by
listener.request_deadline_ms: 408), and hand off to Ankusa.Edge.Ingest.
A body with no declared length is charged to its source once it has been read.
A request refused at any step before the read is answered without its body
being read. No JSON parsing here.
The instance name is passed through init/1 (plug: {Ankusa.Edge.Router, instance: :default}) and is available as opts inside each route.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.
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Ankusa.Http 
    



      
Small Plug.Conn helpers shared by every Bandit-fronted router in the
framework (Ankusa.Edge.Router, Ankusa.ClaimCheck.Router). Kept here
instead of duplicated so both surfaces enforce request bodies identically.

      


      
        Summary


  
    Types
  


    
      
        read_opts()

      


        Limits on how long reading a body may take, both in milliseconds. Absent keys
leave Bandit's own per-read timeout (15 s) and no overall deadline.



    





  
    Functions
  


    
      
        read_body_limited(conn, max, opts \\ [])

      


        Read the body, refusing anything over max bytes without buffering it all.



    


    
      
        read_opts(config)

      


        The read_body_limited/3 options config.listener asks for.



    


    
      
        send_json(conn, status, payload)

      


        Send a JSON-encoded response body with the given status.



    





      


      
        Types


        


  
    
      
    
    
      read_opts()



        
          
        

    

  


  

      

          @type read_opts() :: [read_timeout: pos_integer(), deadline: pos_integer()]


      


Limits on how long reading a body may take, both in milliseconds. Absent keys
leave Bandit's own per-read timeout (15 s) and no overall deadline.
	:read_timeout — one socket read of the body must complete within this
(listener.body_read_timeout_ms)
	:deadline — the whole body must have arrived this long after the read
started (listener.request_deadline_ms)


  


        

      

      
        Functions


        


    

  
    
      
    
    
      read_body_limited(conn, max, opts \\ [])



        
          
        

    

  


  

      

          @spec read_body_limited(Plug.Conn.t(), pos_integer(), read_opts()) ::
  {:ok, binary(), Plug.Conn.t()}
  | {:too_large, Plug.Conn.t()}
  | {:error, term(), Plug.Conn.t()}


      


Read the body, refusing anything over max bytes without buffering it all.
{:too_large, conn} is a body that exceeded the limit; {:error, reason, conn}
is one that could not be read at all (client disconnect, read timeout, or
:request_deadline when the body had not arrived within :deadline). Those
are different failures and are reported as such — folding a dropped connection
into "payload too large" tells the caller to shrink a body that was never the
problem.
A body that arrives in one read (every ordinary webhook) is returned as the
binary the transport produced, uncopied.

  



  
    
      
    
    
      read_opts(config)



        
          
        

    

  


  

      

          @spec read_opts(Ankusa.Config.t()) :: read_opts()


      


The read_body_limited/3 options config.listener asks for.

  



  
    
      
    
    
      send_json(conn, status, payload)



        
          
        

    

  


  

      

          @spec send_json(Plug.Conn.t(), pos_integer(), map()) :: Plug.Conn.t()


      


Send a JSON-encoded response body with the given status.
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The one place the outbound adapters issue HTTP requests: the object stores
(Ankusa.BlobStore.S3, GCS, Azure, OCI), Ankusa.Sink.Http,
Ankusa.Sink.SQS, and Ankusa.Sink.GooglePubSub.
Those adapters share more than a client. Every request they send is a function
of its own bytes — a signed S3 URL, a signed SendMessage, a forwarded hook
body — which makes four options part of each adapter's contract rather than a
preference:
	retry: false — retries belong to the framework's own loops
(Ankusa.RetryPolicy for the sinks, Ankusa.BlobStore.Retry around one
object-store request, re-signed per attempt). Req's default retry would
add hidden latency inside those, and resend a signature as it ages.
	redirect: false — a followed redirect re-issues a POST as a GET, so a
302 from a sink endpoint would be reported as a successful delivery. A
redirect on a signed request is never more useful: the signature covers the
host and path it was made for.
	http_errors: :return — a non-2xx status is a value each adapter maps
({:error, :not_found}), not an exception.
	decode_body: false — these bodies are segments, claims and hook payloads,
not JSON; the one JSON reply (SQS's) is checked against the bytes sent, so
its adapter decodes it itself.

:req_options is an allowlist
Callers reach this module through each adapter's :req_options, and the
accepted keys are [:finch, :connect_options, :pool_timeout, :plug]:
transport tuning that cannot change the request. Anything else raises, because
the keys that can change it — :params, :base_url, :auth, :headers —
would alter a URL that has already been signed, or replace the headers carrying
a credential. Silently ignoring them would be a worse failure than refusing
them: the caller would believe a proxy or a pool was in use.
TLS is verified, always
An https request verifies the peer's certificate chain and hostname
(verify: :verify_peer) and negotiates TLS 1.2 or 1.3 only. The trust store is
the operating system's, with castore's bundle behind it where OTP cannot
load that; :cacertfile in opts names a PEM bundle instead (a private CA).
Turning verification off is not a :req_options setting: a transport_opts: [verify: :verify_none] raises ArgumentError from validate!/2, and the one
way past it is allow_insecure_tls: true in opts, which Ankusa.Sink.Http
exposes per sink for a receiver that cannot present a certificate.
A named pool owns its transport
finch: [name: MyFinch] sends the request through a pool the caller started,
and that pool's conn_opts are the connection options (timeout, TLS, proxy):
Req refuses :finch beside :connect_options, so the request carries none.
Asking for TLS settings per request on top of a named pool (:cacertfile,
allow_insecure_tls: true, :connect_options) raises ArgumentError from
validate!/3, rather than being ignored. Ankusa.BlobStore.Pool is such a
pool.
Every other request goes through an owned, bounded pool
A request with no :finch and no :plug in its options is sent through
Ankusa.HttpClient.Pools: a pool per origin and connection profile, sized and
idle-swept from the instance's egress.pools config, never Req's default of an
unbounded number of pools that are never closed. The connection options the
request would carry (connect timeout, TLS, the :connect_options in
req_options) become the pool's, so every connection it opens uses them.
opts takes the pool's context (taken out before the request is built):
:instance (whose egress.pools apply; none uses the defaults), :tenant
(whose ceiling the pool counts against), :source (what close_source/3
closes pools for) and :pool (a per-sink override, see
Ankusa.HttpClient.Pools.validate_override!/1). A pool ceiling that cannot be
made room for is {:error, {:unavailable, :pool_limit}}.

      


      
        Summary


  
    Functions
  


    
      
        authority(url)

      


        The host, or host:port when the port is not the scheme's default, of
url — a host header, a description's :host.



    


    
      
        request(method, url, headers, body, timeout_ms, opts \\ [])

      


        Issue one request, returning the status and raw body.



    


    
      
        request_with_headers(method, url, headers, body, timeout_ms, opts \\ [])

      


        request/6, plus the response headers (%{lowercase_name => [value]}), for
callers that read one such as retry-after.



    


    
      
        validate!(req_options, allow_insecure_tls? \\ false, cacertfile \\ nil)

      


        Raise ArgumentError unless req_options holds only transport keys
(:finch, :connect_options, :pool_timeout, :plug) and does not turn off
TLS verification (connect_options: [transport_opts: [verify: :verify_none]])
without allow_insecure_tls?, nor asks a named :finch pool (see "A named
pool owns its transport") for per-request connection options: :connect_options,
a cacertfile or allow_insecure_tls?: true.



    





      


      
        Functions


        


  
    
      
    
    
      authority(url)



        
          
        

    

  


  

      

          @spec authority(String.t()) :: String.t()


      


The host, or host:port when the port is not the scheme's default, of
url — a host header, a description's :host.

  



    

  
    
      
    
    
      request(method, url, headers, body, timeout_ms, opts \\ [])



        
          
        

    

  


  

      

          @spec request(
  atom(),
  String.t(),
  [{String.t(), String.t()}],
  iodata() | nil,
  timeout(),
  keyword()
) ::
  {:ok, non_neg_integer(), term()} | {:error, term()}


      


Issue one request, returning the status and raw body.
timeout_ms is applied to both the connection and the response. A
:connect_options in req_options is merged over it, so supplying a proxy
never drops the timeout.
:max_response_bytes in opts (not a transport option; it is taken out
before the request is built) stops reading the response once its body passes
that many bytes: the body is then {:truncated, bytes_read} and the
connection is closed rather than drained. Without it the whole body is read,
which the blob stores need.
:cacertfile and :allow_insecure_tls in opts are likewise taken out
before the request is built; see "TLS is verified, always".

  



    

  
    
      
    
    
      request_with_headers(method, url, headers, body, timeout_ms, opts \\ [])



        
          
        

    

  


  

      

          @spec request_with_headers(
  atom(),
  String.t(),
  [{String.t(), String.t()}],
  iodata() | nil,
  timeout(),
  keyword()
) ::
  {:ok, non_neg_integer(), %{required(String.t()) => [String.t()]}, term()}
  | {:error, term()}


      


request/6, plus the response headers (%{lowercase_name => [value]}), for
callers that read one such as retry-after.

  



    

    

  
    
      
    
    
      validate!(req_options, allow_insecure_tls? \\ false, cacertfile \\ nil)



        
          
        

    

  


  

      

          @spec validate!(keyword(), boolean(), String.t() | nil) :: :ok


      


Raise ArgumentError unless req_options holds only transport keys
(:finch, :connect_options, :pool_timeout, :plug) and does not turn off
TLS verification (connect_options: [transport_opts: [verify: :verify_none]])
without allow_insecure_tls?, nor asks a named :finch pool (see "A named
pool owns its transport") for per-request connection options: :connect_options,
a cacertfile or allow_insecure_tls?: true.
request/6 calls it on every request, and Ankusa.Sink.Http.validate_opts!/1
calls it when a config is validated, so a bad :req_options on an HTTP sink
fails at boot, not at its first delivery.
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Owns one optional subtree of an instance (dispatch, storage, lifecycle,
metrics, or one of the secondary listeners) and never escalates its failure.
A plain child of Ankusa.Instance shares the root's restart budget: a
subtree that crashes in a loop (a sink whose adapter keeps raising at boot, a
port another process took) exhausts it and takes the whole instance down —
edge listener included, so the node stops acking hooks because something it
did not need to ack them is broken. This manager starts the subtree under its
own :one_for_one supervisor and, when that supervisor gives up (its restart
intensity is exhausted), does not exit. It waits and starts the subtree again,
backing off from :base_backoff_ms doubling up to :max_backoff_ms while
restarts keep failing, and starting over once the subtree has stayed up for a
minute.
A child that cannot start when the instance boots still fails the boot: a
misconfigured listener or sink should stop a deploy, not be retried quietly.
Every outage emits [:ankusa, :instance, :subtree_down] and every recovery
[:ankusa, :instance, :subtree_up] (see Ankusa.Telemetry).
Options
	:instance — the instance name (required)
	:domain — an atom naming the domain, e.g. :dispatch (required)
	:children — the child specs of the subtree (required)
	:base_backoff_ms — first restart delay, default 1_000
	:max_backoff_ms — restart delay ceiling, default 60_000

The two backoff options exist for tests.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    


    
      
        subtree(instance, domain)

      


        The pid of the domain's supervisor, or nil while it is down (or the
manager is not running).



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      subtree(instance, domain)



        
          
        

    

  


  

      

          @spec subtree(atom(), atom()) :: pid() | nil


      


The pid of the domain's supervisor, or nil while it is down (or the
manager is not running).
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Stops an instance when Ankusa.Registry restarts, so its supervisor starts
it again.
Every instance process registers by name in Ankusa.Registry, and
registering links it to the Registry's partition. A partition that dies takes
every registrant that does not trap exits (batchers, writer, rate limiter,
quarantine, the route cache…) down with it, and their supervisors restart
them, registered anew once the partition is back. A registrant that traps
exits (the store, every supervisor, Ankusa.Instance.Isolated) survives
instead, unregistered: Ankusa.whereis/2 returns nil for it and
Ankusa.via/2 calls to it fail, and nothing puts it back.
The watcher monitors the Registry supervisor and every partition under it,
because a partition crash restarts the partitions while the supervisor stays
up. Its own exit shuts the whole instance down: the instance's root supervisor
lists it as a significant child with auto_shutdown: :any_significant, and
whatever supervises the instance starts it again, every process registered
in the new Registry.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(instance)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(instance)
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Ankusa.Queue.Writer 
    



      
The only seq assigner: commits batches of hooks to the store, and answers a
caller only once its hooks are on disk (Ankusa.Queue.Syncer fsyncs the WAL),
so a 2xx to the provider always means the bytes are on disk.
One process per instance, under Ankusa.via(instance, :queue_writer). The
commit is a single atomic store batch: the hook, one pending delivery row and
due key (with its active-tenant marker) per sink, the archive obligation when
the :storage role runs, the counter deltas of all of them, the m:next_seq
marker and, for a tenant seen for the first time, its ordinal (this process is
the only one that allocates them, see queue/tenants.ex). A failed commit
consumes its seqs and ordinals (gaps are allowed) but acks nothing. A hook
whose tenant would pass tenants.max is refused with {:error, :tenant_limit} in its place of the reply, and nothing of it is written.
Group commit
A call carries what needs no seq, prepared by its caller (Ankusa.Queue: the
hook's binary, its encoded delivery rows, the dedupe keys read from the store).
The writer takes the call that woke it and every :enqueue call queued behind
it, from every batcher partition, up to batcher.group_commit_max_bytes of
bodies and batcher.group_commit_max_records hooks, and commits them as one
group: one tenant admission, one dedupe validation, dense seqs across all
of it, one store write (applied with sync: false) and, under wal: :dual,
one publish. The writer hands every caller's reply to Ankusa.Queue.Syncer,
which fsyncs the WAL once for all the groups applied so far and then answers
them: while group N syncs, group N+1 is assembled and applied here. A group's
rows are not visible to dispatch, the archive or a retry's 201 duplicate
before that fsync (Syncer.visible/2, ADR 0002 amendment 17).
The dedupe values a caller read are a prefetch: the first occurrence of a key
in the group wins, and a key this process wrote since the caller read (in an
earlier group, or in flight under wal: :dual) is answered from recent_* and
the pending set, never from the stale read, so two partitions that saw the same
key as absent still commit one hook.
Under wal: :dual (ADR 0002) the local commit runs in parallel with a
confirmed publish to the intake log (Ankusa.Intake), and both are required
before the 201. The writer does not wait: it records the batch in the
pending set, returns {:noreply, _}, and answers the batcher's call when the
publish task's result and the syncer's confirm of the local half have both
arrived, so the next batch's local write overlaps the previous batch's fsync
and publish wait. A half that fails is carried to completion
by Ankusa.Intake.Reconciler, never undone; the caller's reply for such a
hook is {:error, {:half, reason, hook_id}}.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)
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Packs committed hooks into immutable segments and clears their archive
obligations.
A hook committed while the :storage role runs carries an archive
obligation (Ankusa.Queue). Each tick takes obligations in seq order until
their stored sizes reach config.storage.roll_bytes, packs those hooks into
one segment, and goes on: a backlog becomes several segments per tick
instead of one unbounded one, so peak memory is one segment whatever the
backlog and however long a storage node was unavailable.
A segment is encoded via config.storage.codec, wrapped in the segment header
and sha256 trailer (Ankusa.Storage.Segment), and PUT through the blob store
under the dated layout (Ankusa.Storage.Layout):
archive/v1/dt=<yyyy-mm-dd>/<node>/seg-<first>-<last>.seg, followed by an
index object (….idx: event id to offset, length and seq,
Ankusa.Storage.Index), the node-day's _manifest.json summary, and the
segment's catalogue row in the store (which records the format, codec, node and
day). Only then do its obligations clear. A hook is deleted when its last
obligation — archive or delivery — clears, so an archive that is behind or
switched off never blocks delivery, and delivery never blocks the archive.
A backlog of roll_bytes or more rolls at once; a smaller one — a partial
segment — is written once its first obligation has waited storage.roll_ms
(tick/1 writes it at once). One tick writes at most
storage.max_segments_per_tick segments.
A failed write ends the tick, nothing crashes, and the same hooks are written
again — after storage.interval_ms doubled per consecutive failure (jittered,
capped at 60 s) — under the same keys.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        prune_catalogue(instance)

      


        Delete the catalogue rows past retention: a segment's row (?S) once its newest
hook is older than storage.catalogue_retention_days (or, with
archive.retention_days set, that many days, deleting the segment object and
its index through the blob store as well), and a 0.3 import's location row
(?L) once its hook is. Runs hourly in a process of its own; callable on its
own.



    


    
      
        start_link(opts)

      


    


    
      
        tick(instance)

      


        Run one compaction synchronously; returns the number of segments written.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      prune_catalogue(instance)



        
          
        

    

  


  

      

          @spec prune_catalogue(atom()) ::
  {:ok,
   %{
     segments: non_neg_integer(),
     objects: non_neg_integer(),
     legacy: non_neg_integer(),
     more: boolean()
   }}
  | {:error, term()}


      


Delete the catalogue rows past retention: a segment's row (?S) once its newest
hook is older than storage.catalogue_retention_days (or, with
archive.retention_days set, that many days, deleting the segment object and
its index through the blob store as well), and a 0.3 import's location row
(?L) once its hook is. Runs hourly in a process of its own; callable on its
own.
What a replay or a delivery still needs stays: a segment an archive replay job
(running or paused) can still read (its newest hook is at or after the
job's from), and a segment holding the hook of a delivery row that is still
owed (pending or dead): the DLQ reaper evicts that row only while the catalogue
can find its hook. The sweep deletes nothing when the replayer cannot say what
its jobs need. Emits [:ankusa, :archive, :pruned] (segments, objects,
legacy); more says the pass's budget, not the catalogue, ran out.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      tick(instance)



        
          
        

    

  


  

      

          @spec tick(atom()) :: {:ok, non_neg_integer()}


      


Run one compaction synchronously; returns the number of segments written.
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The node's local store: one RocksDB database per instance, under
Config.path(config, "store").
Holds hooks, one delivery row per hook and sink (the DLQ is the dead rows),
the quarantine pen, API-managed sources, rate-limit overrides and the
archive catalogue. Column families:
	default — sequence, the store format version (m:format_version),
migration markers, sources and their revisions, rate limits, replay jobs,
the audit sequence and key, the next tenant ordinal (m:next_ord)
	hooks — <<seq::64>> → envelope
	deliveries — <<seq::64, sink::16>> → delivery row
	index — due/inflight/dead rows (tenant-ordinal first, the key
constructors are in store/keys.ex), the by-tenant dead index, active-tenant markers,
archive obligations, cleared markers, claim-check refs
	archive — segment catalogue and imported legacy locations
	quarantine — quarantined envelopes
	audit — the audit trail (<<?a, seq::64, at::64>>) and the rows of
mutations still in flight (<<?p, seq::64>>), see Ankusa.Audit
	tenants — tenant ordinal ↔ tenant id (queue/tenants.ex)
	counters — per-tenant and node-wide queue counters, written only as
{:merge, :counters, key, delta} operands (queue/deliveries/counters.ex)

Ankusa.Store is the one process that owns the database handle; every other
caller reads or writes through the functions here, which run the RocksDB
NIFs (on the dirty schedulers) from the calling process and look the handles
up in ETS on every call. Durability is per call: sync: true means the
write is on disk before the call returns.
RocksDB is one WAL per store, so a sync: false writer's bytes are durable
as soon as any later synced commit lands. Every write is atomic, and the
recovery mode tolerates only a torn tail, never earlier damage.
checkpoint/2 is how Ankusa.Store.Backup snapshots the store: a consistent
copy (hard links where it can) in a directory that must not exist yet. With
backup.enabled, a store directory that holds no database is restored from
the latest backup before it is opened (see Ankusa.Store.Backup.restore/3).

      


      
        Summary


  
    Types
  


    
      
        op()

      


    





  
    Functions
  


    
      
        checkpoint(instance, dir)

      


        Writes a consistent snapshot of the store to dir, which must not exist
(RocksDB creates it). Memtables are flushed first, so the snapshot is SST and
blob files plus the manifest — hard links when dir is on the store's
filesystem, copies otherwise. Runs off the store process: readiness keeps
answering while it does. One at a time: {:error, :checkpoint_in_progress}
while another runs; {:error, :store_unavailable} when the store is closed
or does not answer within 120 s.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        failure_class(reason)

      


        The class of a RocksDB or file system failure, for the class label and the
/ready reason: :no_space (ENOSPC), :io_error (EIO and the rest of
RocksDB's IO errors), :read_only, :corruption, :busy (the database
lock is held, or a resource is temporarily unavailable) or :other. A fixed
set, so no label is ever built from an error string.



    


    
      
        first(instance, family, range, opts \\ [])

      


        The first key and value of family in the half-open range {lower, upper}
(the last, with reverse: true), or nil: one seek, with fold/6's proof
that the scan was not cut short by corruption.



    


    
      
        fold(instance, family, range, acc, fun, opts \\ [])

      


        Folds a scanned key family (an internal key family such as :hooks, :due or :dead) over the
half-open key range {lower, upper}. fun.(key, value, acc) returns
{:cont, acc} or {:halt, acc}; reverse: true walks newest-first.



    


    
      
        get(instance, cf, key)

      


        Reads key from column family cf. Corruption is reported, never hidden.



    


    
      
        multi_get(instance, cf, keys)

      


        Reads keys from column family cf, results in key order. Any per-key
error turns the whole call into an error.



    


    
      
        prefixes_present(instance, family, prefixes)

      


        For each key prefix, whether family holds any key that starts with it, in
the order given. One iterator serves the whole list, so probing a batch costs
a seek per prefix instead of an iterator per prefix.



    


    
      
        property(instance, cf, name)

      


        Reads a RocksDB CF property like "rocksdb.estimate-num-keys",
"rocksdb.total-sst-files-size" or "rocksdb.total-blob-file-size",
parsed to an integer.



    


    
      
        ready(instance)

      


        Readiness: whether the store can take a synced write right now.



    


    
      
        reopen(instance)

      


        Closes and reopens the database at the same path, then republishes the
handles.



    


    
      
        report_write_failure(instance, reason)

      


        Tell the store a write failed. A failed WAL append (a full disk) can leave
RocksDB with a latched background error that outlives the freed space; the
store reopens itself to clear it, at most once per reopen_interval_ms
(5 s), whichever process saw the failure. Emits
[:ankusa, :store, :write_failed] from the calling process. Never blocks.



    


    
      
        start_link(opts)

      


    


    
      
        sync_wal(instance)

      


        Makes every write applied so far with sync: false durable: one fsync of the
WAL (SyncWAL()), which does not take RocksDB's write lock, so a writer
applying the next batch meanwhile is not held up. :ok means every batch whose
write/3 returned before this call began is on disk. A failure is reported
like a failed write (report_write_failure/2: the store reopens to clear a
latched error), and the caller must treat everything it applied since its last
successful sync as not durable.



    


    
      
        write(instance, ops, opts \\ [])

      


        Writes ops as one atomic batch. sync: true returns only once the batch
is durable. [] is a no-op success. Keys and values must be binaries: a
malformed op raises, it is never reported as an unavailable store.



    





      


      
        Types


        


  
    
      
    
    
      op()



        
          
        

    

  


  

      

          @type op() ::
  {:put, atom(), binary(), binary()}
  | {:delete, atom(), binary()}
  | {:delete_range, atom(), binary(), binary()}
  | {:merge, atom(), binary(), integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      checkpoint(instance, dir)



        
          
        

    

  


  

      

          @spec checkpoint(atom(), Path.t()) :: :ok | {:error, term()}


      


Writes a consistent snapshot of the store to dir, which must not exist
(RocksDB creates it). Memtables are flushed first, so the snapshot is SST and
blob files plus the manifest — hard links when dir is on the store's
filesystem, copies otherwise. Runs off the store process: readiness keeps
answering while it does. One at a time: {:error, :checkpoint_in_progress}
while another runs; {:error, :store_unavailable} when the store is closed
or does not answer within 120 s.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      failure_class(reason)



        
          
        

    

  


  

      

          @spec failure_class(term()) ::
  :no_space | :io_error | :read_only | :corruption | :busy | :other


      


The class of a RocksDB or file system failure, for the class label and the
/ready reason: :no_space (ENOSPC), :io_error (EIO and the rest of
RocksDB's IO errors), :read_only, :corruption, :busy (the database
lock is held, or a resource is temporarily unavailable) or :other. A fixed
set, so no label is ever built from an error string.

  



    

  
    
      
    
    
      first(instance, family, range, opts \\ [])



        
          
        

    

  


  

      

          @spec first(atom(), atom(), {binary(), binary()}, keyword()) ::
  {:ok, {binary(), binary()} | nil} | {:error, term()}


      


The first key and value of family in the half-open range {lower, upper}
(the last, with reverse: true), or nil: one seek, with fold/6's proof
that the scan was not cut short by corruption.

  



    

  
    
      
    
    
      fold(instance, family, range, acc, fun, opts \\ [])



        
          
        

    

  


  

      

          @spec fold(
  atom(),
  atom(),
  {binary(), binary()},
  acc,
  (binary(), binary(), acc -> {:cont, acc} | {:halt, acc}),
  keyword()
) :: {:ok, acc} | {:error, term()}
when acc: term()


      


Folds a scanned key family (an internal key family such as :hooks, :due or :dead) over the
half-open key range {lower, upper}. fun.(key, value, acc) returns
{:cont, acc} or {:halt, acc}; reverse: true walks newest-first.
The RocksDB binding reports corruption met during iteration as a clean end
of the scan (invalid_iterator), so a scan is only believed when it
proves it finished: forward it must reach a key at or beyond upper (the
family's high sentinel always exists to stop on), reverse a key below lower
or the low sentinel. A scan that goes invalid before that returns
{:error, {:corruption, _}} instead of a silently shortened result. Stopping
early with {:halt, acc} is the caller's choice and needs no proof.
Sentinels are never passed to fun.

  



  
    
      
    
    
      get(instance, cf, key)



        
          
        

    

  


  

      

          @spec get(atom(), atom(), binary()) :: {:ok, binary()} | :not_found | {:error, term()}


      


Reads key from column family cf. Corruption is reported, never hidden.

  



  
    
      
    
    
      multi_get(instance, cf, keys)



        
          
        

    

  


  

      

          @spec multi_get(atom(), atom(), [binary()]) ::
  {:ok, [{:ok, binary()} | :not_found]} | {:error, term()}


      


Reads keys from column family cf, results in key order. Any per-key
error turns the whole call into an error.

  



  
    
      
    
    
      prefixes_present(instance, family, prefixes)



        
          
        

    

  


  

      

          @spec prefixes_present(atom(), atom(), [binary()]) ::
  {:ok, [boolean()]} | {:error, term()}


      


For each key prefix, whether family holds any key that starts with it, in
the order given. One iterator serves the whole list, so probing a batch costs
a seek per prefix instead of an iterator per prefix.
It carries fold/6's guarantee: the family's high sentinel always exists, so
a seek that finds nothing at all means the iterator went invalid on damage,
and the answer is {:error, {:corruption, _}}, never a quiet false.

  



  
    
      
    
    
      property(instance, cf, name)



        
          
        

    

  


  

      

          @spec property(atom(), atom(), String.t()) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Reads a RocksDB CF property like "rocksdb.estimate-num-keys",
"rocksdb.total-sst-files-size" or "rocksdb.total-blob-file-size",
parsed to an integer.

  



  
    
      
    
    
      ready(instance)



        
          
        

    

  


  

      

          @spec ready(atom()) :: :ok | {:error, {:store_unavailable | :write_failed, atom()}}


      


Readiness: whether the store can take a synced write right now.
{:error, {:write_failed, class}} while any write reported through
report_write_failure/2 failed in the last 5 s: a full disk can refuse an
ingest batch while a few bytes still fit. Otherwise writes one meta key with
sync: true (the same WAL append and fsync an ingest commit needs) and
answers :ok, or {:error, {:write_failed, class}} when the write fails — in
which case the store also reopens itself, as for any failed write.
{:error, {:store_unavailable, class}} when the store is closed (class is
why its last open failed) or does not answer within 5 s (:timeout, or
:not_running when no store runs). class is a failure_class/1.
The probe's answer is cached for 1 s.

  



  
    
      
    
    
      reopen(instance)



        
          
        

    

  


  

      

          @spec reopen(atom()) :: :ok | {:error, term()}


      


Closes and reopens the database at the same path, then republishes the
handles.
RocksDB latches a background error after a failed WAL append (the disk was
full) and keeps rejecting writes after space is freed. Reopening replays the
WAL, drops a torn tail, and clears the latch. write/3 asks for it itself
through report_write_failure/2, at most once every few seconds. A failed reopen
leaves the store unavailable, not crashed, and the store then retries by
itself, after 5 s and then twice as long each time up to 60 s (each wait
jittered down by up to a quarter), until it opens. Every attempt emits
[:ankusa, :store, :reopened] and [:ankusa, :store, :unavailable].

  



  
    
      
    
    
      report_write_failure(instance, reason)



        
          
        

    

  


  

      

          @spec report_write_failure(atom(), term()) :: :ok


      


Tell the store a write failed. A failed WAL append (a full disk) can leave
RocksDB with a latched background error that outlives the freed space; the
store reopens itself to clear it, at most once per reopen_interval_ms
(5 s), whichever process saw the failure. Emits
[:ankusa, :store, :write_failed] from the calling process. Never blocks.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      sync_wal(instance)



        
          
        

    

  


  

      

          @spec sync_wal(atom()) :: :ok | {:error, term()}


      


Makes every write applied so far with sync: false durable: one fsync of the
WAL (SyncWAL()), which does not take RocksDB's write lock, so a writer
applying the next batch meanwhile is not held up. :ok means every batch whose
write/3 returned before this call began is on disk. A failure is reported
like a failed write (report_write_failure/2: the store reopens to clear a
latched error), and the caller must treat everything it applied since its last
successful sync as not durable.

  



    

  
    
      
    
    
      write(instance, ops, opts \\ [])



        
          
        

    

  


  

      

          @spec write(atom(), [op()], keyword()) :: :ok | {:error, term()}


      


Writes ops as one atomic batch. sync: true returns only once the batch
is durable. [] is a no-op success. Keys and values must be binaries: a
malformed op raises, it is never reported as an unavailable store.
{:merge, cf, key, delta} adds delta to the integer at key without
reading it (a RocksDB merge operand, :erlang_merge_operator's int_add):
concurrent batches from different processes cannot lose each other's counts.
Only a column family opened with that operator (counters) may be merged into.

  


        

      


  

  
    
    Ankusa.UUIDv7 - ankusa v0.7.0
    
    

    


  
  

    
Ankusa.UUIDv7 
    



      
UUIDv7 generation (RFC 9562 §5.7): 48-bit Unix millisecond timestamp followed
by 74 random bits.
Ordering is at millisecond granularity only. Two ids generated inside the
same millisecond are random relative to each other, and a backwards clock step
(NTP correcting) can yield an id that sorts before an earlier one. That is
sufficient for what ids are used for here — a lexicographically time-sortable
key (claims/<tenant>/<id>, the sweeper's expiry parse) and a unique
index key — and records are ordered by the store's seq, never by id.
If intra-millisecond ordering is ever genuinely needed (an audit listing sorted
by id, say), the fix is RFC 9562's counter layout: a 12-bit counter in rand_a
that borrows from the next millisecond on rollover. That needs shared mutable
state (:atomics) plus a clock-regression guard, which is a deliberate design
change rather than a tweak.

      


      
        Summary


  
    Functions
  


    
      
        generate()

      


        Generate a UUIDv7 as a lowercase, hyphenated string.



    


    
      
        generate(ms)

      


        Generate a UUIDv7 for a specific Unix millisecond timestamp.



    


    
      
        max_for(ms)

      


        The highest possible UUIDv7 id whose timestamp is ms.



    


    
      
        min_for(ms)

      


        The lowest possible UUIDv7 id whose timestamp is ms.



    


    
      
        timestamp_ms(arg1)

      


        Extract the 48-bit Unix millisecond timestamp embedded in a UUIDv7 string.



    





      


      
        Functions


        


  
    
      
    
    
      generate()



        
          
        

    

  


  

      

          @spec generate() :: String.t()


      


Generate a UUIDv7 as a lowercase, hyphenated string.

  



  
    
      
    
    
      generate(ms)



        
          
        

    

  


  

      

          @spec generate(integer()) :: String.t()


      


Generate a UUIDv7 for a specific Unix millisecond timestamp.

  



  
    
      
    
    
      max_for(ms)



        
          
        

    

  


  

      

          @spec max_for(non_neg_integer()) :: String.t()


      


The highest possible UUIDv7 id whose timestamp is ms.

  



  
    
      
    
    
      min_for(ms)



        
          
        

    

  


  

      

          @spec min_for(non_neg_integer()) :: String.t()


      


The lowest possible UUIDv7 id whose timestamp is ms.

  



  
    
      
    
    
      timestamp_ms(arg1)



        
          
        

    

  


  

      

          @spec timestamp_ms(String.t()) :: {:ok, non_neg_integer()} | :error


      


Extract the 48-bit Unix millisecond timestamp embedded in a UUIDv7 string.
:error for anything that isn't a well-formed UUIDv7 (wrong length, wrong
version/variant nibbles, non-hex characters) — never raises on untrusted
input.

  


        

      


  

  
    
    mix ankusa.conformance.gen - ankusa v0.7.0
    
    

    


  
  

    
mix ankusa.conformance.gen 
    



      
Writes conformance/cases/producer.json: the queue messages
Ankusa.Sink.Message.encode/3 produces for a fixed set of hooks, each paired
with what an SDK's decode_message must return for it (feature
message.producer).
mix ankusa.conformance.gen [--out PATH]
The SDKs' own vectors are decoder-only: they prove an SDK reads the messages
somebody wrote by hand. These prove it reads the messages core writes. The
file is generated, never edited: mise run check:conformance (check.mjs)
runs this task into a temporary file and fails when the result differs from
the checked-in one, so a field added to, removed from or changed in encode/3
fails the build until the vectors are regenerated and every SDK decodes them.
--out defaults to conformance/cases/producer.json of the repository (run
the task from packages/ankusa). The output is deterministic: fixed ids,
times and bodies, keys in a fixed order.

      


      
        Summary


  
    Functions
  


    
      
        render()

      


        The file's text: the cases {"cases": [...]} as pretty JSON with a trailing
newline.



    





      


      
        Functions


        


  
    
      
    
    
      render()



        
          
        

    

  


  

      

          @spec render() :: String.t()


      


The file's text: the cases {"cases": [...]} as pretty JSON with a trailing
newline.

  


        

      


  

  
    
    mix ankusa.recover - ankusa v0.7.0
    
    

    


  
  

    
mix ankusa.recover 
    



      
Brings a stopped node's store forward from the intake log (wal: :dual, ADR
0002), by the same code a booting node runs.
mix ankusa.recover --instance default --node ankusa-a
mix ankusa.recover --from earliest --dry-run
mix ankusa.recover --allow-gap
The node's Ankusa.Config is config :ankusa, :config, [...] (a keyword list
of Ankusa.Config.new/1 options, wal: :dual and its intake, backup and
source_store blocks included): the task needs the node's own configuration,
never a copy of it. Start the replacement node with the lost node's
intake.node_id on an empty volume: the store is restored from the backup
first, then the log is replayed from its m:intake_offset. A running node does
this at boot; run the task by hand with intake.recover_on_boot: false.
Prints records=… applied=… present=… collided=… unroutable=… skipped=… republished=… and exits 0; a second run changes nothing.
Options:
	--instance — default default
	--node — asserts the node id (must equal intake.node_id)
	--from — backup (the store's own offset, the default), earliest, or a position
	--dry-run — read and count, write and publish nothing
	--allow-gap — go on when the log no longer reaches back to the restored
store's offset, saying which positions are lost


      




  

  
    
    mix ankusa.secrets.rewrap - ankusa v0.7.0
    
    

    


  
  

    
mix ankusa.secrets.rewrap 
    



      
Moves every API-managed source a node stored in its own Ankusa.Store
(Ankusa.SourceStore.Persistent) to the current key-encryption key: rows
written before a KEK existed are encrypted, and rows encrypted under a
kek_previous key are rewritten under the current one. Afterwards the old key
can be dropped from secrets.kek_previous.
mix ankusa.secrets.rewrap --dry-run
mix ankusa.secrets.rewrap --data-dir /var/lib/ankusa --instance default
The store is <data-dir>/<instance>/store. Without --dry-run the task opens
the store, so stop the node that owns it first (a running node rewraps with
Ankusa.SourceStore.Persistent.rewrap/1; sources in Redis with
Ankusa.SourceStore.Redis.rewrap/1).
The keys come from the environment, never the command line:
	ANKUSA_KEK — the current key ("<base64>" or "<id>:<base64>")
	ANKUSA_KEK_PREVIOUS — comma-separated keys that may still decrypt

or, when ANKUSA_KEK is unset, from config :ankusa, :secrets (the same map
as Ankusa.Config's secrets). A row no key opens stops the task and is
reported; nothing is written for the rows after it.
Options:
	--dry-run — count what would be rewritten, change nothing
	--data-dir — default config :ankusa, :data_dir (./data)
	--instance — default default


      




  

  
    
    mix ankusa.store.fixture - ankusa v0.7.0
    
    

    


  
  

    
mix ankusa.store.fixture 
    



      
Seeds an instance and packs its data directory as an upgrade fixture.
mix ankusa.store.fixture test/fixtures/store-v1.tar.zst
Run it at the release that introduces a store format and check the result in
as test/fixtures/store-v<version>.tar.zst: test/ankusa/store_upgrade_test.exs
boots current code on every fixture, so each later release has to read the
stores this one wrote.
The seeded instance holds hooks still waiting on a sink (with their ingest
dedupe keys), dead-lettered hooks, hooks that were delivered and archived (so
only the archive catalogue and its segment know them), quarantined hooks and
API-managed sources (one of them changed since, so it is at revision 2), a
tenant's rate-limit override and the audit trail those changes wrote. The
archive holds store/ (the RocksDB database), segments/ (the compacted
objects) and manifest.json, the ids, revisions, audit rows and counts the
upgrade test asserts after the boot. Compressed with zstd.

      


      
        Summary


  
    Functions
  


    
      
        build(path)

      


        Seeds an instance in a scratch directory and writes the fixture archive to
path. Returns the manifest packed beside the data.



    





      


      
        Functions


        


  
    
      
    
    
      build(path)



        
          
        

    

  


  

      

          @spec build(Path.t()) :: map()


      


Seeds an instance in a scratch directory and writes the fixture archive to
path. Returns the manifest packed beside the data.

  


        

      


  

  
    
    mix ankusa.store.migrate - ankusa v0.7.0
    
    

    


  
  

    
mix ankusa.store.migrate 
    



      
Shows, or applies, the store format migrations a data directory needs before
this release can serve from it.
mix ankusa.store.migrate --dry-run
mix ankusa.store.migrate --data-dir /var/lib/ankusa --instance default
The store is <data-dir>/<instance>/store. A node applies the same
migrations by itself when it boots; run this to see the plan first
(--dry-run, read-only, safe beside a running node), or to migrate ahead of
a rollout. Without --dry-run the task opens the store, so stop the node that
owns it first.
A store newer than this release is refused, as at boot, naming both versions.
Options:
	--dry-run — print the plan, change nothing
	--data-dir — default config :ankusa, :data_dir (./data)
	--instance — default default
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